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Abstract—In this work, we demonstrate that it is possible to
read UHF RFID tags without a carrier. Specifically, we introduce
an alternative reader design that does not emit a carrier and
allows reading RFID tags intended for conventional carrier-based
systems. While traditional RFID tags modulate a carrier, it is
important to note that a modulation circuit used for backscatter
also modulates the inherent noise of the tag circuitry, including
the Johnson noise, irrespective of whether a carrier is present
or not. Our Modulated Noise Communication (MNC) approach
leverages recent work on Modulated Johnson Noise (MJN) and
can be read by an alternative RFID reader design that enables
simpler, more accessible RFID readings than a conventional
backscatter reader by eliminating self-jamming obstructions.
MNC is shown to support wireless transmission of data packets
between 2 cm to 10 cm of separation between a standard UHF
RFID tag and the proposed alternative reader for data rates of
1 bps and 2 bps.

Index Terms—modulation, backscatter, RFID, Johnson noise,
modulated noise, thermal noise

I. INTRODUCTION

Modulated Backscatter (MBS) is a communication tech-
nique commonly used in RFID systems. It involves the selec-
tive reflection or absorption of a radio frequency (RF) signal
by switching between matched (absorptive) and mismatched
(reflective) impedance states [1]. Traditional RFID systems
use passive wireless tags to transmit information. By rely-
ing on a generated RF carrier signal emitted by an RFID
reader, a tag can either absorb the incident energy through
its energy harvester circuitry or reflect (“backscatter”) the
incident energy to transmit information. Such systems enable
wireless transmission of information without the need for
batteries [2], [3]. This approach enables RFID tags to be low-
power, compact, and battery-free. Ambient Backscatter (ABS)
communication builds on these techniques and reduces power
requirements even further by using ambient RF signals instead
of a generated RF signal from a reader. Ambient sources such
as over-the-air TV, FM radio, and even Wi-Fi can be used. In
ABS, a passive tag harvests energy from the ambient signal
and backscatters that same signal to communicate with another
nearby tag or base station [4]-[6]. Applications of these
concepts include supply chain management (e.g., tracking
products from source to consumer), highway toll collection
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systems, and livestock monitoring systems using implantable
RFID chips.

However, current backscatter-based systems have limita-
tions. One challenge is their reliance on generated or ambient
RF sources. These systems require passive tags to be in
close proximity to an RFID reader or an existing RF source,
like a TV broadcast tower, which restricts their application
space. Furthermore, RFID readers are expensive and involve
complex hardware to address issues such as self-jamming. Re-
cent research has demonstrated the possibility of modulating
information bits without using a generated RF signal [7].
Instead, information bits are modulated by manipulating the
Johnson (thermal) noise in an unpowered resistor by selec-
tively switching the data transmitter between an impedance-
matched resistor and an open (or short) circuit. Johnson noise
has previously been explored for use in computing and in
quantum key distribution schemes [8], [9]. Additional work
explores the use of extraterrestrial noise sources [10].

Building on this, our previous research showed the extension
of Modulated Johnson Noise (MJN) to RFID tags by imple-
menting Modulated Noise Communication (MNC) [11]. Using
a standard WISP 6.0 tag, we demonstrated that unmodified
RFID tag hardware can transmit information bits wirelessly by
modulating the noise inherent to the tag’s circuitry, without the
need for an RF carrier. Although the RFID tag was originally
designed for modulating a backscattered carrier, we proved
that the tag’s backscattering circuitry effectively modulates
the intrinsic noise of the tag, despite not being explicitly
designed for this purpose. To receive the modulated noise
data, an alternative receiver (i.e., an alternative RFID reader) is
required. As described in [11], a MIN or MNC reader is much
simpler than a conventional RFID reader, because it does not
need to generate a carrier signal and hence does not need to
employ measures to counteract self-jamming.

While prior work demonstrated promising results for ex-
tending MNC to RFID tags, the experimental results were
based on a small number of packet transmissions, and system
characterization was presented at a high level. This paper
aims to improve the understanding of the proposed system
and its capabilities by providing deeper discussion and a more
extensive characterization of the system. Primary contributions
of this work include: (1) We share experimental results for a
larger number of packet transmissions at various distances and
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data rates. Specifically, we present results from 900 wireless
packet transmissions, compared to prior results which were
based on approximately 50 wireless packet transmissions. (2)
We demonstrate that unmodified RFID tags can be used to
wirelessly transmit information bits at a distance of 10 cm and
a data rate of 2 bps. This represents an increase over previously
published results of 5x and 2x for achievable distance and
data rate, respectively. (3) We present and discuss important
system-level optimizations which enable the improved perfor-
mance demonstrated here.

II. PHYSICAL PRINCIPLES OF JOHNSON NOISE

Johnson noise, or thermal noise, is the thermal agitation of
charge carriers (e.g., electrons) inside an electrical conductor,
such as a resistor [12], [13]. As described in [7] and [11],
this thermal noise is present in any circuit element with a
real impedance, even without applying external source voltage
or current. Johnson noise is also shown to be broadband or
“white” at frequencies below 6 THz. The only dissipative
(resistive) elements in the WISP analog front end are the
diodes, which can be thought of as resistors for the purpose
of modeling Johnson noise. A diode can be thought of as
a resistor whose value changes with current. Different parts
of the diode I-V curve exhibit different behavior (see Fig. 1).
Three regions are shown, corresponding to different non-linear
and linear behavior of a diode [14]. The reciprocal of the
slope at each point on the I-V curve defines a differential
resistance at that point on the curve. For our purposes, we are
mainly interested in the behavior of the I-V curve at zero bias
(i.e., at the origin of the I-V curve). Even though the diode
acts as a non-linear (and strongly bias dependent) resistor, as
explained in [15], it still produces Gaussian thermal noise at
equilibrium. Thus for our purposes, it can be used in the same
way as a resistor: as a source of thermal noise. Shot noise,
another form of noise arising from the discreteness of electric
charge, only occurs at non-zero current; since the diodes are
unbiased, Johnson noise is expected to be the main noise
source produced by the diodes.

Regarding impedance calculations, it is also important to
note that the impedance of the diodes will vary with input
power to the WISP, or any other standard RFID tag, as
input power affects the biasing of the rectifying diodes. This
relationship between input power and diode impedance has
important implications for the input matching network, as
well as for the contrast between impedance states of an RFID
tag. For example, the input matching network of a standard
RFID tag is typically optimized with a target input power
that is specified by the RFID reader carrier signal. In this
case, the diodes are forward biased, and they present a lower
impedance value to which the matching network is connected.
However, without a carrier signal, the diodes are unbiased, and
they present a higher impedance value. If the input matching
network remains unchanged, the result of this is that the
overall impedance of the circuit changes. The impedance
values directly affect the amount of Johnson noise power
which is transmitted. This is further discussed in Section IV.
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Fig. 1: Diode as a non-linear resistor. Typical current
(D vs voltage (V) plot (“I-V curve”) for a silicon-based
Schottky diode. The reciprocal slope of the I-V curve at
any point defines a “differential” resistance value at that
point on the curve. Regions I-III correspond to different
non-linear and linear behavior [14]. While the device’s
non-linear and voltage dependent resistance value may
change the properties of the noise (compared to a linear
resistor), the key for our purpose is that it is a dissipative
device and therefore a source of thermal noise.

As shown in Fig 2, the WISP 6 analog front end includes
a backscatter switch (ADG902) which switches between two
states: “switch closed” and “switch open.” When the backscat-
ter switch is closed, the antenna is connected through the
switch to a 3.3 nF capacitor to ground, effectively shunting
the input path. When the backscatter switch is open (“switch
open” state), the shunt capacitor is disconnected. When the
backscatter switch is closed (“switch closed” state), the circuit
pathway to ground presents a low impedance (0.05 € at
915 MHz) which should decrease the observed noise. This
is because the low impedance pathway acts like a short
circuit, a typical “cold load” in MJN implementations [7],
[10]. Indeed, measurements of the received noise power from
a WISP in a cabled setup confirm this, and the difference in
noise power in the two backscatter states enables the RFID
tag to communicate by modulating this noise. Noise power
measurement results are included Section IV-C.

III. SYSTEM DESCRIPTION AND IMPLEMENTATION

The system under investigation consists of two main compo-
nents: a transmitter and a receiver. The data transmitter is built
using standard RFID tag hardware and operates on a custom
protocol. Specifically, we utilize version 6 of the Wireless
Identification and Sensing Platform (WISP 6) [16], with no
modifications made to its circuit design. Although the WISP
6 is a recent iteration of the WISP hardware, it lacks any spe-
cialized features explicitly designed for supporting Modulated
Noise Communication. The necessary changes were only made
to the software running on the WISP to enable Modulated
Noise Communication. In its listening mode, the WISP 6
consumes an average power of 22uW, and we estimate that
an accelerometer-enabled WISP 6 tag utilizing MNC would
consume less than 400u4W due to its lower data rate compared
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Fig. 2: Schematic and Block Diagram of MNC System. The transmit side consists of a standard WISP 6 tag running
a custom MNC modulation protocol to control the backscatter switch. Noise inherent to the RFID tag is modulated by
switching between the open and closed states. The receive side consists of a low noise amplifier (LNA), software-defined
radio (SDR), and processing unit. By modulating tag noise, an RFID tag can transmit information without requiring a
carrier. Thus, simplified RFID readers can be used and complex self-jamming countermeasures can be avoided.
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Fig. 3: Prototype Implementation. (A) shows the transmitter (standard WISP 6) and receive antenna (RFID patch antenna).
(B) shows the transmit and receive components inside an anechoic chamber. (C) shows the remaining components in the
receive chain. The patch antenna output is connected through a coaxial cable to the LNA input, and the SDR output is
connected through a USB cable to the processing unit located outside of the chamber (not shown).

to a WISP in standard operation. Moreover, we anticipate that
earlier versions of the WISP and other RFID tag hardware
should also be capable of transmitting MNC data, given that
the appropriate protocol modifications can be implemented.

The receiver component is constructed using off-the-shelf
components and follows a similar design approach as de-
scribed in [7]. It incorporates two Mini-Circuits ZKL-33ULN-
S+ low noise amplifiers (LNAs), contributing around 70 dB
of total gain [17]. This is followed by a software-defined
radio (SDR) and a processing unit. In our implementation, we
utilize either RTL-SDR Blog V3 or NESDR SMArTeeXTR
USB-based SDRs [18], [19], while the processing unit is a

laptop PC. Fig. 2 illustrates the high-level hardware design,
and Figs. 3A and B showcase the prototype implementation of
the system. The primary hypothesis driving this research is that
the backscatter modulation circuitry of an RFID tag generally
results in an impedance change between its noise-generating
components and its antenna, allowing the utilization of tag
hardware designed for Modulated Backscatter communication
to facilitate Modulated Noise Communication.

In this work, we describe both a cabled implementation and
a wireless implementation of MNC to enable transmission of
data. The cabled implementation employs a WISP 6 which
has been modified to replace the dipole antenna with a Sub-
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Miniature version A (SMA) connector and is used to validate
the concept of modulating the WISP tag noise by connecting
the tag’s analog front end directly to the MNC receiver
LNA (see Fig. 4). We also use the cabled setup to evaluate
impedance and noise power when the backscatter switch is in
the closed and open states. For the wireless implementation,
an off-the-shelf WISP 6 is used with its standard dipole
antenna intact. The MNC receiver used in the wireless setup is
identical to the receiver in the cabled setup, except that a RFID
antenna is connected at the MNC receiver LNA input [20].
This RFID antenna reads the modulated thermal noise signals
emitted from WISP 6’s integrated dipole antenna. The wire-
less implementation described here is the proposed approach
for actually realizing carrier-free RFID. Experimental results
presented in this paper for transmission of data packets over
distance use the wireless implementation. Additional details
on the experimental setup for all measurements are included
below in the Section IV.

'i%

Fig. 4: Cabled Implementation. A WISP 6 tag is modified
to replace the dipole antenna with a SMA connector
enabling a direct feed to the receiver chain LNA. This setup
is used to measure impedance with the tag’s RF switch in
“switch open” and “switch closed” states.

A. Modulation and Coding Scheme

To encode data on the transmit side and to decode data on
the receive side, we employ the same ON-OFF keying scheme
described in [7]. In this approach, a 1-bit is defined as the
backscatter switch being “ON”, i.e., continuously switching
between the two impedance states, while a 0-bit is defined
as the backscatter switch being “OFF”, i.e., staying in its
default state. The rate of switching for a 1-bit occurs at
a specified subcarrier frequency. We use f, = 100Hz for
all data presented here. Furthermore, each data transmission
uses a 20-bit packet structure. The first 7 bits contain a
preamble (Barker-7), and the remaining 13 bits are reserved
for the data to be transmitted. Details about the parameters
for the modulation and coding scheme used in this work are
summarized in Table I. To enable transmission of the specified
packet and data rate, firmware modifications are made to

l Parameter Value Units

Center frequency 915 MHz
. . Square wave, 50%
Subcarrier signal n/a
duty cycle

Subcarrier 100 Hz
frequency
Packet length 20 bits
Preamble length 7 bits
Preamble “1110010” n/a
Data length 13 bits
Data “1010101010000” n/a
Data rate lor2 bps

TABLE I: Modulation and Coding Parameters for Trans-
mitter

l Data Rate (bps) [ Number of Cycles ‘

10 10
5 20
4 25
2 50
1 100

0.5 200

TABLE II: Required Subcarrier Cycles by Data Rate with
fb =100 Hz

the WISP software. Specifically, the microcontroller code is
modified to continuously transmit packets by controlling the
RF switch using the subcarrier frequency as the switching
frequency. As mentioned previously, a 1-bit is transmitted by
continuously switching. This means that different data rates
require different number of subcarrier cycles, where one cycle
is simply the period of the subcarrier signal. For example, to
transmit at a data rate of 1 bps, a 1-bit requires 100 cycles
of switching at the subcarrier frequency, while at a data rate
of 2 bps, a 1-bit requires 50 cycles (see Table II). Equation
3 describes the relationship, where the number of subcarrier
cycles per bit N, is shown as the ratio of the subcarrier
frequency f, (Hz) to data rate (bps).

e (1)
ata Rate

The modifications to the WISP software described here are

the only modifications required to enable the WISP as a MNC

transmitter.

Fig. 5 illustrates the packet structure used in this work;
waveform A illustrates the packet bit stream, waveform B
shows the subcarrier (not to scale), and waveform C shows the
resulting waveform to be transmitted, which is the convolution
of the information bits of the packet (waveform A) and the
subcarrier (waveform B). Fig. 6 shows a time domain measure-
ment of the WISP which validates the packet transmissions.

To receive data, heterodyne detection is implemented. Sam-
ples are read by the SDR and integrated into in-phase (I) and
quadrature (Q) accumulators. The SDR is set to sample at
1 Msps and gain of 1.5. It is assumed that the receiver is
configured with the same subcarrier frequency, preamble, and
data rate of the transmitted signal. However, this method of
demodulation does not require synchronization of the receiver

[
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Fig. 5: Packet Structure. Waveform (A) illustrates the packet bit stream, including a 7-bit Barker preamble followed by a
13-bit data payload. (B) shows the subcarrier (not to scale), and (C) shows the resulting waveform which is the convolution
of the information bits and the subcarrier. Waveform (C) is the final waveform to be transmitted.
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Fig. 6: Time domain measurement of WISP transmission. (A) Waveform is recognizable as the 7-bit barker preamble
followed by the first eight bits of the 13-bit data payload. The subcarrier switching is also discernible. (B) Oscilloscope
probe is connected to WISP antenna probe point and ground pin.

subcarrier phase and the transmitter subcarrier phase. Table III
summarizes the decoding parameters used in this work for the
receive side.

l Parameter [ Value [ Units ‘

SDR sampling rate 1 Msps

SDR center 915 MHz
frequency

SDR gain 1.5 n/a

Samples per bit 2to7 n/a
Subcarrier 100 Hz
frequency

Preamble “1110010” n/a

Data rate lor2 bps

TABLE III: Decoding Parameters for Receiver

IV. EXPERIMENTAL RESULTS

Both cabled and wireless implementations described above
are evaluated in an anechoic chamber, and the results are
presented in this section, following a more detailed description

of the experimental setup. First, impedance measurements are
presented, along with a discussion of their observed variation
with input power. Noise power measurements follow, including
measured noise power of reference loads, as well as measured
noise power of the wireless system in each impedance state.
Finally, results from wireless transmission, demodulation, and
decoding of packets are presented. The system is evaluated at
data rates of 1 bps and 2 bps, with the WISP configured to
continuously transmit data packets at the specified data rate.
Distance between the WISP and the RFID patch antenna is
varied from 2 ¢cm to 10 cm, in 1-cm increments, with 50
packets transmitted for each measurement. For each evalu-
ation, the system operates according to the modulation and
coding parameters described previously (see Tables I—III).

A. Experimental Setup

As shown in Fig. 3, the transmit and receive elements are
situated inside an anechoic chamber. The purpose of this is to
reduce unwanted interference from other RF sources during
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Fig. 7: Impedance measurements at high and low stimulus levels. A VNA is used to directly measure reflection
coefficient (S71) of the SMA-connectorized WISP in two impedance states at different input power levels. Normalized
values are plotted on Smith charts. For (A) the VNA stimulus is set to P = 0 dBm. For (B) the VNA stimulus is set to
P = —55 dBm. It is observed that the input impedance of the WISP analog front end changes according to the input power
level. In (B), the impedance is greater in the “switch open” state than the “switch closed” state.

system evaluation and characterization. In addition, care is
taken to remove extraneous metallics from the area around
the WISP and RFID patch antenna. Instead, styrofoam stands
and platforms are used. This is particularly important during
wireless data transmissions, as the presence of metallics is
known to affect wireless signals and antenna patterns. Indeed,
the presence of various metallics in prior work has been shown
to affect measurements [11]. The height from the floor is
approximately h = 1.25 m; this height helps reduce signal
reflections and multipath effects from the rubber walkway
on which the stands are positioned. The processing unit is
located outside of the chamber, and the chamber door is closed
during data collection. Data cables and power cables are routed
from the equipment inside the chamber to the outside of the
chamber. Finally, all RF equipment undergoes a “warm-up”
period of at least 45 minutes prior to data collection.

B. Impedance Measurements

A Vector Network Analyzer (VNA) is used to characterize
the reflection coefficient and measure impedance of the WISP
in its two states (see Fig. 7). The SMA-connectorized WISP is
connected to a calibrated VNA to directly measure reflection
coefficient (S71) of the two impedance states. Measurements
are made at two different input power levels, since the
impedance of the diodes is dependent on the input power.
Specifically, the VNA stimulus is set to P = 0 dBm and
P = —55 dBm. P = —55 dBm is at the low end of the
VNA stimulus power range, and this value is selected to
better simulate the absence of a generated RF signal at the
WISP input. As seen in Figs. 7A and 7B, the change in
input power level results in a change to the input impedance
of the WISP analog front end. Measured impedance values
are plotted on a Smith chart normalized to a characteristic
impedance of Z;, = 50 Q. At P = 0 dBm, measured
impedance values are Zsyitchopen,a = 0.28 + 70.78 £ and

Zswitchclosed,A = 0.51 + 71.06 Q. At P = —55 dBm, mea-
sured impedance values are Zsyitchopen,B = 0.47 4 70.98 {2
and Zswitchelosed,B = 0.26 4 j0.92 (2. As Fig. 7B shows, for
a very low input power level, the impedance is greater in the
“switch open” state than the “switch closed” state. With no
external RF carrier, the WISP operating as a MNC transmitter
is expected to have impedance values similar to these.

C. Noise Power Measurements

Noise power is recorded with different input sources,
including known “hot” and “cold” loads such as 50 €2, Short,
and Open terminators [7], as well as the WISP, at the input to
the receive chain. We measure the noise power with the WISP
in each impedance state: “switch open” and “switch closed.”
These measurements are used to validate our hypothesis that
the two states will yield different levels of received noise
power. A 60-second recording is made using the SDR to
capture raw IQ data with the WISP fixed in each state and with
all receiver components powered on. The noise power spec-
trum from the raw data is found by performing a Fast-Fourier
Transform (FFT). The resulting noise power at the frequency
of interest is plotted in Fig. 8. Fig. 8A shows the contrast
in received noise power from a “hot” load (50 2 terminator)
and a “cold” load (Short terminator). The noise power with
the 50 2 terminator is greater than the noise power with the
Short terminator, which is consistent with prior work [7], [10].
Fig. 8B illustrates the contrast in received noise power from
the WISP in its two impedance states. It is observed that the
noise power when the WISP is in the “switch open” state is
larger than the noise power when the WISP is in the “switch
closed” state, as expected. Although the absolute magnitudes
of the noise power with the WISP is lower than the noise
power with the discrete terminators connected directly to the
receive chain, the relative magnitudes of the noise power in
the two states is consistent with expected results. Furthermore,
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(b) Noise power in wireless implementation from two
impedance states: “switch open” and “switch closed.”

Fig. 8: Noise power measured with various input ‘hot”
and “cold” sources. (A) shows a 50 () terminator and
Short terminator are each connected directly to the receive
chain. Noise power with 50 (2 is greater than noise power
with Short, consistent with prior work [7], [10]. For (B)
noise power is measured with the wireless implementation
with the WISP in the “switch open” and “switch closed”
states. Noise power in the “switch open” state is greater
than noise power in the “switch closed” state. Contrast be-
tween the noise power in the two states enables modulation
of this noise.

contrast between the states is evident. As described previously,
this difference in noise power in the two states enables the
WISP to communicate by modulating this noise.

D. Data Transmission, Detection, and Decoding

Contrast between the two impedance states suggests en-
coding data by modulating tag noise should be possible. To
evaluate packet transmission, the WISP is set to transmit
a 20-bit packet as described above via Modulated Noise
Communication with a 100 Hz subcarrier frequency.

Raw IQ data from the SDR centered at 915 MHz with
sampling frequency of 1 Msps is received, recorded, and
decoded using the same coding parameters described above.

Various data rates and distances are evaluated, including data
rates of 1 bps and 2 bps over distances of d = 2 cm
to d = 10 cm. Robust testing at data rates above 2 bps
and distances beyond 10 cm are not included in this study.
Evaluation over range starts with the WISP positioned very
close to the receive patch antenna (d = 2 cm), and distance is
incremented by 1 cm up to a distance of d = 10 cm. To ensure
robust evaluation, 50 packets are sent for each measurement.
Sample decoded packets for d = 2 cm are shown in Figs. 9A
and 9B for data rates of 1 bps and 2 bps, respectively. As
shown in Table IV, packets are transmitted and decoded with
a high degree of accuracy, achieving a bit error rate (BER)
below 1.00% and zero packet loss, fromd = 2cmto d = 7 cm
for both data rates. As distance increases from d = 8 cm to
d = 10 cm, packet loss increases, with more packets lost at
the higher data rate and greatest distances, as expected. Fig. 10
illustrates the experimental results graphically; Fig. 10A shows
the results at a data rate of 1 bps, and Fig. 10B shows the
results at a data rate of 2 bps.

It is worth noting that the theoretical boundary between
the reactive near-field and radiating near-field occurs within
this range, at approximately d = 7.2 cm for the WISP dipole
antenna at 915 MHz, per Equation 2,

Ry = 0.62y/D3/\ 2

where R; is the boundary between the reactive near-field
region and the radiating near-field region, also known as the
Fresnel region [21]. The far-field distance is approximately
r¢s = 16.4 cm following Equation 3,

Ry, =2D?/\ 3)

where Ry is the boundary between the radiating near-field
region and the radiating far-field region, also known as the
Fraunhofer region. In Eqns. 2 and 3, D is the length of the
WISP dipole antenna, and A is the free-space wavelength at
the resonant frequency.

All measurements reported in this work are in the near-
field, but measurements between d = 2 cm to approximately
d = 7 cm are in the reactive near-field region while mea-
surements between d = 7 cm to d = 10 cm occur in
the radiating near-field region. Further characterization of the
system in the reactive near-field and radiating far-field regions
is a recommended step for future work. Furthermore, while
distances beyond d = 10 cm are not evaluated in this work,
it is expected that wireless transmission of data at 1 bps and
2 bps should be feasible beyond 10 cm. Characterization of
packet loss and BER at greater distances is recommended.

V. FUTURE WORK

We present several future research directions to promote
further investigation and optimization for enabling RFID tags
to communicate by means of modulating Johnson noise. Re-
cent work shows promise in this area, including the additional
results and demonstrations of MNC presented here. Key areas
for future work include:
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Fig. 9: Demodulated packets for wireless implementation.
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Data sent by WISP 6 via Modulated Noise Communication
is demodulated successfully at (A) 1 bps and (B) 2 bps over distances from d = 2 cm (shown above) up to d = 10 cm.
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Fig. 10: Packet transmissions achieved for wireless implementation at 1 bps and 2 bps over distances from 2 cm to
10 cm. (A) shows results for a data rate of 1 bps, and (B) shows results for a data rate of 2 bps. Both data rates demonstrate
perfect performance for a large volume of packets from d = 2 cm to d = 7 cm. At greater distances, from d = 8 cm and
d = 10 cm, some packet loss occurs, with the higher data rate transmissions experiencing more packet loss than the lower
data rate transmissions. See Table IV for detailed bit error rate and packet loss data.

Applications: Building and testing applications of the tech-
nology, such as communication with smart cards, with
wearable sensors, or with implanted devices, will help
refine and mature the technology. This will require either
integrating with energy harvesting devices, or building a
custom RFID reader that time multiplexes between an RF
powering mode and a thermal noise communication mode.
Building the custom reader will help test our hypothesis that
modulated noise communication can enable less expensive
RFID systems.

Noise Source Evaluation: It is hypothesized that the pri-
mary source of thermal noise on the WISP is the diodes, as
these are the only resistive components in the analog front
end of the WISP. While the noise power and impedance

measurements presented above confirm contrast between
the path with the diodes (“switch open”) and the shunt
path bypassing the diodes (“switch closed”), additional work
is recommended to further validate this hypothesis. For
example, direct measurements of the standalone diodes,
isolated from other circuitry, would help validate their role
as sources of thermal noise.

RF Switch Optimization: It is known that different RF
switches contain variations in internal circuitry. For exam-
ple, the ADG902 backscatter switch used in the WISP 6 is a
reflective switch, while its companion version the ADG901
is absorptive and includes 50¢2 shunts at both RF ports.
Furthermore, the specific impedance due to a given RF
switch could lead to different results and could potentially
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Data Rate | Distance | Packets Sent | Packets Received | Bit Error Rate | Packet Loss
bps cm # # % %
1 2 50 50 0.00 0.00
1 3 50 50 0.00 0.00
1 4 50 50 0.00 0.00
1 5 50 50 0.00 0.00
1 6 50 50 0.00 0.00
1 7 50 50 0.30 0.00
1 8 50 49 0.46 2.00
1 9 50 47 2.00 6.00
1 10 50 43 0.50 14.00
2 2 50 50 0.00 0.00
2 3 50 50 0.00 0.00
2 4 50 50 0.00 0.00
2 5 50 50 0.00 0.00
2 6 50 50 0.00 0.00
2 7 50 50 0.00 0.00
2 8 50 49 0.00 2.00
2 9 50 41 3.36 18.00
2 10 50 36 5.50 28.00

TABLE IV: Summary of Wireless Data Transmissions

improve performance. Thus, exploring different RF switch
options can offer insights into optimization possibilities.

« Evaluating Throughput: While this work focuses on lim-
ited data rates of 1 bps and 2 bps, and tests a single packet
structure, it would be beneficial to evaluate bit error rate
(BER) and packet error rate (PER) for complex packets at
higher data rates. Comparing performance metrics between
cabled and wireless implementations would facilitate further
optimization efforts.

o Communication Range: Prior work assessed performance
variation of a wireless implementation as distance between
the transmitter and receiver was increased [11]. The im-
plementation used the same wireless receiver described in
this paper. However, in place of the standard WISP 6
as the wireless transmitter, a transmitter was implemented
by connecting the SMA WISP to a RFID patch antenna.
Distance between the two patch antennas was varied from
d = 15 cm to d = 45 cm, and SDR intensity was
measured at 5-cm increments. As expected, intensity mostly
decreased as the separation distance increased. However, the
implementation did not use the standard WISP and did not
assess transmission of information bits. These are two areas
of future work related to communication range.

« Evaluating Feedthrough: To ensure reliable performance,
it is essential to investigate feedthrough from the switch
control signal. Previous research [7] demonstrated the ab-
sence of modulated signals when identical loads were used,
indicating no feedthrough. To verify that feedthrough is not
present in this implementation of the WISP tag, it may be
necessary to modify the circuit board to create identical
loads for the “switch open” and “switch closed” states in
future work.

VI. CONCLUSION

In this research paper, we present promising findings that
demonstrate the feasibility of RFID communication without

a carrier. Instead, wireless communication is achieved by
modulating the inherent noise of the tag itself. Communi-
cating by modulating Johnson (thermal) noise is theoretically
interesting from the perspective of both communications and
thermodynamics. Although our work utilizes the WISP 6 RFID
tag, we believe that the hardware of most RFID tags can
support MNC due to the necessity of modulating impedance
to implement backscatter. This modulation generally affects
thermal or other noise sources in the tag. Furthermore, it seems
that specific design parameters would need to be delicately
balanced in order to actually prevent MNC. For example, if
the two impedance states produce different levels of thermal
noise while the two switch states produce noise that precisely
cancels out the difference in thermal noise. However, it is
highly likely that the capability to communicate data via MNC
is inherent in a variety of backscatter hardware, making it
challenging to design backscatter tags that cannot support
MNC without specific design choices.

The practical impact of this work is difficult to predict, but
some potential ideas are considered here. One can imagine
that a new type of RFID tag could be designed that relies
on MNC for its uplink communication. Such a system would
allow the use of less complex and more cost-effective readers,
as they would not need to overcome self-jamming. Another
possibility is the design of hybrid tags that can be read by
both conventional RFID readers and MNC readers. In fact,
our research demonstrates that the existing analog front end
of a standard RFID tag can support MNC, meaning that MNC
capabilities could easily be added to an existing tag design by
simply modifying the digital portion (or if applicable, as in
the case for the WISP) the tag’s software.

If one were to design a hybrid MBS/MNC RFID tag or
an MNC-only RFID tag, it would be necessary to consider
different modulation circuitry than what is presented in this
paper, which focuses on a MBS tag design which is capable
of MNC communication. Since the range of MNC is expected
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to be shorter than that of MBS, it is most likely to be suitable
for short-range applications such as so-called “proximity tags”
used in credit cards, building access cards, and transportation
systems.

Another potential application lies in implantable and wear-
able bio-sensors. In these cases, the absence of a carrier has the
advantage of minimizing RF exposure to the patient’s body.
However, a separate power source other than the RF carrier
would be required for this benefit. Our proposal to time multi-
plex between RF power and modulated noise communication
does not offer this advantage.

It is worth noting that under certain circumstances, MNC
could potentially enable new side-channel attacks on backscat-
ter devices. Addressing this potential vulnerability would
involve designing careful countermeasures that balance the
differences in thermal noise, which are commonly present in
backscatter, with “masking” noise sources to eliminate the
contrast between backscatter states. Alternatively, it may be
possible to design a backscatter modulator that presents the
same real impedance and consequently the same thermal noise
to the antenna in both impedance states.
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