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Abstract
This paper describes the results of the 2023 edition of

the “LivDet” series of iris presentation attack detection
(PAD) competitions. New elements in this fifth compe-
tition include (1) GAN-generated iris images as a cate-
gory of presentation attack instruments (PAI), and (2) an
evaluation of human accuracy at detecting PAI as a refer-
ence benchmark. Clarkson University and the University
of Notre Dame contributed image datasets for the competi-
tion, composed of samples representing seven different PAI
categories, as well as baseline PAD algorithms. Fraunhofer
IGD, Beijing University of Civil Engineering and Architec-
ture, and Hochschule Darmstadt contributed results for a
total of eight PAD algorithms to the competition. Accuracy
results are analyzed by different PAI types, and compared to
human accuracy. Overall, the Fraunhofer IGD algorithm,
using an attention-based pixel-wise binary supervision net-
work, showed the best-weighted accuracy results (average
classification error rate of 37.31%), while the Beijing Uni-
versity of Civil Engineering and Architecture’s algorithm
won when equal weights for each PAI were given (average
classification rate of 22.15%). These results suggest that
iris PAD is still a challenging problem.

1. Introduction
LivDet-Iris 2023 is the fifth competition in the LivDet-

Iris series offering (a) an independent assessment of the cur-
rent state of the art in iris PAD [7, 3] algorithms, and (b)
an evaluation protocol, including datasets of bona fide and
spoofed iris images, including the most recent PAI. This
means that, after the competition is closed, researchers can
still compare their solutions with LivDet-Iris winners and
baselines. LivDet-Iris 2023 has been included in the official

IJCB 2023 competition list1.
Each edition of LivDet-Iris introduces novel elements to

the competition. For the 2023 edition, we have included
synthetic iris images generated by Generative Adversarial
Networks (StyleGAN2-ADA and StyleGAN3), trained for
various numbers of iterations, translating to various levels
of realism of the generated samples. Also, for the first time
in the LivDet-Iris series, we asked human subjects to clas-
sify all test images, and compared humans’ accuracy with
that of the baseline and submitted algorithms.

LivDet-Iris 2023 proposed three types of participation
(and evaluation), organized into three parts:

• Part 1 (Algorithms-Self-Tested) involved the self-
evaluation (that is, done by competitors on the se-
questered and never-published-before test data) of
13,332 ISO-compliant bona fide and PAI samples.

• Part 2 (Algorithms-Independently-Tested) involved
the evaluation of the software solutions submitted by
the competitors and performed by the organizers.

• Part 3 (Systems) involved the systematic testing of
submitted iris recognition systems based on physical
artifacts presented to the sensors.

Competitors could participate in one, two or all three
parts. This edition of LivDet-Iris obtained eight submis-
sions from three research teams for Part 1. Parts 2 and 3
did not receive submissions. Since we chose two different
ways of calculating the Attack Presentation Classification
Error Rate (APCER), either as a weighted average or non-
weighted average (where weights are proportional to the
number of samples), we decided to announce two winners,
depending on the calculation method. The Beijing Univer-
sity of Civil Engineering and Architecture team wins when

1https://ijcb2023.ieee-biometrics.org/competitions/
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APCER is not weighted by the number of samples with the
Average Classification Error Rate (ACER) equal to 22.15%.
When weighted APCER is calculated, the Fraunhofer IGD
team wins with ACER = 37.31%. It is important to note
that ACER levels from both winning teams are relatively
large, and comparable with the results obtained for base-
line models, which were trained with different PAI than the
LivDet-Iris 2023 test set. The immediate conclusion here is
that open-set iris PAD remains challenging [4].

The main contributions of the LivDet-Iris 2023 com-
petition can be summarized as follows: (1) Independent
assessment of eight iris PAD algorithms in a competition
setup; (2) The test dataset composed of 13,332 samples
(with PAI labels and all baseline scores), representing eight
PAI types (printouts, cosmetic contact lenses, printouts with
contact lens on top, eye dome on a printout, image displayed
on e-ink device, doll eyes with and without contact lenses
on them, and synthetically-generated images with Style-
GAN2 and StyleGAN3); (3) Human examination results
on the test dataset.

2. Previous LivDet-Iris Competitions
The idea of running an independent evaluation of bio-

metric PAD algorithms was pioneered by the Fingerprint
Liveness Detection Competition in 2009 [26]. This was ex-
tended in 2013 to the iris recognition modality with the first
edition of LivDet-Iris [37]. The next three editions were
held in 2015 [39], 2017 [34] and 2020 [8], with LivDet-Iris
2023 being the fifth competition in the LivDet-Iris series.

Each edition offered novel elements compared to previ-
ous editions. While the 2013 edition was essentially orga-
nized in a closed set scenario (properties of the test samples
were known), the 2015 edition held out some contact lens
brands for testing only, making them unknown to the par-
ticipants. The 2017 edition expanded the number of sen-
sors used to collect the data, the number of teams preparing
the data (four, compared to three in the 2015 edition), and
the samples. The 2020 edition introduced PAI types never
used in previous competitions: post-mortem iris samples,
irises presented on an electronic display, and prosthetic and
printed eyes with additional contact lenses on top of these
artifacts. It also included a few baseline algorithms, and the
entire competition was organized in an open-set scenario.
In total, thirteen teams have competed in the four previous
LivDet-Iris competitions.

The main conclusion from each competition was that
the iris PAD was far from being considered a solved prob-
lem. While the biometric community was able to achieve
almost perfect PAD performance with older LivDet-Iris test
benchmarks, new test sets used in the consecutive editions
allowed for average classification error rates from approx.
3.6% (2017) to approx. 29% (2020). Results obtained this
year only confirm that the iris PAD remains challenging

when the exact properties of PAI samples (which are com-
pliant with ISO/IEC 19794-6) are unknown to the partici-
pants.

3. Experimental Setup
3.1. Submission Protocol

Participants of Part 1 were offered the self-evaluation
package with the data (after executing two data-sharing li-
cense agreements and sending them to the organizers). The
self-evaluation package included a small “instructional”
subset consisting of 60 images with correct labels (PAI/bona
fide). The goal of this subset was to present the format and
nature of the test data. The package included also the “test”
data, without ground truth labels, to be used in actual self-
evaluation, and came with instructions on how to prepare
the CSV files with PAD scores, and how to submit them to
the organizers. The participants were not allowed to train
their algorithms, or otherwise use the test subset in the al-
gorithm’s design. The generated iris PAD scores should be
in the range of [0,100] for all of the test samples, where
100 is the maximum degree of liveness, and 0 means that
the image is a PAI. If the image cannot be processed, the
participants were asked to mark it with a score of -1000.

Part 2 assumed submission executables to the organizers,
and Part 3 required to submit the entire systems for testing.
There were no Part 2 and Part 3 submissions.

3.2. Competition Datasets
3.2.1 Test Data

The test data2 consisted of 13,332 iris images (6,500 bona
fide, 6,832 PAI samples), as summarized in Table 1. Exam-
ple test images per PAI category can be seen in Figure 1.
The following eight PAI categories were included:

• Printed eyes (PE) 522 samples were collected using five
different printers (Epson Stylus Pro 9900, HP M652, Xe-
rox C60, OKI MB-471, Cannon Super G3) and two differ-
ent printing qualities (“office” and “professional”). Addi-
tionally, two different printing papers were used for this
PAI: matte and glossy. All images in this PAI category
were captured with an Iris ID iCAM7000 sensor.

• Textured contact lenses (CL) 4 samples were acquired
using LG IrisAccess 4000 and IrisGuard AD100 sensors
under varying illumination setups.

• Eyes displayed on Kindle e-Ink (ED) 40 near-infrared
(NIR) samples from this PAI category were captured by
the Iris ID iCAM7000 sensor.

• Fake/Prosthetic/Printed Eyes with Add-Ons (FP) This
PAI category has five sub-categories of PAIs for a total of

2A copy of the test benchmark can be requested at https://cvrl.
nd.edu/projects/data/#livdet-iris-2023-part1
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(a) Bona fide Iris (b) Paper printout (c) Cosmetic contact
lens on bona fide eye

(d) Cosmetic contact
lens on printed eye

(e) Eye dome on the
printed eye

(f) Doll eye

(g) Electronic display (h) Cosmetic contact
lens on the doll eye

(i) Synthetic Iris
(Low Quality)

(j) Synthetic Iris
(Medium Quality)

(k) Synthetic Iris
(High Quality)

Figure 1: Example images of a bona fide iris image (a) and all presentation attack instruments (PAI) used in the test set (b-k).

266 samples, captured in NIR by the Iris ID iCAM7000
sensor, with a non-uniform distribution of samples in each
category: (i) Textured Contacts on Printed Eyes: pat-
terned contact lenses added on top of the printed eye im-
ages; (ii) Textured Contacts on Doll Eyes: patterned
contact lens put on the iris area of plastic doll eyes;
(iii) Clear Contacts on Printed Eyes: transparent con-
tact lens added on top of the printed eye images; (iv)
Eye Dome on Printed Eyes: transparent 3D plastic eye
domes added on top of the printed eye images; (v) Doll
Eyes: Fake eyes of two different types – Van Dyke Eyes
(higher iris quality details) and Scary Eyes (plastic fake
eyes with a simple pattern on the iris region). Different
color variations of both types of fake eyes were included.

Synthetic LQ/MQ/HQ LivDet-Iris 2023 also included
GAN-generated synthetic images. 3 Two state-of-the-art
generative models (StyleGAN2-ADA and StyleGAN3 [19,
20]) were trained on a custom dataset containing 407,425
bona fide samples. Before initiating the training process,
sensor-based artifacts in the images were removed (for in-
stance, in the case of IrisGuard AD100 sensors, labels in
the bottom-left image corner reading “Created by IrisGuard,
Inc.”) by adding gray bars spanning the width of the image.
Additionally, since StyleGAN requires square images for
training, images were resized from their native resolution
of 640 × 480 to 512 × 512. After the training process was
complete, 1000 images were generated for each StyleGAN
model at three different training “snapshots”, for a total of
6000 synthetic images. The three snapshots correspond to
low, medium, and high-quality samples, labeled LQ, MQ,

3Synthetic samples are more likely to be used as part of an injection
attack or other form of digital attack, rather than as presentation attacks.
However, it has been show that PA and liveness detection methods may
also be useful for detecting computer-generated, synthetic images.

and HQ, respectively. Generators from earlier snapshots in
the training process tended to produce samples with “bub-
ble” artifacts and were thus dubbed LQ since these artifacts
might more easily be learned by a PAD model. By contrast,
MQ/HQ samples generated by models at later snapshots
are virtually indistinguishable from bona fide samples, fea-
turing detailed iris textures and believable eyelashes, eye-
brows, and textures.

One problem with the generated data was the presence of
gray bars around images captured by IrisGuard and Iris ID
sensors (as a consequence of iris repositioning done by the
sensors’ algorithms to place the pupil in the center). These
gray bars were very well, but not perfectly, imitated by the
StyleGAN models. We thus replaced the gray bars gener-
ated by StyleGANs with ideal gray bars (as they would orig-
inate from the sensors) of intensity equal to 192. This post-
generation task did not interfere with iris texture or ocular
information but made the synthetic images more similar to
bona fide images.

3.2.2 Instructional and Train Data

In addition to the unlabeled test data, the competitors were
also given 60 labeled iris samples (30 bona fide, 30 PAIs).
This small sample was created solely to demonstrate the
format and nature of the test data. As in the past (2020)
edition of LivDet-Iris, there was no official training dataset.
Instead, the participants were free to use any data they con-
sidered useful to make their submissions stronger. This cre-
ates a more realistic scenario, in which the design of effec-
tive PAD algorithms is not restricted by any specific training
sample.
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Table 1: LivDet - 2023 Iris Test Dataset Summary

Class Presentation Attack Instruments (PAI) Sample Count Sensor

Bona fide N/A 6500 LG 4000, AD 100, Iris ID iCAM7000
PAI Printed Eyes (PE) 522 Iris ID iCAM7000
PAI Textured Contact Lens (CL) 4 LG 4000, AD 100, Iris ID iCAM7000
PAI Electronic Display (ED) 40 Iris ID iCAM7000
PAI Fake/Prosthetic/Printed Eyes with Add-Ons (FP) 266 Iris ID iCAM7000
PAI Synthetic Iris - Low Quality (LQ) 2000 N/A
PAI Synthetic Iris - Medium Quality (MQ) 2000 N/A
PAI Synthetic Iris - High Quality (HQ) 2000 N/A

3.3. Performance Evaluation Metrics
LivDet-Iris 2023 follows the recommendations of

ISO/IEC 30107-3:2017 [17] in employing two basic PAD
metrics in its evaluations: Attack Presentation Classifica-
tion Error Rate (APCER), the proportion of PAI presenta-
tions of the same PAI incorrectly classified as bona fide pre-
sentation, i.e. PAI samples classified as bona fide, and Bona
fide Presentation Classification Error Rate (BPCER),
the proportion of bona fide presentations classified as attack
presentations, i.e. bona fide samples classified as PAI.

Both the APCER and BPCER metrics are used to eval-
uate the algorithms. ISO/IEC 30107-3:2017 also recom-
mends using the maximum value of APCER when multi-
ple PAI categories are present in the case of system-level
evaluation, which is primarily designed for industry appli-
cations. This, however, is inconsistent with our prior com-
petitions [36, 38, 35, 8] and also our goal to consider the de-
tection of all PAIs, and not to rank the competitors by look-
ing at their worst-performing PAI. Thus, we introduced the
sample-weighted average of APCER over all PAIs, which
is the average of APCER across all PAIs, weighted by the
sample counts in each PAI category, reported as APCER1 in
Table 1. Additionally, we calculated non-weighted APCER
(reported as APCER2 in Table 1). Only for the purpose
of competition ranking, the Average Classification Error
Rates (ACER1 and ACER2) were computed to select the
winner(s) by averaging BPCER with either APCER1 or
APCER2, respectively. ACER was deprecated in ISO/IEC
30107-3:2017.

3.4. Winner Selection
There were two ways of calculating the ACER (and thus

the winners) this year. The first incorporated weighting the
APCER by the relative number of samples per PAI type
(as described above). The second weighted each PAI type
equally, ignoring the fact that the test set was not balanced
across PAI types. Since each of the ways of calculating the
final ACER may have its justification, the organizers de-
cided to announce two winners, depending on the ACER
calculation procedure; these different ACERs are labeled
ACER1 and ACER2, respectively.

4. Submitted Algorithms
4.1. Team: Fraunhofer IGD
Method: The Fraunhofer IGD team’s submitted algo-
rithm is based on the attention-based pixel-wise binary su-
pervision network (A-PBS) [12], which demonstrated en-
hanced generalizability of iris PAD on both near-infrared
(NIR) and visible spectrum domains [28]. A-PBS is com-
prised of two components: 1) capturing the fine-grained
pixel/patch-level cues with the help of pixel-wise binary
supervision during training, and 2) automatically localiz-
ing the region that contributes the most to an accurate PAD
decision by an attention mechanism. The model utilizes
two blocks from DenseNet161 and was initialized with the
weights trained on the ImageNet dataset. The model was
then fine-tuned using iris PAD data with the input size
of 224 × 224. To increase the diversity of the training
data, data augmentation techniques, such as horizontal flip-
ping and Contrast Limited Adaptive Histogram Equaliza-
tion (CLAHE), were used during training. Two loss func-
tions were combined, where smooth L1 aimed to help the
network reduce its sensitivity to outliers in the feature map,
and binary cross-entropy loss is used for the binary supervi-
sion. The initial learning rate was set to 0.0001 and halved
every six epochs with a maximum of 20 epochs. Adam op-
timizer was used with a weight decay of 0.0005. The final
prediction score is the binary output.

Training data is composed of five publicly-available iris
PAD datasets: CASIA-Iris-Syn [16], NDCLD’13 [11], ND-
CLD’15 [10], and IIITD-WVU and Clarkson subsets of the
LivDet-Iris 2017 benchmark [34].

4.2. Team: Beijing University of Civil Engineering
and Architecture, China (BUCEA)

Method: BUCEA submitted results for four algorithms.
The algorithm that obtained the best results (“BUCEA
Algo1” in Tab. 3) is described here. It employs a fusion con-
volutional neural network, which accepts two inputs: one is
the original iris image, and the other is the iris image en-
hanced by contrast limited adaptive histogram equalization
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(CLAHE) algorithm. CLAHE is primarily used to highlight
iris texture-related features. Both input images are fed into a
base network (e.g., ResNet18) to extract their corresponding
features and make a binary prediction (bona fide or PAI), re-
spectively. Then, features from the two-stream network are
further fused to make a binary prediction. Finally, a score
fusion module is employed to combine all middle binary
prediction scores to generate a PAD score.

Training data is comprised of 74,278 images (43,078
bona fide, 31,200 PAI samples), and combines approxi-
mately 10 open-sourced datasets, such as: LivDet-Iris 2017
[34], NDCLD’15 [10], IIITD Contact Lens Iris [21], ND-
CrossSensor-Iris-2013, and BUCEA team’s self-made print
dataset. The dataset contains many types of attacks, such as
contact lenses, printouts, synthetic samples, and doll eyes.
During training, a weighted sampling was performed to en-
sure an equal bona fide-to-PAI sample ratio.

4.3. Team: Hochschule Darmstadt (HDA) and ID-
VisionCenter

Method: Team HDA developed an algorithm based on
the Swin Transformer architecture[25] with a multi-class
linear classifier as the final stage. Four PAI classes were
taken into consideration (printed, pattern, dead and syn-
thetic), plus the bona fide class. Input images were trans-
formed according to ImageNet’s transforms of RGB images
(in this case, the grayscale NIR image was repeated on each
channel) and resized to 256 × 256 pixels. The model was
fine-tuned from ImageNet 1K weights for 50 epochs, and
results were computed with a model achieving the best val-
idation results (after 38 epochs). Softmax was used on the
classifier’s output to get the score of the bona fide class.

Training data: The LivDet-Iris 2020 competition
database and complement images were used for this
method [30, 8]. In addition, three sets of complementary
databases of iris images were also utilized. First, a database
of NIR bona fide images, captured using an iT TD100
iris sensor with a resolution of 640 × 480 pixels, called
“Iris-CL1”. A second database, called “Iris-printed-CL1”,
containing high-quality PAI images of printed PAIs, was
also created. The database was also complemented with
10,000 synthetic images based on Maureira et al. [27].
Overall, 37,964 images of NIR iris were used for training.

5. Baseline Algorithms
5.1. Architectures
ResNet [14] is known for its residual connections, which
allow the network to learn residual representations, help in
alleviating the vanishing gradient problem and enable train-
ing deeper networks. By learning the residuals, the net-

Table 2: Numbers and sources of iris images used to train
baseline models.

Image Type Contributing Dataset # of Samples Total #
of Samples

Bona fide

ATVS-FIr [13]
BERC IRIS FAKE [24]

CASIA-Iris-Thousand [16]
CASIA-Iris-Twins [16]
Disease-Iris v2.1 [31]

ETPAD v2 [23]
IIITD Contact Lens Iris [21]

IIITD Combined Spoofing Database [22]
LivDet-Iris Clarkson 2015 [39]
LivDet-Iris Warsaw 2015 [39]
LivDet-Iris Clarkson 2017 [34]

LivDet-Iris IIITD-WVU 2017 [34]
LivDet-Iris Warsaw 2017 [34]

Notre Dame

800
2,776
19,952
3,181
255
400
13

4,531
813
36

3,949
2,944
5,167
20,529

(43,526)∗∗

70,677
(93,674)∗∗

Artificial BERC IRIS FAKE [24]
Notre Dame

80
197 277

Textured contact lenses

BERC IRIS FAKE [24]
IIITD Contact Lens Iris [21]

LivDet-Iris Clarkson 2015 [39]
LivDet-Iris Clarkson 2017 [34]

LivDet-Iris IIITD-WVU 2017 [34]
Notre Dame

140
3,420
1,107
1,881
1,700
19,124

27,372

Textured contact LivDet-Iris IIITD-WVU 2017 [34] 1,899 1,899
lenses & printed

Diseased Disease-Iris v2.1 [31] 1,537 1,537

Post-mortem Post-Mortem-Iris v3.0 [32] 2,259 2,259

Paper printouts

ATVS-FIr [13]
BERC IRIS FAKE [24]

IIITD Combined Spoofing Database [22]
LivDet-Iris Clarkson 2015 [39]
LivDet-Iris Warsaw 2015 [39]
LivDet-Iris Clarkson 2017 [34]

LivDet-Iris IIITD-WVU 2017 [34]
LivDet-Iris Warsaw 2017 [34]

800
1,600
1,371
1,745

20
2,250
1,766
6,841

16,393

Synthetic CASIA-Iris-Syn V4 [33] 10,000 10,000

GAN Synthetic StyleGAN2-ADA, StyleGAN3 22,997 22,997

Displayed on e-ink device — 81 81

All combined 141,352
(187,348)∗

∗∗excluding (including) additional bona fide samples to match the
number of PAI samples (after adding synthetic images); ∗excluding

(including) GAN synthetic images and extra bona fide samples

work can focus on fine-tuning the learned features instead
of re-learning them from scratch, facilitating the training.
ResNet101 was used in this work.

DenseNet [15] is a CNN-based model, in which each
layer receives direct input from all preceding layers within
a dense block, encouraging feature reuse and flow of gra-
dients throughout the network. In this work, a pre-trained
DenseNet121 was used.

Inception [29] utilizes multiple parallel convolutional op-
erations of different kernel sizes to capture features at differ-
ent scales and thus facilitate learning both local and global
patterns. In this work, a pre-trained Inception v3 network
was used, which incorporates auxiliary classifiers during
training for intermediate supervision mitigating the vanish-
ing gradient problem through additional gradient flow and
regularization.
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Table 3: Summary of the LivDet-2023 Iris results. APCER1 represents the APCER as weighted by the number of samples
for each PAI type, while APCER2 represents the APCER with equal weights for each PAI type. ACER1 and ACER2 are
calculated by averaging BPCER and the respective APCER. The ACER1 and ACER2 of the winners are underlined. Vision
Transformer (ViT)-, DenseNet-, Inception- and ResNet-based baseline models were trained in four variants: “vanilla” (neither
augmentations not synthetic samples were used), “augs” (included image augmentations), “synth” (included StyleGAN2 and
StyleGAN3 samples), and “both” (augmentations and GAN synthetic samples added to the training set.

APCER (%) Overall Metrics (%) ACER (%)

Algorithm
Level A Level B Level C - Synth

PE F/P CL ED LQ MQ HQ BPCER APCER1 APCER2 ACER1 ACER2

LivDet-Iris 2023 Competing Algorithms

Fraunhofer IGD 0.57 0.00 0.00 0.00 30.00 51.35 52.50 35.40 39.22 19.20 37.31 27.30
BUCEA Algo1 22.80 1.50 0.00 0.00 95.55 94.40 94.85 0.14 85.16 44.16 42.65 22.15
BUCEA Algo3 29.12 7.14 0.00 2.50 99.20 99.10 99.35 0.18 89.64 48.06 44.91 24.12
BUCEA Algo4 38.70 7.52 0.00 15.00 98.65 99.25 99.45 0.60 90.37 51.22 45.49 25.91
BUCEA Algo2 51.34 25.94 0.00 27.50 97.20 98.15 97.95 0.78 90.94 56.87 45.86 28.82
HDA-IDVC Algo1 1.53 1.13 0.00 0.00 67.15 66.00 67.80 42.34 58.98 29.09 50.66 35.71
HDA-IDVC Algo2 2.30 0.00 0.00 0.00 62.55 63.95 65.00 49.92 56.23 27.69 53.07 38.80
HDA-IDVC Algo3 2.30 0.00 0.00 0.00 62.55 63.95 65.00 49.92 56.23 27.69 53.07 38.80

LivDet-Iris 2023 Baseline Algorithms

DenseNet (vanilla) 0.00 0.00 0.00 0.00 88.45 95.85 97.25 0.34 82.41 40.22 41.37 20.28
DenseNet (augs) 0.00 0.38 0.00 0.00 96.50 97.60 98.85 0.17 85.76 41.90 42.97 21.04
DenseNet (synths) 0.00 0.00 0.00 0.00 0.10 0.50 0.15 0.46 0.22 0.11 0.34 0.28
DenseNet (both) 0.38 0.38 0.00 0.00 0.35 0.55 0.15 0.26 0.35 0.26 0.31 0.26
Inception (vanilla) 0.19 1.13 0.00 0.00 96.10 98.80 99.55 0.11 86.24 42.25 43.18 21.18
Inception (augs) 0.00 0.38 0.00 0.00 87.00 93.65 94.35 0.31 80.51 39.34 40.41 19.83
Inception (synths) 0.00 0.00 0.00 0.00 0.10 0.15 0.05 0.45 0.09 0.04 0.27 0.25
Inception (both) 0.00 0.00 0.00 0.00 0.80 0.15 0.05 0.31 0.29 0.14 0.30 0.23
ResNet (vanilla) 0.00 0.00 0.00 0.00 95.85 97.45 98.00 0.15 85.26 41.61 42.71 20.88
ResNet (augs) 1.34 0.00 0.00 2.50 97.75 98.60 99.45 0.32 86.70 42.81 43.51 21.56
ResNet (synths) 0.00 0.00 0.00 0.00 0.20 0.20 0.10 0.43 0.15 0.07 0.29 0.25
ResNet (both) 0.00 0.38 0.00 0.00 0.40 1.80 1.25 0.12 1.02 0.55 0.57 0.33
ViT (vanilla) 0.00 0.00 0.00 0.00 97.35 99.00 99.55 0.15 86.61 42.27 43.38 21.21
ViT (augs) 1.53 0.38 0.00 0.00 97.40 99.35 99.65 0.05 86.89 42.62 43.47 21.33
ViT (synths) 0.19 0.00 0.00 0.00 2.70 1.90 0.95 0.46 1.64 0.82 1.05 0.64
ViT (both) 0.77 0.00 0.00 0.00 11.00 7.95 4.90 0.18 7.04 3.52 3.61 1.85
StyleGAN2 (LQ) 0.00 0.00 0.00 0.00 0.00 0.00 0.00 100.00 0.00 0.00 50.00 50.00
StyleGAN2 (MQ) 0.00 0.00 0.00 0.00 0.00 0.00 0.00 100.00 0.00 0.00 50.00 50.00
StyleGAN2 (HQ) 0.00 0.00 0.00 0.00 0.00 0.00 0.00 100.00 0.00 0.00 50.00 50.00
StyleGAN3 (LQ) 35.25 23.68 25.00 32.50 6.00 8.05 7.75 96.17 10.20 19.75 53.19 57.96
StyleGAN3 (MQ) 0.00 0.00 0.00 0.00 0.00 0.00 0.00 100.00 0.00 0.00 50.00 50.00
StyleGAN3 (HQ) 0.00 0.00 0.00 0.00 0.00 0.00 0.00 100.00 0.00 0.00 50.00 50.00
Xception (Xent) 11.69 62.41 0.00 7.50 87.15 95.90 96.10 2.63 85.07 51.54 43.85 27.08
Xception (CYBORG) 18.20 40.98 25.00 17.50 77.55 87.40 88.30 7.79 77.23 50.70 42.51 29.25

LivDet-Iris 2023 Human Examination

Human subjects 30.12 7.06 20.41 17.57 33.19 50.25 51.14 38.38 40.98 29.96 39.68 34.17

Vision Transformer (ViT) [9] applies the transformer
model, successful in natural language processing, to the
computer vision domain. In ViT, an input image is di-
vided into fixed-size patches, which are then processed by
transformer layers. In this work, we used the pre-trained
ViT b 16, which is a smaller-sized model with a patch size
of 16. This model consists of a stack of transformer en-
coder layers, each having a multi-head self-attention mech-
anism and position-wise feed-forward network. In the ViT,

the whole image is considered a single token and serves as
the entry point for the transformer. It also uses a classi-
fication head on top of the transformer stack to make the
PAD-related predictions. One of the major advantages of
ViT architectures is their ability to capture long-range de-
pendencies and context information.

Xception [6] relies on depth-wise separable convolutions
and uses the same skip connections as seen in the ResNet
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architecture. The application of depth-wise and point-
wise convolutions helps reduce computational complexity
as well as training time while increasing classification accu-
racy. We built two Xception-based baselines. Once trained
traditionally (with cross-entropy loss). The second way of
training followed the approach of Boyd et al.’s CYBORG
paradigm [5], which incorporates human perceptual exper-
tise into the training process. In Boyd et al.’s work, to col-
lect human perception data used also in our training, Me-
chanical Turk workers were shown bona fide and PAI iris
images and asked to highlight regions of the image that sup-
ported their classification decision. During training, these
human annotations were compared to the model’s class ac-
tivation mapping, penalizing the differences between hu-
man’s and model’s saliency maps. By doing so, the mod-
els were encouraged to focus on image regions judged as
salient by humans.

StyleGAN discriminators also offer a discriminator
model whose main function is to discern “fake” from “bona
fide” samples. For this competition, six different generative
models were used for iris image synthesis: StyleGAN2-
LQ, StyleGAN2-MQ, StyleGAN2-HQ, StyleGAN3-LQ,
StyleGAN3-MQ, StyleGAN3-HQ (LQ = low quality, MQ
= medium quality, and HQ = high quality). The quality of
these models was assigned based on the FID score during
the training process as well as a qualitative visual inspection
of the corresponding image snapshots. The GAN-sourced
discriminator models produce logits and thus can be eval-
uated in the same manner as the competitors’ submissions
and other baseline models.

5.2. Training Baseline Models
Four of the baseline models (ResNet, DenseNet, Incep-

tion, and ViT) were trained under two different scenarios:
with and without GAN-generated samples. The purpose of
this experiment was to see whether the inclusion of samples
generated by the same source (thereby making the problem
a closed-set problem, from the PAI category point of view)
changes the PAD performance significantly. For each sce-
nario, baseline models were trained with and without data
augmentation; hence, for each baseline model, we had 4
different training runs: 1) without augmentation and with-
out GAN synthetic samples (“vanilla” in Tab. 3), 2) with
augmentation and without GAN synthetic samples (“augs”
in Tab. 3), 3) without augmentation and with GAN syn-
thetic samples (“synths” in Tab. 3), and 4) with augmen-
tation and with GAN synthetics (“both” in Tab. 3). The
augmentation techniques were adopted from [18] and in-
cluded affine transformations, randomly selected horizontal
flipping, sharpening, blurring, and adding Laplace noise,
contrast, and brightness. The training data was made up
of iris images (bona fide and PAs) from the largest corpus

available. Without synthetic samples, training data con-
tained 70,677 bona fide samples and 70,677 PAI samples;
with StyleGAN samples, the data contained 93,674 bona
fide images and the same number for PAI samples. Table 2
presents the details of the datasets that we used for training
the baseline. We used 80% of the entire datasets for train-
ing and 20% for testing the model during training. Each
model was trained for 50 epochs, the batch size was set to
32, Cross-entropy and SGD were chosen as the loss and op-
timizer for all of the models. All of the baseline models
were trained on cropped iris images.

5.3. Human Examination

A human examination of the 13,332 test samples was
conducted via Prolific’s online tool [1]. In total, 300 sub-
jects were asked to annotate 50 images each, covering the
entire set of test images. Subjects were shown an image (ei-
ther bona fide or PA) and asked to select the nature of the
supplied image in a two-alternative forced choice (2AFC)
manner. Results can be seen in Table 3.

6. Results
Competition Winners: LivDet-Iris 2023 has two win-
ners, corresponding to the two different definitions of
ACER (see Table 3). According to the first definition
(ACER1), which weights APCERs by the number of sam-
ples per PAI category, the Fraunhofer IGD team wins, with
an ACER1 of 37.31%. For the second definition of ACER
(ACER2), which weights all PAI categories equally, the
BUCEA team wins with Algo 1, with an ACER2 of 22.15%.

Closed Set versus Open Set: As seen in Figure 2, all
baseline models trained in a closed set fashion outper-
formed their open set counterparts. The models that saw
synthetic samples during training (labeled either “both” or
“synths”) showed ACER values under <2.0% (see Tab. 3)
and Area Under the ROC Curve (AUC) above 99.9%. Since
this discrepancy in performance is consistent across all net-
work architectures, it seems that StyleGAN-generated sam-
ples are still detectable, but only in the less-than-realistic
closed-set experimental setup. This result is corroborated
in iris PAD literature [4].

Physical Spoofs versus Synthetic Spoofs: For all sub-
mitted algorithms, synthetic samples were harder to de-
tect than physical samples. For example, team Fraunhofer
IGD’s submitted algorithm showed an APCER1 of 0.044%
on physical attacks and an APCER1 of 39.177% on syn-
thetic attacks. Unlike physical samples, GAN-generated
samples are entirely digital, meaning they pose the largest
threat when injected directly into machine learning models.
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Figure 2: ROC curves for top-performing algorithms from each team as well as trained baseline models. ROCs are shown
for all samples (top-left) and each PAI (as labeled). The overall ACER1 is evaluated based on sample-weighted APCER
(APCER1). The operating point (“O.P. at 0.5”) was used to rank participants of this LivDet-Iris competition.

Accuracy of Human Examiners in iris PAD: Human
examiners (who likely have not seen GAN-generated irises
before) performed poorly on the StyleGAN samples, as
seen in Table 3. In the case of the LQ samples, artifacts
such as bubbly textures, misshapen pupils, and smudged
eyelashes served as clear signals to humans that an image
was a PAI, as evidenced by the relatively lower APCER of
3̃3%. However, MQ and HQ samples yielded APCER val-
ues closer to that of a random chance classifier (50%), sig-
nifying that images from longer-trained generator models
are realistic enough to avoid detection by humans. On the
other hand, images of prosthetic or fake irises were the most
easily classified by the human annotators. The results from
the human annotation experiments showed an APCER1 of
39.68%, which was only beaten by the competition’s best
algorithm from the Fraunhofer IGD team.

Accuracy of Human-Trained Models in iris PAD: In
the case of the Xception backbone, the CYBORG-trained
model slightly increased performance when compared to
the model trained with a cross-entropy loss. So, while hu-
mans (in general) struggled with the task of iris PAD, the an-
notations collected by Boyd et al. in [2] ultimately delivered
a model with a lower ACER compared to the traditionally-
trained model.

7. Conclusions
PAD is needed to deter attacks on biometric sensors.

This edition of the LivDet-Iris competition has eight com-
petitor algorithms. PAI species included textured contact
lenses, PAI electronic display, fake/prosthetic/printed eyes
with add-ons as well as synthetic irises of low, medium,
and high quality. The winners had an average classifica-
tion error of 37.31%, with APCER of 39.22% and BPCER
of 35.40% with APCER weighted by the number of PAI
samples within a species, and an average classification error
of 22.15%, with APCER of 44.16% and BPCER of 0.14%
with APCER equally weighted across PAI species. Results
from multiple baseline algorithms were included with those
trained in a closed set regimen obtaining excellent results
(ACER < 0.02), while those trained without all PAI seen
during training performed on par with the competition al-
gorithms. Additionally, human examiners performed with
an ACER of 39.68%. This competition represents of state
of the art for iris PAD, as well as provides the dataset for
further benchmarking after the competition.
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