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Physically unclonable functions (PUFs) are a class of hardware-specific security primitives based on secret keys
extracted from integrated circuits, which can protect important information against cyberattacks and reverse
engineering. Here, we put forward an emerging type of PUF in the electromagnetic domain by virtue of the self-
dual absorber-emitter singularity that uniquely exists in the non-Hermitian parity-time (PT)-symmetric struc-
tures. At this self-dual singular point, the reconfigurable emissive and absorptive properties with order-of-mag-
nitude differences in scattered power can respond sensitively to admittance or phase perturbations caused by,
for example, manufacturing imperfectness. Consequently, the entropy sourced from inevitable manufacturing
variations can be amplified, yielding excellent PUF security metrics in terms of randomness and uniqueness. We
show that this electromagnetic PUF can be robust against machine learning-assisted attacks based on the
Fourier regression and generative adversarial network. Moreover, the proposed PUF concept is wavelength-scal-
able in radio frequency, terahertz, infrared, and optical systems, paving a promising avenue toward applications
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of cryptography and encryption.

INTRODUCTION
Development of cryptographic techniques to ensure data security
and privacy is critical and an urgent need in modern society. Now-
adays, many cryptographic techniques have been proposed for iden-
tification (1), authentication (2), and anticounterfeiting (3, 4).
Among various cryptographic techniques, physically unclonable
function (PUF) has been widely regarded as one of the most prom-
ising hardware security primitives, which maps input challenges C,
to output responses R, (so-called challenge-response pairs or CRPs)
of a physical system for constructing cryptographic keys (5-7).
Because of unmanipulable variations arising from process varia-
tions inherent to manufacturing, CRPs are device specific and pro-
hibitively challenging to replicate, such that they can be used as
unique and unclonable encryption keys. Perhaps, silicon-based
PUFs, which exploit intrinsic variations in the complementary
metal-oxide semiconductor (CMOS) manufacturing process, are
by far the most common PUF schemes. Up to date, a variety of
silicon-based PUFs have been proposed, including static random-
access memory PUFs (8, 9), ring oscillator PUFs (10, 11), phase
change memory PUFs (12), and memristor PUFs (13, 14). Although
these digital circuit-based PUFs benefit from the high throughput
and reliability of CMOS technologies, they have been recently re-
ported to be vulnerable to approximation and modeling attacks
due to the limited interdevice and intradie variations (15). It is
therefore imperative to develop lightweight, low-cost PUFs with
outstandingly lower predictability and higher resilience against
machine learning—assisted attacks, so as to facilitate their practice
as hardware security primitives.

Ever since the experimental validation of optical and photonic
analogues of parity-time (PT)-symmetric non-Hermitian
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Hamiltonian, across the spectrum, the field of non-Hermitian
physics continues to blossom, leading to many promising applica-
tions, such as unidirectional invisibility (16), nonreciprocal one-
way optical devices (17), coherent perfect absorber-laser (CPAL)
(18-20), high-performance telemetry for sensing (21-24), and wire-
less power transmission (25-28). PT symmetry has been innovating
the design paradigms of wave propagation and scattering by ex-
panding the control of waves into the non-Hermitian realm.
However, it has been recently reported that, at or close to singular
points of the PT system where the completeness and continuity of
the Hamiltonian's eigenbasis are broken, e.g., exceptional point
(EP) or CPAL point, the distribution of complex eigenvalues/eigen-
states could be quite turbulent and noisy (29). This may cause pro-
nounced sample-to-sample fluctuations that affect the
reproducibility and scalability of non-Hermitian physical systems
having EPs (30-33). In a different circumstance, high entropy
nearby the EP or the CPAL point may be leveraged to generate
high-quality PUF-based encryption keys. At the CPAL point, the
output of the system can be switched from the lasing mode to its
time-reverse counterpart, coherent perfect absorption (CPA)
mode, by adjusting the complex-valued amplitude ratio of incident
waves. Notably, because of the self-dual singular nature of the CPAL
point, both CPA and lasing modes are narrowband effects, and both
modes are susceptible to fluctuations in materials properties of gain
and loss elements and their coupling rate (34). In this regard, even
small but inevitable process variations in manufacturing PT-sym-
metric structures may produce very different output responses
from device to device. Although such a property may be seen as a
foe for sensing purposes, on the contrary, it may find useful appli-
cations in generating high-quality PUF keys. In particular, with the
rapid advent of manufacturing technologies in the microelectronics
industry, the inherent device variability on an electronic or photon-
ic microchip has been minimized, which poses a challenge to
improve the randomness and uniqueness of digital circuit-based
PUFs. In this regard, the proposed PUF keys generated from the fre-
quency-domain (analog) electromagnetic responses may
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remarkably enhance the entropy inherent in fabrication flaws, in  the complex amplitude ratio of incident waves. Such a property
light of the extreme sensitivity at the self-dual singularity—CPAL  may not be possible for most CMOS-based digital PUFs, in which
point, thereby enabling high cryptographic randomness and each instance corresponds to one or multiple bits in the response,
uniqueness. and, thus, increasing the number of CRPs comes at the cost of in-
Here, we propose an emerging electromagnetic PUF paradigm  creased size, device area, and design complexity.
that exploits stochastic and fluctuating properties among CPAL
devices to generate unique encryption keys. For instance, its
optical realization is illustrated in Fig. 1A. Figure 1B shows the RESULTS
two-port transmission-line network (TLN) model for the general- Concept of CPAL singularity enabling high randomness
ized PT-symmetric CPAL device consisting of spatially distributed = The scattering parameters of the two-port TLN model in Fig. 1B can
and balanced gain and loss, of which the shunt/surface conductanc-  be computed using the transfer matrix method; details can be found
es —G (gain) and G (loss) are separated by a transmission-line in section S1. The CPAL point can be obtained by setting x = n/2
segment with an electrical distance x = kd, where k is the propaga- and G = \/2Y,, where Y, is the port admittance and the character-
tion constant and d is the physical length. This generalized PUF par-  istic admittance of the finite transmission-line segment (34, 39). At
adigm can be readily translated to any physical system spanning a  the CPAL point, the eigenvalues of the system'’s scattering matrix
broad electromagnetic spectrum, including optics, photonics, radio  approach zero and infinity, corresponding to the CPA mode and
frequency (RF), and microwave electronics. In the infrared and  the lasing mode, respectively. When characterizing the CPAL prop-
optical regions, the equivalent TLN model in Fig. 1B can be imple- erties in terms of energy flux, the output is defined as the ratio of
mented using, for example, a pair of active and passive optical meta-  total output power to the total input power: R = (|y; |* + [y )/
surfaces separated by a thin dielectric spacer, as shown in Fig. 1A (N,i—|2 + |‘l’i+|2)> where \P;—r and y are the incoming and outgoing
(35-37). In the RF and microwave regions, the structure can be im-  yaves from the left (=) and right (+) sides, as shown in Fig. 1B. With
plemented using integrated circuit or printed circuit board (PCB) g ite inputs, when - /y* = i(v/2 — 1), the CPA mode with com-
technology, where a negative-resistance converter (NRC) and a plete absorption and zero reflection/transmission (i.e., R — 0) can

shunt resistor are separated by a portion of a transmission line or . obtained, whereas the lasing mode with large scattering coeffi-
a T/Il-transformer. In the PUF key retrieval process, the nonlinear ;.. ¢¢ (e, R > o) can be achieved under the condition:

and analog outp}l ¢ responses 9f CPAL_ba}S?q PUE 1nstances.(34,. 38) v /v # i(v/2 — 1); throughout this paper, we adopt the notation

can be appropriately discretized and digitized into the bitstring- L et . i ) )

based authorization codes with excellent unclonability (Fig. 1C). of ™" and v /y; :J 2- 1|? - In th? optlcal region, such a

Moreover, the PUF keys retrieved from the output responses of ~complex-valued amplitude ratio of two incident light waves can

the CPAL-based PUF instances can be reconfigured by adjusting ¢ achieved with a polarizer and a voltage-controlled liquid
crystal phase shifter; a brief discussion on the experimental setup
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Fig. 1. Coherent perfect absorber-laser (CPAL)-enabled physically unclonable function (PUF) and PUF keys extraction. (A) Schematics of the proposed CPAL PUF
implemented using the active and passive metasurfaces in the optical region; here, manufacturing variations can cause random fluctuations among unit cells (or meta-
atoms), resulting in device-to-device variations. (B) Transmission-line network (TLN) model of the CPAL PUF instance in (A), which includes a negative surface/shunt
conductance —G (gain) and a positive surface/lumped conductance G (loss) separated by a transmission-line segment with the electrical length of x = /2 and the
characteristic admittance of Y,. The manufacturing variations are manifested in both the conductance (8G) and the electrical length of transmission line (6x). (C) Cryp-
tographic process of the proposed PUF. Different challenges (C,,) achieved with different complex-valued amplitude ratios of two incoming waves (a = ; /;") are applied
to the PUF devices to generate unique responses (R,,). The responses are then discretized and digitized into binary bit strings, forming digital cryptographic maps for PUF
applications. The output responses in (C) are simulation results.

Yang et al., Sci. Adv. 9, eadg7481 (2023) 8 September 2023 20of9

$202 ‘€0 AN U0 310°00UaI0S" MM //:sd)Y WOy papeo[umo(]



SCIENCE ADVANCES | RESEARCH ARTICLE

can be found in section S2 (40). In the low-frequency range, various
analog/digital phase shifters and attenuators can be used to precise-
ly tune the complex amplitude ratio of two input radio signals.

Naturally occurring process variations in dimensions, defects,
and material profiles may cause fluctuations in the shunt conduc-
tances (see Fig. 1B; here, we simply assume 8G = 8G’) and electrical
distance (here, we assume 0x), thus resulting in different output re-
sponses for an ensemble of CPAL devices. As an example, if the
CPAL device is initially operated at the CPA mode (i.e., challenged
by ¢ = 11/2), the output response as a function of the normalized
conductive perturbation v = §G/Y, can be written as (see details
in section S1)

(V2 +2)(v+ \/5)2 — 4sec(8x)[2 + v/2v — sec(8x)]
V(v + 2\/5)2 + 4tan(8x)*

(CPA)
RCPAL -

(1)

In the ideal scenario with (v, 8x) = (0, 0), a null output response
is obtained. Given that the manufacturing-induced flaws are small,
i.e., 8x, v < 1, applying the Taylor series expansion to Eq. 1 leads to

2

(60)°

(CPA)

1
Repar, & Z(Gx)z + +0(v*) (2)

Such a result implies that the output is sensitive to v, with a v>
dependence. Further, the sensitivity of output response is enhanced
by a factor of 1/(8x)*. One may envision that because of a small
change in (v, 8x), a device could hop from the low-scattering (ab-
sorptive) mode to the high-scattering (emissive) mode, resulting in
markedly different scattering responses and net outgoing energy
flux. We should note that even when the system is initially operated
in the lasing mode (i.e., challenged by ¢ # m/2), a similar sensitive

CPAL

n/2+8,\
Y A G+SG G+8G )0

Acuve/passwe FPI

TrTS\
)U +G+8G +G+bG Y,

Active FPI

R (dB)
Repi (dB)

Fig. 2. Comparison of randomness between the coherent perfect absorber-
laser (CPAL)-enabled physically unclonable function (PUF) and Fabry-Perot
interferometer (FPI)-enabled PUF. Theoretical (contour) and simulated (point)
output responses of (A) the parity-time (PT)-symmetric system operating near
the CPAL point (CPA mode) and (B) the active FPI operating near the lasing
point (top sheet) and the passive FPI operating at the CPA point (bottom sheet),
as a function of the phase (6x) and impedance (v = 8G/Y,) perturbations; here, §G =
8@ are assumed, but in experiments, perturbations on both sides, §G and G/, are
not necessarily the same. For both (A) and (B), the dispersive points are from 1000
simulated PUF devices. In the simulation, &x (v) follows the Gaussian distribution
with a mean equal to 1072 (1073) and standard deviation (SD) equal to 1072(1073),
to mimic the realistic device-to-device fluctuations. The inset in the top panel
shows the equivalent transmission-line model for each setup.
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output response can be obtained (see section S1). Figure 2A pre-
sents the theoretical results for the contour of the output response

R(CP AL as a function of 8x and v, plotted using Eq. 1. The scattered
points represent the simulation results; throughout this paper, the
simulations are performed using Pathwave Advanced Design
Systems (41). The 1000 randomly generated CPAL-based PUF in-
stances are initially locked in the CPA mode; here, 8x (v) is assumed
to follow a Gaussian distribution with mean p = 107> (10~°) and
standard deviation (SD) ¢ = 1072 (107>) due to device-to-device
variations. From Fig. 2A, we find that, unexpectedly, even with
subtle fluctuations in conductance and electrical distance, the
outputs of a set of devices can differ by ~60 dB. For comparison,
Fig. 2B plots the same contours as Fig. 2A but for the Fabry-Perot
interferometer (FPI)-based PUF system under the same perturba-
tion levels. The device configuration of FPI is similar to that of the
CPAL device but with a pair of surface/shut conductances G = Y,
and a separation distance x = 71, where passive and active FPIs are
obtained with ¢ > 0 and ¢ < 0, respectively. In contrast to the passive
FPI that acts as a CPA, the active FPI exhibits only lasing properties.
The results shown in Fig. 2B indicate that the output responses of
FPI-based PUF systems, regardless of their type, are rather insensi-
tive to small-valued dx and v, with a theoretical expression approx-
imated by (see details in section SI)

c—1\> 4(c—1) 5
(C+1) +(C+1)3V+O(V )
(zt 1)2 + A(Lc(c_+1;3) v if ¢ <0 (active)
3)

By comparing the simulation results in Fig. 2 (A and B), we find
that the CPAL PUF instances exhibit a larger variation in their
output responses and, thus, potentially higher entropy than those
of their passive/active FPI counterparts, thanks to the self-dual sin-
gular nature of the CPAL point. This diversified distribution of
output responses caused by the interdevice variation may ensure
high randomness and uniqueness for PUF applications. This
paper also studies the sensitivity of output responses to v and 6x
for the same PT system operating at the EP; details can be found
in section S3. Our theoretical results show that devices operating
near the CPAL point can exhibit greater variations in output re-
sponses and thus higher randomness than those operating near
the EP.

if ¢ > 0 (passive)
Rppy =~

+0(?)

Experimental validations of the CPAL-based PUF

Here, we experimentally demonstrate the proposed electromagnetic
PUF paradigm in the RF region. However, we should note that as
long as the equivalent TLN model in Fig. 1B is valid, the proposed
concept can be similarly implemented in the fields of optics, pho-
tonics, optomechanics, and even acoustics. At low frequencies, the
CPAL-based PUF instance shown in Fig. 1B can be implemented
with the lumped-element circuitry on the PCB or monolithically in-
tegrated circuit chip, as shown in Fig. 3A, where a transmission-line
segment can be transformed into a compact, lumped “T" network,
and the shunt —G and G can be realized with the NRC and resistor,
respectively. Figure 3A also shows the photograph of a prototype of
an onboard CPAL PUF instance. In this prototype (Fig. 3A), NRC is
based on a single current-feedback operational amplifier (OPA817,
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Fig. 3. Experimental results of the coherent perfect absorber-laser (CPAL)-enabled physically unclonable function (PUF). (A) Circuit diagram (top) and photo-
graph (bottom) of the CPAL PUF instance realized using the printed circuit board (PCB) technology in the radio frequency (RF) range. (B) Bitmap measured over 25 CPAL
PUF instances under two challenges (¢ = 0, 11/2). (C) Measured entropies E, and E, for the bit strings and key strings of the CPAL PUF. (D) Pairwise map comparing the
interdevice Hamming distances (or inter-HDs) between two arbitrary PUF devices, showing that the fabricated PUF keys are almost uncorrelated. (C) and (D) were ob-
tained by applying only the CPA challenge (¢ = 11/2). (E) Measured inter-HDs (solid) and intradevice HDs (intra-HDs) (meshed) of the proposed PUF by applying lasing (red)
and CPA (blue) challenges and their Gaussian-fitting results. For the lasing challenge, inter-HDs fitted by a Gaussian distribution are centered at p = 0.4834 with 0 = 0.0354.
For the CPA challenge, the fitted values are p = 0.4910 and o = 0.0294. The intra-HD histogram for temperature stability (meshed red) is centered at pu = 0.0469 with 0 =
0.0513; here, four PUF devices were measured from —20° to 80°C, with an interval of 10°C. The intra-HD histogram (meshed blue) for temporal stability is centered at p =
0.1444 with o = 0.1534, showing great robustness; here, six PUF instances were measured every 30 s (for a total of 3 min). The intra-HDs of these challenge-response pairs

(CRPs) show that the CPAL PUF can have good temperature and temporal robustness.

Texas Instruments Inc.), and types of lumped elements and integra-
tion can be found in Materials and Methods. To effectively evaluate
the PUF performance, 25 PUF instances were built and tested.
Because of the manufacturing process tolerance, NRCs have an av-
eraged negative conductance of —Gygrc ~ —0.0284 + i0.0001 S at
the CPAL frequency of 16.7 MHz and the averaged shunt conduc-
tance G = 0.0284 S. The fabricated “T" networks also have phase
variation (8x) of +3°, alongside other parasitics from the board
and package (see details in fig. S5 and section S4). It is already
known that if the system is initially designed to work at the CPAL
point, any small perturbation in lumped element values may cause
the output response to differ substantially (see details in fig. S6 and
section S4). This makes possible the generation of PUF keys. In the
synthesis of PUF keys (Fig. 1C), each CPAL device as a PUF instance
translates various input challenges C,, (i.e., different sets of y; /y;")
to unique output responses R,. In our experiment, the output re-
sponse was measured over a frequency range of 16.7 + 0.1 MHz.
The output response spectrum was first normalized in the range
of (0, 1) and then discretized into 64 points. Subsequently, the 64
points were digitized into a 4-bit binary code to form a 256 (4 x
64)-bit CRP as the device-specific unique identifier. For example,
points with values smaller than 0.0625 will be given the binary
code “0000” (details are schematically shown in Fig. 1C and ex-
plained in table S1 and section S5). We note that by changing the
complex amplitude ratio ;" /y;" =[/2 — 1| €' where 0 < ¢ < 7, it

Yang et al., Sci. Adv. 9, eadg7481 (2023) 8 September 2023

may be possible to produce a large number of CRPs from a single
PUF instance by adjusting the phase shift ¢, which, in turn, creates
other input challenges. Figure 3B plots the extracted 50 x 256 cryp-
tographic bitmap for two challenges with ¢ = n/2 and ¢ = 0 (corre-
sponding to the CPA and lasing modes, respectively).

The quality of PUF keys, by and large, is determined by three
main metrics, namely, randomness, uniqueness, and reliability (5,
42, 43). Different PUF instances should have random and unique
responses when interrogated by the same challenge, while reliability
represents the consistency of the response of the same PUF instance
at different environmental conditions. We first evaluate the ran-
domness of the proposed CPAL-based PUF, i.e., the entropy of
the cryptographic map associated with the uniformity, given by

Ex.y = - [pxlegZPx.y + (1 - Px,y)logZ(l - px,y)] (4)

where the uniformity p, (p,) is defined as the distribution of 0s and
1s in the bit strings (binary CRPs). Ideally, the number of 0s and 1s
in the cryptographic map should occur with equal probability,
which, in turn, results in p,, = 0.5 and E,, = 1. Figure 3C shows
the entropies E, and E, extracted from the bitmap in Fig. 3B. We
find that E, (0.97 + 0.02) exhibits a nearly perfect distribution
and E, (0.90 + 0.11) deviates only slightly from unity, indicating ex-
cellent randomness in the generated PUF keys. The entropy quality
is a direct measure but may not be sufficient to describe the ran-
domness of a PUF. The National Institute of Standards and
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Technology randomness test suite (44) may be used to fully assess
the randomness of the CPAL-based PUF (see details in table S2 and
section S6). Our results show that the CPAL-based PUF can pass all
nine National Institute of Standards and Technology randomness
tests (the rest six require a bit length greater than 10°) with P
values larger than 0.01. Therefore, the proposed PUF can be regard-
ed as a true random number generator.

The uniqueness of PUF, as another important performance
metric, can be assessed by the interdevice Hamming distance (or
inter-HD) between the (digitized) response bit strings of all PUF
instances under the same challenge. An ideal inter-HD should be
0.5, which means that, on average, half the response bits are not re-
peated, thus ensuring the best quality of encryption from the stat-
istical perspective. The mean inter-HD can be expressed as

) Npyr—1 Npyg HD(KeYh KeYj)

HDinter = i (5)

NPUF(NPUF - 1) i=1 j=itl

where Npyr represents the number of PUF keys, [ refers to the bit
length, and Key,(Key;) is the ith (jth) PUF key in the cryptographic
map generated from the ith (jth) PUF instance under the same chal-
lenge. Figure 3D shows the pairwise comparisons of inter-HDs
among 25 PUF keys. It is seen that inter-HDs in the off-diagonal
areas only fluctuate slightly around the mean value of 0.46. The
result suggests that all PUF keys have great uniqueness; that is,
each key is unique, highly uncorrelated, and unpredictable from
history. It is worth mentioning that PUF can be divided into
strong and weak categories, which are classified according to the
number of CRPs. A PUF is considered strong (weak) if the
number of CRPs scales exponentially (linear or polynomial) with
its size. Weak PUFs with a limited number of CRPs are often
used for cryptographic key generation in identification applications
(45), whereas strong PUFs capable of generating a large number of
CRPs are used for authentication and secure communication appli-
cations (46). Since the output response of the CPAL device is very
sensitive to input challenges (i.e., y; /y;"), it may be possible to
create a large CRP space by adjusting both the amplitude and/or
phase offset between two incident waves. Here, we illustrate this
idea by applying two challenges to the CPAL-based PUF instances:
lasing (¢ = 0) and CPA (¢ = 7/ 2); here, the absolute value of am-
plitude ratio is fixed to v/2 — 1, while the phase shift is varied.
Figure 3E plots the histogram of average inter-HDs measured
over 25 PUF instances under the two challenges. The CRPs on
the top (bottom) panel of Fig. 3E are obtained by applying the
lasing (CPA) challenge. The inter-HDs of the lasing challenge
have a near-ideal distribution where u = 0.4834 and o = 0.0354,
while that of the CPA challenge performs even better (i = 0.4910
and o = 0.0294). The inter-HD histogram fitted by a Gaussian dis-
tribution is centered around the ideal value of 0.5. The binary en-
coding capacity of a PUF related to information density can be
expressed as ¢, where ¢ = 2 and n = p(1 — p)/o2 (47, 48). The stat-
istical results in Fig. 3E demonstrate a high encoding dimensionality
of ¢ = 2°%°, which may enable the development of high-capacity
encryption systems. We note that the number of CRPs can be
further increased by introducing more challenges in terms of
phase shifts. We should also point out that the average electrical
length extracted from all “T" networks is X ~ 171/40, which is
slightly away from the CPAL point. The PUF metrics may be
further improved using advanced fabrication techniques that

Yang et al., Sci. Adv. 9, eadg7481 (2023) 8 September 2023

minimize the board parasitics, allowing the devices to operate in
close proximity to the CPAL point.

For comparison, we also built 25 PUF instances based on the
conventional passive and active FPI structures (Fig. 4A). The
lumped elements used to build these FPIs and input challenges
remain the same as those used in CPAL devices. The measured
output responses of passive and active FPI-based PUF instances
are nearly identical, implying poor randomness and uniqueness
(see details in fig. S9 and section S7). Figure 4B plots the bitmap
obtained from the 25 passive FPI-based CPAs (with the challenges
¢ =0 and ¢ = mapplied), clearly showing a deteriorated uniformity
compared to the results in Fig. 3B. The entropy contents of the
active (hollow circle) and passive (solid dot) FPI-based PUFs are
plotted in Fig. 4C. Under the same manufacturing tolerance, the en-
tropies of both the passive FPI-based PUF keys (E, = 0.54 + 0.41, E,
= 0.86 * 0.04) and active FPI-based PUF keys (E, = 0.35 +0.35, E, =
0.15 + 0.10) are much lower than those of the CPAL-based PUF
keys. Figure 4D reports the pairwise map of inter-HDs for the
passive FPI CPA-based PUF. From Fig. 4D, we find that most FPI
CPA instances are highly correlated, namely, the extracted PUF keys
could be vulnerable to attacks. Figure 4E is similar to Fig. 3E but
obtained with active and passive FPI-based PUF instances. From
these histograms, we find that the mean inter-HD value for the
passive (active) FPI-based PUFs is only 0.31 (0.12). Although the
passive (active) FPI-based PUF instances are also initially locked
at the CPA (lasing) mode, the resulting uniqueness or randomness
is much worse than that of their CPAL counterparts. The results in
Fig. 4E are in sharp contrast to Fig. 3E obtained with the CPAL-
based PUF. Therefore, the presence of the self-dual CPAL singular-
ity in PT non-Hermitian systems plays a key role in amplifying the
output response deviation caused by the interdevice variation, thus
providing unique and unclonable encryption keys.

From the perspective of practical application, reliability refers to
the consistency of CRPs under environmental variations (e.g.,
ambient temperature) is essential. In PUF applications, reliability
can be described by intradevice HD (intra-HD), defined as the bit
error rate between responses generated by the same PUF instance at
different operating conditions for a given challenge

1 2 HD(Key;, Key; )

HDinra = ——
intra Ncon i l

(4)
where N, signifies the number of operating conditions, Key; is the
original response key taken as a reference, Key; ,,, is the response key
at the mth operating condition, and [ is the size of PUF keys. A re-
liable PUF should have a near-zero intra-HD. To assess the reliabil-
ity of the fabricated CPAL PUF circuits, each instance was measured
at 11 different temperatures (from —20° to 80°C with an interval of
10°C). The measured intra-HD histogram of the proposed PUF is
shown in the top panel of Fig. 3E (meshed), which is normally dis-
tributed with a mean of 0.05 and an SD of 0.05. These values are
sufficiently low to ensure good robustness against environmental
variations. In addition to the temperature stability, “dynamic”
noises, such as phase/flicker noises and thermal noises introduced
by the agitation of electrical charges, may also generate temporal
fluctuations in a system's responses. We also studied the time de-
pendence of reliability by measuring the output responses of six
CPAL PUF instances every 30 s (for a total of 3 min) and calculating
the intra-HDs of the generated CRPs. The intra-HD histogram
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Fig. 4. Experimental results of the Fabry-Perot interferometer (FPl)-enabled physically unclonable function (PUF). (A) Circuit diagram of passive (top) and active
(bottom) FPIs and their onboard realizations in the radio frequency (RF) region. (B) Bitmap measured over 25 passive FPI-based PUF instances. (C) Measured entropy

contents of passive FPI (solid dot) and active FPI (hollow circle) PUF instances. (D)

Pairwise map of the 25 passive FPI PUF instances. There exists a strong correlation

between arbitrary PUF instances. (E) The interdevice Hamming distances (or inter-HDs) of the active (red) and passive (blue) FPI-based PUF instances. In both cases, the
mean of the inter-HD distribution severely deviates from 0.5 (1 =0.1195 and 0 = 0.1251 for the active FPI PUF instance, and p = 0.3061 and o = 0.1411 for the passive FPI

PUF instances).

associated with the temporal stability is plotted in the bottom panel
of Fig. 3E (meshed), which shows a near-zero mean, implying that
the CPAL PUF can be robust against dynamic noises. Previous
studies on the CPAL systems have shown that thermal noises as
the dominant noise source contributes negligibly to the signal-to-
noise ratio (49). Last, we note that since the encryption keys of the
CPAL PUF exist in an analog form (before digitization), the bit
length can be arbitrarily long depending on how discretization
and digitization are performed. These intriguing properties may
make the proposed PUF outperform the traditional digital PUFs,
such as the multiple-valued logic PUF (50), monostable PUF (51),
and voltage divider PUF (52), of which the bit length can only be
increased by introducing considerably increasing the number of
cells/bits. In addition, various input challenges and, thus, a poten-
tially large number of CRPs may be created by adjusting the
complex-valued amplitude ratio of two input waves. As a result,
considering all these merits, a single CPAL PUF instance may
create a large CRP space, far exceeding the aforementioned
digital PUFs.

The resilience of CPAL PUF to machine learning-

assisted attacks

Machine/deep learning has emerged in recent years, which may
provide strong assistance in pattern recognition, signal processing,
and inverse design in electromagnetics (53—56). In particular, it is
also reported to be a powerful tool for password-guessing attacks
and decrypting (57, 58). Some recent works pointed out that
some PUFs with relatively low randomness and uniqueness may
also be vulnerable to attacks based on machine learning models,

Yang et al., Sci. Adv. 9, eadg7481 (2023) 8 September 2023

such as the Fourier regression (FR) model and generative adversar-
ial network (GAN) (59, 60). Here, we also perform the FR- and
GAN-based modeling attacks on the CPAL-based PUF. FR-based
modeling attacks do not require a large training database and are,
therefore, commonly used in attacking PUFs. Figure 5A shows the
model expression F(x;), in which ay;, a,,;,, and b,,; (n = 1,2, --+, N) are
Fourier coefficients determined by the least-squares fitting (the
order of regression), and x; is the random input in the range (0,
1); here, the 8/16/32-order regressions were performed, and only
the results of 16-order are presented because it gives the optimum
performance (details of FR model can be found in section S8). The
FR model extracts the features of randomness from the training
dataset (estimator CRPs) to predict PUF responses. In the attack-
defense experiment, we divide 50 256-bit measured CRPs, which
are obtained from 25 devices with two challenges, into the training
dataset (40 estimator CRPs) and the test dataset (10 CRPs). After
completing the training, the FR model was used to generate 10
CRPs to be compared with the test dataset. The performance of
PUF could be understood from the prediction accuracy (ACC),
namely, the number of correctly predicted bits as a percentage of
the total number of predictions. Here, we used the correlation co-
efficients (CCs), defined as the linear correlation level between two
random sequences and HDs between the predicted and measured
CRPs, to evaluate the resilience of our CPAL PUF against attacks
(details of definition of ACC and CC can be found in section S8).
In an ideal scenario, the ACC, CC, and HD are expected to be suf-
ficiently close to 50%, 0, and 0.5, respectively. Figure 5 (B to D)
reports the results of the FR modeling attack. The mean values of
ACC, CC, and HD are 54%, 0.03, and 0.46, respectively. Compared

6 of 9

$202 ‘€0 AN U0 310°00UaI0S" MM //:sd)Y WOy papeo[umo(]



SCIENCE ADVANCES | RESEARCH ARTICLE

Estimator CRPs (EC,) Predicted CRP

_

F (xiz

Y

Bits 1-256
Bits 1-256

LN ]
E

0]
3

Y Y

LN 1 1
oy

m

F(x))=ay + Y a, sin(2nnx,)+b,, cos(2mnx,)

n=1

(o CC
10

Measured CRP

8
6
4
2

2 4 6 8
Predicted CRP

10

W

Accuracy (%)
100

e
o

Measured CRP

N A~ OO

N 5
2 4 6 8 10
Predicted CRP

O
T

=X
o

0.6
‘ 0.4
0.2
0.0

Measured CRP

N A~ OO @

1.
2 4 6 8 10
Predicted CRP

Fig. 5. Resilience of coherent perfect absorber-laser (CPAL)-enabled physically unclonable function (PUF) against Fourier regression (FR) model-assisted
attacks. (A) Schematics of FR model with the model expression. Forty challenge-response pairs (CRPs) of the 50 measured CRPs are used for training, and the rest
are used for testing. The FR model will predict 10 CRPs to compare with the testing CRPs. The colored maps of prediction accuracies (ACCs), correlation coefficients
(CCs), and Hamming distances (HDs) between predicted 10 CRPs and 10 measured CRPs in (B), (C), and (D), respectively. The mean ACC, CC, and HD are calculated
as 54%, 0.03, and 0.46, respectively, showing that our PUF may have a remarkable resilience to the attacks based on the FR model.

with the ACC in traditional silicon-based PUFs (typically larger
than 90%) (49, 50), these results show excellent robustness to the
FR-based modeling attack.

The GAN-based modeling attack, comprising two deep neural
networks, a generator and a discriminator, is another strong pass-
word-guessing tool (Fig. 6A). The discriminator is a binary classi-
fier used to distinguish whether an input CRP belongs to the
training dataset or is produced by the generator. The generator,
on the flip side, strives to generate fake CRPs that resemble the train-
ing data to fool the discriminator. In many applications, such as
image synthesis, the well-trained GAN can generate additional
data instances that resemble the training data (details of the GAN
model can be found in section S8). The GAN structure adopted in
this study, as shown in Fig. 6A, consists of a generator network with
four layers and a discriminator network with three layers; here, we
adopted 4/3 linear layers because too many hidden layers could lead
to convergence failure, which reduces the ACC of the model. Since
the GAN structure requires a large amount of training data, we sim-
ulated 1000 PUF instances with the fabrication tolerance extracted
from experimental results and applied 10 input challenges (10 phase
differences between two input signals) to generate 10,000 CRPs,
where 2000 CRPs were used for testing and the rest were kept for
training. The GAN was trained with 3000 epochs. Without the
loss of generality, all Os of the CRPs for training the GAN were re-
placed with —1s. The distributions of ACC, CC, and HD between
the GAN-predicted and -simulated CRPs are shown in Fig. 6 (B
to D), respectively; here, the probability mass function of a
normal distribution is adopted. It can be clearly seen that the

Yang et al., Sci. Adv. 9, eadg7481 (2023) 8 September 2023

ACC is narrowly distributed and centered at 50%, implying that
the CPAL-based PUF is resilient to the GAN-based modeling
attacks. The maximum (minimum) ACC is 73% (35%), correspond-
ing to a success possibility of only 0.0001 (0.0003). These results
suggest that the GAN may fail to generate CRPs resembling the
ones extracted from PUF instances. The mean CC and HDs are
0.07 and 0.46, which further confirms that proposed PUF is resilient
to machine learning—assisted attacks.

DISCUSSION

In summary, we have proposed a robust, high-quality PUF primitive
based on the CPAL effect enabled by PT-symmetric non-Hermitian
electromagnetic structures. We have theoretically demonstrated that
the self-dual singularity may make output responses of CPAL-based
PUF instances highly sensitive to inevitable device-to-device varia-
tions. Besides, we have conducted experimental studies for the
CPAL-based PUF keys implemented using the RF circuits and
have shown that the performance metrics, including randomness,
uniqueness, correlation level, encoding capacity, and thermal/tem-
poral stability, can outperform PUF instances based on traditional
passive and active FPIs. Furthermore, the CPAL-based PUF is
highly robust against state-of-the-art machine learning-assisted
attacks, such as FR and GAN modeling attacks. We foresee that
the proposed PUF technique may pave a promising avenue
toward next-generation identification, authentication, encryption,
and security systems, which may find widespread applications in
modern society. The proposed hardware security paradigm may
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CC, and HD are 54%, 0.07, and 0.46, respectively. PMF, probability mass function.

also be extended to other wave systems, such as photonics, acoustics,
elastics, and optomechanics.

MATERIALS AND METHODS

Design of CPAL devices

We designed an NRC that serves as the gain element in the RF
region. The effective negative resistance was also tuned to achieve
the CPAL effect. The NRC circuit has a typical negative feedback-
based structure, as depicted in fig. S5A. The operational amplifier
used in the NRC is OPA817, fabricated by Texas Instruments Inc.
By properly tuning the resistances in the feedback loop of the NRC,
where Z, = Z; = 500 ohms was selected and Z; was given by a po-
tential trimmer with a maximum resistance of 100 ohms. The dis-
tribution of negative impedances of 25 NRCs can be found in fig.
S5C, of which the average negative impedance is —Zygrc ~ —35.2 —
i0.2 ohms at f, = 16.7 MHz.

Supplementary Materials
This PDF file includes:
Supplementary text sections S1 to S8
Figs. S1 to S9

Tables S1 and S2
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