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Abstract—In this article, we introduce a wireless
nondestructive evaluation (NDE) technique that exploits
intermodulation interrogation from a compact, fully passive
nonlinear antenna sensor, so as to suppress electromagnetic
interreferences, such as clutters, echoes, and self-jamming.
The antenna sensor consists of a local oscillator and a
passive rectifier/mixer, connected to a microstrip patch
antenna whose resonance frequency is sensitively tuned
by the surface crack level (i.e., cavity perturbation). This
nonlinear antenna sensor receives a frequency-hopped
radio frequency (RF) monotone from the interrogator and
reradiates an intermodulation signal produced by mixing
the input RF signal (2.4 GHz) and the low-frequency signal
(1.0–1.2 MHz) generated by the local oscillator. Through the
frequency-hopped spread spectrum (FHSS) interrogation,
the spectral signal strength pattern can identify the crack
level encoded in the resonance frequency shift of the
microstrip antenna. Compared with other nonlinear wireless sensors, such as harmonic/subharmonic sensors, the
proposed intermodulation-based antenna sensor not only enables clutter-resistive passive wireless sensing, but also
provides several advantages. First, it can significantly reduce the size and cost of the sensor and interrogator by
removing high-harmonic antennas and reducing the design complexity of the interrogator. Second, it provides digital
memory-free identification by assigning the oscillation frequency as the sensor’s identification (ID) key. Additionally,
receiving intermodulation signals rather than harmonic tones can reduce the path loss and thus increase the wireless
interrogation distance. The proposed fully passive intermodulation-based antenna sensor may open a new path to build
portable, low-cost, low-noise, energy-efficient wireless pervasive NDE platforms.

Index Terms— Antenna sensor, intermodulation, microstrip antennas, radio frequency identification (RFID), structural
health monitoring (SHM), wireless crack sensor.

I. INTRODUCTION

STRUCTURAL health monitoring (SHM) for fatigue
cracks and advent in the Internet of Things (IoT), smart

SHM system strain is of great importance in the risk assess-
ment of civil and industrial infrastructures, as surface cracks
could potentially give rise to economic losses and threaten
human safety [1], [2]. Traditional time-based maintenance
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generally relies on thorough on-site inspections and labo-
ratory experiments, which require high labor and material
costs [3]. Moreover, some internal inspections could cause
unpredictable damage to the structure. In recent years, there
has been growing research interest for the development of a
cost-effective nondestructive evaluation (NDE) system, capa-
ble of continuous, real-time monitoring of fatigue cracks
[4], [5]. With the rapid advent of IoT, smart SHM systems
connected to wireless sensor networks have been proposed to
monitor infrastructure conditions wirelessly and consciously,
thereby significantly reducing the mandatory maintenance
period and labor cost [2], [6], [7], [8]. These emerging
radio frequency (RF) SHM sensors include RF identification
(RFID) crack sensors [9], antenna-based crack sensors [10],
battery-assisted active IoT nodes [12], [13], [14], eddy current
testing (ECT) [15], [16], [17], and harmonic crack sensors
[18], [19], to name a few. However, most of them suffer from
one or more significant flaws, such as low sensitivity, short
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Fig. 1. (a) Schematic of the passive and nonlinear wireless crack
sensor based on the intermodulation readout and (b) its spectral
response (RSSI) at the fundamental and intermodulation frequencies.
(c) Schematic of the intermodulation sensor circuit elements.

detection range (e.g., ECT), and high maintenance cost due to
the limited battery lifetime and sustainability (e.g., active IoT
crack sensors). Also, passive wireless sensors generally have
a poor signal-to-noise ratio (SNR) due to clutters, multipath
interreferences, and self-jamming when considering real-world
infrastructures with various large scatters. Although passive
harmonic transponder sensors can overwhelm the unwanted
clutters and jamming in noisy environments and require no
power supply, their practical implementation is rather sophis-
ticated, especially regarding the interrogator design that deals
with both RF fundamental and harmonic bands.

To address the abovementioned issues, we introduce herein a
clutter-immune, fully passive, and chipless wireless crack sen-
sor and the frequency-hopped spread spectrum (FHSS)-aided
intermodulation readout system, as illustrated in Fig. 1(a). The
wireless crack sensor consists of a voltage rectifier/mixer,
a local oscillator, and a microstrip patch antenna. When the
sensor, which is conformably attached to the targeted metallic
surfaces, receives the RF interrogation signal at frequency
f1 (2.3–2.5 GHz), the passive diode-based rectifier coverts
the RF input signal into a dc voltage to power up the local
oscillator, generating a low-frequency signal at frequency f2
(1.08 MHz). The nonlinear diode rectifier also acts as a
passive mixer to generate intermodulation products f1 ± n·f2,

where n is an integer. Finally, the narrowband microstrip patch
antenna, which serves as a sensor and a high-Q bandpass
filter, retransmits the intermodulation signal to the interrogator
or sniffer. The concept of the FHSS-based wireless crack
sensing is illustrated in Fig. 1(b). An interrogator transmits
a frequency-hopped RF signal to the infrastructure equipped
with the passive intermodulation sensor. The interrogating sig-
nal has a hopping sequence covering channels [ f11, f12, . . . ,

f1n] with constant signal strength [20], [21]. If there exists
a crack on the metal object (i.e., the ground plane of the
patch antenna), the FHSS pattern over channels [ f11– f2,
f12– f2, . . . , f1n– f2] of the intermodulation received signal
strength indicator (RSSI) at the interrogator or sniffer will
signify the resonance profile of the antenna sensor (which
is a strong function of the crack level). The intermodulation
process is necessary because at the carrier frequencies, there
is strong direct coupling from the interrogator and to the
receiver/sniffer, as well as background scattering (e.g., clutters,
multipath scattering, and other electromagnetic interferences)
in noisy environments. In addition, intermodulation signals
are exclusively in the spectrum and, thus, are much cleaner,
yielding a low SNR. Compared to sensors with 1-D data,
which relies on the signal amplitude, the high-dimensional
RSSI vector provides abundant information to enable pattern
analysis-based decoding, thereby enabling robust and absolute
accuracy crack sensing. Maintenance or replacement should be
prioritized if the peak frequency of the intermodulation RSSI
pattern has a drastic shift due to cracks. Since the proposed
sensor and system are potentially lightweight and low cost,
a portable interrogator can be used to detect and decode the
sensing signals and can be connected to the cloud-based data
center that serves as the hub for storing the SHM information
and maintenance scheduling. Compared with the harmonic
RFID systems [22], [23], [24], [25] that are commonly used to
counter clutters in rich-scattering environments, the proposed
intermodulation sensor not only reduces the design complex-
ity of the interrogator, but also reduces the sensor size by
removing the antenna, filter, and matching network operating
at the harmonic frequency. Moreover, the local oscillator
frequency in the low-frequency (tens of kHz to several MHz)
band can be exploited to identify different sensor nodes in a
network, i.e., the oscillation frequency represents the sensor’s
identification (ID) key. We should emphasize that each sensor
can be readily assigned to a specific oscillation frequency
by tuning the LC resonator of the local oscillator. Finally,
since frequencies of intermodulation products are close to
that of the RF interrogation signal, the interrogation distance
can be enhanced when compared with harmonic sensors that
typically suffer from a higher propagation loss at the harmonic
frequency. In the following, we will detail the design and
implementation of the proposed wireless crack sensor and
integrated system.

II. DESIGN AND PRACTICAL IMPLEMENTATION OF
INTERMODULATION SENSOR

A. FHSS-Aided Intermodulation Sensor and System
Fig. 1 depicts the schematic of the proposed passive inter-

modulation sensor and the FHSS pattern analysis-based crack
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Fig. 2. (a) Photograph of the nonlinear antenna sensor that receives
an RF monotone (2.4 GHz) and retransmits an intermodulation tone
(2.4 GHz ± few MHz). (b) Zoomed-in view of the rectifier and local
oscillator on the antenna sensor in (a).

sensing system. The interrogator prototype has a tunable RF
signal generator, a spectrum analyzer, a circulator, and an
ultrawide-band (UWB) antenna. The interrogator transmits
a frequency-hopped RF monotone to power up the wireless
passive crack sensor, which consists of a low-profile microstrip
patch antenna (which also acts as the sensing element), a rec-
tifier/mixer, and an oscillator, as shown in Fig. 2. The dc
output voltage of the diode rectifier is used to bias and activate
the local oscillator to generate a local signal at 1.08 MHz.
Finally, the local oscillation signal is mixed with the input
RF signal to generate the intermodulation signal f1 ± f2,
which is retransmitted to the interrogator by the same patch
antenna. A circulator on the interrogator can then separate
backscattered signals at f1 and f1 ± f2, and the latter one
will be downconverted to f2 by a mixer. In addition, harmonic
signals that may be generated on the nonlinear antenna sensor
can be rejected by the narrowband nature of the microstrip
patch antenna, as well as the antialiasing filter in the spectrum
analyzer. Fig. 1 presents the circuit schematic of the passive
intermodulation sensor, of which the patch antenna also func-
tions as a crack sensor. A microstrip patch antenna can be
viewed as an open cavity with four perfect magnetic conductor
(PMC) walls, and, therefore, it typically has a high Q-factor
and strongly localized electric fields. According to the cavity
perturbation theory [26], [27], the surface crack or deformation
appearing on the metallic ground plane of the antenna will vary
the resonance frequency of such an open cavity. As a result, the
resonance frequency of the patch antenna may be sensitively
dependent on the crack size. Here, the rectifier is based on a
passive two-diode voltage doubler architecture [28], and the
local oscillator is modified from the Colpitts oscillator [29].
Initially, for a pristine sample without fatigue cracks, the peak
of the intermodulation RSSI pattern at f1 − f2 is locked
at 2.43 GHz. Once the fatigue crack occurs, the resonance
frequency of the microstrip patch antenna shifts, which can be
detected by tracking the corresponding peak frequency in the
intermodulation RSSI pattern [see Fig. 1(b)]. Subsequently,
the crack level can be detected through observation of the
change in the peak frequency of the intermodulation RSSI.
The design of key components in the intermodulation sensor
is detailed in the following.

Fig. 3. (a) Distributed matching elements physical dimensions and
circuit diagram and (b) return loss (dB) of the rectifier/mixer in Fig. 1
at an input RF power level of −15 dBm.

B. RF Circuits for Passive Intermodulation
Figs. 2(b) and 3(a) show the photograph and the circuit

diagram of the proposed RF rectifier/mixer, which was built
using zero-bias Schottky diodes (Skyworks SMS7630-05F),
transmission-line segments, and chip capacitors with their
capacitance values given by C1 = 18 pF and C2 = 22 pF.
The input of the rectifier/mixer is matched to 50 � over
the interested band (2.2–2.5 GHz), which fully covers the
antenna’s operating frequency. Fig. 3(b) shows the reflection
coefficient of the proposed rectifier, which is lower than
−10 dB across the frequency band of interest. The rectifier
circuit was manufactured on the 1.52-mm-thick Rogers 4003C
printed-circuit board with 1-oz electrodeposited copper foil by
using the LPKF E44 circuit board plotter. Fig. 4(a) shows the
schematic of the local oscillator that generates a sinusoidal
output wavefront at 1.08 MHz at −13.7-dBm RF input power.
The oscillator was built based on the Colpitts-type topology
with important design parameters provided by commercial
lumped elements: C3 = 7.2 pF, C4 = 36 pF, L1 = 1 mH,
R1 = 1.2 M�, R2 = 2 �, and R3 = 10 k�, where the fre-
quency of oscillation is determined by C3, C4, and L1 on the
resonant tank. Here, the RF choke is a miniature surface mount
ferrite bead, and the coupling capacitor C5 is a 100-nF ceramic
capacitor. The local oscillator is powered by a rectifier shown
in Fig. 3. Here, we should note that this oscillator is designed
to operate at low supply voltage and low power consumption,
ensuring a long interrogation distance for the far-field passive
readout. The minimum operating voltage of most commercial
LVCMOS oscillators is generally higher than 1.8 V, which
may not be suitable for long-range interrogation. To increase
the system’s maximum interrogation range, we designed and
fabricated a low-frequency local oscillator using ALD110900
MOSFET from Advance Linear Device, Sunnyvale, CA USA.
The ALD110900 MOSFET has a nearly zero threshold volt-
age, making it ideal for designing an oscillator that can operate
at a low bias voltage (i.e., as low as 0.121 V). The oscillator
can have a compact size of 173 mm2, as shown in Fig. 2.
Fig. 4(b) reports the oscillation frequency against the input RF
power, showing a good frequency stability with lower than 5%
fluctuations under different input powers. Fig. 4(c) reports the
measured temporal waveform of this oscillator in the startup
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Fig. 4. (a) Schematics of the local oscillator on the intermodulation
sensor in Fig. 2(b) and its (b) output frequency at different input RF
power levels and (c) temporal waveform at a low dc bias of 0.121 V
which corresponded to an RF input power at −13.7 dBm.

Fig. 5. (a) Photograph of a microstrip patch antenna with a surface
crack on its ground plane. (b) Measured (solid lines) and finite-element
simulated (dashed lines) reflection spectra of the antenna sensor with-
out (black lines) and with a surface crack; here, the crack is 16.5 mm
from the center of the microstrip patch and its dimensions are: length
l = 38 mm and width w = 1 mm (red lines), 2 mm (blue lines), and
2.5 mm (green lines).

phase and the zoomed-in view of the waveform in the normal
operation phase at a dc bias of 0.121 V.

C. Crack Sensor Based on Microstrip Patch Antenna
The proposed wireless crack sensor utilizes a microstrip

patch antenna as the sensing unit, as shown in Fig. 2; the
patch antenna was printed on the Rogers RO4003C substrate
with a dielectric constant of 3.55 and a loss tangent of 0.0021,
and the cooper patch has a length of 41.8 mm and a width of
38.5 mm. Since a microstrip patch antenna is a high-Q open
resonant structure, the slot loading introduced by, for example,
a surface crack on the ground plane [see Fig. 5(a)] may
lead to a distinct resonance frequency shift. Fig. 5(b) presents
the full-wave simulated and measured reflection spectra of a
microstrip antenna with and without cracks; here, the surface
crack has a length of 38 mm and is 16.5 mm away from
the center of the microstrip patch, and its width is varied.
To mimic a surface crack on the metallic plate, the bottom

Fig. 6. Experimental and simulation results for the radiation pattern
of the microstrip patch antenna (a) without any damage, and with a
crack width of (b) 1, (c) 2, and (d) 2.5 mm. In (a)–(d), the antenna was
measured at the resonance frequency: 2.42, 2.41, 2.4, and 2.34 GHz,
respectively.

layer of the patch antenna was lifted off, as shown in Fig. 5(a).
The full-wave simulation was performed using the commercial
software ANSYS HFSS, and the numerical results agree well
with the experimental results, as can be seen in Fig. 5(b). The
measurement results show that the resonance frequency of the
microstrip antenna experiences a redshift when the crack width
increases. In the absence of cracks, the resonance frequency
of the antenna is 2.42 GHz, whereas the resonant frequency of
the antenna drops to 2.34 GHz when a crack with a length of
38 mm and a width of 2.5 mm appears.

Fig. 6 presents simulated and measured radiation patterns
of the microstrip patch antenna in Fig. 5 without and with a
crack on the ground plane. The numerical and experimental
results are in good agreement, showing that the presence of
cracks of different widths barely affects the radiation pattern
and realized gain of the antenna. The measured realized gain
is ∼6 dBi and the half-power beamwidth is 91◦ (102◦) on the
E-plane (H -plane).

III. RESULTS AND DISCUSSION

Fig. 2(a) shows the prototype of an integrated wireless
passive crack sensor, which consists of the rectifier/mixer,
oscillator, and microstrip patch antenna (i.e., sensing element)
reported in Sections I and II. In our wireless measurement
setup [Fig. 1(a)], the frequency-hopped RF monotone at f1
was generated using the vector signal generator (Keysight
N5166B CXG), with an output power of 16 dBm from
2.34 to 2.49 GHz. The RF signal was fed to a wideband
antenna (RFSPACE UWB3 antenna with a calibrated gain
of ∼11 dBi from 2.1 to 3 GHz) through a circulator. The
backscattered frequency-modulated signal at f1 ± f2 was
received by the same antenna and fed to the spectrum analyzer
(Keysight N9324C with a noise floor of −90 dBm) through
the circulator. The signal generator and the spectrum analyzer
were controlled with LabVIEW-based software through VISA
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Fig. 7. (a) Received signal strengths at the fundamental (2.45 GHz)
and intermodulation frequencies. (b) Received signal strength under
frequency hopping from 2.34 to 2.50 GHz. The envelope of the RSSI
associated with the antenna’s resonance can be exploited to retrieve
the cracking condition.

protocol for frequency scanning. The distance between the
reader antenna and the passive sensor is 2.45 m.

The proposed passive intermodulation sensor was first mea-
sured in an echo/clutter-free anechoic chamber and a noisy
indoor environment filled with reflectors and scatters. Fig. 7(a)
presents the power spectrum of reflected signals that include
the fundamental tone at f1 (2.43 GHz) and the intermodulation
products, f1 ± f2 (2.430 GHz ± 1.08 MHz) and f1 ± 2 f2
(2.430 GHz ± 2.16 MHz), for the intermodulation sensor with
a crack width of 1 mm. It is evident that intermodulation
tones can be generated by the nonlinear sensor placed in
the far zone of the interrogator. Fig. 7(b) shows the reflected
intermodulation signal at f1 − f2, for which the f2 is
fixed and f1 is varied during the FHSS-aided measurement.
It can be seen from Fig. 7(b) that the peak frequency of the
spectral envelope of reflected intermodulation tones coincides
with the antenna’s resonance frequency shown in Fig. 5(b).
On the other hand, in the indoor measurement, the spectral
envelope of reflected fundamental tones shown in Fig. 1(b)
exhibits a random and rather chaotic distribution, due to elec-
tromagnetic interferences. Such results demonstrate that the
proposed intermodulation sensor can be robust against clutters,
echoes, jamming, and other interference sources, thanks to
the frequency orthogonality between the incident fundamental
tone and the reflected intermodulation tone. Moreover, the
oscillation frequency (1.08 MHz here) can be regarded as the
ID assigned to the sensor. We note that the oscillator can be
readily tuned to produce different output frequencies, making
it possible to simultaneously interrogate multiple intermodu-
lation sensors with the assistance of the FHSS scheme, which
divides the available frequency band into several channels and
hops among them in a predetermined order [30].

Fig. 8(a) and (b) reports the measurement setup in an
anechoic chamber and the variation of the measured spectral
envelope of intermodulation tones f1 − f2 with respect to the
crack size, respectively. Figs. 9–11 are similar to Fig. 8, but
for wireless interrogation in a real-world indoor environment
with light, moderate, and heavy clutters, respectively. The peak
frequency of the spectral envelope of intermodulation tones
is determined by the resonance frequency of the microstrip
patch antenna, which in turn is varied by the crack size.
It can be evidently seen from Figs. 8(b), 9(b), 10(b), and 11(b)
that the peak frequency decreases with increasing the crack

Fig. 8. (a) Wireless readout of the passive intermodulation sensor in the
clutter-free anechoic chamber environment. (b) Measurement results for
the spectral envelope of intermodulation tones as a function of the crack
size.

Fig. 9. (a) Wireless readout of the passive intermodulation sensor in the
indoor environment. (b) Measurement results for the spectral envelope
of intermodulation tones as a function of the crack size.

Fig. 10. (a) Wireless readout of the passive intermodulation sensor
in a moderately-cluttered environment. (b) Measurement results for the
spectral envelope of intermodulation tones as a function of the crack
size.

Fig. 11. (a) Wireless readout of the passive intermodulation sensor in a
heavily-cluttered environment. (b) Measurement results for the spectral
envelope of intermodulation tones as a function of the crack size.

size. Such results are consistent with the measured antenna
resonance frequency shift in Fig. 5(b). We should note that
although the maximum amplitude of the spectral envelope
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TABLE I
SUMMARY OF WIRELESS CRACK DETECTION TECHNIQUES

Fig. 12. Peak frequency of the intermodulation RSSI patterns
as a function of the crack width; the results were obtained from
the full-wave simulation (dashed line) and experiments conducted in
the anechoic chamber (rectangle), lightly-cluttered (star), moderately-
cluttered (circle), and heavily-cluttered indoor environments (diamond).

could vary in different wireless propagation scenarios, the
frequency at which the magnitude of the spectral envelope
has peak remains unchanged, regardless of the density of back-
ground clutters and multipath echoes in the noisy environment.
Fig. 12 presents the simulated antenna resonance frequency
and the measured peak frequencies of intermodulation spectral
envelopes under different cracking events. It is evident that the
measurement results are in good agreement with the simulation
results, indicating that the proposed batteryless, chipless, and
wireless sensor, as well as the FHSS-aided, intermodulation-
based intermodulation technique can be used to detect cracks
accurately and robustly with different severity levels. It is
worthwhile mentioning that sensor ID can be achieved by
assigning a different oscillation frequency ( f2) to each sensor,
which can be readily done by tuning the LC resonator of the
oscillator. Since the oscillation frequency ranges from tens of
kHz to several MHz, it is possible to deploy a massive number
of intermodulation sensors in a sensor array. Here, we also
removed the ground plane of the intermodulation sensor and
placed the sensor on a metal sheet with multiple cracks,
as shown in Fig. 13(a). Our measurement results shown in
Fig. 13(b) demonstrate that the proposed sensor and system
can effectively identify crack(s) for practical wireless SHM
applications.

In Table I, we compare various wireless crack detection
techniques in terms of the wireless interrogation distance,

Fig. 13. (a) Photograph and (b) measured intermodulation spectral
envelope of the wireless crack sensor in Fig. 2 (without the ground
plane). The low-profile sensor is placed conformally on a cracked sam-
ple with single or multiple cracks; the inset of (a) shows the zoomed-in
view of the crack.

spectrum efficiency of the sensing system (i.e., the throughput
supported by per bandwidth usage), requirement of RFID/Near
Field Communication (NFC) chipsets, and size/design com-
plexity of reader and sensor (i.e., relative to the number
of antennas). We note that the proposed intermodulation
sensor possesses several advantages when compared with
current wireless crack sensors. First, it can have an elongated
interrogation range than those based on inductive coupling
(e.g., coil antennas) or chip-loaded RFIDs that necessitate
sufficiently large energy to power up the digital memory
and processor. In addition, compared to other clutter-resistive
passive wireless sensors such as harmonic RFIDs, it eliminates
the need for multispectrum operation and, therefore, requires
only a single reader/sensor antenna and gets rid of at least
one stage of filter and matching network. This will not only
improve the spectrum efficiency of the sensing system, but also
significantly reduce the cost, size, and design complexity of
the reader. More interestingly, it is possible to identify sensors
in an array by identifying the oscillation frequency assigned
to each sensor tag.

IV. CONCLUSION

We have proposed and verified experimentally a new
concept of passive intermodulation sensor that can be effective
in noise suppression and enable nonvolatile memory-free ID.
As proof of concept, we have implemented and characterized
an intermodulation sensor for real-time monitoring of
mechanical cracks in clutter-free and cluttered environments.
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Compared with other clutter-resistive passive sensors, such as
harmonic transponder sensors, the proposed intermodulation
sensor can have a more compact size by removing the antenna
operating at the harmonic frequency and at least one stage of
filter and matching network. Moreover, the intermodulation-
based interrogation scheme can significantly ease the design
complexity and cost of the interrogator by eliminating the
need for multispectrum operation. Additionally, the sensor ID
can be encoded in the kHz/MHz oscillation frequency, thereby
enabling the deployment of sensor arrays for practical SHM.
We envision that such a compact, low-noise, battery-less
(maintenance-free), wireless, and chipless intermodulation
sensor may be beneficial for practical SHM and NDE,
facilitating the preventive maintenance scheduling of civil
infrastructures, aircrafts, vehicles, manufacturing facilities,
and smart cities connected via 5G.
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