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ABSTRACT
The General Data Protection Regulation (GDPR) and other recent
privacy laws require organizations to post their privacy policies,
and place speci�c expectations on organisations’ privacy practices.
Privacy policies take the form of documents written in natural
language, and one of the expectations placed upon them is that they
remain up to date. To investigate legal compliance with this recency
requirement at a large scale, we create a novel pipeline that includes
crawling, regex-based extraction, candidate date classi�cation and
date object creation to extract updated and e�ective dates from
privacy policies written in English. We then analyze patterns in
policy dates using four web crawls and �nd that only about 40% of
privacy policies online contain a date, thereby making it di�cult
to assess their regulatory compliance. We also �nd that updates
in privacy policies are temporally concentrated around passage of
laws regulating digital privacy (such as the GDPR), and that more
popular domains are more likely to have policy dates as well as
more likely to update their policies regularly.
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1 INTRODUCTION
Privacy policies are legal documents that organizations use to dis-
close how they collect, analyze, share, and secure their users’ per-
sonal data. Various laws around the world, such as the GDPR (Gen-
eral Data Protection Regulation), CCPA (California Consumer Pri-
vacy Act) amended to CPRA (California Privacy Rights Act) and
VCDPA (Virginia Consumer Data Protection Act), place speci�c
requirements on the content of privacy policies and make it manda-
tory for organizations to make their policies publicly available.
More than 182 legal jurisdictions around the world have some form
of privacy laws, and globally, the number of privacy laws has been
growing exponentially since the 21st century [8].

Most privacy regulations rely on the notice and choice framework,
where organizations are required to give their users a notice of their
data practices, and users then have the choice to either use the
services o�ered or decline to proceed [14]. The implicit assumption
is that users will read and understand organizations’ policies and
that organizations will keep their policies up-to-date and accessible
to users [3]. However, users might not always be able to read or
understand policies, due to various failure modes such as broken
policy links, natural language discrepancies, policies being too long
and complicated, and empty content [18].

In this paper, we investigate one potential failure mode in privacy
policy availability, namely whether the policy is up-to-date, and
study the e�ects of laws and regulations on policy updates. Extract-
ing dates from policies is crucial for informing trends in the online
privacy landscape and help study historical user privacy cause-and-
e�ect relationships. Additionally, systematically extracting dates at
scale from policies will aid in privacy regulation enforcement. The
GDPR (Articles 12-14), explicitly requires transparent disclosure of
information, accurately re�ecting data practices. The lack of a pol-
icy date would create doubt about whether the policy is re�ecting
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up-to-date data practices therefore violating this requirement in
principle. The privacy policy is the only document that consumers
can use to understand what happens with their personal informa-
tion, and without a policy date, a consumer would not be able to
ascertain if a policy is current or up-to-date. Additionally, the lack
of posted policy dates hampers regulatory oversight, by making it
di�cult or impossible to determine when a policy was e�ective.

We use four large web crawls, containing over 3.5 million privacy
policies, to study trends in dates and updates in privacy policies
online.We create a pipeline to extract policy dates by �rst extracting
text from the privacy policy HTML, followed by extracting all date
instances and classifying candidate policy dates into either policy
date, i.e., updated date or e�ective date, or other types of dates using
a transformer-based language model1. We �nd that less than 40%
of policies online have a policy date and that popular domains are
more likely to have a policy date. Finally, we investigate trends in
updating privacy policies and �nd that the dates when new privacy
laws became e�ective have had a signi�cant impact on when most
privacy policies have been updated. Our �ndings strongly suggest
that a large percentage of policies online are not up-to-date and are
not compliant with legal requirements.

2 RELATEDWORK
Research on extracting dates from unstructured documents has
focused on the news domain, and used named entity recognition
(NER) approaches. TimeLineCurator extracts all dates in news arti-
cles using a supervised NER approach [7]. News articles are often
dense in dates since they recount events. NER is thus the most
appropriate technique since temporal features could be recounted
in various ways, such as the day of the week, day of the month, etc.
Similarly, Smith [15] �nds date-place co-locations in news articles.

Work in unstructured date extraction, similar to that in this
paper, can be found in the medical domain. Fu et al. [6] extract
diagnosis dates from clinical notes using a regex approach followed
by a machine learning model to classify the extracted dates. How-
ever, they test their approach on a very small document set with
dates occurring in similar formats. Similarly, studies on extracting
clinical information from patient health records often also include
extracting a date [5, 13]. However, they often contain much richer
context, thereby helping to classify date types.

Prior research studying patterns in privacy policies’ dates is
scarce. Linden et al. [10] and Degeling et al. [4] studied how GDPR
changed the privacy landscape using the Wayback Machine to
download policies before and after the GDPR and compared changes
between them. PrivaSeer, the privacy policy search engine [16] dis-
plays the date that a policy was previously crawled and makes
them searchable. However, no prior work concentrates on extract-
ing dates from policies in order to analyze policy update patterns.

3 POLICY DATE EXTRACTION
We attempt to solve the problem of extracting the updated and e�ec-
tive dates given a large corpus of privacy policies while optimizing
for time and computational resources. We create a policy date ex-
traction pipeline [17, 19] in which we �rst extract text snippets
containing candidate policy dates using a regex-based approach.
1Data and code available at https://privaseer.ist.psu.edu/data

We then classify the candidate instances and construct date ob-
jects using an open-source date extraction tool. We then analyze
trends in dates in over 3.5 million web privacy policies using four
large-scale web crawls between May 2019 and September 2021.

Regex Extraction: We surveyed a number of tools that au-
tomatically extract dates from unstructured text. Table 1 shows
the tools and how they perform on a random sample of one hun-
dred documents. The tools surveyed, namely, Spacy [9], SUTtime
[1], dateparser2 and date�nder3 extract too many non-policy date
instances with dateparser and date�nder extracting almost 22 in-
stances per policy, thereby requiring more processing further down
the pipeline. SUTime takes almost 5s per policy on a single CPU
core, translating to about half a year to extract date instances from
3.5 million policies. Although Spacy’s named entity recognition
(NER) approach achieves reasonable results, our custom approach
achieves a multi-fold improvement on time and precision. Our
custom regex concentrates on matching common date patterns in
privacy policies, such as, four-digit numbers starting with 20 or 19,
(any policy would need to be written between the late 1990s and
today) and a combination of separators, date, month and year. We
then extract at most 250 characters (or up to a newline character)
of text before and after the regex match to capture the context of
the matched four-digit number.

Table 1: Performance of open-source date extraction tools
(P: Precision; R: Recall; time (seconds) indicated per policy;
instances (mean) per policy)

Tool Time (s) Instances P R
date�nder 0.0005 21.8 0.01 0.75
dateparser 0.1 21.8 0.01 1
SUTime 5 5.5 0.04 1

Spacy (NER) 0.24 4.6 0.05 1
Custom Regex 0.0005 3.0 0.13 1

Date Instance Classi�cation: Privacy policies contain a num-
ber of date instances. Most commonly, they contain when the policy
was updated, when the policy went into e�ect, date of previous
revision, version approval date, and regulation enforcement date.
Since we were interested in studying the trends of updating privacy
policies, we concentrated on extracting updated and e�ective dates.
We refer to these as ‘policy dates’. The following are a few examples
of types of policy date instances we extract: E�ective: January 1st,
2022, This policy went into e�ect on 1/1/22, The policy dated January
1, 2022, replaces all previous policies, Last updated: January 2022,
Last Revised 01/01/2022, This page was last edited on 1 Jan 2022.

We use a supervised classi�cation approach to separate policy
dates from all the date instances extracted. One of the authors, a
privacy policy expert, labeled 1,075 uniformly randomly sampled
date instances. 230 were found to be updated dates, 170 were e�ective
dates and the rest (675) were other date instances. We trained two
models to classify the extracted date instances.We trained a random-
forest model with 100 estimators and a minimum of 2 samples to
split a node on tf-idf features. We also �ne-tuned PrivBERT [17],

2https://github.com/scrapinghub/dateparser
3https://github.com/akoumjian/date�nder
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a language model pretrained on privacy policies, using the Adam
optimizer with a training rate of 1e-4 and batch size of 64 for three
epochs. We divided the labeled documents into train, test, and
validation sets in the ratio 3:1:1. Table 2 shows the results for this
task. We can see that PrivBERT improves the performance of the
baseline approach by a few percentage points.

Table 2: Date instance classi�cation results (S: Support)

Class Random Forest PrivBERT S
P R F1 P R F1

Updated 0.98 0.92 0.95 0.95 0.97 0.96 48
E�ective 0.95 0.92 0.93 0.97 0.97 0.97 38
Other 0.97 1.0 0.98 0.99 0.99 0.99 129

Date Object Extraction: After the date instances were classi�ed
as either a policy date or not, we used dateparser to create date
objects, i.e., separately representing date text instances into day,
month, and year. A number of tools exist that convert date instances
into objects, some of which we surveyed in the section on regex
extraction shown in Table 1. We used dateparser since it was quick,
had a high accuracy rate, and was the most convenient.

4 POLICY DATE ANALYSIS
We created a pipeline to e�ciently collect privacy policies at scale
and used four large-scale web crawls to study date patterns in them.
Our pipeline involved �rst collecting candidate privacy policy URLs
from the CommomCrawl URL dump using a selection criterion:
URLs containing the words ‘privacy’ or the words ‘data’ and ‘pro-
tection.’ We then crawled the URLs satisfying this criterion and
�ltered the English language documents using LangID [11]. Next,
we trained a model to classify whether a given document is a pri-
vacy policy [17]. We obtained a precision of 0.98, and a recall of 0.98
[17]. Next, we removed duplicates by hashing the HTML pages, and
removed near-duplicates by creating simhashes (similar items have
similar hashes) [2] and excluding documents based on a Hamming
distance threshold [12].

We undertook the �rst crawl in May 2019 and obtained about
1 million privacy policies [17]. We completed the second crawl
in March 2020, starting with a LinkedIn company dataset, and
obtained about 600k policies [18]. We completed the third crawl in
March 2021, starting with a more recent CommonCrawl archive,
and created a collection of about 1.2 million policies. Finally, we
undertook the fourth crawl in September 2021, when we re-crawled
all the URLs in the �rst, and second crawls. Overall, we collected
over 3.5 million policies, including multiple versions of the same
policy.

We put all four crawls through the date extraction pipeline. We
found that only a small portion of the policies in any crawl had
a policy date, with the March 2020 crawl containing the highest
percentage (41.6%) compared to 36.6% and 38% in the May 2019 and
March 2021 crawls respectively. This is likely due to the source of
the seed URLs used. The seed URLs for the March 2019 crawl came
from the companyURLs listed on LinkedIn, whereas CommonCrawl
was the source used for the other crawls. CommonCrawl seeds are
more likely to contain links to hobby sites, information sites, and

Figure 1: Relationship between %policies containing at least
one date instance and the domain pagerank value

other non-commercial sites that are less likely to maintain up-to-
date privacy policies and follow regulatory updates. More evidence
for this hypothesis can be found in Figure 1, which shows how the
presence of policy dates varies based on the pagerank of the domain
as calculated from the CommonCrawl web-graph. In the �gure,
the x-axis contains bins of pagerank values, where the higher the
pagerank value, the more popular the domain. Each bin contains
at least 50 policies, with the number of policies skewed heavily
towards the left (less popular domains). We can see that more
popular domains are more likely to contain policy date instances.
This is likely due to the fact that more popular sites face heavier
regulatory scrutiny.

Figure 2: Policy date distribution

Figure 2 shows that a large percentage of policies have a policy
date in May 2018. This corresponded with when GDPR came into
e�ect, i.e., May 25, 2018. Degeling et al. [4] noted a similar increase
in updates to privacy policies leading up to and around the GDPR
e�ective date. This shows that many policies updated to comply
with GDPR have not been updated in the four years since. Further,
the secondmost signi�cant spike in the graph occurred in December
2019, corresponding with the CCPA coming into e�ect starting 1
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January 2020. The earlier peak around April 2003, corresponds with
the passage of the Privacy Act of 2003. These peaks in the policy
update patterns surrounding regulation enforcement dates suggest
that organizations updated their policies with the passage of new
regulations but failed to keep their policies regularly updated.

We investigated how often policies were updated by measur-
ing the number of overlapping policies between each crawl and
then counting the number of policies whose policy dates changed.
Between the May 2019 and September 2021 crawls, i.e., in over
two years, we found that only about 32% of policies were updated.
Between the May 2019 and March 2020 crawls, 27% of policies were
updated, while between the March 2020 and March 2021 crawls,
29% of policies were updated, respectively.

Finally, we investigated the likelihood of policies having a date
based on their sector of commerce. [18] categorized the industry
information (obtained through LinkedIn) for all the domains in the
March 2020 crawl into ten sectors of commerce. We found that
the Information Technology sector and the Education sector has the
highest percentage of policies, with 42.24% and 42.1% of policies
having a policy date respectively, while Consumer and supply chain
sector is the one with the lowest percentage of policies, with around
39.7%, containing a policy date. Overall, we hypothesize that sectors
that are more likely to be consumer-facing have a higher likelihood
of having policy dates.

5 DISCUSSION AND CONCLUSION
The privacy policy is the only document consumers can use to
understand what happens with their personal information online.
It is, therefore, paramount that organizations re�ect up-to-date
information regarding their data practices on their policies. Figure
2 shows how a number of policies have been dormant for up to 20
years (2000-2020). In contrast, real-world data collection practices
have undergone a multitude of signi�cant changes during the same
period, suggesting that these policies may not re�ect up-to-date
data collection practices of their respective organizations. A lack of
policy dates can thus create confusion regarding whether a policy
is being updated or maintained from a user’s point of view and thus
disincentivizing them to read policies, and further contributing to
the failures of the notice and choice model. Our �ndings shown in
Figure 1 suggest that even among popular domains (with a high
pagerank), only about 70% contain a policy datewith fewer updating
their policies annually. This percentage falls to less than 40% of
policies when considering less popular domains. Additionally, our
�ndings show that at scale, this trend has held steady between
May 2019 and September 2021 suggesting that a more stringent
regulatory incentive is required for organisations to include a policy
dates in their documents and keep them updated.

In this paper, we created a novel pipeline to extract updated
and e�ective dates from privacy policies at scale while optimiz-
ing for time and computational resources. The pipeline includes
crawling, regex extraction, date instance classi�cation, and date
object extraction, and can be applied to extract date instances at
scale for any domain by retraining the machine learning model.
We crawled and applied the pipeline on over 3.5 million privacy
policies and extracted policy dates from them. We found that less
than 40% of policies have at least a single policy date and less than

30% of which are updated annually. Further, we found that policies
tend to be updated en mass as a consequence of new regulation
enforcement and that more popular domains are more likely to
update policies or even contain a policy date. Finally, we found that
the consumer-facing sectors had the highest percentage of policies
with dates, with about 42% containing a policy date.
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