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Abstract—Increasing the security and robustness of Position-
ing, Navigation, and Timing (PNT) systems is a critical issue
towards exploiting the PNT service at its full capacity. In this
paper, we treat the joint problem of designing a secure and
robust alternative PNT solution that supports the targets’ PNT
services, while simultaneously detecting and ejecting malicious
nodes from the system that aim at deteriorating the proposed
PNT solution’s accuracy. The overall problem is formulated as a
non-cooperative game among the targets and other collaborator
nodes in order to jointly minimize their personal experienced
positioning and timing error, as well as the overall system’s error.
The theory of potential games is adopted to prove the existence
of at least one Pure Nash Equilibrium (PNE), while a log-
linear-based reinforcement learning (RL) algorithm is proposed
to enable the targets and collaborators to determine such a PNE.
A detailed analysis for attack detection is presented considering
both single-attack and distributed denial of service (DDoS)
attack scenarios, where the malicious collaborators can fake their
coordinates and their transmission power, while an overall PNT
methodology including their ejection from the system is outlined.
The performance evaluation of the proposed approach is achieved
via modeling and simulation.

Index Terms—Positioning, Navigation, and Timing, Game
Theory, Reinforcement Learning, Security.

I. INTRODUCTION

Positioning, navigation, and timing (PNT) services play
a critical role in many domains given the wide variety of
application that they support. However, not only urban canyons
and indoor environments suffer from limited availability of
Global Positioning System (GPS) services, but GPS is also
vulnerable to spoofing, jamming, and unintentional or man-
made interference to the satellite signals due to long propa-
gation distances [1]. Thus, the development of an alternative
secure and robust PNT solution is a real need. In this paper, a
secure PNT solution, named SAFE, is introduced, exploiting
the symbiotic relationship among the various involved entities
(i.e., anchor nodes, targets, and collaborator nodes, who have
known, unknown, and a rough estimate of their position and
timing, respectively) in order to accurately determine the posi-
tioning and timing of the two latter ones, while incorporating
a defense mechanism to detect and eject malicious nodes from
the symbiotic system.
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A. Related Work

In the last decade, several PNT solutions have been pro-
posed to detect malicious actions in adversarial environments.
Two different types of attacks are studied in [2] considering
the knowledge of the targets’ positions and either exploit-
ing beacon nodes aligned in a line or strategically placing
malicious nodes in locations to maximize the error in the
localization process. A geometric-based approach is followed
in [3] to detect attackers, who manipulate their distance
measurements, by applying the generalized likelihood ratio
test, considering an initial estimate of the targets’ positions.
The correlation of the Doppler shift measurements stemming
from multiple vehicles is performed in [4] to detect spoofing
attacks from malicious nodes by exploiting the GPS signals
from the vehicles’ commercial GPS receivers. A trust-based
solution is introduced in [5] to detect distance outliers by
implementing a message passing algorithm that combines the
belief propagation and the variational message passing to
detect abnormal nodes’ distance reports.

The problem of detecting a jammer of the localization
signals has also attracted the interest of the research com-
munity. A machine learning-based anti-jamming protocol is
introduced in [6] to discriminate jamming vehicles’ signals and
determine the precise location of the jamming vehicles in order
to eject them from the system. A location privacy protection
mechanism is proposed in [7] to protect the location privacy
of drones in the presence of jammers by exploiting drones’
topology characteristics, while reducing the use of the jammed
wireless communication channel. The problem of identifying
malfunctioning nodes, who are not necessarily jamming nodes,
is analyzed in [8] by exploiting the exclusive characteristics
revealed by the correct and erroneous locations of the mal-
functioning nodes and implementing a corresponding detection
algorithm of the nodes with wrong locations.

B. Contributions & Outline

While there has been extensive literature on the design of
alternative PNT solutions and on the detection of malicious
nodes in PNT systems, in their overwhelming majority they
remain fragmented, mainly addressing separately each prob-
lem, i.e., PNT solution and malicious nodes’ detection. How-
ever, the corresponding problems are highly interleaved, and
therefore the joint problem becomes even more complicated
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in cases of GPS-denial or poor GPS signals. This paper aims
exactly at filling this gap, and to the best of our knowledge, it
is the first effort in the literature to examine the joint problem
of designing a secure and robust alternative PNT solution
that supports the targets’ PNT services while simultaneously
detecting and ejecting malicious nodes from the system that
aim at deteriorating the proposed PNT solution’s accuracy. Our
primary contributions are summarized as follows.

1) A symbiotic PNT solution is introduced by exploiting
the relationships among the anchor nodes, targets, and
collaborators, who have known, unknown, and rough
estimate of their positioning and timing. Under the pro-
posed symbiotic PNT solution, a non-cooperative game is
formulated among the targets and collaborators in order
to jointly minimize their personal experienced positioning
and timing error, as well as the error of the overall system.

2) The non-cooperative game is addressed as a potential
game and the existence of at least one Pure Nash Equi-
librium (PNE) is shown, determining the targets’ and
collaborators’ accurate positioning and timing. A log-
linear-based reinforcement learning (RL) algorithm is
proposed in order to enable the targets and collaborators
to determine their PNE strategies.

3) A detailed analysis of attacks detection is presented
considering a single-attack or a distributed denial of
service (DDoS) attack, where the malicious collaborators
can fake their coordinates and their transmission power.
A defense scheme, named SAFE, is introduced that is
capable of jointly providing PNT services, detecting, and
ejecting malicious collaborators.

4) A thorough evaluation of the SAFE scheme is performed,
via modeling and simulation, showing its effectiveness
and robustness in providing accurate PNT services, while
securing the overall system by detecting and ejecting
malicious nodes.

The remainder of the paper is organized as follows. Section

IT presents the symbiotic PNT solution based on a game
theoretic approach and Section III analyzes the different types
of attacks’ detection along with the ejection mechanism of
the malicious nodes. Section IV introduces the SAFE scheme,
while Section V contains its performance evaluation. Finally,
Section VI concludes the paper.

II. SYMBIOTIC POSITIONING, NAVIGATION, AND TIMING

A symbiotic PNT system is considered consisting of a set
of anchor nodes A = {1,...,qa,..., A}, collaborator nodes

={1,...,¢,...,C}, and targets U = {1,...,u,...,U}.
The collaborator nodes, anchor nodes, and targets are assumed
to have a rough estimate, known, and unknown position-
ing and timing information, respectively, denoted as X, =
(Zey Ges 26, Ate), Ve € C, Xy = (Xa,Ya, 2a, Atg),Va € A,
and Xy, = (Zu, Gu, 2u, Atu), Yu € U, respectively.

Consider a target, e.g., Alice, aims at determining her posi-
tioning and timing X, following the proposed symbiotic PNT
model. Alice will perform the following actions to identify her
symbionts, i.e., anchor nodes and collaborators that can help

her determine her positioning and timing. Alice broadcasts a
ranging request beacon signal, which is received by the sets
of neighboring anchor nodes A, and collaborators C,. All
nodes in A, and C, send a ranging reply beacon signal with
transmission power P, = P. = P [W], Va € Ay, Ve € Cy,
including digital information of their positioning and timing,
ie., X,,Va € A, XC,VC € Cy. Alice measures the pseudor-
anges dy, q,Va € Ay, dy ¢, Ve € C,, [m] based on the received

power: Py = PM ,Vj € A, UCy, where G5 [dB]
and G} °° [dB] are the gams of the transmitting and receiving
antennas, respectively. L, ; captures the signal propagation
following the Okumura/Hata radio propagation model, that is
L, ; = 69.55 +26.16log f + (44.9 — 6.55log h;) logd, ; —
13.82log h; — 3.2[log(11.75h,)]?> — 4.97 [dB] with hj, h,
[m] denoting the height of the transmitting nodes and receiv-
ing node, respectively, and f [Hz] is the carrier frequency
(f > 400M H=z) [9].

Based on the above process, Alice knows the pseudoranges
dya,Va € Ay, dyc, Ve € C, and neighboring nodes’ position-
ing and timing, i.e., X,,Va € .AU,XC,VC € C,. Assuming
that all her neighboring nodes are honest (this assumption
will be relaxed in Section III), Alice will rely on all of
them in order to determine her positioning and timing P,, as
the more measured pseudoranges, the better her positioning
and timing estimation. Our goal is to design a symbiotic
PNT model that accurately determines Alice’s positioning and
timing X, Yu € U, while jointly minimizing the positioning
and timing estimation error of each target and collaborator, as
well as the overall estimation error in the system.

Let us denote as ﬁu’j the Euclidean distance between
the estimated positioning and timing and the corresponding
accurate value, which is given as follows.

{llfiu —X,||, if j=a,Ya € A,

D.;(X,,X;) = (1)

|1Xy — X, if j=c,Veel,
Thus, the corresponding positioning and timing error is
€(Xy, X;) = [Dy,j — Du,;(Xu, X;)]* where D, ; was previ-
ously determined via the neighborhood identification process.
Obviously, if Xu,XJ,W = c € Cy,Yu € U are accurately
determined, then ¢(X,,, X;) — 0. The goal of each target and
collaborator k = u, j,Vu € U,Vj € C is to minimize its own
experienced estimated error:
_min Z e(Xy, X;) )
{Xk}keuuc VjeARUCs

and the overall goal of the system is to minimize the overall

estimation error in the system.

min - EXe X)) = Y Y «Xun X)) 0
X treuoe VkEUUC Vi€ AR UC),

Towards solving the optimization problems (2)
and (3), we formulate a non-cooperative game

= [N, {Sn}vnent; {Un}vnen], where N = UUC is the set
of players, i.e., targets and collaborators, S,, = {s,} = {X,,}
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is the strategy set of each player in terms of positioning and

timing decision, and U, (s,,S_n) = > Xy, X)) s
_ V€A, UC,

the player’s n payoff function.

Definition 1: (Pure Nash Equilibrium — NE) A strategy
vector s* is a Pure Nash Equilibrium (PNE) of the non-
cooperative game G, iff Uy, (sf,s*,) < U,(s,',s*,,), Vs, €
S, ¥n e N.

Definition 2: (Exact Potential Game) The non-cooperative
game G is an exact potential game, iff P(s,,s_,) —
D(sp',8-n) = Un(Sn,s_n) — Un(sn',8-0), V8, € Sp,Vn €
N, where &(s,,s_,) is the potential function.

Theorem 1: (Existence of PNE) The non-cooperative game
G = [N, {Sn}vnen, {Un}vnen] is an exact potential game,
with potential function @(s,,s_,) = w and has at
least one PNE.

Proof: For any s, # s,,Vn € N, we have:

Un(5n75—77,) Un(snlys—n) = Z G(Xn’xj) -
. R vjENn
>ooeX,),X;), with N, = A, U C, Also, we
ViEN, . ~
have: &(s,,8_4) = % (X, X;) =
R R VnENVjENQ .
3 €(Xn, X;)  + > Xy, X)) =
VjEN, vlici/\/ VjENE
Y X X)) o+ S ICY eXeXj) o+
ViEN, VKEN VjieEN)
R R . R Ak;én i#n . .
X, Xp)ll = 5[ X2 e(Xn, X))+ X e(Xk, X;5) +
JEN, VI?;ENwiNk
n JFN

S €(Xy,X,)]. If two nodes k,n are not neighbors,
VkeN

k#n
then, they cannot measure their  pseudoranges,
thus: e(X;,X,) = 0,k,n ¢ N, Thus, the
last term of the potential function written as:
Y X X)) = Y X Xa)+ Y eXpX,) =
VEEN VkeEN, VhEN,
k#n kn '

o =0
> €e(Xg,X,). Thus, the potential function is
VEEN, ~ N
written as follows: ®(s,,s_,) = [ 3 X, X;) +

L ViENR
Do 2 Xy Xj) o+ Y (X Xy =
VEEN VjEN}, VEEN,
k#n  g#En o
%[2 Z E(Xnvxj) + E(Xk,Xj)] =
VieEN, VEEN VjeNs

~ A k;én J;&n ~ ~
> oeXn, X)) o+ 3 (X, X;). Then,
VjEN, VKEN VjEN

k#n  j#n

we calculate the difference of the potential function
for two different strategies s,,s,’” € S,, as follows:

D(sn,S_pn) — D(sh.s-n) = V'ZN (X, X;) +
GEN,
3 2 2 XXy - [ X XXy o+
vlfiijiNk ViEN,
n JFN
32 Y eXp, X)) - Xy, X)) —
VEEN VjeEN ViEN,,

k#n jn

> eXn X)) = Un(sn,8-n) — Un(sn/ss-0),Yn € N.
ViENR
Thus, the non-cooperative game G is an exact potential game

and has at least one PNE [10]. |

III. ATTACKS DETECTION & MALICIOUS NODES
EJECTION

In this section, a detailed attacks detection analysis is
provided considering that the malicious collaborators can fake
their PNT signals’ transmission power P, [W] and their
positioning and timing information X,. The scenarios of
single-attack and DDoS attack are considered and the ejection
mechanism of the malicious collaborators is also presented.

XCharlie

Xiis
Ahce ACharlie
1
\I\P" A\\\Q i

%
Alice Y

a?
\ #* ;-
N & N ’
XBob ~o E. %
B - XMallory

Mallory
Fig. 1: Fake positioning and timing attack.

A. Fixed Transmit Power & Fake Positioning and Timing

Initially, we analyze the scenario where all the collaborators
transmit their ranging reply beacon signal with fixed power
P, = P,Vec € C and one malicious collaborator M fakes
its positioning and timing Xy As presented in Fig. 1, the
malicious collaborator M can pretend that it belongs to any
position of the dotted circle line. In that case, Alice cannot
detect the malicious collaborator M. However, an anchor
node a, e.g., Charlie, that belongs to the same neighborhood,
who accurately knows its own positioning and timing X,,
by receiving the malicious collaborators’ digital information
X, and by measuring the received power, it determines
the pseudorange d,, as. Then, by calculating the pseudorange
da’]\/[/ = H(ma,ya,za) — (i‘]w,];]\/[,ﬁM)H, it identifies that
da,m # dg,p’, and raises a "red flag" that M is a malicious
collaborator. Then, this "red flag" information is broadcasted to
all the targets in the anchor node’s neighborhood, and Alice
excludes the malicious node M from her collaborators, i.e.,
Catice = Catice \ {M}. A similar analysis can be derived
for the case of DDoS attack, where multiple malicious col-
laborators M = {1,...,M,...,|M|} fake their positioning
and timing information in order to damage the accuracy of
the proposed symbiotic PNT model. The neighboring anchor
nodes will detect them, inform the targets via broadcasting
the red flag information, and ultimately the targets will eject
them from the system. It is noted that in the probabilistically
rare case that the anchor node a (Charlie in Fig. 1) belongs
at the same circle line with Alice, with center the malicious
collaborator M and radius [2js, 4 [m], then it cannot detect the
malicious collaborator M. In that case, either another neighbor
anchor node will contribute to the accurate detection of the
malicious collaborator, or a neighbor legitimate collaborator
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will detect the malicious nodes with an approximate attack
detection given its own positioning and timing estimation error.
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Fig. 2: Variable transmit power & fake positioning and timing
attack

B. Variable Transmit Power & Fake Positioning and Timing

We extend our study by considering that a malicious col-
laborator M fakes both its positioning and timing information
XM and its transmission power Pp;/ [W] of its ranging
reply beacon signal. In this case, Alice cannot detect the
malicious collaborator M. However, a neighbor anchor node
a receives the malicious collaborator’s positioning and timing
information X,; and determines its corresponding pseudo-
range d, s based on the received power of the malicious
collaborator’s ranging reply beacon signal Pp;’. Given that
the anchor node a has perfect knowledge of its position-
ing and timing X,, it calculates the pseudorange d, /' =
(asYa, 2a) — (Znr,Gar, 2ar)||- Evidently, the anchor node
identifies that do ar # do a’ and categorizes the collaborator
M as malicious, and informs all the targets in its neighborhood
via broadcasting the list of malicious collaborators. Similar
analysis can be derived in the case of a DDoS attack, where
multiple malicious collaborators fake both their transmission
power and their positioning and timing. Also, the same ejec-
tion policy of the malicious collaborators can be followed as
in Section III-A, if the anchor node belongs to the same circle
line with Alice, with center the malicious collaborator M.

IV. SAFE: A DEFENSE SCHEME

By combining the analysis presented in Sections II and III,
in this section, we introduce the SAFE secure symbiotic PNT
that is capable of jointly providing accurate estimates of the
targets’ positioning and timing in the cases of GPS-denial or
poor GPS signals, and detecting and ejecting the malicious
nodes from the system. Towards determining the PNE, as
presented in Theorem 1, the log-linear Max-logit algorithm is
adopted where each target u € U and each collaborator ¢ € C
perform the exploration and learning processes in order to de-
termine their optimal positioning and timing s* that minimizes
their own estimation error (Eq. 2), as well as the one of the
overall system (Eq. 3). Initially, each node selects a strategy
s,’ with equal probability Pr(s,’) = ﬁ and explores its
experienced payoff U, (s,’,s_,) given the strategies of the
rest of the nodes. Then, each node n € N' = U/ U C updates
its strategy based on the following probabilistic rules:

eBUA (i)

P Site — Sitefl — i : da
7’( n n ) ma,X{eﬁU"(S:’rm_l),GBU”(S;FE/)} ( )
U ite’
ite _ qite'\ _ ePUn(5n")
Pr(site = sit') = (4b)

" max{efUn(s2 ") eBU(si)Y

where 3 € RT denotes the learning rate. The SAFE secure
symbiotic PNT algorithm is presented in Algorithm 1 and its
complexity is O(Ite), where Ite is the number of iterations
required for convergence to the PNE. Detailed results of the
SAFE algorithm’s execution time are presented in Section V.

Algorithm 1 SAFE: Secure Symbiotic PNT Algorithm
1: Input: X,,Va € A, X, Ve € C, P, Py,YM € M,

X]\@VM eM

2: Output: s*

3. Imitialization: ite = 0, Convergence = 0, si**=%, Vn €
N =UUC.

4: for all c € C do

5: forall a € Ado

6 Determine d, . based on the received power of the
ranging reply beacon signal.

7 Determine dg . = ||(Za, Ya> 2a) — (Ees Yes Ze)||

8: if dy ./ # d,,c then

9: Eject the malicious collaborator node ¢ = M by

broadcasting a "red flag" signal.

10: end if

11:  end for

12: end for

13: while C'onvergence == 0 do

14: 1te = ite + 1;

155 Anoden € N =UUC\{M},,cr selects site’ with
equal probability ﬁ, receives a payoff Ui (si*") and
updates s’ffe based on Eq. 4a, 4b, while the rest of the

nodes keep their previous strategies, i.e., s"¢ = si_tfb_l
e ite
16 if [ S pite] < 4, 6t small positive
VneN
number then
17: Convergence = 1,
18:  end if
19: end while

V. NUMERICAL RESULTS

In this section, a simulation-based evaluation is introduced
to demonstrate the operational characteristics of the SAFE:
Secure Symbiotic PNT scheme, as well as its benefits in terms
of providing an accurate estimation of the nodes’ positioning
and timing, in an effective and robust manner. Specifically,
Section V-A discusses the pure performance and operation of
the SAFE scheme, and Section V-B quantifies its efficiency
and robustness against malicious attacks. Also, Section V-C
provides a scalability analysis of the SAFE scheme to demon-
strate its superiority in addressing DDoS attacks. A topology
of U = 5 targets, C = 10 collaborators and A = 20 anchor
nodes is considered. The rest of the simulation parameters are:
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Fig. 4: SAFE scheme’s operation under attacks of variable transmission power and fake positioning and timing.

P =2[W], G;T‘m = 0[dB], G;°° = 0 [dB], f = 400 [MHz],
h; = 1.5 [m], h,, = 1.5 [m], unless otherwise explicitly stated.

A. Pure Performance and Operation of the SAFE Model

The operational characteristics of the SAFE scheme are
initially presented and compared to the corresponding ones
for the unsecured symbiotic PNT solution, where the malicious
collaborators are not detected and ejected from the system. The
scenarios of a single-attack, i.e., 1 malicious collaborator, and
a DDoS attack with 5 malicious collaborators are examined,
considering the cases that: (i) they only fake their positioning
and timing (FPT) with fixed transmission power (FP), and (ii)
they fake both their positioning, timing (FPT) and transmission
power by transmitting at variable power (VP) levels. The
corresponding acronyms are: FPT-FP and FPT-VP.

Figs. 3a-3b present the system’s estimation error I (Xk, X])
(logarithmic axis) as a function of the execution time to de-
termine the optimal positioning and time, under the unsecured
FPT-FP and the SAFE schemes, considering the single-attack
and DDoS attack, respectively. Similar results are presented
in Figs. 4a-4b for the FPT-VP case. Moreover, Figs. 3c-3d
(Figs. 4c-4d) illustrate each target’s estimation error for the
single-attack and DDoS attack scenarios, respectively, under
the FPT-FP (FPT-FP) case. It is noted that the targets with
higher ID are placed in worse positions in the system with
respect to their localization perspective, e.g., more physical
obstacles in their communication with the neighbor nodes.

The results reveal that the SAFE scheme substantially safe-
guards the overall system in terms of achieving low system’s
estimation error under single-attacks (Fig. 3a and Fig. 4a) and
DDoS attack scenarios (Fig. 3b and Fig. 4b) compared to the
unsecured FPT-FP (Figs. 3a-3b) and FPT-VP (Figs. 4a-4b)
counterparts, which are not capable of detecting and ejecting
the malicious collaborators. Also, the results show the real-
time applicability of the proposed SAFE scheme, as less than
1 sec is needed to accurately determine the nodes’ positioning
and timing, and detect and eject the malicious collaborators.
The results also indicate that the DDoS attack (Fig. 3b and

Fig. 4b) can deteriorate more the system’s estimation error
compared to the single-attack scenario (Fig. 3a and Fig. 4a).
Focusing on the target’s estimation error, we observe that
the SAFE scheme achieves the lowest one for all the targets
both under the single-attack (Fig. 3c and Fig. 4c) and the
DDoS attack (Fig. 3d and Fig. 4d). The targets with higher
ID experience higher estimation error under all the examined
attack scenarios and PNT cases, given their a priori disadvan-
taged position in the system. The DDoS attack deteriorates
the targets’ estimation error (Fig. 3d and Fig. 4d) substantially
more than the single-attack scenario (Fig. 3¢ and Fig. 4c) under
both the FPT-FP and FPT-VP cases. Under the FPT-VP case,
the targets’ estimation error (Figs. 4c-4d) is worse compared to
the FPT-FP case (Figs. 3c-3d), as the malicious collaborators
can fake their positioning, timing and transmission power.

B. Efficiency & Robustness of the SAFE Scheme

In this section, we demonstrate the efficiency and ro-
bustness of the proposed SAFE scheme to safeguard the
system from malicious attacks in a real-time manner. For
the evaluation purposes, the efficiency metric is defined as

1 capturing

( >° Target'sEstimationError,)-Total ExzecutionTime’

b\&leluthe PNT solution’s accuracy and time efficiency. Fig.
5 presents the efficiency and the system’s estimation error
under the single-attack and DDoS attacks scenarios for both
the FPT-FP and FPT-VP cases, while considering the unse-
cured schemes and the SAFE scheme. It is noted that the
SAFE scheme detects and ejects the malicious collaborators
under all comparative cases. The results reveal that the SAFE
scheme achieves the highest efficiency and the lowest system’s
estimation error under all the examined attacks scenarios and
FPT-FP, FPT-VP cases. Also, the results demonstrate that
the DDoS attack can substantially decrease the efficiency
and increase the system’s estimation error compared to the
single-attack scenario under both the FPT-FP and FPT-VP
cases. Furthermore, when the malicious collaborators fake
both their transmission power and their positioning and timing
information, i.e., FPT-VP case, they can harm the system more
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Fig. 6: Efficiency and robustness of the SAFE scheme.

in terms of its efficiency and estimation error compared to the
case of faking only their transmission power, i.e., FPT-FP case.

Fig. 6 illustrates via a heatmap the estimated position of
an indicative target under the FPT-FP and FPT-VP cases both
under the single-attack and DDoS attacks scenarios compared
to the SAFE scheme. The results clearly demonstrate the ac-
curacy of the proposed SAFE scheme in terms of determining
the target’s position, while the worst impact is imposed by the
DDoS attack of multiple malicious collaborators, when they
fake both their transmission power and positioning and timing
information (FPT-VP DDoS).

C. Scalability Analysis to DDoS Attacks

In this section, a scalability analysis of the proposed SAFE
scheme is provided for an increasing number of malicious col-
laborators in order to capture its success in defending against
DDoS attacks. Figs. 7a-7b present the system’s estimation
error and the targets’ total estimation error as a function of the
number of malicious collaborators, respectively, considering
the FPT-FP, FPT-VP unsecured cases, and the SAFE scheme.
It is noted that as the number of malicious collaborators
increases, an equivalent increase is performed to the number

5 £
e :
50| @ FPT-FP 5100{ (b) —— FPT-FP
E —o— FPT-VP G —e— FPT-VP
B —*— SAFE S 75| —e— SAFE
g * g M
] £
4 £ 50
£ i)
@10 H
E M ': 25 M
0 [
= 20
< 5
L) = 0
1 5 10 15 20 i 5 10 15 20
b of. ici Collaborators k of. lici Collaborators

Fig. 7: Robustness to DDoS attacks.
VI. CONCLUSION

In this paper, a secure and robust symbiotic PNT model is
introduced, named SAFE, exploiting the symbiotic relationship
among the anchor nodes, collaborators, and targets, who have
known, a rough estimate, and unknown positioning and timing
information, respectively. The SAFE scheme jointly deter-
mines the targets’ and collaborators’ positioning and timing
following a game-theoretic approach, and detects and ejects
malicious collaborators from the system. Different scenarios
of malicious nodes faking their transmission power and their
positioning and timing information are analyzed. Part of our
current and future work focuses on the extension of the SAFE
scheme considering the involved nodes’ mobility [11], [12].
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