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Abstract—Passwords are the de facto standard for online au-
thentication today, and will likely remain so for the foreseeable
future. As a consequence, the security community has exten-
sively explored how users behave with passwords, producing
recommendations for password policies that promote password
security and usability for users. However, it is the website
administrators who must adopt such recommendations to enact
improvements to online authentication in practice. To date,
there has been limited investigation of how web administrators
manage password policies for their sites. To improve online
authentication at scale, we must understand the factors behind
this specific population’s behaviors and decisions, and how to
help administrators deploy more secure password policies.

In this paper, we explore how web administrators de-
termine the password policies that they employ, what con-
siderations impact a policy’s evolution, and what challenges
administrators encounter when managing a site’s policy. To do
so, we conduct an online survey and in-depth semi-structured
interviews with 11 US-based web administrators with direct
experience managing website password policies. Through our
qualitative study, we identify a small set of key factors driving
the majority of password policy decisions, and barriers that
inhibit administrators from enacting policies that are more
aligned with modern guidelines. Moving forward, we propose
directions for future research and community action that may
help administrators manage password policies more effectively.

1. Introduction

Password-based online authentication is ubiquitous, and
despite the multitude of drawbacks associated with pass-
words, this state is unlikely to change in the foreseeable
future [1]. As a consequence, the security of the online
ecosystem is acutely dependent on how both users and
websites manage password authentication. Given the critical
importance of passwords, the security research community
has extensively explored how users behave with passwords,
particularly when interacting with certain password poli-
cies [2]|-[11]. These user-centric works have shed light
on which password policies promote better security and
usability for users.

Ultimately though, it is the website administrators who
must deploy recommended policies on their websites to
enact improvements to authentication security in practice. To
date, there has been limited administrator-centric exploration
focusing on how website administrators manage password
authentication. Several studies have conducted small-scale
measurements of the password policies deployed on web-
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sites [[12]-[ 18], frequently finding weak policies that do not
align with modern password recommendations and guide-
lines. This line of research does not explicitly explore the
human factors involved though, and thus provides limited
insights into why such password policies remain widespread
in practice. Meanwhile, a couple of prior studies have inves-
tigated the human factors involved with web developers and
how they manage password storage [19]], [20]. However,
password storage is only one facet of a site’s password
policy, and the existing literature does not yet account for
other important dimensions, especially user-facing policy
decisions such as password composition requirements and
password change workflows.

It is vital for the security community to develop a more
comprehensive and systematic understanding of how web
administrators manage password authentication, determining
what their mental models are when deciding on and deploy-
ing certain password policies, diagnosing the challenges that
they encounter and the barriers preventing the adoption of
more secure policies, and identifying directions for driving
widespread improvements to online authentication. In this
work, we take a step towards filling this gap by investigating
the password policy practices of web administrators. Specif-
ically, we aim to answer two core research questions, focus-
ing on user-facing aspects of password policies, including
password composition requirements, disallowed passwords,
password expiration, and password change restrictions:

RQ1. What factors influence the password policies that
web administrators deploy?

RQ2. What are the considerations that arise when up-
dating a website’s password policy?

To answer these questions, we conduct a user study that
integrates an online survey with in-depth semi-structured
interviews. Our study involves 11 US-based web adminis-
trators who have direct experience with managing website
password policie Through our study, we identify several
primary factors behind the password policy decisions of
our study participants, including a variety of security and
usability concerns, technical dependencies, and adherence
to common guidelines and standards. We also find chal-
lenges and barriers that web administrators encounter when
managing password policies, including uncertainty when de-
termining the design of a suitable policy, competing interests
and priorities that inhibit taking actions that may improve a

1. While our study sample is small, it is commensurate with similar
qualitative administrator/operator-oriented studies [21]—[27]l, and our data
collection and analysis achieve thematic saturation.



policy, and both technical and logistical hurdles encountered
when trying to deploy a new policy.

Ultimately, our evidence-based study extends the re-
search literature on the password policy practices of web
administrators, a unique population. In particular, our work
makes two primary contributions. First, we provide empiri-
cal grounding on how web administrators manage password
policies, considering policy aspects beyond prior explo-
ration [19], [20]]. Second, drawing from our results, we make
grounded recommendations for improving how web admin-
istrators manage password policies and propose avenues for
driving improved online authentication moving forward.

2. Related Work

Here we survey the prior work that has either investi-
gated the human factors behind website developer and ad-
ministrator password policy behaviors, or empirically mea-
sured the password policies deployed in the wild.

2.1. Web Developer and Administrator Password
Policy Studies

To date, there has been limited work exploring how
website administrators handle password-related tasks. What
work does exist has primarily focused on password storage
considerations. Naiakshina et al. [[19] combined multiple
qualitative methods with computer science students to inves-
tigate the rationale behind password storage decisions. They
identified that participants concentrated on functionality be-
fore security, and that existing security recommendations
and standards were not always clear and sometimes con-
flicting. In follow-on work, Naiakshina et al. [20] conducted
a similar study with freelance developers. They found that
providing security prompts to the developers could signifi-
cantly impact whether the participants securely stored their
passwords. While password storage is an important aspect
of online authentication, it is only one facet. These studies
do not encapsulate other key password policy components,
particularly user-facing ones such as password composition
and password change requirements.

Another related study is that of Gerlitz et al. [28], who
qualitatively explored the state of password policies. The
study conducted an online survey with 83 German web
administrators about their website password policies. They
observed a large heterogeneity in policies, with various pass-
word length requirements, password expiration periods, and
composition rules. Furthermore, they noted that a partici-
pant’s company size was not significantly correlated with the
strength of its password policy. However, this work did not
deeply investigate why the administrators chose the policies
that they did, and what challenges they encountered while
managing password authentication. Through semi-structured
interviews with administrators, we expand upon this prior
work to investigate the considerations behind the password
policies deployed by administrators.

2.2. Password Policies

A handful of studies have empirically measured the
password policies of real-world websites [[12]]—[18], [29]-

[32]. Policies were found to vary among websites [[15],
[29]], and policies that modern guidelines consider weak
were widespread [15]], [29]-[31]. Still, policies were ob-
served evolving over time, such as imposing more complex
requirements [12], [31]], [32]]. Other studies have compared
policy strength across German, US, and Chinese websites,
finding differences [[12]], [[16]. Florencio et al. observed that a
website’s monetization potential seemed inversely correlated
with its password policy’s strength [13]]. While these studies
have shed light on real-world website password policies,
they have not investigated the human facets of why these
policies manifest.

3. Methodology

In this study, we explore how web administrators man-
age password authentication policies in practice, seeking
to understand the reasons behind deployed policies and
considerations for making changes to policies. In particular,
we aim to answer two primary research questions.

RQ1. What factors influence the password policies that
web administrators deploy?

RQ2. What are the considerations that arise when up-
dating a website’s password policy?

To answer these research questions, we conducted a
qualitative study of web administrators who have directly
managed password policies for websites. Our study con-
sisted of online surveys paired with semi-structured inter-
views with 11 administrators. Specifically, our study con-
tained two integrated phases. First, we distributed a short
online survey to recruit potential study participants and
obtain basic information about their demographics and the
password policies deployed on a website they have directly
managed. Second, we conducted semi-structured interviews
with survey respondents, allowing us to deeply investigate
their experiences managing a website’s password policy. For
each participant, our interview questions were specifically
customized to align with the information provided via the
survey. Together, the surveys and interviews allow us to
identify the policies deployed by participants, the reasons
behind those policies, and the factors at play in updating
those policies in the future.

3.1. Recruitment

Prior work [33]-[35] found that recruiting security-
related professionals for qualitative studies is very challeng-
ing, and our study is no exception. We not only require
participants with real-world experience managing a website,
but those who have directly handled a site’s password policy.
Thus, our pool of prospective study candidates is a signif-
icantly smaller subset of the web administrator population.
While we could have recruited administrators without expe-
rience engaging with website password policies, we would
then be restricted to inquiring about hypothetical scenarios
rather than real-world ones, limiting the ecological validity
of our findings. Instead, we focus on participants who self-
identify as web administrators with password policy expe-
rience in practice. Our study is further restricted to those
over 18 years old residing in the United States.



To recruit such web administrators, we created adver-
tisement posters and text blurbs providing information about
our study and its goals, and included a link to our online
survey (discussed more in § [3.2). (An example recruiting
message is in the Appendix.) Note that while we linked to
a survey, our recruiting text clearly stated that the study
would involve an interview, and that interested individuals
should complete the survey first, and then we would con-
tact them for the interview. From November 2021 through
April 2022, we distributed the posters and blurbs through
a diverse set of communication channels, including social
media outlets such as Twitter, LinkedIn, Facebook, and
online web administrator forums. We also identified multiple
public Slack workspaces serving web administrator groups
and posted about our study on appropriate public Slack
channels. We further advertised our study in a university
cybersecurity-related newsletter. We additionally manually
searched GitHub for web development projects and emailed
contributors with public contacts. Finally, we reached out
through personal social networks. For anyone we engaged
with during the recruiting process, including those who did
not ultimately participate in our study, we employed snow-
ball sampling [36]] by requesting that they share our study
information with others who may be relevant. Throughout
our study (including the survey and interview component),
we did not offer compensation as administrators are already
well-paid, similar to prior administrator-oriented works [23]],
(28], [37]-[44].

Through our extensive and lengthy recruiting effort,
we directly interacted with a total of 41 individuals. The
majority of individuals were not suitable for our study
though (e.g., no experience with password policies), and
in the end, we interviewed 11 administrators. (We note
that the small portion of contacted individuals that yielded
interviews demonstrates the challenges in recruiting such
study participants.) Overall, our interview participants were
recruited through Slack channels (N=5), social networks
(N=4), and the newsletter (N=2). While our study sample
size is relatively small, it is commensurate with similar
qualitative studies of administrators, developers, and other
specialized populations [21]]—[27]. Furthermore, our analysis
of our collected interview data achieves thematic saturation,
indicating our data collection was conducted to an appro-
priate scale.

Pilot Participants. In §§ and we will discuss
the details of the surveys and interviews conducted with
recruited participants. To evaluate the quality of our instru-
ment design, we first conducted a pilot study, where we
monitored the quality of responses to our questions and
solicited feedback on our instruments from our first three
participants. We received valuable feedback that resulted
in the removal of a few redundant interview questions.
However, we did not identify further changes required, and
subsequently transitioned from the pilot phase to the full
study. As the data collected from pilot participants is a super-
set of that collected from the remaining study participants,
we include pilot participants in our final study sample.

3.2. Phase 1: Survey

The first phase of our study was an online survey hosted
on our university’s Qualtrics platform. The survey contained
up to 26 questions in total (some questions were presented
depending on prior question answers), consisting primarily
of yes/no, multiple-choice, and numerical answer questions
(as listed in the Appendix). Prospective interview partici-
pants completed this survey by providing basic information
about their demographics and the password policies of a
website that they managed, as well as contact information
for scheduling the subsequent interview (Phase 2).

Our use of an online survey in this first phase of the
study was both for recruitment (obtaining contact infor-
mation for interested interview participants) and for col-
lecting information to customize the subsequent interview.
For example, by identifying the specific policy parameters
employed by a participant, we could ask interview ques-
tions about how those parameters were chosen, and bypass
allocating a portion of the interview to determining what
those parameters were or asking about irrelevant policy
aspects. Furthermore, we believe that a participant may
be able to provide more accurate information about their
site’s password policy through the survey compared to the
interview, as a participant can search for and identify details
about their policy offline, whereas they may struggle to
recall during a live discussion.

In total, our survey was started 44 times, although only
13 individuals completed the survey. We contacted all such
respondents and identified that 11 were suitable for inter-
views (in subsequent communication, we identified that the
other two survey respondents lacked direct experience with
password policy management). On average, the survey took
7 minutes to complete.

3.3. Phase 2: Semi-Structured Interview

The second phase of our study consisted of semi-
structured interviews with web administrators to discuss
their experiences managing website password policies. In
pursuit of our first research question, we first asked par-
ticipants about how they determined their site’s password
policy along the following user-facing dimensions:

o Password composition requirements
« Disallowed passwords

» Password expiration

o Password change restrictions

To explore our second research question, we then asked
participants about how their site’s password policy could be
updated. Specifically, we asked about:

« Potential reasons behind enacting a policy change

« What the policy update process would entail, including
organizational and implementation aspects

o Challenges encountered during a policy update

Finally, we asked participants to expand on their expe-
rience and education in managing password authentication.

The interview guide consisted of 47 potential questions
(as shown in the Appendix). However, prior to each inter-
view, we determined the relevant subset of questions based



ID Age Edu Yrs Org Size Org Sector # Users
Pl 30-49  B.S. 15 10-50 Logistics >1M
P2 30-49 M.S. 13 10-50 - -
P3 50-69  B.S. 18 >250 Education >100K
P4 18-29 B.S. 8 10-50 eCommerce >6K
P5 50-69  B.S. 14 >250 Education >100K
P6 30-49  B.S. 18 10-50 IT Support ~100
P7 50-69  M.S. 5 >250 Education -

P8 30-49  AS. 8 0-9 - -

P9 - Ph.D. - - Business -
P10 | 30-49 Ph.D. 10 50-249 Education >2K
PI1 | 3049 B.S. 23 >250 Legal -

TABLE 1. SUMMARY OF PARTICIPANT DEMOGRAPHICS. ALL WERE
MALE EXCEPT P7. (YRS = YEARS OF ADMINISTRATOR EXPERIENCE)

on the participant’s survey responses. For example, if one
participant indicated that they disallowed users from using
common passwords, we asked the participant about their
considerations behind doing so and how they implemented
this policy. However, if another participant did not employ
such a policy, we would instead ask about their opinions on
such policies and why they might not deploy them. As our
interviews were semi-structured, the interviewer adjusted the
questions asked and made follow-on inquiries as necessary.

From November 2021 to April 2022, we conducted in-
terviews with 11 suitable respondents to our Phase 1 survey.
(As discussed in § we used the first three participants
for a pilot study, and included their collected data as we did
not identify consequential changes to our study instruments.)
One researcher conducted all interviews for consistency. The
interviews were conducted and recorded using an online
video conference platform of the participant’s choosing,
lasting 45 minutes on average.

3.4. Data Analysis

We transcribed all recorded interviews and analyzed the
data using inductive thematic analysis [45]. For each of
the four question sections of the interview, two researchers
independently developed a set of codes across the responses
from all participants and met to converge on a codebook.
Then, each researcher independently coded all participant
responses using the finalized codebook. To evaluate the
consistency of the coding process, we compute the Kupper-
Hafner inter-rater reliability scores [46] (other scoring cal-
culations are less suitable when multiple codes are assigned
per response [47]), finding an average agreement of 0.89,
indicative of highly consistent coding between the coder
pairs. Subsequently, the two researchers met to converge
on the final codes assigned to each participant’s response.
Throughout the analysis process, all team members met to
discuss points of disagreement and ensure that the resulting
themes discussed in the paper are in line with all coders’
interpretations of the data. In §§ ] and[5] we list the primary
themes identified with bolded paragraph labels.

3.5. Participants

In total, our study consists of 11 US-based participants.
Table | lists those participants and their demographic in-
formation. Our sample is male-dominated, with only one
female participant, similar to prior works [22f, [33]. All

participants had some higher education: 1 had an asso-
ciate degree, 6 had a bachelor’s degree, and four held a
graduate degree. On average, our participants had 13 years
of web administration experience, ranging from 5 to 23
years. Our participants span a variety of both smaller and
larger organizations. While we solicited information about
participants’ websites, we made responding optional (as
we identified during our pilot study that such information
could be sensitive). As a result, we only collected partial
information, although we observe participant websites in
different sectors with user bases ranging from hundreds to
millions of users.

3.6. Limitations

Due to our qualitative study method and participant
sample, our study exhibits several important limitations.

1) Our study bears the same limitations as other interview-
based qualitative research, such as social desirability
bias (where participants respond in the fashion that they
believe to be more socially acceptable, especially in a se-
curity/privacy context) and recall bias (where participants
fail to correctly recall details about their experiences).

2) As web administrators are often paid well, we did not
provide compensation. Rather, those who participated in
our study are more likely to be ideologically motivated.

3) Due to our recruitment method, our study participants
may not be representative of web administrators in gen-
eral. For example, we did not study individuals who
resided outside of the United States, so our findings may
not generalize globally. Similarly, our participant sample
skews towards certain demographics (e.g., males) and our
results reflect our study’s sample. However, we note that
our sample exhibits diversity in education/experience.

4) Our sample size was sufficient for reaching the-
matic saturation, affording a qualitative analysis. Prior
administrator-oriented studies have also been conducted
at similar scales [21]-[27]. However, our results should
not be interpreted quantitatively, and sample proportions
are not reliable indicators of real-world prevalence. We
also cannot assume that because a respondent did not
discuss a theme, it does not apply, as the participant may
have focused on other topics.

5) This study is ultimately an exploratory one, focusing on
key factors and considerations when managing website
password policies. However, we do not investigate all
aspects of password policies in depth (e.g., password
meters, textual password guidance). We also do not
deep dive into the mental models and workflows of web
administrators. Moving forward, our study can help in-
form the design of follow-on qualitative and quantitative
explorations of these other password policy dimensions.

3.7. Ethical Considerations

Our full study was approved by our university’s In-
stitutional Review Board (IRB). We obtained consent in
both study phases and informed participants that they need
not answer questions they were not comfortable with and
could halt participation at any time. We also informed the



participants and obtained approval to record the interviews.
All collected data was anonymized and stored securely, with
access restricted to our research team.

4. RQ1: Factors Influencing Password Policies

In this section, we consider our first research question
(RQT1) on the factors influencing the password policies de-
ployed by web administrators. Specifically, we look at four
core aspects of password policies that affect the construction
of and updates to passwords: 1) password composition re-
quirements, 2) disallowed passwords, 3) password expiration
and 4) password change restrictions.

4.1. Password Composition Requirements

We asked participants about the factors influencing their
site’s password composition requirements, specifically fo-
cusing on password length constraints, required character
classes, and allowed password characters.

System Compatibility. A widely discussed factor (7 out
of 11 participants) affecting password composition require-
ments was compatibility with existing system constraints.

Password Length. For 2 participants, compatibility con-
cerns affected the maximum password length allowed (we
note that participants did not mention this factor as affecting
minimum password lengths). For example, P3 stated that
“Our database table limits the password length”, demon-
strating how the configuration of their password storage
system impacted the maximum password length.

Character Classes Required. Two administrators men-
tioned that compatibility aspects influenced which character
classes they required in their password composition policy.
For example, PS5 described how their underlying password
storage did not support some special characters, so they
required only three character classes. Thus, compatibility
issues could reduce the set of required character classes.

Disallowed Characters. Seven participants highlighted
compatibility issues as a key reason behind which char-
acters were disallowed in passwords. As an example, P10
described how certain special characters require careful en-
coding for their authentication software to handle correctly,
and chose not to support such characters to avoid errors.
Meanwhile, P1 disallowed passwords with certain special
characters (e.g.,“&”, “?”) as they observed a common issue
where their users would copy/paste passwords from other
locations (e.g., password managers) during login, but for
certain user environments, these special characters would
not copy/paste correctly, resulting in failed login attempts.
Similarly, P2 indicated that “We’re only accepting English
characters. That’s because our program understands only
those right.” We note that such policies constrain pass-
word selection for non-English speaking users (although P2
did not explicitly mention issues with international users).
Overall, such compatibility concerns limited the characters
allowed in passwords.

Security Concerns. Security considerations were an-
other common factor in the design of our participants’
password composition policies, mentioned by 6 participants.

Password Length. Three participants mentioned security
as a key factor in requiring longer passwords. For example,
P2 chose a minimum password length of 8, arguing that
“If you have 8 characters...cracking the password is kind
of harder.” Overall, participants generally considered longer
passwords more secure, aligning with modern NIST guide-
lines [48] and research recommendations [8]], [49], [50].

P3 was an interesting case where security considera-
tions led to shorter password requirements, so long as two-
factor authentication (2FA) was enabled. They said that “We
looked at the security benefit of two-factor and felt like
we could maintain the same security with fewer characters
because the password was less important to the overall
scheme of security. Thus, reducing length from 11 to 8
seemed like a good balance and also kind of a carrot to
encourage people to sign up for two-factor.”

Character Classes Required. Five participants discussed
requiring passwords to contain multiple character classes to
make them more secure. For example, P8 required pass-
words to contain one of each character class (lowercase
letters, uppercase letters, digits, and special characters),
justifying this decision as “Just trying to be as secure as
possible really and the more options you have character
type-wise, the more chances [a password] could be safer.”

Disallowed Characters. We did not observe security con-
cerns relevant to disallowing certain password characters.

Usability Concerns. Usability considerations were as
prominently discussed by our study participants as security
issues, mentioned by 6 out of 11 interview subjects.

Password Length. We observed 5 participants selecting
password length requirements partly due to usability rea-
sons. For P2, usability factors led them to limit passwords
to 16 characters. They stated that even though having a long
password is more secure, limiting the password length was
necessary because users often forgot long passwords. In the
opposite direction, P6 and P9 did not limit password lengths
to allow users to pick long passwords if they choose to, such
as if they rely on password managers or random password
generators. For example, P6’s view was “hey if you want a
really long one [password], go ahead.”

Character Classes Required. Two participants indicated
that they considered usability aspects in deciding character
class requirements, particularly for limiting the number of
required classes. For example, P9 avoided even more exten-
sive character class requirements because “we don’t want
to limit the style of passwords...by dictating that there’s too
many of any one character [type].”

Disallowed Characters. We observed 4 participants dis-
allowing certain characters to promote authentication us-
ability. As an example, P3 disallowed special characters in
passwords to better support international users, saying that
“One of the challenges is with international users who do
not speak English as a first language. We wanted to be able
to set passwords that we could read to them [users] over the
phone, because we do lots of phone support. So getting into
the punctuation marks...would be hard.” P6 similarly disal-
lowed spaces in passwords because “I think most people are
not familiar with using spaces, and so not allowing it just



makes things easier” These opinions are counter to modern
guidance on giving users maximum flexibility in selecting
their passwords to promote usability [48].

Guidelines/Standards. Many participants (5 out of 11)
mentioned that industry standards and the policies of other
trusted websites influenced their own site’s policy. P11 said
that “Our initial password composition requirements were
primarily selected based on information security standards
like this special publication, NIST 800-63B.” Meanwhile, P4
and P6 indicated that they took guidance from the policies
of popular websites like Facebook and Google. Participants
also discussed obtaining information from other sources
such as technical papers and security blogs.

Other Factors. Three administrators indicated that their
password composition policies were influenced by external
stakeholders, such as users or customers. For example, P10
managed an elementary school website and had initially de-
ployed a more complex password policy. However, parents
of the students requested a simpler password policy because
students had trouble creating and remembering the more
complex passwords. P10 obliged, saying that they felt that
their system’s data was not particularly sensitive but would
likely have pushed back against the change otherwise.

Three administrators additionally discussed how their
policies followed the defaults in the software they used. For
example, P10 said that by default, their software “requires
at least one lower letter, one upper letter, a digit, and a
special character combination.”

P3 and P11 also discussed how different password poli-
cies were deployed based on the account type. P11 said “We
have different systems that serve different types of clients.
So the system we have that serves more security-sensitive
clients has a higher default standard based on the pass-
word requirements...I believe for our least security-sensitive
instance, you will only have a length requirement, and
there are no composition requirements. For our more secure
instances where we have some external compliance require-
ments, we do require a different composition of characters.”
Interestingly, NIST’s latest authentication guideline [48]
suggests that the most secure password composition policy
only requires sufficiently long passwords without further
compositional constraints (although NIST recommends fur-
ther password checks, discussed in § , which actually
matches P11’s policy for less security-sensitive clients.

4.2. Disallowed Passwords

Beyond password composition requirements, websites
may disallow the use of certain passwords, checking
for repetitive/sequential patterns in passwords (e.g., aaaa,
1234), passwords with personal information (PII), com-
monly used passwords, passwords with common dictionary
words, or breached passwords. These checks are widely
recommended, such as by NIST’s latest password guide-
line [48]. We explored why participants do or do not deploy
these checks, and how such checks are implemented.

4.2.1. Deploying Password Checks

We first assess the factors that contributed to deploying
such password checks.

Security Concerns. All 8 participants deploying pass-
word checks brought up security concerns as motivation.
Four participants who disallowed passwords with repeat-
ing/sequential patterns argued that such passwords were
simpler and easy to guess. For example, P2 said “Let’s
say “aaaa’. It is too obvious...so we don’t allow any types
of things that the people can crack easily.” According to
5 participants who disallowed passwords containing PII,
such passwords are similarly straightforward to attack. P9
exemplified this, saying that “Ir seems pretty easy, just a
simple brute force attack to copy-paste the username.” Three
participants also discussed similar security benefits from
preventing common passwords, as did the two participants
blocking breached passwords and the one participant block-
ing passwords with dictionary words. These administrators
said that there are many public datasets to find such pass-
words, which are often used in brute-force attacks.

Software Defaults. Three participants indicated that
they employed certain password checks, as they were en-
abled by default through their software systems. For exam-
ple, P10 mentioned that their authentication process relied
on Windows Active Directory, which provides some pass-
word checks automatically. In another case, P9 said that their
authentication system integrates with a third-party tool that
automatically disallows common passwords. These cases
highlight how existing software support for these checks
reduces the barriers to adoption, resulting in broader use
of such password checks (which are widely recommended,
such as by NIST’s 2017 guidelines [48])).

Guidelines/Standards. Two participants mentioned that
they followed common industry standards or guidelines
when deciding to employ password checks. For example, P2
mentioned that most companies follow similar guidelines,
structures, and rules when disallowing repetitive/sequential
passwords and passwords with PIL.

4.2.2. Passwords to Check Against

For participants who employed password checks, we
asked about how they determined the list of passwords to
check against, particularly for dictionary words, common
passwords, and breached passwords.

Online Resources. Six participants indicated that there
are many online resources for passwords to block. For exam-
ple, P9 mentioned that breached passwords are distributed
(sometimes even sold) online, and they update their set of
disallowed passwords with new breached datasets. Similarly,
P1 said “From reading blog posts, I enlarged my list.”

Personally Curated Lists. Three participants mentioned
that their lists of blocked passwords were curated over time,
through their prior experiences. For example, P2 mentioned
that they maintained their checklist throughout their career.

Analysis of User Behavior. Three participants indicated
that they monitor the passwords chosen by their users
and identify popular passwords to potentially block. For
example, P2 mentioned that if they noticed easy-to-guess



passwords being commonly used in their system, they added
them to their list of blocked passwords, forcing password
changes for existing users. Similarly, P7 recalled blocking
a password because “there was one [password] that people
were using a lot because there was a really popular song.”

4.2.3. Not Deploying Password Checks

While most of our participants employed some form of
password checking, none applied all of the password checks
that we explored. When a participant did not implement a
check, we investigated the reasons behind such a decision.

Implementation Challenges. Five participants men-
tioned that they did not add password checks because of
technical limitations. For example, P1 said that they found it
hard to implement leaked password checks because it would
require significant technical work, which they were not pre-
pared for. P9 and P10 similarly discussed how implementing
the remaining checks would be complex, but both indicated
that they would have applied these checks if their software
supported it already by default.

Competing Priorities. Five participants explained that
they did not implement certain password checks because
they had to focus on other competing priorities. For example,
P3 believed that their password policy was secure enough,
particularly with two-factor authentication (2FA), and imple-
menting all of these checks was not a priority. They said “It
[password policy] is not an area that we try to make more
secure very often. We’ve been working on things [2FA] that
make a bigger difference.” Similarly, P8 mentioned that they
had not yet implemented password checks because they had
to prioritize other website administrative aspects.

Usability Concerns. Two participants brought up us-
ability concerns when employing password checks. P2 did
not block dictionary words in passwords to avoid overly
constraining user password choices. We note that P2 did
block breached passwords, but limited the set of blocklisted
passwords to only top leaked passwords, explaining that
millions of passwords have been breached in recent years,
and they did not want to prevent users from using all of
those passwords. Meanwhile, P3 only prevented passwords
with PII, explaining that they did not implement other
checks because providing clear information about rejected
passwords can be challenging, and existing standards (e.g.,
NIST’s 2017 guidelines [48]]) do not provide guidance on
presenting users with feedback.

4.3. Password Expiration

While no longer recommended [48|], websites often force
their users to periodically change their passwords, expiring
their passwords after a period. We asked our participants
about whether they enforced password expiration, and the
factors behind their decisions.

4.3.1. Deploying Password Expiration

In total, 7 of our participants still enforced such a policy.
We asked these participants why they chose to do so.

Security Concerns. Six participants employed password
expiration due to security concerns. For example, P2 stated

that they required users to change their passwords every six
months to combat frequent password sharing among users.
In addition, P2 indicated that expiring passwords allowed
them to combat vulnerable passwords by enforcing checks
on the newly chosen passwords. Similarly, P10 mentioned
that if a password is compromised, changing it frequently
could be a way to reduce the risk of the account being
hijacked, saying “As a webmaster, you have maybe millions
of users. You cannot guarantee that users are storing their
passwords securely. It can be compromised. But if you force
them to change it, the attacker can not access this website.”
Guidelines/Standards. Six participants said that requir-
ing password expiration is standard practice. For example,
P11 discussed how they followed an older version of NIST’s
password guidelines [51] when designing their authenti-
cation system. This case highlights the staying power of
older recommendations, as the newer NIST 2017 guidelines
explicitly recommend avoiding password expiration [48].

4.3.2. Expiration Period

We asked our participants who expired passwords about
how they determined the expiration period.

Guidelines/Standards. Six participants selected a 90-
day password expiration period, saying that they took guid-
ance from existing standards (such as the outdated NIST
authentication guideline [51]).

Other Factor. The remaining participant, P7, managed
a school website and chose to expire passwords each term.

4.3.3. Not Deploying Password Expiration

For the four participants who did not use password
expiration, we asked them why.

Usability Concerns. All four participants mentioned
usability concerns with password expiration. For example,
P8 said that while password expiration might provide se-
curity benefits, it would come with usability costs. They
said that with forced password changes, “it’s harder for
people to remember their logins and stuff, and not everybody
likes to use password management tools.” Similarly, P9
said that forced password changes are annoying for users.
Even though P11 did employ password expiration, they had
usability concerns too, saying that “They [users] may be
inclined to choose poor passwords if they are being rotated
all the time because they are sort of put on the spot to come
up with a new password.”

Limited Benefits. Three participants indicated that they
felt password expiration would provide limited benefits. P4
and P6 said that their authentication system was secure
enough without forced password resets. P9 believed that
they did not require password expiration because if an
account’s password is not in a known breach and meets the
site’s standard for being a strong password, then the risk of
cracking the password is low.

4.4. Password Change Restrictions

When passwords are expired (or users choose to up-
date their passwords), websites may employ policies pre-
venting the new password from matching or being similar



to old passwords, and limiting how frequently users can
change passwords. We asked our participants whether they
employed such policies and why. In total, 7 participants
disallowed choosing old passwords, 2 prevented the use of
similar ones, and 4 rate-limited password changes.

4.4.1. Deploying Password Change Restrictions

We asked participants who deployed password change
restrictions about the factors that affected their decisions.

Security Concerns. Six participants indicated that they
disallowed users to reuse their old passwords during pass-
word changes because of security concerns. P10 and P11
mentioned that such a policy helped prevent compromised
passwords from reappearing in their systems. As an ex-
ample, P11 said that “If someone is cycling through a
small number of passwords and one of them were to be
compromised, and we did not know about it, then there is
a reasonable chance that the person would just switch back
to that password that had been compromised, and then it
would no longer be securing access to the account.” P2
and P4 were the only two participants also checking the
similarity between a newly selected password and an old
password. They described security benefits from doing so.
For example, P2 said that if an attacker had an account’s
old password and wanted to gain access using that, it would
be hard to guess the account’s new password if similar
passwords were not allowed.

Security concerns were also the primary driver behind
limiting how frequently passwords could be changed, as
discussed by all four participants doing so. One case is
where rate limiting is tied to disallowing old passwords.
For example, P3 implemented both policies to dissuade
users from just initiating a sequence of password changes
that allowed them to return back to their original old pass-
word. Another case is limiting password changes to combat
compromise. For example, P11 said that they only allowed
users to change their passwords once daily because if a
user conducts a password reset to protect their account, an
attacker could not quickly change the password again as
well. P11 explained “If someone’s password reset operation
was compromised, then an attacker would immediately try
to reset [the password] to persist access to that account with
some password that the attacker knows.” P11 did bring up
that if users wanted to change their passwords more than
once a day, they could contact customer support to verify
their identity.

Guidelines/Standards. Four participants said that they
employed password change restrictions as they were recom-
mended by common guidelines and standards. For example,
P11 mentioned that such restrictions are recommended by
Microsoft and NIST. Two administrators also drew inspira-
tion from other popular websites with similar policies.

Other Factors. P10 mentioned that their software imple-
mented password change restrictions by default, so they sim-
ply kept the default configuration. Meanwhile, P5 explained
that they rate limited to ensure that password changes would
have enough time to fully propagate across their backend
authentication systems.

4.4.2. Deciding Password Change Policy Parameters

We asked our participants who employed password
change restrictions about how they chose the length of
password history to track and the password change rate limit.

Guidelines/Standards. Four participants indicated that
they followed common guidelines or standards in select-
ing password change policy parameters. For example, P11
indicated that their password history consists of a user’s
previous 24 passwords and users could change passwords
once a day, as these parameters are recommended by Mi-
crosoft [52]]. Two additional participants mentioned deciding
on parameters based on the policies they observed on other
secure sites (such as financial institutions).

Usability Concerns. Three participants discussed us-
ability aspects affecting their password change policy. For
example, P1 said that users would need to remember more
passwords if they extended their password history beyond
3 previous passwords. P2 mentioned that when considering
the balance between usability and security, they did not want
to overly burden users by requiring them to remember more
passwords or disallowing frequent password updates.

Other Factors. As P10’s software supported password
change restrictions by default, they just used the default
parameters. Meanwhile, P5 selected a password change
rate limit that ensured password changes would propagate
through their systems.

4.4.3. Not Deploying Password Change Restrictions

For participants who did not deploy certain password
change restrictions, we asked them why they chose not to.

Implementation Challenges. Four participants men-
tioned that they did not implement certain password change
restrictions (particularly similar password checks) due to
implementation challenges. Three of these participants said
that implementing such restrictions would require non-trivial
engineering effort, although they would deploy them if their
software already supported such features.

Limited Benefits. Three participants discussed how they
saw little value in enforcing password change restrictions.
P4 considered their authentication system secure enough,
without needing to limit password changes. Meanwhile, P9
and P11 both did not believe that the similarity checks are
meaningful because the primary threat to accounts is creden-
tial stuffing attacks, where attackers only automatically test
the exact passwords from data leaks, so similar passwords
would not be successfully targeted. In particular, P9 argued
that their deployment of breached password checking was
sufficient, countering the primary credential stuffing threat.
However, modern guidelines [48]] recommend both password
checks and change restrictions.

Other Factors. Two participants (P5 and P6) mentioned
that they did not employ password similarity checks for
usability reasons. PS5 stated that they wanted to make it
easy for users to remember their passwords. Meanwhile, P6
indicated that providing clear feedback to users about the
similarities between old and new passwords is challenging,
saying “I think people will wonder what makes this pass-
word similar to the old one.” An additional two participants



(P7 and P8) indicated that they had not been aware of such
policies and their security benefits. P7 at least indicated that
learning about such policies was informative and that they
may implement such restrictions in the future.

5. RQ2: Considerations for Updating Policies

In this section, we tackle our second research question
(RQ2) which investigates the considerations that arise when
making changes to a website’s password policy. In partic-
ular, we explore why changes could be initiated, what the
modification process entails, and what challenges adminis-
trators might face during the update process.

5.1. Update Reasons

We first asked our participants about what reasons could
drive changes to their website’s password policy.

Security Concerns. Eight participants discussed secu-
rity concerns as motivation for updating a site’s policy. For
example, P1 and P10 both recalled switching their password
policy in the past to a more secure one when they faced
security issues. P1 said that “Ar the beginning of my career,
I adopted a less secure password policy, but after a few
years, we faced some security issues and we changed our
password policy to a more secure one.” Meanwhile, P10
mentioned previously detecting unauthorized users in their
system and subsequently updating their website’s password
policy to one they believed was more secure. While P6 had
not experienced a security incident themselves, they said
that if a major security event occurred, such as a significant
data breach, they would re-evaluate their password policy
and consider updating it as necessary.

Staying Modern. Another common factor, also dis-
cussed by eight participants, was updating policies to keep
them relevant. One dimension was in keeping policies suffi-
cient against current threats. For example, P2 said that they
might strengthen their policy as passwords were easier to
crack, since “the computing powers of processors are better
now.” P5 and P10 similarly highlighted how modern CPUs
and GPUs made brute-force password attacks much more
effective, and subsequent developments in attacking pass-
words could spur them to change their policy (particularly in
increasing password length minimums). Another dimension
was in keeping policies aligned with modern recommenda-
tions. P11 said that “I mentioned that we are not currently
up to date with the latest NIST recommendations, and I think
it would be great for us to get onto that.” Similarly, P9 said
that changes to the standard that they adhere to would result
in their policy being updated to remain in compliance.

Usability Concerns. Three participants discussed us-
ability concerns as a driver behind policy updates. For
example, P3 argued that they should make their policy more
usable, as they employed 2FA, which provides adequate
security. Meanwhile, P11 mentioned that they would like
to eliminate password expiration to improve usability. Sim-
ilarly, as discussed in § P10 had previously simplified
their password composition policy to make it more usable
for their site’s users (i.e., students).

User Requests. Three participants discussed updating
policies in response to user feedback or requests. For exam-
ple, P2 stated that they would evaluate external requests to
update a password policy against industry standards, trying
to keep usability and security balanced. Similarly, P8 said
that “If people want them [the password policies] to be
updated, that would be a reason for me.”

Other Factors. P5 indicated that implementation
changes could support changes to their password policy.
Specifically, if they switched away from their current au-
thentication software, which limits passwords to 64 char-
acters, they would select a new software that would allow
them to increase their maximum password length. Another
implementation-related aspect was discussed by P3, who had
previously explained that they applied different policies to
different accounts. P3 said that they may further update their
policies as they extend their classification of accounts to new
user categories (e.g., administrators, test users).

5.2. Policy Updating Process

We next asked participants about the process for enacting
a password policy update. Specifically, we investigated the
organizational aspects of the update process and what would
be involved when rolling out a new policy.

5.2.1. Organizational Logistics

We asked participants about the organizational facets
of the password policy updating process, focusing on who
would make decisions during the process and how the update
was coordinated.

Initiating the Update Process. We asked our partic-
ipants about who in their organization would initiate the
password policy update process. The most common response
from our participants (7 out of 11) was that the organi-
zation’s management or leadership would officially initiate
the updating process. Four of these participants explicitly
indicated that they could suggest a policy update to their
managers, but it was ultimately management that decided
whether to start the process. The remaining four participants
indicated that they could initiate the process as administra-
tors, although others in the organization would be involved.

Decision Making during the Update Process. We
asked participants about who made password policy de-
cisions during the update process. Five participants de-
scribed a top-down organization at their company, where
management/leadership would make the final decisions on
the password policy changes, and administrators or devel-
opers would implement the changes. As an exemplar of this
model, P1 described their decision-making workflow as “It
is a top to bottom approach. First, the manager decides to
move to a more secure point. Then the analyst decides when
to implement the password policy, and what’s the new pass-
word policy. And the developer implements the policy.” This
workflow was particularly prominent when a participant’s
organization aimed to comply with a security standard, as
the organization management had to satisfy the security
requirements. This was the case for P3, who explained,
“Auditors came and reviewed our compliance...They wrote



in a report somewhere that we have a password history of
four, and the requirements are to have a password history
of five. So security shared that with our director, and our
director told us to fix that and so we went through change
management and fixed it.” Similarly, PS5 said that their
management could mandate a new policy, and that they
would need to implement it then.

The remaining 6 participants described the decision-
making process as collaborative, where they converged on
decisions with other stakeholders (including management).
For example, P9 described working with others before mak-
ing changes, saying “I do need to make sure that people
are informed and it’s also within my responsibilities to
consult with people before I do it.” Similarly, P8 explained
that the decision-making process involved themselves and
management, indicating that “we typically will talk through
it together.” P11 said that the amount of collaboration varies
and “will depend a little bit on the scope of the change”,
where for a minor change, they would “just make the
change, roll it out”, but for larger changes, “teams or
individuals across the company are going to be involved
in the decision-making process.”

Coordination between Stakeholders. We asked partici-
pants about how the password policy update process was co-
ordinated between stakeholders. Five participants mentioned
that they would form a team of stakeholders while deciding
on password policy updates, and discuss the changes with
team members. For instance, P4 said that when they went
through the policy update process in the past, they would
create different teams to handle different aspects of the
update process: “there was a design team and a devel-
opment team.” Meanwhile, P11 described engaging with
the team of stakeholders, saying “I get all team members’
opinions...So we discuss it together and decide.” P1 dis-
cussed communicating between the different stakeholders:
“We have meetings before the implementation...If there is a
challenge while implementing, we communicate with each
other through Slack channels or reschedule more meetings.”
P5 also said that “Meetings are held between the teams and
there may be either email or documentation shared.”

5.2.2. Deploying the New Policy

Finally, we asked our participants about what their pro-
cess was for rolling out a new policy. We observed several
common topics, including testing the policy before deploy-
ment, implementing the policy, and handling old passwords
that no longer satisfy the new policy. We also note that the
majority (9 out of 11) of our participants employed involved
updating processes (e.g., implementing new code), as only
two participants (P9 and P10) described simpler deployment
methods centered on configuring through user interfaces.

Testing. Five participants indicated that they had a test-
ing stage as part of their deployment process, allowing them
to check that the changes did not negatively affect their
authentication system’s implementation. For example, P1
explained that they first deployed an updated policy to their
test systems, then tested it using demo users and passwords.
They manually performed general user activity workflows,

such as logging into the system and changing passwords, to
self-evaluate the usability and security of the system. P11
mentioned that password policy changes could potentially
cause significant disruption to their authentication workflow,
so they also used a testing phase. Describing a past update,
P11 said “We got a test group of users, sort of early
adopters, who volunteered to try that [the updated policy]
out first. Then we worked with them to collect feedback on
how well it was working, any challenges that they ran into,
and smooth out some of the bumps. After we had completed
the test group and captured that feedback, then we went
ahead with a broader rollout.” Three administrators said that
they test the security of their password policies. While P1
self-assessed their policy’s security through their test system,
P9 and P10 used penetration tests for evaluation. None of
the other participants discussed any empirical assessments
of password policy security.

Implementation. We asked participants about the pass-
word policy implementation process. All of our participants
said that many changes could be straightforward to deploy,
particularly if the new policy is similar to the old one but
just with different parameter values (e.g., different password
length requirements). For example, P9 and P10 both men-
tioned that they could just use their authentication system’s
administrative interface to reconfigure policy parameters and
push out the new policy. Specifically, P9 said that “I'd
log into the administrative console and go to the password
policy settings, change, then press save. Done.” Meanwhile,
P6 explained that many changes “would be relatively quick,
can be done in a day. A lot of it is just front-end, changing
the validation checks.” Similarly, P4 said “We just change
the requirements by writing regexes and we can test. It’s
really easy. It’s just one line of code.”

However, many of these participants indicated that more
complex changes would require more effort and time. For
example, P3 said that “It’s a very small fraction of the effort
to tweak a policy than it is to put in a completely different
check that we haven’t built the plumbing for” Meanwhile,
PS5 thought that changes affecting their backend password
storage could be more significant, saying that “It depends
on the change and if it is something that affects the technical
aspects of the password store or not.”

Handling Old Passwords. One particularly tricky as-
pect of updating a password policy is how to handle user
passwords that no longer satisfy the new policy. We asked
our participants about how they handled this situation.

Notifications. Before a new password policy is deployed,
nine of our participants explicitly discussed notifying users
to change their passwords to comply with the new policy.
These notifications could also explain why the new policy
was being put in place. For example, P4 said “We can send
alert notifications or these type of things to change their
[users’] passwords.”

Forcing Password Resets. Eight participants said that
one option they would consider is forcing password resets
for their users, requiring them to select new passwords that
comply with the updated password policy. P1 described their
process as “After deploying the change, we force the users



to change their passwords. During the password change,
we enforce the new policy.” Similarly, P9’s method was
“An email is sent to the user, their account is suspended
immediately, pending a password recovery or change.” P3
also forced users to change their passwords, but did so grad-
ually by starting with small subsets of users before resetting
passwords for larger groups of users. They explained that
this strategy avoided having too many users change their
passwords in a short period of time, while also potentially
allowing them to catch deployment issues early on.

Natural Decay. Five of our participants said that they
would consider letting non-compliant passwords gradually
fade over time. Two of them (P5 and P11) also indicated
that they would consider forcing password resets, but only
in security-critical situations (e.g., a major data breach), thus
illustrating that the method deployed depended on the reason
behind the policy update. Notifications were paired with this
natural decay approach, where the administrators hoped that
many users would update their passwords once given notice.
As password expiration was broadly used by our participants
(§ B.3), many users would need to eventually change their
passwords to conform with the new policy. For example, P5
said that they “let the passwords age out and then we know
within a while of implementing [the policy] that technically
people will evolve to comply with it.” Similarly, P11 said
“you allow people to continue using their non-compliant
password until the next time that they change the password
and then you require them to change it to something that
follows the new password policy.”

5.3. Challenges

Finally, we asked our study’s administrators about chal-
lenges faced while deploying an updated password policy.

Technical Challenges. Broadly across our participants
(7 out of 11), we heard of potential technical challenges
when implementing a new password policy. For example,
three participants indicated that adding a check disallowing
breached passwords would be difficult. PS also described
how changes affecting password storage would be compli-
cated to resolve, saying “We knew that 64 characters were
the maximum for the password store. If we wanted to change
it to 68, well, then we would have to find some way of
making our password store support that change.” Similarly,
as authentication systems can entail multiple components,
ensuring that an update is fully propagated across an entire
system can be challenging. P10 exemplified this case by
highlighting how there were multiple dependencies on their
authentication API, and certain policy updates (e.g., pass-
word expiration periods) required changes at dependent
components, otherwise authentication errors could occur.

User Backlash. Six of our participants described user
backlash against a new policy as a difficult situation to
handle. For instance, P5 said that if they deployed a more
complex password policy, “we would get some pushback
from people, like why do we have to do that?” Similarly,
P10 got user complaints about their password policy in the
past, and simplified the policy as a result. In this case, P10

said that this was acceptable as their system’s data was not
very sensitive, otherwise they would not have simplified.

Organizational Hurdles. Several participants described
various challenges that arose through implementing the
policy update as part of an organization. For instance, P7
mentioned that their team lacked the budget to implement
features (specifically breached password checks). Mean-
while, P6 indicated that converging on policy changes as a
team was an involved task, saying “I think that will take
the longest part of deciding...multiple meetings over the
course of weeks, to finalize like okay this is what we want
for our policy.” P11 believed that changing certain policy
parameters away from what their organization management
requested would be hard, saying that such changes “would
not be quick. We would have to go through some sort of
exception process to get approval.”

6. Concluding Discussion

Through our study of website administrators and their
management of online password policies, we identified the
key factors that influence policy decisions (RQ1) and the
considerations that arise when updating policies (RQ2). In
this section, we conclude by summarizing our findings,
synthesizing the lessons learned, providing grounded recom-
mendations for the research community to better support the
activities of web administrators, and suggesting directions
for future research.

6.1. Study Summary
We first summarize our study’s core findings.
6.1.1. Key Factors Affecting Password Policy Decisions

While our study found many factors involved in pass-
word policy decisions, we observed four recurrent factors.

Security. One common factor that affected many pass-
word policy decisions was security concerns. Those con-
cerns influenced administrators when deciding on various
policy parameters, such as the minimum password length,
required character classes, disallowing certain passwords,
expiring passwords, and applying restrictions during pass-
word changes (§§ B.1} B.2.1] [A.3.1] and F.4.1). In some
cases, administrators did not employ a certain policy because
they believed it would provide limited security benefits.
For example, as discussed in § 3.3 three participants
did not believe that password expirations provided security
benefits. We also note that in §§ [4.1]and[4.3.1] we found that
some administrators implemented policies that they believed
were most secure, but which modern guidelines no longer
recommend (e.g., requiring multiple character classes).

Usability. Our participants were well-aware of and
deeply considered usability aspects in their password policy
design, particularly when determining password lengths,
character type requirements, disallowed characters, dis-
allowed passwords, password expiration, and password
change restrictions (§§ [F2.3] F3.3] F4.2] and [4.4.3).
In many cases, participants chose not to enforce a policy
to reduce user burden/friction, such as our participant dis-
allowing special characters in passwords to facilitate phone




support for international users (§ [{.I). We also observed
cases where users could influence a policy based on their
behavior or feedback, such as in § .| where a participant
adjusted their password policy to be more amenable to their
specialized user base (elementary school children).

System Influences. The password policy design is en-
tangled with the underlying system implementation, which
we observed manifesting in multiple ways throughout our
study. In §[4.T] we observed system compatibility issues con-
straining the choice of maximum password lengths, required
character classes, and allowed password characters. For ex-
ample, we saw that database configurations could constrain
the maximum password length. Implementation challenges
also prevented some administrators from disallowing cer-
tain passwords and enforcing password change restrictions
(88 and [4.4.3). In the opposite direction, we observed
that software support and defaults facilitated the deployment
of password composition policies and restrictions on allowed
passwords and password changes (§§ and [4.4.1).

Guidelines/Standards. We observed guidelines and
standards as key factors in all facets of password pol-
icy decisions. Web administrators relied upon this guid-
ance when determining password composition policies,
disallowed passwords, password expiration, and password
change restrictions (§ f). In § .3] we did observe several
cases where administrators seemed to adhere to more dated
guidelines rather than modern ones. We also observed short-
comings of current standards, where some participants did
not block certain types of passwords because they lacked
guidance on how to provide meaningful feedback to the user

(88 and [4.4.3).
6.1.2. Challenges With Managing Password Policies

We observed various challenges experienced by our
study participants, falling into three broad categories.

Design Challenges. Throughout our study, our partici-
pants identified the importance of both security and usability
considerations in the design of password policies. However,
they often highlighted that there exists a tension between
the two facets, and that it could be difficult to decide how
to balance the two. As a consequence, administrators often
sought guidance, although we observed that information
could come from a large and diverse set of sources. In
several cases, administrators had to proactively seek out
such information, and we did not observe a single central

authority for password policy guidance (§§$ 421 43.1]

4.3.2] [F.4.7] and [£.4.2). We did find that many participants
relied on common industry guidelines and standards, such

as those of NIST and prominent technology companies
(e.g., Microsoft). However, several participants discussed
challenges with keeping up with modern recommendations
(§[5.3), and we noted that many administrators demonstrated
mental models aligned with the older recommendations
(§8 BT and £.3.1)), illuminating how there exist barriers to
incorporating more up-to-date guidance.

Competing Interests. Our study observed that adminis-
trator priorities are pulled in various directions beyond their
own volition, sometimes preventing them from managing

their website’s password policies as they would like. This
includes needing to focus on other non-password policy
tasks as part of their responsibilities as web administra-
tors (e.g., implementing 2FA, as discussed by a participant
in § .2.3), as well as often adhering to the decisions put
forth by their organization’s management (§§ [5.2.1and [5.3).
We also observed that in many cases, the management of
password policies required input from various other stake-
holders, including potentially the feedback from the site’s
users (§§ and [5.2).

Deployment Challenges. Our participants highlighted
that they frequently encountered implementation and de-
ployment hurdles when managing password policies. These
challenges include technical barriers, such as those pre-
venting the implementation of certain policies and dealing
with system inconsistencies (§§ E] and E]) As discussed
in § [5.2.1] logistical difficulties also occur, particularly when
communicating and coordinating a new policy deployment.
For example, when deploying a new policy, administrators
need to carefully plan out some process of rolling non-
conformant passwords to the new policy (§ [5.2.2).

6.2. Lessons Learned and Recommendations

Based on the challenges that we observed web adminis-
trators encountering when managing password policies, as
well as the reasons behind their decisions, we distill lessons
learned and recommendations for the research community,
including directions for future work.

Need for better software support and defaults. Our
study found that the software used by web administrators
can heavily influence the password policies they employ.
Several administrators deployed certain policy components,
such as checks for disallowed passwords or password his-
tory tracking, as they were supported either by default or
as an available feature of their software (§§
M.4.1] and #.4.2). Many of our participants also discussed
encountering challenges with implementing such function-
alities, whether due to technical hurdles/limitations (§
or needing to prioritize other efforts instead (§ [6.1.2), with
several participants explicitly saying that they would have
deployed certain password policy functionality had their
software already supported it. Related, our study identified
that many web administrators rely on their software’s default
configurations for selecting password policy parameters.

These cases highlight the value of providing recom-
mended password policy features in common software that
are used by web administrators today. Many websites are
constructed using popular tools (e.g., content management
systems like WordPress, Drupal, or Joomla) or software
frameworks/libraries (e.g., Python’s Django, Ruby on Rails).
We recommend that the web development community inte-
grates these password policy features (with recommended
configurations for these features as defaults) into these
widely-used software systems (ideally enabling the fea-
tures by default). Such integration could help significantly
broaden adoption, driving wider use of more secure and
usable password policies.



Need for outreach and education. We observed
throughout our study that many administrators exhibit out-
dated mental models about secure and usable password
policies. For example, while modern password policy guide-
lines [48]] and research [49] push for longer passwords with
flexible composition requirements, checks against common
and breached passwords, and no password expiration [48],
[49], many of our participants deployed policies enforcing
password complexity requirements and password expiration
(88 and [4.3), likely influenced by dated recommenda-
tions (e.g., NIST’s older 2004 guidelines [51]). We also
found cases where some of our participants were unaware
of recommended password policy actions, such as applying
restrictions to password changes (§ {.4.3). Furthermore,
in § [5.2] we observed that password policy decisions often
came from an organization’s leadership or management, so
it is likely that leadership/management individuals exhibit
similarly dated perspectives about password policies.

We also found that our participants often still sought in-
formation from various other sources (§ El]) While our study
did not investigate why this is the case (which future work
could explore), we hypothesize that it could be partially due
to difficulties with digesting modern standards. Password
policies are complex, with various dimensions (as we saw
throughout our study). Existing standard documents are of-
ten long and detailed [48]], potentially making it challenging
for administrators to digest and readily enact recommended
policies. Exploring other formats for presenting guidelines,
such as presenting details at different levels of granularity
(e.g., a summary table of recommended password policy
parameters versus detailed justifications) may assist admin-
istrators in better absorbing modern guidelines.

Together, these discrepancies between what web ad-
ministrators (and managers) believe are secure and usable
policies, and what is currently recommended [48]], [49]
highlight that updated recommendations are not enough on
their own. There is a need for outreach and education efforts
to better inform administrators and other stakeholders about
modern password policy guidelines. One approach could
be to directly notify administrators of websites employing
weaker policies, communicating what the best practices
today are. Prior work on security-related notifications [53]]—
[56] has found some value in such outreach efforts to admin-
istrators, although ultimately reaching most administrators
remains a challenge. Another potential vector for outreach
is through the various platforms that our participants often
relied on for password policy guidance (§ [), including
developer-oriented forums and blogs (e.g., Stack Overflow),
documentation released by popular websites and software
vendors (e.g., Microsoft, Github), and social media outlets
(e.g., LinkedIn, YouTube). Future efforts can evaluate the
impact of information from these platforms on password
policy decisions, and how best to drive the adoption of
modern guidelines.

Need for expanded guidelines. Our findings reveal
multiple areas for improving the existing authentication
guidelines. One dimension is in providing guidance on
handling different contexts, such as varying types of users

and data stored for a site. In § 4.1} we observed admin-
istrators catering their policies to specialized populations
(e.g., international users, children), often following their
own intuition on policy decisions as existing standards only
provide general guidance. Some administrators also felt that
they did not need as secure of policies if their site managed
less sensitive data. Research is needed into how password
policies should be adapted for different situations, such as
for less security-sensitive scenarios or certain subpopula-
tions (e.g., children, elderly, or less-abled users). Overall,
while existing guidelines provide flexibility in policy de-
sign, there is limited guidance on how to navigate these
design decisions, especially when balancing usability ver-
sus security tradeoffs across varying contexts (e.g., 2FA is
generally recommended, but may be less suitable for certain
subpopulations, such as children or the elderly).

Moreover, we also found some confusion by adminis-
trators about the interplay between different authentication
mechanisms. For example, some administrators incorrectly
assumed that checking for breached passwords made pass-
word similarity and history checks irrelevant (§ [4.4.3). In
other cases, we saw participants who modified their policy
configurations when 2FA was used (§§ and [5.1). While
existing evaluations of the security and usability of password
policies typically consider individual policy parameters in
isolation, future work is needed to evaluate policies more
holistically. Such exploration would support guidelines that
better inform administrators about the interactions and over-
lap between various authentication layers.

Another dimension where guidelines can be expanded is
in how administrators evaluate their policy, both in terms of
usability and security, as existing standards (e.g., NIST [48]],
[51]], Microsoft [52]) lack such guidance. In § we
observed few administrators providing any self-assessment
of their site’s policy. However, information on empirically
assessing parameter values would help inform administra-
tors on how best to determine usable and secure password
policies for their specific environments.

Finally, we observed in §§ {.2.3] and {.4.3] that some
administrators struggled with conveying clear, actionable
feedback to users on their password policy decisions. This
issue was particularly prominent for password checks, which
several of our participants avoided employing as they did
not know how to explain to users why a check failed.
Prior work [57] identified that such feedback can drive
users towards stronger passwords, but more investigation is
warranted into how best to design the feedback interface,
which would provide guidance to administrators on fully
implementing such authentication mechanisms.
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Recruitment Text

We are researchers at UNIVERSITY, doing a research
study to investigate the password practices of web adminis-
trators/web developers. Our motivation is to understand the
reasons behind deploying certain password policies.

We are looking for web administrators/developers who
have managed a website and its password policies to par-
ticipate in a short survey (<5 min) followed by an approxi-
mately 30-45 minutes interview. Your participation would be
very valuable to us. Please consider taking part in our study
and/or forwarding our invitation to one of your colleagues
who might be interested!

If interested in participating, please fill out the short
pre-interview survey here (LINK), and we will reach out to
you using your preferred email address for the interview.

Survey Questions

Please think about one of your websites that you have
managed and its password policy, and answer the follow-
ing survey questions about that site’s password policy.

1) What are the minimum and maximum password lengths
allowed on your website?

a) Minimum length: ____ b) Maximum length: ____
¢) No minimum length d) No maximum length

2) What are the minimum numbers of uppercase, lower-
case, digits, and/or special characters required in your
password policy?

a) Minimum uppercase: _ b) Minimum lowercase: _
¢) Minimum digit: _ d) Minimum special characters: _

3) What do you consider to be special characters? Please
list those characters below.

4) Do you disallow any character types in passwords?
Please check all that apply and specify what characters
you disallow.

a) Disallow certain symbol characters b) Disallow non-
ASCII characters (e.g., non-English characters) c) Disal-
low emojis d) Disallow spaces e) Other: ____

5) Do you prevent users from using repetitive (e.g., ddd,
000) and/or sequential patterns (e.g., abc, 123) in their
passwords?

a) Disallow only repetitive patterns b) Disallow only
sequential patterns c) Disallow both d) Disallow neither


https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/enforce-password-history
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/enforce-password-history
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6) Do you prevent users from using personal identification
information (e.g., username, first/last name) in their pass-
words? a) Yes b) No

7) Do you prevent users from choosing a password (or a part
of the password) that is a common word in a dictionary?
a) Yes b) No

8) Do you prevent users from choosing passwords that are
one of the most popular passwords? (For example, some
of the most popular passwords include “123456” and
“password”.) a) Yes b) No

9) Do you prevent users from choosing passwords found
in password leaks/breaches from other websites? (For
example, using compromised password lists or services
like “haveibeenpwned.com”) a) Yes b) No

10) Do you ever require users to change their passwords?
a) Yes b) No

11) Do you prevent users from reusing an old/previously
chosen password? a) Yes b) No

12) How many old passwords do you keep track of?
Number of old passwords: ____

13) When a user selects a new password, do you check the
similarity between the current (or past) password and the
new password? a) Yes b) No

14) Is there a limit to how frequently users can change their
passwords? (For example, once an hour, or once a day.)
a) Yes b) No

At the beginning of the survey, we asked you to answer
the survey questions about one specific site’s password
policy. Please answer the following job-related questions
based on when you were managing that specific website.

15) Are you currently managing that specific website? a) Yes
b) No

16) Please specify your current job title. ____

Please specify your job title while managing that specific
website.

17) How many employees are at your company?

a) 0-9 b) 10-49 ¢) 50-249 d) >250 e) Not part of a
company (e.g., freelancer/contractor)

18) Are you managing your website by yourself or with a
team? If with a team, what is the number of employees
on your team? a) by myself b) with a team
Number of employees on the team: ____

19) How long have you managed websites before managing
this specific website? ____

20) How long have you managed this specific website? ____

21) What industry/sector is this specific website in, and about
how many website users do you have? ____

22) Have you had any certificate/training for webmaster pro-
ficiency? a) Yes b) No

23) Did you have any certificate/training for webmaster pro-
ficiency while you were managing that specific website?
a) Yes b) No

24) Please specify the gender with which you most closely
identify.

a) Male b) Female c¢) Other d) Prefer not to say

25) Please specify your age.

a) 18-29 b) 30-49 c) 50-69 d) >70 e) Prefer not to say

26) Please specify the highest degree or level of education
that you have completed.
a) Less than high school b) High school graduate
c) Some college d) 2-year degree e) 4-year degree
f) Professional degree g) Doctorate

Thank you for answering all the questions in this short
survey. To reach out to you for setting up the interview,
please provide an email address we can contact you at

Interview Questions

B Understanding Password Requirements

1) You mentioned that your password composition policy
allows passwords between length ___ and _____. How
did you decide on those?

2) You mentioned that your password composition policy
requires _____ number of ____ characters. How did you
decide on those?

3) You mentioned that you forbid some character types.
Why are those specific characters disallowed? Why do
you limit the character types?

4) You mentioned that you disallow passwords with repet-
itive/sequential patterns in your policy. What are those
repetitive or sequential patterns? How do you decide on
those? Why do you disallow them?

5) You mentioned that you disallow selected passwords
that contain personal identification information. What is
personal identification information for you? How did you
decide to disallow passwords with PII?

6) You mentioned that you disallow selected passwords
with a dictionary word. How do you determine the list
of dictionary words? Does the list of dictionary words
evolve over time? Why does/doesn’t the list of dictionary
words evolve over time?

7) You mentioned that you compare selected passwords
with a list of common passwords. What are the reasons
that you do this check? How do you determine the
list of common passwords? How large is your com-
mon password list? Does the list of common passwords
change over time? Why does/doesn’t the list of common
passwords change over time?

8) You mentioned that you don’t compare selected pass-
words with a list of common passwords. Do you think
it is a good idea to compare selected passwords with a
list of common passwords? If so, what are the reasons
that you don’t make this comparison?

9) You mentioned that you compare selected passwords
with a list of breached passwords. What are the reasons
that you do this check? How do you determine the list
of leaked passwords from a breach at another website?
Does the list of leaked passwords evolve/change over
time? Why does/doesn’t the list of leaked passwords
evolve/change over time? How do you link the compro-
mised password with the user?

10) You mentioned that you don’t compare selected pass-
words with a list of breached passwords. Do you think it
is a good idea to compare selected passwords with a list



of breached passwords? What are the reasons that you
don’t make this comparison?

11) Are there any other composition policies/password re-
quirements of your website that we didn’t cover?

12) Beyond the considerations you have already discussed,
are there other factors that affect your composition
policy (e.g., company policy, password storage, 2FA,
password strength, customer pressure)?

B Understanding Password Changes

13) You mentioned that you require users to change their
passwords. When do you require users to change their
passwords (e.g., changing if there is evidence of com-
promise, changing every X days)? What are the reasons
that you require changing passwords every X days? How
do you decide on X?

14) You mentioned that you don’t require users to change
their passwords. Do you think there might be cases in
which you should require users to change their pass-
words? What are the reasons that you don’t require
changing passwords?

15) You mentioned that you don’t prevent users from reusing
an old password. Do you think it is a good idea to prevent
users from reusing an old password? If so, what are the
reasons that you don’t do this prevention?

16) You mentioned that you prevent users from reusing an
old password and block X number of the old passwords.
How did you choose that threshold? What are the reasons
for doing this?

17) You mentioned that you don’t check the similarity be-
tween current (or past) and new passwords. Do you think
it is a good idea to check the similarity between current
(or past) and new passwords? If so, what are the reasons
that you don’t do this check?

18) You mentioned that you check the similarity between
current (or past) and new passwords. While checking
similarity, do you use the hashed version of the pass-
words, plaintext versions, or something else? How do
you measure similarity? What are the reasons that you
do this check?

19) You mentioned that you have a limit on how frequently
users can change their passwords. What is that limit,
and why did you pick that limit? What is your policy if
the password is compromised/forgotten within this time
frame?

20) Are there any differences between your password cre-
ation and password recovery policies? If so, what is
different? What are the reasons that make password
creation and password recovery policies different?

21) Are there any other password change policies on your
website that we didn’t cover?

B Understanding Policy Updates
* Initiating Password Policy Changes
22) Do you know who would decide to change the password
policy of your (organization) website? If so, who would
be the one to make the decision if the password policy
of your (organization) website should be updated?

23) What would be the potential reasons for updating the
password policy?

24) Please tell me about the possible policy updating
decision-making process in terms of management struc-
ture (e.g., chain of command, communication between
and within departments)

25) Please tell me about the possible policy updating
decision-making process in terms of information sources
(e.g., outsourcing company suggestions, forum discus-
sions, news).

26) Do you think the password policy must be changed over
time? If yes, when do you think the password policy
must be changed?

27) What are your thoughts on your current password
policy in terms of satisfying your intended security and
usability objectives?

* Designing The New Password Policy

28) What would be your role, if you were involved with
constructing a new password policy for your current
organization/website (e.g., policy designer, implementer,
consultant)?

29) Would you work alone while constructing new password
policies, or would you work with a team?

30) If you were to work on improving your current password
policy, what would be the changes? Why would you
change those? Where and how would you/your team
gather the information to create the new password poli-
cies?

31) Please tell me more about the dynamics in your team
while deciding password policies (e.g. chain of command
directly influences the design, discussions within and
between departments, limitations of other departments).

32) Do the people responsible for the policy design need
the approval of someone before changing the policies?

* Deciding to Deploy

33) Does your company or team evaluate the strengths and
weaknesses of the new password policy?

34) If so, how does your company/team evaluate the
strengths or weaknesses of the changes in the password
policy? If not, why?

35) Does your company/team evaluate the feasibility of im-
plementing the new password policy?

36) If so, how does your company/team evaluate the feasibil-
ity of the changes in the password policy? How does your
company/team evaluate the possible technical challenges
before deployment? How does your company/team as-
sess the possible post-deployment issues? If not, why?

37) Who would be responsible for implementing the new
password policy on your website?

38) Are the password policy design team and the password
policy implementation team the same? If not, please tell
me how they communicate about their technical abilities
to implement the new policies.

* Deploying the New Policy
39) If you want to change the password policies of your



40)

41)

website, is it quick/possible to deploy new password
policies? If you were to change the minimum and/or
maximum password length requirements, would that be
quick/possible? What would the process involve? If you
were to add a breached password and/or common pass-
word check, would that be quick/possible? What would
the process involve? Are there any challenges that you
may face while deploying new password policies? Please
walk me through the process you would follow to im-
plement the new password policy.

If you were to change your password policy, what types
of changes in the password policy would cause more
or fewer issues for implementing, deploying, or post-
deployment?

42) How does the organization impact your decisions for
more secure password policies?

* Job Responsibilities and Processes
43) Do you check for the most recent password guidelines
and best practices? If so, where do you get the most

recent information for the best password practices?
44) You mentioned that you had certification/training for

webmaster proficiency. What kind of information related
to password and password policy is part of that?

45) Have you had any other training on secure password
authentication?

46) You mentioned that you had training on secure password
authentication. Please tell me more about it.

What would you do if the changed policy and users’ 47) What are your thoughts and objectives toward your
current passwords no longer comply? team’s awareness of the most recent password policy
guidelines?
Pl [ P2 | P3| P4 | P5S|P6|P7|P8| P9 |PIO| PII
Min Length 6 8 8 8 8 8 10| 8 8 8
Length Max Length 20 | 16 | 64 | 255 | 64
Requirements No Min v
No Max VIivI]ivi]VY v v
. Uppercase Letter 1 1 1 1 1 1 1 1 1 1
(lj{}f;lru;crfgr Lowercase Letter 1 1 1 1 1 1 1 1
Classes Digit 1 1 1 1 I 1 1 1 1 1
Special Characters 1 1 1 1 1 1 1
Certain Special
Disallowed Characters VLY v v
Character Non-ASCII v v v v lvlv
Types Characters
Emojis v |V v VI vI|vI]VY
Spaces v |V v VIiVvI]ivI]VY
Repetitive Pattern
Check V1Y v v
Disallowed Sequential Pattern v v v
P d Check
asswords PIT Check VIV V[V 7 v [ 7
Dictionary Word v
Check
Popular Password
Check v | v v v v v
Leaked Password
Check Y v
Password Password Expiration | v | v | V v v v v
Expiration Track Old vl v v v v
and Passwords
Password Password History
Change Length 3 4 4 ! 4 8 24
Restrictions Password Similarity v
Check
Rate-Limiting
Password Changes v N v v

TABLE 2. THE PASSWORD POLICIES ON WEBSITES MANAGED BY OUR STUDY PARTICIPANTS, BASED ON OUR SURVEY DATA.
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