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Abstract

Cryptomarkets—online markets for illegal goods—have revolutionized the
illegal drug trade, constituting about 10% of all drug trades and attracting users
to a greater variety and more addictive substances than available in offline drug
markets. This review introduces the burgeoning area of sociology research on
illegal cryptomarkets, particularly in the realm of drug trade. We emphasize the
expanding role of illicit online trade and its relevance for understanding broader
exchange challenges encountered in all illegal trade settings. Examining the
effects of online illegal trade on consumption and supply-side policing,we also
discuss the harm and potential benefits of moving drug exchange from offline
to online markets. We argue for a network perspective’s efficacy in this research
domain, emphasizing its relevance in assessing trade and discussion networks,
technical innovation, and market evolution and vulnerabilities. Concluding, we
outline future research areas, including market culture, failure, and the impact
of online illegal trade on stratification.
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INTRODUCTION

Illegal markets have long captured public and scholarly attention. Foundational work in sociology and
criminology highlighted illegal markets as central to the reproduction of crime in specific spatial areas
(Cloward & Ohlin 1960, Shaw & McKay 1942). Such markets are vital income sources for
disadvantaged groups with limited access to legitimate employment (Beckert & Wehlinger 2013,
Merton 1937), and they also serve as revenue streams for organized crime, resulting in downstream
consequences for offending and victimization (Bouchard & Wilkins 2009, Caulkins & Reuter 2010,
Venkatesh 1997). Moreover, illegal drug markets substantially impact health outcomes, as drug
overdose mortality rates tripled between 2000 and 2016 (Hedegaard et al. 2017) and have been a key
driver of “deaths of despair’among working-class white men (Case & Deaton
2020).Theeconomicimplicationsarealsosubstantial:In2010,combattingillegaldrugsaccounted for 1% of
the United States gross domestic product (Kilmer et al. 2014). Understanding the consequences and
dynamics of illegal markets is essential for shedding light on how market actors assign value, fulfill
trade obligations, and develop from nascent stages into stable trade networks.

One of the most notable transformations in illegal trade over the past two decades has been the
proliferation of online illegal markets, often called cryptomarkets.!' Recent technological advances
have facilitated the development and flourishing of online illegal markets on the dark web,
fundamentally reshaping the landscape of illicit trade and granting unprecedented access to prohibited
goods (Aldridge & Décary-Hétu 2016, Barratt 2012, Barratt & Aldridge 2017). Just as the Internet
revolutionized legal trade through platforms like eBay (Diekmann et al. 2014), reshaped political
discourse through microblogging sites like Twitter (Perrin 2014), and transformed social networks
through platforms like Facebook (Hofstra et al. 2017, Lewis et al. 2008), it has also restructured illegal
trade through the emergence of online illegal markets.

In this review, we provide an overview of the expanding body of research on online illegal markets,
focusing on the domain of illegal drug trafficking since drugs constitute a significant portion of illicit
goods sold on cryptomarkets. We commence by delineating the nature of online illegal markets and
their distinctions from traditional offline markets. Subsequently, we delve into the dynamics and
implications of these markets for crime and criminal innovation, crime control and policy,and social
norms and behaviors linked to drug use,as well as public health and public policy. Additionally, we
explore the distinctive implications of cryptomarkets for market exchange, spotlighting emerging
research within economic sociology that pertains to online illegal markets. We also highlight the
relevance of adopting a network perspective for comprehending online illegal trade. Concluding, we
discuss the pathways for future research and stress the need for collaboration between scholars, law
enforcement agencies, and policymakers to prioritize sociological research, ensuring a comprehensive
and well-informed response to the intricacies and ongoing evolution of online illegal markets.

BACKGROUND

Cryptomarkets predominantly serve as platforms for illegal drug transactions, providing a secure and
anonymous environment for buyers and sellers to conduct business easily and discreetly using
cryptocurrency,a digital currency that ensures user anonymity (Barratt & Aldridge 2017,Christin
2013). The watershed moment arrived in 2011 with the launch of Silk Road, the first and most
infamouscryptomarket,heraldinganeweraindrugdistribution.Subsequenttoitsclosurein2013, many
other cryptomarkets emerged,learning from past experiences and continually innovating to

' We focus primarily on markets operating on the dark web,as these markets have been the most widely studied
type of online illegal market and account for a growing share of all online illegal trade.
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Figure 1

Screenshot of the landing page of an online illegal market.

evade law enforcement. These markets now offer a vast array of illegal goods and attract a much larger
clientele. Some current markets generate more than $US 500 million in annual revenue, and
contemporary estimates suggest that online drug markets already contribute to over 10% of all global
drug trade (UN Off. Drugs Crime 2021).

The interface of an online illegal market resembles legitimate online marketplaces like eBay and
Amazon.Users access these markets on the dark web using the Tor browser,which masks their location
and browsing history. Once within the markets, users encounter listings for drug products, links to
discussion forums, and other website information (Figure 1). Each product listing includes feedback
from previous purchasers, comprising written comments and numerical ratings reflecting their
satisfaction with the vendor and the transaction. In many markets, completing numeric evaluations is
a prerequisite to finalizing a transaction,although buyers may have the option to revise their assessment
following product receipt.Upon making a purchase,goods are delivered to the buyer through agreed-
upon channels.For instance,details are usually transmitted via direct messaging or decentralized peer-
to-peer communication.Physical goods,like drugs,are generally dispatched via governmental postal
services to the buyer’s designated address or other specified locations, such as secure public lockers
and post office boxes.

Online illegal markets differ significantly from traditional offline markets in terms of access, reach,
risks, pricing, and vulnerabilities. While traditional illegal markets operate in physical locations, where
face-to-face interactions occur between buyers and sellers, online illegal markets span geographic
boundaries and can cater to a global customer base. Although online trade also shields market actors
from physical risks, like violence, robbery, and police raids (Décary-Hétu & Dupont 2012), it imparts
new risks such as cyberattacks and fraudulent activities (Aldridge & Décary-Hétu 2016). Moreover,
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online markets afford greater anonymity to both buyers and sellers, complicating law enforcement
efforts to trace and identify participants (Décary-Hétu & Dupont 2012). Consequently, buyers now
possess global access to a diverse range of illegal drugs available with a mere mouse click.

The diversity of products and of pricing further distinguish the two market types. The digital nature
of online illegal markets permits a broader spectrum of illegal products and services to be offered
(Décary-Hétu & Dupont 2012). Vendors can offer an extensive selection of drugs, counterfeit items,
hacking services, weapons, and other illicit goods and services (Aldridge & Décary-Hétu 2016).In
contrast,offline markets are constrained by the availability of goods within their geographic location
(Bushway & Reuter 2008,  Caulkins & Reuter  2010). Pricing  within
onlinemarketsalsotendstobemoreuniformduetoglobalvendorcompetition,whileofflinemarkets
areinfluencedby localdemand andsupply dynamics,resulting invarying pricesand localizedcompetition
(Bushway & Reuter 2008). Illicit products listed online generally command higher prices than their
counterparts in offline illegal markets (Moeller et al.2021,UN Off.Drugs Crime 2021), consequently
attracting relatively more affluent online drug buyers (Barratt et al. 2014).

Given the relative anonymity inherent in online drug trade, law enforcement faces distinctive
challenges in dealing with online illegal markets. Traditional policing methods like surveillance and
raids can disrupt offline markets more readily, and they are also vulnerable to territorial disputes
between rival gangs (Décary-Hétu & Dupont 2012). Conversely, tracking online illegal transactions
and identifying market participants necessitates specialized skills and tools for effective intervention.
Although more immune to traditional policing strategies, online illegal markets have their own set of
vulnerabilities, including cyberattacks, vendor exit scams, and technological disruptions, which may
impede market operations (Aldridge & Décary-Hétu 2016).

CONSEQUENCES OF ONLINE ILLEGAL TRADE

The transformation in online illegal markets has yielded consequences that extend far beyond the
transactional websites themselves. Below, we delineate these consequences, addressing their
implications for understanding crime and criminal innovation, crime control and policy, social norms
and behaviors linked to drug use, and public health and public policy. Throughout, we underscore the
unique research prospects that studying online illegal markets presents.

Crime and Criminal Innovation

The emergence of online illegal markets constitutes a significant criminal innovation in illicit trade,
with wide-reaching implications for crime and its regulation (Aldridge & Décary-Hétu 2016,
Ladegaard 2020). Encrypted communication channels, such as Tor, provide anonymity for buyers and
sellers,while cryptocurrencies enable nearly untraceable financial transactions (Barratt & Aldridge
2017). The decentralized nature of cryptocurrencies complicates investigative efforts, given the
absence of a central authority overseeing transactions or user identities. Consequently, law enforcement
faces considerable challenges in identifying and prosecuting those involved in online illegal trade.
The ascent of online illegal markets has also revolutionized retail practices among drug distributors
and reshaped the structure of drug supply chains, with mid-level retailers increasingly procuring and
distributing illegal goods exclusively through online platforms (Aldridge & DécaryHétu 2016).These
online platforms help shield mid-level retailers from violence and intimidation inherent in competing
with established hierarchical criminal organizations controlling geographic turfs (Barratt et al. 2016a,
Martin et al. 2020). This has led some online drug distributors to accept diminished profit margins to
avoid direct entanglement with criminal organizations engaged in offline illegal trade. This evolution
has also disrupted certain drug supply chains, as mid-level retailers can now distribute directly to
individual drug users as well as smaller wholesale distributors (Aldridge & Décary-Hétu 2016).
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While research is just beginning to unravel the intricacies of these markets’ criminal innovation,
further research is essential for comprehending the interplay between evolving encrypted
communicationchannelslikeTorandthecountermeasuresemployedbylawenforcement.Suchan
exploration could elucidate strategies to counteract identity obfuscation and enhance investigative
capabilities. Likewise, a deeper examination of cryptocurrency-based transactions’ vulnerabilities and
potential disruptions may offer insights into curtailing untraceable financial flows that underpin online
illegal markets. Furthermore, understanding the nuanced motivations of mid-level retailers who
choose to operate within these digital spaces and exploring the extent to which they remain detached
from traditional criminal organizations could illuminate novel avenues for crime prevention and
intervention strategies.

Crime Control and Policy

Online illegal markets present unique challenges for supply-side policies,as they exhibit resilience
against local elasticities that often trigger fluctuations in pricing and product availability in offline
illegalmarkets(see Beckeretal.2006,Bushway&Reuter2008). Asaresult,onlinemarketsprovide a means
for accessing illegal goods even when supply-side policies attempt to limit local availability.An
illustrative example of this phenomenon occurred in 2014 when the US Drug Enforcement
Administration reclassified hydrocodone, a prescription opioid, from a schedule III substance to a
more tightly regulated schedule II substance. Martin and colleagues (2018) analyzed the impact of this
policy shift on dark web opioid trafficking. Their findings revealed an initial short-term increase in
hydrocodone sales on the dark web due to the change in scheduling status. However, over time, the
surge in hydrocodone sales was replaced by a long-term increase in fentanyl and heroin sales as former
hydrocodone users shifted to cheaper and more potent opioids.

The adaptability of online illegal markets to supply-side policy changes complicates traditional
drug control approaches.A recurring theme in research on online illegal markets is the ineffectiveness
of conventional policing tactics. Given the decentralized nature of online trade, approaches such as
arresting influential figures are neither practical nor likely to disrupt market operations (Duxbury &
Haynie 2018a, 2020). Policing interventions that shut down multiple markets simultaneously have
minimal effects on overall drug trafficking levels, as they tend to produce large influxes of traffic to
still-operational markets (Ladegaard 2020, Norbutas et al. 2020, Ouellet et al. 2021). Consequently,
while large-scale policing interventions may reduce crime in offline illegal markets (Braga et al. 2019,
Weisburd et al. 2017), online disruptions tend to displace illicit trade rather than deter it.

The global nature of cryptomarkets further complicates enforcement efforts as illicit transactions
transcend international borders (Barratt & Aldridge 2017). The absence of uniform laws and
regulations about cryptocurrencies and the dark web across different jurisdictions creates coordination
hurdles for international law enforcement, hampering individual countries’ abilities to regulate them
effectively (Christin 2013). Moreover, cryptomarkets continuously evolve and adapt,employing
sophisticated security measures and communication protocols (Ladegaard 2020, Martin 2014),
demanding specialized expertise to keep pace with technological advancement, posing additional
challenges for law enforcement.

Given these intricate dynamics, the evolving landscape of online illegal markets necessitates fresh
avenues of research to shape effective crime control and policy strategies. Future inquiries might
explore technology-driven approaches to target supply-side disruptions in digital illicit trade, seeking
innovative means to counteract the adaptive nature of online markets. Examining the efficacy of cross-
jurisdictional collaboration and establishing international frameworks for regulating cryptocurrencies
and the dark web could provide insights to enhance global enforcement efforts. Moreover, a holistic
understanding of the interplay between market displacement effects and the potential for deterrence in
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online illegal markets is essential for crafting policies that mitigate unintended consequences and
effectively curtail illicit trade within the digital realm.

Social Behavior and Norms About Drug Use

Cryptomarkets can shape social behaviors, norms, and values associated with drug use (Van Hout &
Bingham 2014). The proliferation of online illegal markets has expanded access to illicit goods, leading
to shifts in drug consumption patterns (Barratt et al. 2016b, Van Hout & Bingham 2014). Notably,
approximately 11.3% of respondents polled by the Global Drug Survey (Winstock et al. 2021, p. 26)
indicated purchasing drugs from cryptomarkets on the dark web.

The capacity of online illegal markets to transcend geographic boundaries has enhanced the
accessibility of illicit goods. Buyers are drawn to online platforms due to convenience and perceived
safety compared with traditional street-level drug markets (Van Hout & Bingham 2014). Online
platforms also provide access to substances and other goods unavailable through offline channels
(Barratt et al. 2016b). Reports from online drug buyers reveal more frequent drug purchases, a greater
diversity of drug products purchased, increased drug experimentation, and more harmful drug use
(Barratt et al. 2016b, Martin et al. 2018, Van Hout & Bingham 2014, Walsh 2011). Furthermore, online
drug buyers report increased “drug hoarding,” involving acquiring substantial drug quantities in single
transactions for extended use (Barratt et al.2016b),potentially prompting changes in drug consumption
(UN Off. Drugs Crime 2021, p. 24).

Future research should explore the complex interplay between online illegal markets and drug
consumption patterns to comprehensively understand evolving social behavior and norms linked to
drug use. Exploring the multifaceted impact of increased accessibility to illicit goods on individual
behaviors, attitudes, and health outcomes, as well as the role of online platforms in shaping perceptions
of safety and convenience, could provide crucial insights for designing targeted interventions and harm
reduction strategies. Examining the relationship between the diversity of available substances and drug
experimentation, as well as the consequences of increased drug hoarding and changes in consumption,
can help policymakers and public health experts anticipate and address emerging challenges in this
evolving landscape.

Public Health and Policy Implications

Online illegal drug markets present risks and benefits to various stakeholders, with profound
implications for public health and policy (Cunningham et al.2018).The anonymity and convenience of
online drug purchasing may attract new users who might not have otherwise engaged in drug use. The
wide range of substances available on these platforms can contribute to drug experimentation, polydrug
use, hoarding, and intensified substance use (Barratt et al. 2016b, Martin et al. 2018), potentially
leading to increased overdoses and addictions (Van Hout & Bingham 2014). Additionally,the presence
of counterfeit pharmaceuticals on these platforms poses significant risks to public health, as consumers
may unknowingly purchase adulterated or ineffective medications. The absence of quality control and
regulation in the illicit drug market raises further concerns about the purity and safety of substances
purchased from cryptomarkets.

Despite the substantial negative consequences of online illegal trade, some scholars have
highlighted certain social benefits that online illegal markets offer compared with their offline
counterparts. One potential advantage lies in heightened transparency in the quality of goods and the
possible reduction of product contamination through open product evaluation (Aldridge et al. 2018,
Bancroft & Reid 2016, Barratt & Aldridge 2017). Another potential benefit arises from the reputation-
based feedback system employed by cryptomarkets, which serves as a form of quality control. Vendors
on these platforms are incentivized to deliver high-quality products and services to maintain positive
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reputations (Aldridge et al.2018).This dynamic can result in higher customer satisfaction compared
with street-level drug markets, where product quality and consistency may vary due to the lack of such
feedback mechanisms and the existence of monopolistic competition that limits organizational

incentives to offer better products (e.g., Beckert & Wehlinger 2013, Gambetta 2009).

Additionally,onlinedrugtrademightreduceviolenceindrugtransactionsbyminimizingdirect
interactions between buyers and sellers (Martin 2014). Some researchers even suggest that online
illegal markets could reduce organized crime violence (Barratt et al. 2016a), as online illegal trade
reduces incentives for territorial control, given that geographic monopolies are unnecessary to secure
market shares (e.g., Caulkins & Reuter 2010, Papachristos et al. 2013). As a result, revenue is diverted
away from violent organizations, such as street gangs, competing for local and regional influence.

Future research should delve into several critical areas to comprehensively address the intricate
public health and policy implications arising from online illegal drug markets. Investigating the impact
of increased accessibility to diverse substances on drug experimentation,polydrug use,and the potential
escalation of harmful behaviors is paramount for designing targeted interventions and harm reduction
strategies. A crucial focus should be on understanding the extent of health risks, including overdoses
and addictions, attributed to the availability of more potent substances and the lack of quality control
in this digital landscape. Research aimed at identifying and curtailing the sale of counterfeit
pharmaceuticals on these platforms could provide actionable insights for safeguarding public health.
Moreover, further research is needed to unravel the intricate balance between potential social benefits
and negative consequences of online illegal markets. Examining the dynamics of the reputation-based
feedback system and its impact on enhancing product quality and consumer satisfaction could offer
valuable lessons for improving drug market operations. Investigating the extent to which online drug
trade reduces violence and organized crime and understanding the mechanisms behind these potential
reductions could guide policy efforts to foster safer drug market environments.

In summary, prior studies have outlined how online illegal markets lead to profound yet intricate
consequences for illegal trade. These markets influence drug use frequency, diversity, and potency
while curbing violence and product contamination in offline trade realms. They have also reshaped
supply chains and complicated the effectiveness of supply-side policing tactics. The contrasting effects
of cryptomarkets underscore the necessity for future research to examine online drug markets’ impact
on health outcomes and the broader drug epidemic in order to shape effective public health policies
and interventions on morbidity and mortality among online drug buyers relative to their offline
counterparts.

MARKET ORGANIZATION AND TRADE DYNAMICS

To effectively engage in the emerging research directions described above, it is essential to understand
the intricacies of market organization and trade dynamics within these platforms. Like traditional on-
the-ground markets, cryptomarkets face coordination problems in organizing exchanges (Beckert
2009). However, these challenges are amplified in the context of online illegal trade, where market
actors grapple with issues such as information asymmetry (Akerlof 1970), anonymity (Granovetter
1985), and the risk of state sanctioning (Gambetta 2009). Actors within these markets thus struggle to
ensure cooperation,assign value to illegal goods,and compete without the oversight of governing
authorities (Beckert & Wehlinger 2013). While online actors are insulated from physical violence, they
also lack the recourse to employ violence or intimidation to promote cooperation, a common
enforcement mechanism in offline illegal trade (Caulkins & Reuter 2010).

Consequently, trust evaluations take on paramount importance. Placing trust in the wrong exchange
partner can lead to financial loss, physical harm, and health hazards in the case of drug distribution.
Market actors face a dilemma when deciding whom to trust within online illegal markets. In traditional
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drug markets, reputation and trust are forged through direct interactions and reliance on personal social
networks,shared social connections,kinship,and circulating information about actors’ past trade
practices (Beckert & Wehlinger 2013,Bright et al.2018,Gambetta 2009,Smith & Papachristos
2016).However,the traditional role of networks is undermined in online settings due to actor
anonymity,rendering interpersonal connections,shared social attributes, and network-mediated
information dissemination ineffective (Bakken et al. 2018, Dieckmann et al. 2014, Kollock 1999,
Ladegaard 2020, Przepiorka et al. 2017).

The most widely discussed trust mechanism in online illegal trade settings is the reputationbased
feedback system, analogous to feedback systems employed on platforms like eBay or on review
aggregators like Yelp. The reputation-based feedback system plays a pivotal role in establishing trust,
reducing the risk of fraudulent transactions, and enabling self-policing within the market system
(Diekmann et al. 2014, Duxbury & Haynie 2018b, Kollock 1999, Ladegaard 2020, Przepiorka et al.
2017). Reputation is built through numeric sales ratings submitted by previous buyers, enabling
prospective buyers to assess the quality of past transactions (Bakken et al. 2018, Barratt et al. 2016a,
Cox 2016, Van Hout & Bingham 2014). Buyers can rate vendors and offer feedback based on their
experiences, aiding future buyers’ ability to gauge reliability and product quality.

Multiple studies underscore the close attention potential buyers pay to formal reputational systems
(Bakken et al. 2018, Barratt et al. 2016b, Cox 2016, Van Hout & Bingham 2014). Przepiorka and
colleagues (2017) find that increases in reputational standing are associated with increases in sales
volume and prices, while Munksgaard & Tzanetakis (2022) find that reputational standing is associated
with stronger revenue generation. Conversely, negative feedback can have adverse effects, limiting
repeat purchases, deterring future customers, and potentially risking vendor expulsion from the market
(Munksgaard & Tzanetakis 2022, Przepiorka et al. 2017). This reliance on high-reputation vendors
contributes to a more centralized market structure where buyers flock to high-reputation vendors
(Duxbury & Haynie 2018b), creating substantial market barriers for new vendors without established
reputations to gain a foothold.

Reputational information incentivizes vendors to uphold ethical business practices and maintain
high standards of service and product quality (Barratt & Aldridge 2017). Successful vendors closely
monitor market trends and customer feedback, adjusting their strategies to remain
competitive.Moreover,maintaining operational security and avoiding police detection are also crucial
success factors for cryptomarket vendors (Martin et al. 2020). Given law enforcement’s efforts to
disrupt these markets,vendors must adopt stringent security measures and remain vigilant against
potential threats.

While essential, the reputation system in online illegal markets also has several limitations that
researchers have highlighted. A primary concern revolves around the potential for fake reviews and
biased feedback, whereby vendors or competitors attempt to inflate their reputation or denigrate others
to gain an advantage (Masson & Bancroft 2018). For instance, studies have revealed instances of sales
padding, where vendors purchase goods from themselves to leave positive reviews, inflating their
reputation (Cox 2016). Fear of retaliation may also hinder honest feedback, as some buyers may
hesitate to leave negative reviews (Van Hout & Bingham 2014). The mandatory nature of sales
evaluations can inflate reputations, as buyers often leave five-star reviews to avoid angering vendors
before the completion of the transaction and later neglect to update their feedback after receiving the
product. This phenomenon has led to a bimodal distribution of sales ratings, with a high prevalence of
five-star evaluations (Przepiorka et al. 2017, Tzanetakis et al. 2016). Other studies suggest that
reputational effects may be limited to first-time buyers, who utilize reputational information for their
first transaction but rely on other factors, such as pricing and networks, for subsequent trade (Duxbury
& Haynie 2018a, Norbutas et al. 2021).
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In summary, trust-related concerns assume a central role in online illegal drug trade as buyers and
sellers navigate conditions marked by anonymity, significant information asymmetry, financial and
health risks, and the specter of state intervention. Reputational mechanisms facilitate trade under these
circumstances, albeit with varying degrees of effectiveness, primarily affecting new buyers. While
reputation systems are integral for market stability, recent research also notes the important role of
network structure for shaping market outcomes beyond that offered by the reputation system. Turning
to this issue, we next describe an emerging strand of economic sociology research that highlights the
importance of network dependencies in facilitating online illegal trade, even within an environment
marked by relative anonymity among market participants.

NETWORK GOVERNANCE AND THE ECONOMIC SOCIOLOGY OF
ONLINE ILLEGAL MARKETS

Within online illegal markets, social relationships develop through economic and social interactions
endogenous to the online trade environment. Economic trade networks shape actors’ reputations and
build trust.Adopting a network perspective reveals the interdependence of market actors and sheds
light on the influence of network structures on market dynamics. This approach can identify influential
actors and key clusters of actors involved in market governance and enforcement mechanisms
(Décary-Hétu & Laferriére 2015). Network data also contribute to our understanding of market
resilience and market actors’ adaptive tactics in response to law enforcement efforts. For instance,
market actors might resort to evasive tactics and migrate to more secure platforms to counteract law
enforcement interventions. By examining the connections woven within online illegal drug
cryptomarkets, we gain a more nuanced understanding of the complex interactions among market
participants and their reverberations on the market’s overall functioning.

Online Illegal Markets as Trade Networks

Cryptomarkets are complex systems influenced by various social, technological, and legal factors. The
new economic sociology contends that social relationships mold economic actions and that social
networks are essential in shaping market outcomes (Fligstein & Dauter 2007, Granovetter 1985).Such
networks establish trust,familiarity,and allegiance between exchange partners,affecting market
behaviors like pricing, trade frequency, and efficiency (Hillmann & Aven 2011; Uzzi 1996, 1997; Uzzi
& Lancaster 2004). Networks also provide an assurance structure in risky trade environments, as they
disseminate reputational information, establish trade norms, and cultivate prospects for future returns
via ongoing trade relationships (Axelrod 1984, Greif 2006, Kollock 1994, Podolny 2001).

Despite a substantial body of research underscoring the significance of social networks in
unregulated trade, encompassing premodern and illegal exchange (Beckert & Wehlinger 2013,
Gambetta 2009, Greif 2006, Moeller & Sandberg 2019), research into online markets has cast doubt
on the role of network dependency (Bakken et al. 2018, Diekmann et al. 2014, Przepiorka et al. 2017).
The anonymity inherent to online illegal markets has been perceived as undermining the viability of
network-based enforcement mechanisms. Nonetheless, even without exogenous social networks in
offline markets, network governance still permeates online trade, facilitated through economic trade
networks that mold actors’ reputations and build interpersonal trust.

The prevailing approach to examining network dynamics in online illegal markets is through
thereconstructionoftradenetworksusingsalesevaluations.Connectionsbetweenbuyersandvendors  are
established through weighted ties that reflect the number of illegal exchanges between a pair, thus
generating an economic exchange network representing the frequency of illegal trade relationships.
Early network analyses of online drug markets revealed densely clustered, localized patterns (Duxbury
& Haynie 2018b). Preferential attachment to high-reputation vendors creates local clustering where
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only a small share of buyers interlocks distinct communities (Duxbury & Haynie 2018a). Network-
reputational effects have also been observed, whereby high-quality initial transactions engender
recurrent exchange relationships, while poor-quality transactions prompt buyers to exit the market
(Norbutas et al. 2021).

More recent studies highlight how trade network structures affect market outcomes by forging trust
between exchange partners (Duxbury & Haynie 2021, 2023a). Two influential network mechanisms
for cultivating trust are repeated exchange and four-cycle closure. Repeated exchange creates a sense
of familiarity between partners, curtailing the costs of seeking new partners. Four-cycle structures
emerge when two buyers purchase from the same two vendors, leading to indirect network referrals
based on shared purchasing behavior (Duxbury & Haynie 2021, 2023a). Since online market actors
pay close attention to sales histories when making purchasing decisions (Barratt et al. 2016b, Van Hout
& Bingham 2014), four-cycle closure acts as an indirect network referral, where buyers interpret other
buyers’ shared purchasing behavior as an indicator of vendor trustworthiness and product quality.

Both network mechanisms wield substantial influence over market organization and trade
dynamics. Network embeddedness in repeated exchange relationships and four-cycle structures
empowers vendors to raise prices due to the trust premium in online illegal trade, where buyers are
willing to pay higher prices to trade with trustworthy vendors (Duxbury & Haynie 2023a, Munksgaard
& Tzanetakis 2022, Przepiorka et al. 2017). Additionally, these network effects have asymmetric
impacts on product selection.Repeated exchange curtails the frequency of buyers purchasing new types
of drugs, while four-cycle closure is associated with increased diversity in drug purchasing (Duxbury
& Haynie 2023b). Repeated exchange relationships and four-cycle closure have also demonstrated a
critical role in establishing trade relationships within emerging online illegal markets. In these contexts,
reputational information is yet to be found through electronic feedback systems, compelling buyers to
rely on trade networks for navigating online illegal trade during the precarious nascent stages of market
development (Duxbury & Haynie 2021).

Embeddedness Paradox

While an expanding body of research documents the role of network dependence in online illegal
markets,certain studies suggest that network governance can adversely affect market performance.
Uzzi (1997) introduced the concept of the embeddedness paradox, describing situations where network
dependencies diminish market efficiency. Over-embedded networks, characterized by exceedingly
strong social ties, can dampen profit and competition by generating social incentives that override
economic incentives.Buyers who harbor deep trust and loyalty towards specific vendors might secure
discounts, thereby diminishing overall profitability and competitive dynamics within the market.
Relying heavily on prior exchange partners can also lead to fragmented market structures resembling
local monopolies, wherein few buyers seek out new vendors for illegal purchasing (Beckert &
Wehlinger 2013).

In the context of online illegal drug cryptomarkets,overembeddedness is associated with lower drug
prices and revenue.For instance,Duxbury & Haynie (2023a) identify a nonlinear effect of repeated
exchange and four-cycle closure on the online drug trade, where overembedded networks
areassociatedwithlowerdrugpricesandrevenue.Moreover,suchnetworkscancontributetomarket
stagnation by undermining competition (Duxbury & Haynie 2023b). When buyers primarily purchase
within local clusters or established trade relationships, it curtails opportunities for vendors to compete
for customers and innovate. Consequently, overembedded trade networks have been shown to decrease
the frequency of trade in well-established online drug markets (Duxbury & Haynie 2021).

Understanding the embeddedness paradox is essential for policymakers and law enforcement
agencies seeking to address the challenges posed by online illegal trade. Hence, interventions that
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tackle the complexities of online illegal markets must carefully consider the network dynamics and
the potential implications of overembeddedness on market performance. By garnering a
comprehensive understanding of network effects, policymakers can formulate more efficacious
strategies to mitigate the repercussions of online illegal trade and safeguard public safety and health.

Open Discourse

The importance of open discourse in online illegal markets extends to shaping the dynamics and
resilience of drug cryptomarkets. Venues for open discourse serve as platforms for market actors to
exchange information, share insights and experiences, and evaluate vendors and products. This open
exchange of information through encrypted channels allows actors to also discuss product quality,
delivery methods, and best practices for consumption, fostering a community that is informed and
well-versed in market intricacies (Aldridge & Askew 2017, Ladegaard 2020). Market actors gain
insights into vendors’ reputations, product reliability, and potential transaction risks by engaging in
web-based discussion forums, direct messaging, and sales evaluations.

Kollock’s (1999) early observations on eBay demonstrated how open discourse allowed vendors
to build informal reputational standing, even before they had a formal reputation based on prior
transactions.This phenomenon is also evident in the context of the online drug trade,where open
discourse enables market actors to build and sustain reputations, foster transparent communication,
and cultivate trust among fellow participants (Cox 2016, Morselli et al. 2018). Vendors can
demonstrate their expertise, guide newcomers, transparently resolve trade disputes, and promote their
products by engaging in discussions. Such interactions further foster relationships and trust within the
market, contributing to developing a robust and resilient trading ecosystem.

Moreover, open discourse propels technical innovation in response to law enforcement
interventions (Ladegaard 2020). Following policing operations, market actors often congregate on
online forums to share information about the operation, identify vulnerabilities in website
infrastructure, and leverage past experiences to enhance trading practices and website design. By
learning from prior interventions and adapting their strategies, market actors have honed their ability
to evade law enforcement efforts, augmenting the current online markets’ resilience to future
disruptions.

Network Vulnerabilities

Criminologists increasingly recognize the importance of adopting a network-oriented perspective to
inform policing efforts (Bouchard 2007, Duxbury & Haynie 2019, McGloin 2005). Utilizing network
metrics allows law enforcement to identify influential and highly connected actors within the market,
such as brokers, who play crucial roles in facilitating transactions and coordinating trade. Targeting
brokers can lead to more effective market disruption, particularly within the highly interconnected
core of repeat purchasers (Duxbury & Haynie 2018a). However, traditional policing methods that
disrupt drug cryptomarkets face formidable hurdles due to logistical complexities and resource
constraints. Building criminal cases against market actors often spans years, necessitates cross-
jurisdictional collaborations among law enforcement entities, and carries considerable expense.
Moreover, large-scale policing operations have yielded limited success in significantly reducing
market activity (Décary-Hétu & Giommoni 2017, Ladegaard 2019, Norbutas et al. 2020). These
challenges have prompted some scholars to advocate for alternative policing tactics, such as trust-
based policing (Duxbury & Haynie 2018a).

Trust-based policing undermines trust between market actors, thereby disrupting market activity.
This could involve making modest purchases and subsequently leaving negative vendor reviews or
patrolling online discussion boards like Dread, a dark web forum equivalent of Reddit, to post
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unfavorable assessments of online vendors. The efficacy of trust-based policing hinges on resource
allocation. Under resource constraints, interventions modestly diminishing vendors’ reputations might
prove more successful than arresting leading figures. However, at higher levels of intervention and
with fewer resource constraints, the arrest of key figures can culminate in the complete closure of
markets (Duxbury & Haynie 2020). By interpreting the dynamics of online illegal markets through a
network-oriented lens, law enforcement can make more informed decisions and formulate targeted
interventions to disrupt market activity effectively. Nevertheless, addressing the challenges posed by
online illegal markets will persistently demand inventive and collaborative approaches from law
enforcement agencies on a global scale.

Market Migration Networks

Another valuable network-oriented approach for understanding cryptomarket dynamics involves
treating online illegal trade environments as migration networks (Norbutas et al. 2020, Ouellet et al.
2021). Treating markets as nodes and examining the connections between actors with active accounts
on multiple markets provides insights into the transferability of reputation across markets and the
displacement of actors following law enforcement interventions or other market disruptions. This
approach also captures complex interdependencies within online illegal market ecosystems, offering a
more comprehensive understanding of broader market dynamics. Research findings have revealed that
vendors can uphold their reputational status even after market closure, as name recognition allows
them to continue conducting business with the same clientele on other cryptomarkets (Norbutas et al.
2020). However, research using the migration network perspective has faced technical challenges due
to the anonymity of market actors. Since actors can change their usernames on different markets,
distinguishing whether a distinct username signifies a separate user or the same actor operating under
a different identity becomes challenging. Consequently,researchers often restrict their analyses to a
subset of actors who use the same username on multiple markets, limiting the scope of analysis.

Overall,the research into the network dynamics of online illegal markets has revealed that even
anonymous actors can forge social connections through illegal trade and discursive interactions. The
trade networks within these markets significantly influence various facets,encompassing buyers’
purchase behaviors, vendors’ sales strategies, and market resilience. Furthermore, this line of inquiry
has contributed to a better understanding of offline illegal market conduct by underscoring the
importance of economic trade networks in shaping market outcomes. While studies of offline illegal
markets primarily concentrate on interpersonal networks (Beckert & Wehlinger 2013, Bright et al.
2018, Gambetta 2009), research into online illegal markets illustrates economic trade networks’ impact
on market outcomes. By delving into mechanisms related to trust, communication, and uncertainty, the
research on online illegal markets has illuminated processes capable of influencing illegal market
behaviors, both online and offline. This knowledge is invaluable for developing effective interventions
and policies to tackle the complexities posed by illegal cryptomarkets.

FUTURE DIRECTIONS: CULTURE, MARKET FAILURE, MARKET
INNOVATION, STRATIFICATION

Sociologists play a crucial role in studying how the anonymity and accessibility of illegal drug
cryptomarkets influence drug consumption patterns and broader societal attitudes toward drugs and
drug policies. The behavior of market actors is profoundly molded by social norms, trust networks,
and informal rules that underlie their interactions. To understand cryptomarket activities
comprehensively, researchers must consider the social context, interactions, and relationships among
market participants. Embracing a sociological perspective allows for a deeper analysis of power
dynamics, the configuration of trust networks, and the impact of social norms on market behavior.
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This approach is vital for unraveling the complex interactions within these online illegal markets and
their effects on drug use behaviors and social perceptions of such behavior. This next section outlines
a few directions for future research on online illegal markets, spotlighting avenues that sociologists
are well-equipped to pursue, including market culture, market failure, market innovation, and the
repercussions of online illegal trade on social stratification.

Market Culture

Markets are not just economic entities; they are also cultural institutions shaped by status signals,
cultural values, and trade norms (Fligstein 2001, Fourcade & Healy 2007, Podolny 2010). Initially,
online drug markets were driven by a libertarian trade ethic favoring unregulated exchange in
encrypted online spaces (Maddox et al. 2016, Munksgaard & Demant 2016). However, cultural
analysis has taken a back seat to research focused on revenue generated, trade frequency, and market
outcomes,creating a gap in understanding how cultural norms,beliefs,and values permeate illicit trade
within online markets. Still, some research has successfully adopted a cultural perspective. For
instance, Aldridge & Askew’s (2017) research took a cultural perspective to understand buyer behavior
in an online drug market, revealing that beyond the reputation system, norms of information sharing
influenced buyers’ purchasing decisions (similarly expounded by Duxbury 2018). Other research
illustrates how norms related to conflict resolution are critical in establishing trust between market
actors (Morselli et al. 2018).

To advance research on market culture,two key directions can be pursued.First,computational
methods can be harnessed to analyze the content, character, and quality of textual interactions posted
on online discussion forums by market participants to examine how norms, beliefs, and values
germinate and influence trade within these markets.The rich availability of text data on online illegal
markets makes this approach promising for understanding the cultural underpinnings of these
environments.

Second,cross-national comparative analyses of online illegal markets can uncover cultural
heterogeneity and its role in influencing purchasing behaviors, conflict resolution, and the valuation
of illegal goods. The predominant focus of cryptomarket research has been on English-language
markets in Western nations, overlooking additional cross-national cultural distinctions that may yield
valuable insights into the dynamics of these markets (e.g.,Fligstein & Dauter 2007,Fourcade & Healy
2007). By examining the cultural norms and values that contour cross-national market behavior,
researchers can better grasp online illegal trade’s complexities and implications for societal dynamics
resulting in more efficacious policy and policing efforts (Aldridge & Askew 2017, Morselli et al.
2018).

Market Failure

Examining the phenomenon of market failure? holds considerable promise for sociology’s examination
of illegal cryptomarket development and evolution. Prevailing research on drug cryptomarkets
predominantly focuses on successful cryptomarkets, leaving unanswered questions about factors
leading to market collapse. In online illegal trade settings, risks of victimization, scams, and the lack
of state oversight elevate the probability of market failure (Beckert & Wehlinger 2013, Gambetta
2009). Many online illegal markets are short-lived, with drug cryptomarkets lasting only 18 months on
average, underscoring the need to identify factors that lead to market stability or failure (UN Off. Drugs

Crime 2021).

2 In economics,market failure refers to a situation in which the allocation of goods and services in a free market is
not efficient,leading to suboptimal outcomes for society.In this article,we refer to market failure to indicate the

decline in market activity to the point where the market collapses and trade ceases to occur.
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Understanding market failure bears substantial implications for policing strategies, especially
considering that conventional tactics have shown limited effectiveness in reducing online illegal trade.
Relying on large-scale arrest operations is costly, complex, and often unsuccessful (Ladegaard 2019,
Norbutas et al. 2020). Because most drug cryptomarkets collapse early, it is critical to identify the
conditions that prevent markets from progressing beyond their early stages to a more stable trade
equilibrium. Identifying the dynamics of market failure may reveal the vulnerabilities and challenges
confronting these markets, enabling more effective and efficient policing strategies to prevent the
establishment of stable, long-lasting illegal markets.

Market Innovation

Technological innovation remains a driving force in the evolution of cryptomarkets,as these illegal
markets constantly respond to emerging internal and external threats. One aspect of this innovation is
the use of decentralized marketplace models, where transactions and interactions occur directly
between buyers and sellers without the intervention of a central authority. This system enhances market
participants’ privacy and security while also minimizing the risk of law enforcement disruptions
(Nakamoto 2008). Additionally, privacy-centered cryptocurrencies like Monero and Zcash have gained
popularity in cryptomarkets,enhancing transaction privacy and anonymity, thereby rendering
transaction tracing and participant identification even more challenging (Mdser & Bohme 2017).

Furthermore, some cryptomarkets have incorporated escrow services using blockchain-based smart
contracts to ensure secure and reliable transactions. These smart contracts facilitate automated fund
release upon the fulfillment of predefined conditions,thereby ensuring the compliance of both parties
with their obligations (e.g., Haber & Stornetta 1997). Another security measure adopted in certain
cryptomarkets is the use of multi-signature wallets, mandating multiple private keys for transaction
authorization and reducing the risk of fraud and theft (Antonopoulos 2014).

Other cryptomarkets have augmented vendor and product verification mechanisms to further
cultivate customer trust and stabilize market operations. This encompasses background checks on
vendors and the authentication of listed products (Christin 2013). Additionally, platforms continuously
refine their user interfaces to deliver a seamless and user-friendly experience, drawing in more users
and increasing engagement (Bohme et al. 2015). Reputation systems remain critical for fostering trust
among market participants and continue to evolve to counteract fraudulent activities and ensure reliable
trade (Resnick & Zeckhauser 2002).

While these innovations reflect the dynamic nature of online illicit markets, further research is
needed to fully understand their implications. Sociologists must analyze how these additional
innovations change market behaviors, trust dynamics, and overall market functioning. Moreover,
future research is needed to investigate the broader consequences of these innovations, such as their
impact on criminal justice strategies, law enforcement practices, and public health.

Stratification

Investigating the impact of online illegal markets on social stratification is a crucial area of research
where sociology’s unique insights are particularly important. The potential benefits derived from
engaging in illegal online trade, particularly in terms of reduced violence and safer substance use, are
not equally accessible to all segments of society. Participating in illegal online markets requires access
to Internet resources and a certain level of digital fluency to navigate encrypted online settings
effectively. These prerequisites likely create barriers for disadvantaged individuals lacking technology
access or proficient digital skills. In addition, as research indicates that illicit goods often command
higher prices when purchased online compared with traditional offline markets, financial barriers will
prevent less economically affluent consumers from reaping any potential benefits of online illegal
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trade (Barratt et al. 2014, Moeller et al. 2021, UN Off. Drugs Crime 2021). This socioeconomic
disparity creates a situation where more affluent groups can opt out of the potential hazards linked
with purchasing illicit goods offline, such as contamination risk, violence, victimization, and arrest,
by opting for the relative security and product assurance offered by online markets.?

Thus, expanding online markets can further exacerbate the marginalization of disadvantaged
groups by increasing the probability of law enforcement detection and arrest.The extent to which
unequal access to online illegal trade insulates privileged actors from the risks associated with
oftlineillegaltraderemainsunderexploredandisanarearipeforsociologicalexploration.Addressing these
market-use disparities requires comprehensive policies acknowledging broader societal contexts, such
as stratification systems in place. While online markets may bring some potential advantages for a
select consumer group, they also pose substantial risks for online users, requiring a balanced policy
that considers both public safety and individual freedoms. Policymakers must carefully weigh the
consequences of online illegal trade while accounting for public health and societal implications.

Overall, further exploration of online illegal markets offers several promising avenues for
sociologists to broaden scientific knowledge about these multifaceted systems. Examining market
culture, norms, beliefs, and values shaping illegal trade sheds light on trust dynamics and conflict
resolution among market actors. Developing a better understanding of market failures and success is
crucial for effective policing strategies to forestall online illegal markets from reaching stable trade
equilibriums.Evolving  cryptomarket trends,like  decentralized marketplaces,privacycentric
cryptocurrencies, and reputation systems, present fresh challenges and opportunities for sociological
inquiry. Additionally, exploring the repercussions of online illegal markets on social stratification,
violence, and individual health outcomes can provide valuable insights into the broader societal
implications of these markets. Through collaborative, evidence-based research, sociologists contribute
to a more comprehensive and nuanced understanding of online illegal trade’s intricate and ever-
evolving landscape.

CONCLUSION

Online illegal markets have reshaped the landscape of illegal trade, disrupting traditional patterns and
dynamics undergirding traditional drug markets (Aldridge & Décary-Hétu 2016,Barratt 2012, Barratt
& Aldridge 2017). These digital platforms grant unprecedented access to illegal goods and transform
how illegal trade is conducted and understood (Ladegaard 2020). The intricate interplay of formal
reputations, social networks, and  trust  mechanisms reveals a complex
ecosystemthatextendsbeyondconventionalmarketanalyses. Byexaminingthesemarketsthrough a
sociological lens, we gain insights into the multifaceted interactions, behaviors, and implications that
shape this modern phenomenon.

The digital nature of online illegal markets has fostered transparency in trade practices, enabled
technical innovations, and encouraged open discussions of illegal behavior. Yet, the depth of these
markets goes beyond superficial evaluations. Buyers and sellers are embedded within intricate trade
networks that considerably influence market behaviors. Thus, the study of online illegal markets
necessitates a holistic approach that considers the dynamics of these networks alongside analyzing the
role of formal reputations and conducting cost-benefit analyses. Sociologists, equipped with a
multifaceted toolkit spanning technology, markets, crime, health, and social behavior, are well-
positioned to examine the complexities inherent in these illegal digital marketplaces. As online illegal
markets continue to evolve, continuous research and analysis will be essential to keep pace with their
dynamic nature and address the broader societal implications effectively.

3 In one sense, online illegal markets amplify patterns of stratification that occur in street-level drug markets where
the least privileged actors are most likely to receive the harshest sanctions for illegal drug sales or possession.
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In conclusion, this article offers a comprehensive exploration of the intricate dynamics within online
illegal markets,particularly focusing on drug cryptomarkets.However,the insights derived from this
analysis extend far beyond the realm of drug trade and hold relevance for understanding and addressing
a wide range of other online illegal markets. For example, similar to drug cryptomarkets, online
platforms play a significant role in the sex work industry. Sex workers and clients often rely on digital
platforms to connect, negotiate services, and ensure safety. Trust and reputation among participants are
crucial in this context as well.Just as in drug cryptomarkets,the exchange of information and reviews
about sex workers’ services on online forums and platforms fosters a sense of trust and allows clients
to make informed decisions. Understanding these trust-building mechanisms and the role of online
communication is essential for comprehending the dynamics of online sex work markets. In the realm
of illegal credit card trading, for example, participants engage in underground markets to buy and sell
stolen credit card information. Just as in drug cryptomarkets, networks and reputation systems are
essential for facilitating trust and exchange. Buyers rely on signals about the trustworthiness of sellers
and the quality of the stolen credit card data when determining trade partners. Understanding these
dynamics can aid law enforcement agencies in targeting influential actors and disrupting these illicit
markets effectively.

By applying the insights from this article to these examples and other online illegal markets,
researchersandpolicymakerscangainamorenuancedunderstandingofthedynamicsatplay. This
knowledgeiscrucialfordevelopingeffectivestrategiestoaddressthecomplexitiesofthesemarkets ~ while
considering their broader societal implications.As online illegal markets continue to evolve, a
multidisciplinary approach, as exemplified in this article, will be instrumental in navigating the ever-

changing landscape of illicit online trade.
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