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Abstract Sections

Complex networks are ubiquitous: a cell, the human brain, a group of Introduction
people and the Internet are all examples of interconnected many-body | gackground information
systems characterized by macroscopic properties that cannot be

Connection with percolation

trivially deduced from those of their microscopic constituents. Such theory

systems are exposed to both internal, localized, failures and external Optimal percolation
disturbances or perturbations. Owing to their interconnected and network dismantling
structure, complex systems might be severely degraded, to the Cascading failures

point of disintegration or systemic dysfunction. Examples include Preventing and reactin
cascading failures, triggered by aninitially localized overload in power | tonetwork collapse
systems, and the critical slowing downs of ecosystems which can be Outlook

driven towards extinction. In recent years, this general phenomenon
has beeninvestigated by framing localized and systemic failuresin
terms of perturbations that can alter the function of a system. We
capitalize on this mathematical framework to review theoretical and
computational approaches to characterize robustness and resilience
of complex networks. We discuss recent approaches to mitigate the
impact of perturbations in terms of designing robustness, identifying
early-warning signals and adapting responses. In terms of applications,
we compare the performance of the state-of-the-art dismantling
techniques, highlighting their optimal range of applicability for
practical problems, and provide a repository with ready-to-use scripts,
a much-needed tool set.




