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A B S T R A C T

In mobile networking, the base station is the first hop from the user and serves as the bridge gateway between
wireless and wired networking, while the security control and implementations are offloaded to the core
network farther in the network. However, implementing the security control at the network edge can provide
significant advantages in limiting the attacker’s networking traffic and impacts, such as against DDoS. We
design and build the base station gateway (BSG) to implement a security gateway on the base station, the first
hop from the user, by constructing token-based secure channel access. We take a systems approach for our
research to distinguish from other generic security control in edge computing. BSG is designed for efficiency
(practical for mobile users) and compatibility with the existing standardized mobile networking protocol
(which has traditionally challenged the mobile/cellular technology’s adoption of the security research). BSG
thus uses an existing protocol data field in the 4G/5G (the temporary ID of TMSI) to encode and deliver
the BSG channel token and builds on the existing 5G networking protocol to incur no additional real-time
communication overheads. BSG is also asymmetric between user/core network (generating the tokens) and
base station (can only verify). We analyze BSG’s requirement compatibility with 5G and the token security.
We implement BSG between a phone and a computer to validate its design and efficiency, e.g., BSG incurs
less than 0.1 microseconds overhead for the online computing on phone. We also experiment with real-world
5G networking systems to measure and estimate the defense gains of implementing BSG on the first-hop base
station as opposed to on the core network.
1. Introduction

Mobile devices use telecommunications/cellular technology, e.g.,
4G and 5G, to network and connect to the Internet and remote ser-
vices. The cellular service provider is comprised of base stations and
core network, which jointly provide the networking infrastructure and
the connectivity service to the users equipped with mobile/wireless
devices. Nevertheless, the base stations and the core network serve
different purposes and functionalities for cellular service provision. The
base stations are equipped with radios and directly communicate with
he mobile user and serve as bridge gateways between wireless and
ired networking, while the core network provides the digital control
nd networking, including the subscription/registration verification,
ecurity setup/parameter control, and the digital connections to the
etworking to the application end destinations beyond the cell service
rovider. Because of the wireless range limitation of the wireless signals
or the communications between the users and base stations, the base
tations are closer to the users and thus greater in number than the core
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network. The base stations on the edge of the network are the first-hop
and the last-hop connection from/to the mobile user.

The base station vs. core network division in the purposes and
functionalities has driven the separations of R&D in base station vs.
in core network. The base station focuses on wireless communications
and their advancements (e.g., mmWave, multiple-input and multiple-
output/MIMO, spectrum-aware, and spectrum-agile medium access
control/MAC). In contrast, the digital security control has been devel-
oped and implemented on the core network. The core network takes
active measures based on security and authorization control, such as
denying the connectivity, but not the base station (the base station’s
packet dropping and communication denial are rather accidental due
to communication or channel/noise failures).

Building security intelligence and control on the base station located
at the networking edge (the immediate hop from the user) can provide
significant advantages in limiting the attacker’s networking traffic and
impacts. The edge-based defense can provide distributed defense to
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limit the effectiveness (the number of attacker sources the defense
agent encounters, e.g., against distributed denial-of-service or DDoS)
and the threat impacts (in the number of routers/servers affected and
the threat time duration). To achieve such security advantages from the
edge-based defense, we build security control on the base station.

We design and build token-based secure channel access at the base
station and call our scheme Base Station Gateway (BSG). BSG is distin-
uishable from the traditional base stations, as BSG implements digital
ecurity control using token-based virtualization (the token credentials
re presented and verified to access the secure channel). Our work
n BSG therefore builds security control on the furthest edge of the
etwork in the base station (which is the first hop from the user) and
rovides the security benefits from edge computing (including quicker
hreat mitigation and reduced threat impact than implementing the
ecurity control on the farther core network). We however distinguish
ur BSG work from other generic edge-based security solutions by
aking a systems approach to build on the existing telecommunications
etworking system, i.e., the 5G New Radio (NR) standardized tech-
ology by 3rd Generation Partnership Project (3GPP), and incorporate
SG into the telecommunications system. Our work therefore involves
he computing and communications between the user (the client of
he connectivity provision) and the base station and core network
distinct parts of the provision infrastructure). BSG utilizes the existing
nformation, protocol, and infrastructure and incurs no real-time com-
unication transmission overhead during the online communications
o facilitate practicality and the deployment of our work on the current
nd future telecommunication systems.
We design BSG to achieve the following goals. First, BSG effec-

ively defends against unauthorized cellular channel access, enabling
dge-based and distributed defense to limit the threat impacts. Sec-
nd, we design BSG to be secure against threats attacking the BSG
tself and its integrity so that the attacker cannot manipulate or nul-
ify/bypass the BSG security. Third, BSG is lightweight in protocol
xecution and changes over the existing 5G implementation, facilitating
ts practicality and deployment. To achieve such feats, we build on
he cryptographic primitives and design and incorporate the channel-
ccess token randomization in BSG (to enable greater frequency in
oken changes while ensuring lightweight verification operations). Fur-
hermore, BSG builds on the existing 5G protocol and infrastructure to
ntroduce zero communication overhead (i.e., no networking bytes or
ackets but only computing overhead). More specifically, BSG utilizes
he existing TMSI (the temporary ID for 4G/5G) as the data field to
ncode and deliver the token and the MSIN (the permanent ID) to
enerate the token. BSG uses such encoding and delivery and integrates
o the 5G protocol to introduce zero communication overhead over the
xisting 5G protocol between the base station and mobile user. BSG
mplementation adds computing overhead but no networking bytes or
ackets. BSG does introduce communication between the core network
nd base station during the phone registration in the offline setup but
ot after the setup when the mobile user becomes active for use.
BSG design inherits the asymmetry between the base station and

he core network; while the user and the core network can generate
he BSG tokens, the base station can only verify the token. Despite
sing the existing networking protocol and information and incurring
o additional networking overheads when the phone/user becomes
ctive, BSG enables token verification and the corresponding channel
ccess control on the base station. In contrast, the traditional 5G base
tations have no security control, i.e., does not drop or deny channel
ccess. While BSG is effective in securing channel access (analogous
o spreading spectrum in wireless security but without the spectrum
hannel-resource costs due to spreading), it does not replace the other
ecurity functionalities that the core network provides, e.g., key setup
nd authentication.
We make the following contributions in this paper.
2
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Fig. 1. The user and networking service provider infrastructure including base station
and core network. The communication link between user and base station is wireless
(dotted arrow), while the other communication links are wired (solid arrows).

• We design BSG to defend against unauthorized communications,
e.g., DDoS, by implementing the security control at the first-
hop base station to mitigate the threat impacts and amplify the
defense gains.

• We design the BSG’s underlying token protocol so that it is com-
putationally efficient and practical to mobile users. We build on
the well-established cryptographic primitives and building blocks
to secure the integrity of BSG against the threats on the BSG itself.

• We design BSG so that it is specific to cellular base station
and compatible to the existing 5G protocol. We also incorporate
the BSG into the 5G protocol. By building on the 5G protocol
and using the existing communication fields, we introduce no
additional real-time/online communication overhead.

• We implement BSG on a phone and a computer to validate and
test its efficiency.

• We estimate the BSG’s defense gain and effectiveness by measur-
ing the real-world 5G networking in practice.

• We discuss BSG and the relevant future work directions to en-
courage and facilitate future research and development to build
practical solutions for securing mobile networking.

The rest of the paper is organized as follows. Section 2 describes
the system model, threat model, and the assumptions we build on for
our work. Section 3 designs the BSG scheme. We analyze the BSG,
including its appropriateness and advancements of the temporary ID
of TMSI and the token security against tracking/eavesdropping and
injection adversaries, in Section 4. We further implement BSG on a
phone and a computer for its correctness and to show its efficiency
focusing on the overheads that BSG introduces beyond the existing
5G networking in Section 5. We also estimate the BSG defense gain
based on experimental measurements on the real-world 5G networking
deployment in Section 6. Section 7 discusses the related research to our
work, and Section 8 identifies potential future directions to encourage
and call for greater research to secure mobile networking including 5G
and the upcoming 6G, and Section 9 concludes our paper.

2. System model, threat, and assumptions

2.1. Mobile system overview: User, base station, core network

The user, mobile and connected wirelessly, is the client of the
etworking service, while the base station and the core network jointly
omprise the networking service provider infrastructure. The base sta-
ion communicates directly with the users via wireless communication
and thus is the first hop in the user’s networking path) and acts as
bridge gateway between the wireless and wired domains to con-
ect to the other nodes beyond the wireless-transmission reach using
ired links, including the core network. The base station forwards
he networking packets to the core network which then forwards and
outes the packets to the Internet for the remote services. To set up
uch connections and networking prior to forwarding the packets, the
ore network resolves the digital credentials of the user, e.g., service
rovision registration and subscription.
Fig. 1 describes the networking architecture involving these entities.

etween the user and the base station, the communication links are
ireless. The users use radio-specific identifiers, pre-amble signals,
nd base-station- or cell-specific identifiers, e.g., Cell-Radio Network
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Temporary Identifier/C-RNTI in 5G. Beyond the base station, the com-
munications are wired communications. The communications involving
the backend core network enable access to remote services and digital
applications and involve digital registration/subscription verification
and security establishment. The user identifier credentials in such
digital domain used by the core network include the global-network-
level identifiers (e.g., Global Unique Temporary Identifier in 5G New
Radio/3GPP) as well as those used for global connectivity based on the
TCP/IP protocol (e.g., IP address).

The core network in 5G NR includes multiple logical entities, in-
cluding unified data management (UDM) generating the authentication
and key credentials, authentication server function (AUSF) acting as the
authentication server, and access and mobility management function
(AMF) managing the user connection/mobility including the user’s tem-
porary ID generation. For example, the authentication process involves
the intra-core-network communications between AUSF, UDM, and AMF
as well as the challenge-and-response protocol communications be-
tween UDM and the user being authenticated [1]. In our work, we
do not focus on intra-core-network communications and thus do not
separate the multiple logical entities within the core network; instead,
we focus on the communications between user, base station, and core
network.

2.2. Threat model

Our threat model is comparable to those used in the previous cellu-
lar base station threat research described in Section 7. We consider the
threat injecting networking with spoofed of fake identities/credentials,
pretending to be another legitimate user or a new user. Empowered by
such capabilities, an attacker can launch threats against availability by
injecting denial-of-service (DoS) packets. Our work thus includes the
classical DoS techniques based on source address spoofing using fake
IDs, which enables reflection and amplification and is used popularly
in the DoS attack implementations. (BSG effectively defends against
such threat by denying the channel access. If the attacker still launches
DoS, it is reduced to DoS attack without spoofing. Such reduction of
the attacker capability reduces the DoS risk and impacts, because the
attacker cannot launch reflection or amplification, and makes the DoS
detection and mitigation substantially easier, enabling rate-blocking
and blacklisting due to the attacker using its own ID.)

Our goal of making our scheme compatible to the existing 5G
networking protocol adds additional complexity and challenge for our
threat consideration. We inherit the 5G mobile user threat model where
an unauthorized attacker tracks and compromises the user privacy,
e.g., to track the mobile user’s whereabouts and transactions. Address-
ing such privacy threats has been a critical requirement for mobile
networking since the incorporation of pseudonym-like temporary IDs in
2G [2]. (BSG is compatible to the ID privacy requirement of the existing
5G and actually improves the user privacy by enabling quicker updates
in the TMSI.)

Our work focuses on the attackers implemented as users. The insider
threats compromising the base stations, the core networks, or the user
registration and the permanent-ID setup are out of the scope of our
threat model. Compromising the users (so that the attacker partici-
pates in the networking as users) has greater threat feasibility and
lower scrutiny than compromising the public cellular service provider
entities.

To analyze the integrity and security effectiveness of our scheme
of BSG, we consider an attacker trying to bypass the integrity of
BSG without the authorization and registration in the offline phase.
A mobile user who goes through the proper registration and MSIN
allocation is a legitimate subscriber/user and therefore has the proper
authorization for mobile channel access; such a mobile user is not an
attacker by definition. In addition to the injection capabilities to send
the packets with the spoofed IDs/tokens, the attacker can monitor/track
3

the tokens. (BSG builds on the secure user subscription/registration, e
which occurs before the user becomes active for communications and
networking. More specifically, BSG relies on the confidentiality of the
mobile user’s permanent ID of MSIN for the security of our scheme; the
key/seed for the BSG tokens is derived from MSIN.)

2.3. Building blocks and assumptions

BSG builds on and adapts multiple technologies, including pseudo-
random-number-generator (PRNG)-based randomization, hash chain,
and TMSI (to be used to encode the security token for BSG). We rely
on the underlying cryptographic primitives for the security of these
technologies (since these are well-established and anchors the secu-
rity of our current-day digital security technologies and cryptographic
protocols, we briefly identify and discuss them in this section). More
specifically, we rely on the computational hardness assumptions of the
public key cipher (for the confidentiality of the seed for our BSG token
generation, as described in Section 3.2) and the pseudo-random, one-
way, and the collision-resistance property of the hash chain (the latter
two of which we will more precisely define and use for the BSG token
security in Sections 4.3 and 4.4). We also assume the existing cellular
echnology (more specifically, the 5G New Radio standardization) for
he reference design of BSG, including the core network generating the
MSI and the TMSI data structure (e.g., 32 bits in length). We further
uild on the privacy and confidentiality of the user’s permanent ID of
obile Subscriber Identification Number (MSIN), a part of Subscription
ermanent Identifier (SUPI), for the security of the initial input/seed 𝑠𝑛
f the BSG token chain, as discussed in Section 4.1.

. Base Station Gateway

Base Station Gateway (BSG) is unique in the following ways. First, it
s distinguishable from the traditional technique using the base station
nly as a bridge gateway from wireless to/from digital domains, since
t uses the random temporary ID field to encode tokens for securing the
hannel access. Second, BSG is distinguishable from the security control
t the core network, since it implements the security control at the base
tation, which is the first hop from the user and closer to the user at
he network edge. Third, it builds on the base station protocol (more
pecifically, on 5G NR in the 3GPP standard) and supports compatible
nd efficient operations.
Section 3.1 provides an overview of the BSG protocol, described

n Fig. 2, while the rest of the section describes and explains BSG in
reater details.

.1. BSG overview and offline vs. control communication vs. and data
ommunication

BSG utilizes a novel token for security control at the base station.
he token provides the channel access for the secure channel and is
enoted by 𝑠𝑡 at the 𝑡th session where 𝑡 > 0. The token is encoded
n the TMSI field, which has traditionally been pseudo-random and
nly been used to identify the user temporarily (the traditional base
tation does not use the TMSI to deny access for security). BSG is
esigned to allow access to the channel when the legitimate token is
resented while denying access otherwise, including against the threats
n Section 2.2 attempting to violate the BSG integrity. The first session
nd token use are at 𝑡 = 1. On the other hand, 𝑡 = 0 is offline, e.g., for
egistration, subscription, the permanent ID establishment, before the
ser becomes active for connectivity service. While the traditional TMSI
s static until an event/protocol triggers its change, BSG automatically
pdates it with dynamic 𝑠𝑡 where 𝑡 is updated and incremented for
very communication session. The TMSI field carrying the BSG token
hus changes much more frequently than the traditional TMSI.
BSG builds on the existing 5G NR protocol [1,3,4]. Fig. 2 depicts

he BSG overview building on the existing 5G NR protocol where the

xisting 5G NR is color-coded in green/non-black. The phases from top
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to bottom are divided between offline (before the user becomes active
for cellular use) and online (control communications and data commu-
nications), while the figure omits the setup-suspend and setup-release
phases after the data communications. After offline (e.g., registration),
the user uses the 𝑠𝑡 for the 𝑡-the communication session. The control
communications at 𝑡 = 1 occur once and does not repeat for the data
communications at 𝑡 > 1.

BSG only incurs computing-based overheads at the user for building
the secure channel. The BSG implementation between the user and the
cellular service provider (comprised of base station and core network)
only incurs intra-node computing on the nodes and no inter-node com-
munications. However, within the service provider, BSG does include
communications within the cellular service provider between the base
station and core network.

The rest of this section describes the brief and relevant 5G protocol
overview and the BSG scheme in greater detail and is divided into
phases, including a priori offline process before the user is active and
the online process after the user becomes active and ready for accessing
the cellular connectivity service. The online is further divided into
the control communication for setting up the data communications,
and the data communication for the downlink/uplink communications
for accessing the connectivity service provided by the cellular service
provider.

3.2. Existing 5G: From permanent ID to temporary ID

BSG builds on the existing 5G NR protocol [1,3,4]. This section
riefly describes the existing 5G protocol which is the most relevant
o our work in BSG.
In offline, i.e., before the user is active and ready for commu-

ications and connectivity services, the user gets assigned a mobile
ubscriber identification number (MSIN) which is a 10-digit number
nd is a part of the subscription permanent identifier (SUPI) for 5G
and a part of the international mobile subscriber identity (IMSI) for
G/LTE). Both the SUPI/MSIN and the public key of the core network
re shared via the universal subscriber identity module (USIM), which
s often hardware- or chip-based [3]. Once the user is ready to commu-
icate and connect in 5G having registered with USIM, the MSIN value
s hidden and never directly used due to the user privacy against user
racking (which issue has been highlighted since 2G in 3GPP).
Multiple mechanisms are in place for the protection of MSIN con-

identiality. First, MSIN is never communicated in plaintext but is
ncrypted using a public-key cipher, and the public key of the core
etwork (𝐸(MSIN) where 𝐸(.) is the ciphertext output of the Elliptic
4

urve Integrated Encryption Scheme or ECIES used in 5G NR [3]).
Fig. 3. The token generation based on the token chain using the hash function ℎ. The
generation of the tokens 𝑠 is from left to right, while the use of the token 𝑠 is from
right to left starting from 𝑠1 (𝑠0 is not used as a token for the secure channel access
but rather for the token verification on the base station).

𝐸(MSIN) is a part of the Subscription Permanent Concealed Identifier
(SUCI) in 3GPP [1,3]. We build on the registration/subscription process
nvolving the key/MSIN exchange via USIM from the existing 5G
rotocol, enabling the user’s computation of 𝐸(MSIN), and omit it from
ig. 2 focusing on our BSG contribution (our paper presentation focuses
ore in details on the novel parts of BSG).
Second, the permanent ID of MSIN is quickly replaced with the

emporary ID for the rest of the communications, while the mapping
etween the MSIN and the temporary ID is only known to the core
etwork. The temporary ID is the temporary mobile subscriber identity
TMSI) generated by the core network (AMF to be more specific) in re-
ponse to the user registration request and verification using 𝐸(MSIN).
MSI is 32 bits long and is a part of the global unique temporary
dentifier (GUTI) in 5G networking (as well as 4G).

.3. BSG protocol with user

.3.1. Token generation at 𝑡 = 0
The BSG token generation is inspired by S/Key for one-time pass-

ord [5] and TESLA for broadcasting-based source authentication [6–
]. More specifically, the BSG token chain shares similarities with
ESLA and S/Key in that the token-chain construction builds on the
ne-way chain while the use of the tokens is in the reverse order of
ts creations. The subscripts for the token 𝑡 is therefore in the reverse
rder of its construction. The seed for constructing the token chain is
𝑛 (not used as a token for channel access), which is the input of the
oken generation via the token chain. The token chain generates the
okens as its output, and there are 𝑛 − 1 tokens generated from 𝑠1 to
𝑛−1. Fig. 3 describes the token generation algorithm, i.e., the token
hain construction using the hash function ℎ. ℎ is a popular one-way
unction due to its efficiency and the security properties identified in
ection 2.3.
In offline at 𝑡 = 0 before the user becomes active, the core network

nd the user generate the token chain. To build on the existing 5G
rotocol without incurring separate seed exchange (MSIN is already
llocated to the user by the core network), we use the hash output



Computer Networks 240 (2024) 110165S.-Y. Chang et al.
Algorithm 1 Token Verification
Input: 𝑆0, 𝑠𝑡 // 𝑠𝑡 is the token presented
Control: 𝑛
Output:  //  = 1 is authenticated

 = 0; // Initialization; no access by default

𝑥 = ℎ𝑡(𝑠𝑡); // Apply ℎ function t times
If find(x,𝑆0)==1 then  = 1; // 𝑆0 is the list of 𝑠0
return ;

of 𝐸(MSIN) (described in Section 3.2) as the input/seed of the token
chain, i.e., 𝑠𝑛 = 𝐸(MSIN). 𝑠𝑛 ∥ 𝑇 is the input for the token chain
computation where 𝑇 is the timestamp to refresh and vary each token
chain computation. The token chain outputs the tokens 𝑠𝑡 from 𝑡 = 𝑛
(𝑠𝑛) to 𝑡 = 1 (𝑠1), which are presented in the reverse-chronological
order by the user for accessing the channel access at 𝑡 communication.
𝑛 is a control parameter that determines the number of tokens per
connection, i.e., 𝑛 − 1 tokens from 𝑠1 to 𝑠𝑛−1 before the connection
release. 𝑠𝑡 is used as 𝑡 increases, e.g., 𝑠1 is the first token to use, while
𝑠0 is only used for verification, described in Section 3.3.3.

3.3.2. Channel setup and TMSI encoding in control communication at 𝑡 = 1
The control communication is to construct a communication/

networking channel and ensure its reliability and security prior to the
data communications for carrying payloads or accessing the networking
services/assets [9,10]. In the 5G protocol, the control communication’s
functionalities include constructing a wireless channel at the PHY
and link layers of the OSI communication model, verifying the user’s
subscription verification, etc. The most relevant to our work in BSG
however is its functionality to allocate a temporary ID of TMSI/GUTI, as
described in Section 3.2. (The control communication to release/pause
a communication session is omitted from Fig. 2.)

BSG builds on such 5G control communications but with a small
modification of encoding the 𝑠𝑡 in the TMSI data field in the networking
protocol. The control communications need to only occur once when a
new TMSI gets allocated (TMSI = 𝑠1 in BSG), e.g., the user moves to a
new tracking area (TA) or a base station or at the periodic registration.
It only occurs again when the 5G protocol triggers a TMSI update or
the token chain gets exhausted (i.e., 𝑛− 1 tokens are used), at which a
new token chain gets constructed and 𝑡 gets reset to 𝑡 = 0. These events
either occurred significantly less than 𝑡 updates or can be controlled by
BSG by selecting a larger 𝑛.

3.3.3. TMSI-token use and BSG control in data communication at 𝑡 > 0
The BSG security implementation gets executed during the data

communications which follow the control communications. The user
uses the token 𝑠𝑡 for the BSG virtual channel access for data commu-
nications. Once a session ends, 𝑡 increments, and a new token is used.
The BSG base station checks 𝑠𝑡 upon the user’s first packet by computing
ℎ𝑡(𝑠𝑡) and comparing it with the list of 𝑠0, denoted with 𝑆0. 𝑠0 entries
in 𝑆0 correspond to the registered users for the secure channel access.
For example, in the second data-communication session (𝑡 = 2), the
BSG base station applies the hash function twice on the provided token
𝑠2 to compute ℎ2(𝑠2) and checks if it is equal to one of the 𝑠0 in the
list. If there is a match, then BSG allows the channel access yielding
the Boolean  = 1; if no match, BSG denies the access and  = 0.
Algorithm 1 describes the verification algorithm for verifying the user’s
token 𝑠𝑡.

3.4. BSG protocol between core network and base station

Our presentation of BSG and the later analyses focus on the base
station and the user interactions and their setup because most of our
5

research contributions and innovations affect the changes in these
processes. However, in this section, we describe the secure ‘‘distribution
of 𝑠0’’ at 𝑡 = 0 (before the user becomes active in communications)
between the core network and base station in Fig. 2 using the stan-
dard public-key digital signature for completeness and clarifications.
The core network sending 𝑠0 to the base station enables the token
verification on the base station.

BSG is designed to offload some intelligence and control from the
core network to the base station. While the core network (having
generated the token chain) can identify the token by mapping the token
to the user’s permanent ID, BSG is designed so that the base station only
has the verification capability to distinguish whether a token is among
the list of the virtual channel authorized users or not. To achieve such
a feat, only 𝑠0 to provide the verification capability of the legitimate
virtual channel access, as opposed to the permanent ID or its derivative
(e.g., 𝐸(MSIN)), is shared from the core network to the base stations.

The secure distribution of 𝑠0 uses the public-key digital signature,
which use protects the sender integrity (so that an attacker cannot
inject 𝑠0 messages spoofing as core network or base station) and the
message authentication (the attacker cannot manipulate the 𝑠0 value).
The core network sends 𝑠0 after digitally signing it with its private key
to the base station in offline at 𝑡 = 0 (before the data communications
and BSG execution for security control). The base station receives the
𝑠0 and verifies the core network’s digital signature using the core
network’s public key. The base station then sends an acknowledgment
to the core network by sending a response including the hash digest
of 𝑠0. 𝑠0 confidentiality is not necessary for the security of our scheme,
since knowing 𝑠0 only provides the verification capability (for example,
the attacker can verify that the legitimate user is transmitting).

4. Security analyses

Our security analyses of the proposed BSG scheme build on the
cryptographic primitives and assumptions, including those described in
Section 2.3.

4.1. TMSI requirements and privacy amplification

BSG uses the TMSI field of the 5G networking protocol to encode
the token for security control. TMSI is the temporary ID valid for the
radio connection at the time, and such use of the temporary ID has been
used since 2G in the year 1991 [2] to protect the privacy of the mobile
user against tracking in both the user location and service-application.
Previous research in cellular temporary ID, including the TMSI and
those equivalent before 5G, specify the privacy requirements [11–
13], including frequent updating of ID by core network, unpredictable ID
reallocation, allocation of unique ID’s to the users, and low computation
and memory overhead. To use the TMSI field and also serve as temporary
IDs, BSG tokens are designed to inherit and support these requirements.
For the uniqueness and unpredictability requirements, the use of the
cryptographic hash function for BSG token generation resolves the
uniqueness (due to collision resistance) and the unpredictability (due to
the output’s pseudo-randomness). For computation and memory over-
head, we show in our proof-of-concept evaluations to show that BSG
and the BSG token generations are appropriate for the user-simulating
phone and laptop.

While BSG merely satisfies and supports the other requirements, it
advances the frequency and the unpredictability of the ID because its
frequency for changing increases. By introducing a token construction,
the frequency gets amplified by 𝑛, i.e., the TMSI encoding the BSG
token changes 𝑛 times faster than the existing 5G protocol. Such greater
frequency will help mitigate the threats in cellular security research,
e.g., [4,14,15], caused by the relatively static nature of the current

TMSI [11].
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4.2. 𝑠𝑛 Security for key/seed for token chain

𝑠𝑛 serves as the symmetric key for our BSG scheme and the BSG
security relies on the secrecy of 𝑠𝑛 against the unauthorized attacker.
While 𝑠𝑛 needs to be known between the user and the core network, the
base station does not need to know 𝑠𝑛 despite its BSG token verification
capability (i.e., can check the legitimacy of the token when the token
is being used).

𝑠𝑛 secrecy/confidentiality is well-protected against the unauthorized
attacker and its secrecy level is comparable to that of the permanent ID
of mobile users and that of a private key in the public-key cryptosystem.
In BSG, 𝑠𝑛 is derived from the permanent ID of MSIN, which has been
shared between the user and the core network in the offline mobile reg-
istration process and its security/privacy is well-protected and highly
guarded as described in Section 3.2. The 𝑠𝑛 information is also kept in
the local machine and not communicated outside of the machines. This
significantly reduces the security risk when the information is getting
networked and communicated across the machines and provides the
security assurance level of a private key in a public-key cryptographic
system (which also relies on the fact that it is stored and kept in the
local computer for its secrecy).

4.3. Token security: Forward confidentiality of 𝑠𝑡

BSG requires the forward confidentiality of 𝑠𝑡, i.e., the unauthorized
attacker cannot know 𝑠𝑡 before the user uses it at time 𝑡 and knowing
the past 𝑠𝑖, ∀𝑖 < 𝑡 does not provide additional information about 𝑠𝑡.

Theorem 1. BSG achieves the forward confidentiality of 𝑠𝑡 if ℎ is pseudo-
random and preimage-resistant.

Proof. We assume ℎ which is pseudo-random and preimage-resistant
(or ‘‘one-way’’), such as a cryptographic hash function, e.g., SHA. The
modern-day cryptographic systems using cryptographic hash functions
build on this standard computationally hardness/infeasibility assump-
tion. If ℎ is pre-image resistant, then given any hash output 𝑦, it is
computationally infeasible to find 𝑥 such that ℎ(𝑥) = 𝑦.

At the time 𝑡 when the user uses 𝑠𝑡 for the channel token, an attacker
can monitor the past 𝑠𝑖 values where 𝑖 < 𝑡 (can include 𝑠0 as 𝑠0, unlike
𝑠𝑛, is communicated across the nodes). An attacker cannot use 𝑠𝑡−1 to
find 𝑠𝑡 because ℎ is preimage-resistant, i.e., given 𝑠𝑡−1, the attacker
cannot find 𝑠𝑡 such that ℎ(𝑠𝑡) = 𝑠𝑡−1. The knowledge of the previous
𝑠𝑖 also does not provide the information about 𝑠𝑡 because ℎ is pseudo-
random and, more specifically, the 𝑠𝑡 value is statistically independent
to all 𝑠𝑖 where ∀𝑖 < 𝑡. □

4.4. Token security: Attacker cannot generate another 𝑠′𝑡 passing BSG
verification

For verifying 𝑠𝑡 at time 𝑡, the BSG base station computes ℎ𝑡(𝑠𝑡) and
checks if ℎ𝑡(𝑠𝑡) = 𝑠0. From Theorem 1, an attacker cannot know the
value of 𝑠𝑡. However, if an attacker can generate 𝑠′𝑡 ≠ 𝑠𝑡 such that
ℎ𝑡(𝑠′𝑡) = ℎ𝑡(𝑠𝑡) = 𝑠0, then it can generate a token 𝑠′𝑡 which passes the
BSG verification, thus violating the BSG integrity.

Theorem 2. Given the legitimate token 𝑠𝑡, attacker cannot generate a
𝑠′𝑡 ≠ 𝑠𝑡 such that ℎ𝑡(𝑠′𝑡) = ℎ𝑡(𝑠𝑡) = 𝑠0 if ℎ is weakly collision resistant.

Proof. We assume ℎ which is weakly collision resistant (also called
the second preimage resistance), which is a standard computational-
hardness assumption for cryptographic hash functions on which the
modern-day cryptographic systems rely. If ℎ is weakly collision resistant,
for any given 𝑥, it is computationally infeasible to find 𝑧 ≠ 𝑥 such that
ℎ(𝑧) = ℎ(𝑥).

We prove by induction that, given the legitimate token 𝑠𝑡, attacker
′ 𝑡 ′ 𝑡
6

cannot generate a 𝑠𝑡 ≠ 𝑠𝑡 such that ℎ (𝑠𝑡) = ℎ (𝑠𝑡) = 𝑠0.
Table 1
Implementation platform specifications.
Simulating Processor Memory OS

User (Phone) Samsung Exynos 9820, 2.84 GHz 8 GB Android 12

Core Network AMD Ryzen 3960X, 4.5 GHz 64 GB Windows 10

When 𝑡 = 1, an attacker cannot generate a 𝑠′𝑡 ≠ 𝑠𝑡 such that
ℎ(𝑠′𝑡) = ℎ(𝑠𝑡) if ℎ is weakly collision resistant.

Let us assume that, when 𝑡 = 𝑘, an attacker cannot generate a 𝑠′𝑡 ≠ 𝑠𝑡
such that ℎ𝑘(𝑠′𝑡) = ℎ𝑘(𝑠𝑡) = 𝑠0.

Let us show that the statement holds for 𝑡 + 𝑘 + 1. Let us prove by
contradiction. Suppose an attacker, given the legitimate token 𝑠𝑡, can
find 𝑠′𝑡 ≠ 𝑠𝑡 such that ℎ𝑘+1(𝑠′𝑡) = ℎ𝑘+1(𝑠𝑡). The attacker can compute
ℎ𝑘(𝑠𝑡) from the given 𝑠𝑡. If the attacker can find such 𝑠′𝑡, the attacker can
also find ℎ𝑘(𝑠′𝑡). Therefore, such attacker, given the legitimate token 𝑠𝑡
and deriving the ℎ𝑘(𝑠𝑡), can find ℎ𝑘(𝑠′𝑡) such that ℎ(ℎ𝑘(𝑠′𝑡)) = ℎ(ℎ𝑘(𝑠𝑡)).
This violates the ℎ’s weakly collision resistance property; the two input
hash arguments from the definition earlier in this proof are 𝑥 = ℎ𝑘(𝑠𝑡)
and 𝑧 = ℎ(𝑘𝑠′𝑡). Therefore, there is a contradiction and the statement is
true for 𝑡 = 𝑘 + 1 if it is true for 𝑡 = 𝑘. □

4.5. Base station defense gain

BSG implements the security control at the farthest of the network-
ing edge in the cellular service provider, which is the base station.
Because BSG limits the propagation of the attack networking, it lim-
its the threat impact for the attacker-generated networking, which
is especially important for the DoS or DDoS threats attacking the
system availability. We quantify such defense gain by 𝐺 which is the
inverse ratio of the threat impact when BSG is used and the security
implemented at the base station vs. the threat impact when the security
is implemented at the core network. Since the threat impact is less for
BSG and it is in the denominator of the defense-gain ratio, the greater
the defense gain 𝐺 the less the threat impact (better defense). We apply
such defense gain in multiple performance metrics and denote it with
𝐺𝑖 where the subscript 𝑖 indicates the performance metric. For example,
in our later implementation and experiment, we estimate the defense
gain in time (𝐺𝑇 ), the number of routers/switches/servers impacted
on the path in hops (𝐺𝐻 ), and the number of attack-source nodes the
defense implementer faces (𝐺𝑁 ). The defense gain values and their
interpretations depend on the system application, and we measure and
estimate the defense gains in our later experiments and analyses.

5. BSG implementation and computing

We implement BSG to test and validate the design and measure the
performance. This section focuses on the networking protocol between
the user and the core network and on the computing performances and
the overheads, as the BSG additions beyond the existing 5G protocol are
limited to computing (i.e., BSG does not incur additional networking)
and the overheads are especially important for the token and its carrier
in the temporary ID for the mobile users, as described in Section 4.1.
BSG module can be implemented in different platforms/machines and
support different hash functions (can different hash functions with
different hash lengths, as long as the hash function meets cryptographic
requirements described in Section 2.3).

We use a mobile phone to simulate the user while using a server
computer for the core network, which platforms are representative of
these entities, and the machine specifications are in Table 1. For the
results presented, we average the measurements over 105 experimental

samples, use SHA-256 for ℎ, and 𝑛 = 1000, unless otherwise noted.
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Fig. 4. BSG implementation overhead.

.1. BSG token chain generation (offline) and verification

Our BSG scheme is compatible and builds on the existing 5G net-
orking protocol, including using the existing TMSI field to encode
nd deliver the BSG token. BSG thus only incurs additional computing-
ased overheads. We focus on the new computations introduced by
ur BSG scheme, which are the BSG token chain generation (occurring
ffline before there is data to send) and the token verification. We gen-
rally observe that the computing overhead in time duration decreases
s the processor capability increases.
Fig. 4(a) focuses on these new computational operations of BSG,

including the token verification and the token chain generation. The
average hash function computations by itself (‘‘Hash’’) without the ad-
ditional overheads for constructing the token chain is also measured for
a comparison reference. The token verification is designed for efficiency
as it only involves a hash computation and comparison for checking
the token’s legitimacy (both operations are known to be efficient). The
token verification takes 2.97 μs for phone-based users and 0.176 μs for
he core network, which is only 6.8% and 19.7% greater than the
ash function for the user and core network, respectively. The token
erification is also two to three orders of magnitude more efficient
han the tokens generation via the token chain construction if 𝑛 ≥ 100
𝑛 = 1 and 𝑛 = 10, although feasible, is not recommended as they would
equire frequent updates on the offline token-chain construction). More
pecifically, for the phone-based user, the verification overhead is
606
2.97 = 204 times smaller than the token chain construction when 𝑛 = 100
nd 7044

2.97 = 2370 times smaller when 𝑛 = 1000. For the core network, the
difference is more drastic; the token verification overhead is 20.2

0.176 = 115
times smaller than the tokens generation when 𝑛 = 100 and 226

0.176 = 1280
times smaller when 𝑛 = 1000.

Focusing on the resource-constrained phone user (rather than the
much quicker server computing simulating the core network), the
7

Fig. 5. Geographical map showing the user mobility (via driving) and the base stations
(in red dots) for our real-world 5G experiments.

token verification takes only 2.97 μs for the resource-constrained phone
user. The token verification will be even smaller for the less-resource-
constrained base stations, which makes the online/real-time BSG token
verification feasible on the base station. The tokens generation via the
token-chain construction on the user is also manageable at 606 μs and
7040 μs with 𝑛 = 100 and 𝑛 = 1000, respectively, especially because
the tokens generation operation occurs offline before there is data to
transmit in the cellular networking.

Fig. 4(a) also compares the tokens generation overheads via the
oken-chain construction when varying 𝑛. The computing overheads are
roportional to 𝑛, the number of tokens generated.

.2. The online operations

While offline operations can be performed any time before the
pplication data transfer and the use of the networking services, online
perations add real-time delays to transferring data and using the
etworking services. We therefore analyze the online operations of BSG.
ig. 4(b) measures overheads for reading the token from the token
hain (‘‘Read Token’’) and writing the token on the networking packet
‘‘Write Packet’’) while including the offline token chain generation
or comparison. Because of their operational simplicity, the online
perations have significantly smaller overheads than the offline tokens
eneration. For the phone-based user, the time overhead is 0.0549 μs
for accessing the token from the token-chain data and 0.00698 μs for
encoding that token on the packet; for the core network, it is 0.0038 μs
for accessing and reading the token and 0.000164 μs for writing the
token on the packet. These are two to three orders of magnitude smaller
than the offline token construction when 𝑛 = 1000 and are even simpler
and cheaper overheads than the verification (which can be online and
offline) which are in the order of microseconds for user/phone and
tenths of microseconds for core network/computer.

6. Base station defense gain measurement and estimation

While Section 5 implements and tests the BSG design, efficiency,
and the feasibility on phone, we take the networking measurements in
the real-world 5G deployment in this section. We use these measure-
ments to estimate BSG’s defense gains. The gains quantify the increased
security effectiveness of BSG over the existing scheme of authenticating
the user on the backend core network, as there is currently no scheme
authenticating the user or implementing security against malicious user

on the base station.
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Table 2
BSG gain 𝐺 over the current scheme, estimated based on our measurements.

Time duration, 𝐺𝑇 Number of hops, 𝐺𝐻 Number of attack nodes, 𝐺𝑁

𝐺 1.61 – 2.19 4 – 6 100+
Depends on Network topology, base station location Network topology, user location Number of base stations deployed
o

t
t
s
o
e
e
t
l
b
i
T
e

o
h
n
o

D
l
p
a
o
D

Fig. 6. BSG (‘‘Base Station’’) vs. existing scheme (‘‘Core Network’’) gain performances
for 𝐺𝑇 . These are based on our real-world 5G experimental latency measurements in
DF, and the vertical dashed lines show the averages.

.1. Experimental methodology and observations

.1.1. Base stations vary
In our experiments, we observe that the cellular service provider

etwork ranges from the first hop up to 4–6 hops, depending on
he user location and the base station getting accessed (i.e., different
ser location has different base station available). The first-hop base
tation is local, while the rest of the hops for the core network use
he registered public IP addresses by the cellular service provider and
he servers are located in different cities in the nation. While the base
tations vary as we move the user in our mobile experiments, the core
etwork remained the same, i.e., all the base stations processed the
etworking on the same core network.
8

a

6.1.2. Mobility experiments
To vary the base stations, we conduct mobile experiments and move

the user locations by driving it on a vehicle. We experiment with
varying degrees of mobility: Highly Mobile where we move quickly at
65–80 miles per hour across 28 base stations, Mobile where we move at
25–35 miles per hour and access 5 base stations, and Static in a fixed
location. While both the Mobile experiments and the Static experiments
are taken in the same city (the Mobile experiment is conducted within
the city), the Highly Mobile experiment involved driving between the
two largest cities in the Colorado state (Denver and Colorado Springs).
Fig. 5(a) shows the geographical coverage of our driving experiment
and the base stations accessed in red dots for our Highly Mobile
experiment and Fig. 5(b) for the Mobile experiment.

6.1.3. Destinations do not affect our results
We experiment using different destination servers using the popular

application destinations. These destinations include Google, YouTube,
Facebook, Twitter, Instagram, Baidu, Wikipedia, Yandex, Yahoo, and
WhatsApp. While we vary the destinations, our experimental measure-
ments up to the core network remain the same since all the traffic
gets relayed to the core network. The results we present in this section
are not affected by the networking destination, since we focus on the
core network while the destination affects the routing and forwarding
beyond the core network.

6.2. Defense gain: BSG on base station vs. Current scheme authenticating
user on core network

We measure and estimate the defense gains described in Section 4.5.
We measure the defense gains with respect to the metrics critical
against a DoS threat, which are the time duration of the attacker
injection 𝐺𝑇 , the number of routers/servers impacted on the path in
hops 𝐺𝐻 , and the number of potential attack-source nodes 𝐺𝑁 . Table 2
utlines our gain estimations, described in this section.
BSG implements the token verification on the network edge closer

o the user and more specifically on the first-hop base station from
he user to provide quicker security control. Figs. 6(a), 6(b), and 6(c)
how the distribution (cumulative distribution function or CDF) of
ur empirical measurements for the Highly Mobile, Mobile, and Static
xperiments, respectively. The BSG’s base station implementation can
nable channel access control in 10.2 ms, 8.58 ms, and 8.49 ms in
he Highly Mobile, Mobile, and Static experiments, respectively, and
imit the threat duration. These are quicker than the core-network-
ased implementation which takes 22.3 ms, 13.6 ms, and 13.7 ms
n the Highly Mobile, Mobile, and Static experiments, respectively.
hus, 𝐺𝑇 = 2.19, 1.59, 1.61 in the Highly Mobile, Mobile, and Static
xperiments, respectively.
The BSG’s base station implementation can also limit the number

f routers/servers impacted as the threat does not go beyond the first-
op base station. In contrast, the threat impacts the service provider’s
etwork up to 4–6 hops if the BSG security control were implemented
n the core network. Thus, 𝐺𝐻 ranges from 4 to 6.
DDoS increases the number of attack sources/devices to amplify its

oS traffic and impacts. As greater attack sources/devices can generate
arger traffic, the DDoS botnet size is used as the measure for the
otential impact of the DDoS threat. BSG enables distributed defense
nd the implementation on the greater number on base stations as
pposed to the on the smaller number of core network can limit such
DoS impact because the individual BSG defense-agent encounters

nd defends against fewer attack-source nodes. We estimate the BSG’s



Computer Networks 240 (2024) 110165S.-Y. Chang et al.

g
M

7

7

a
t
a
e
c
r
w
o
i
c

w
a
f
t
a
(
B
a
p
u
r
a

7

S
T
T
a
i
a
d
t
p
B
a
t

o
u
c
a
s
o
s
s
t
f
w
a
a

a
p
u
t
c

8

b
s
s
a
n

8

f
n
b
e
F
w
s
a
w

8

o
d
l
a

defense gain in the attack-source nodes 𝐺𝑁 by the potential number of
users/devices which can be targeted to be a part of the DDoS network,
which is the number of user entities served by and encountered by
the security implementer. Given a cellular service provider, the ratio
between the average number of users served by a core network and
that by a base station is equal to the ratio between the number of base
stations and the core networks. Unlike the previous 𝐺𝑇 and 𝐺𝐻 which
are based on our experimental measurements, 𝐺𝑁 is derived from the
estimates. The 5G cellular service provider accessed in our experiment
is AT&T, which has an estimated 75 core network servers [16] and
an estimated 33,000 base stations (100,000 base stations split across
three major service provider companies [17]) in USA. For 5G AT&T
in USA, the estimated 𝐺𝑁 is thus 𝐺𝑁 = 440. More conservatively, the
BSG defense gain 𝐺𝑁 is at least two orders of magnitude greater than
implementing the security control on the core network, i.e., 𝐺𝑁 > 100.

6.3. Comparison between mobility experiments

Our measurements in Figs. 6(b) and 6(c) are very similar for the
Mobile and Static experiments, e.g., the latency measurements are
within 2% difference for both the base stations and the core network,
because they are taken within the same city. However, we observe
greater differences between the Highly Mobile experiment (Fig. 6(a))
and the Mobile/Static experiments (Figs. 6(b) and 6(c)), because the
Highly Mobile experiment physically spans across two largest cities
in a US state and includes the rural areas in between the two cities
where the base stations are more sparse and farther away. The latency
measurements are generally longer in the Highly Mobile experiment
than the Mobile or Static experiments; the base station latency is 10.22

8.578 =
1.19 times greater and the core network latency 22.26

13.6 = 1.64 times
reater in the Highly Mobile experiment involving rural areas than the
obile experiment.

. Related work

.1. Edge computing security and authentication

Previous research in edge computing implemented security and
uthentication on the network edge closer to the client mobile device
han the cloud. Most relevant to our research in security functionality
nd purpose are those implementing wireless authentication at the
dge link, i.e., authenticating the wireless communication link directly
onnected to the end node user, e.g., [6–8,10,18,19]. These previous
esearch consider a similar threat model as ours in DoS (Section 2.1),
hich motivates the efficiency and low latency of our scheme. Part
f our work (more specifically, the token generation in Section 3.3) is
nspired by the TESLA authentication and adapts a similar hash-chain
onstruction [6–8].
However, we distinguish our work from previous research in two

ays. First, BSG is specific to the telecommunications/cellular protocol
nd builds on the 5G protocol. Second, BSG utilizes the existing data
ield of 5G base stations, as opposed to providing separate authen-
icator inputs as is the case in the previous research for efficient
uthentication. Because there are no separate inputs/communications
i.e., encoding the token from the existing data fields in the protocol),
SG is a security gateway for constructing secure channel access,
s opposed to the authentication requiring separate authenticator in-
uts. We also do not recommend that BSG replaces the traditional
ser authentication in 5G conducted by the core network; BSG is
ather a supplementary mechanism enabling distributed defense and
9

n additional layer of defense. c
.2. Base station security

In current 5G development and standardization, as described in
ection 1, the core network conducts the user authentication after the
MSI has been established. However, such authentication is after the
MSI is established. Recent literature studied the vulnerability in TMSI
nd the threats enabled by the attacker spoofing the victim user’s TMSI,
ncluding redirecting the victim to a malicious destination/websites
nd track the user’s transactions [15,20], de-registering the victim to
etach the victim from the base station and the core network [14], and
racking the TMSI to breach the user’s location privacy using the silent
hone calls or SMS [11,12,21]. Our work is motivated by such threats;
SG prevents such threats by implementing security on the base station
nd disabling the attacker from spoofing the TMSI (the encoded BSG
oken).
Previous research implemented security on the base station focusing

n the wireless communication link between the base station and the
ser. Previous research built secure wireless channels using medium ac-
ess control and channel randomization to ensure the wireless channel
vailability against wireless DoS threat in jamming [9,22,23]. In 5G NR
tandardized technology, the base station transmits the signal preamble
ver the Physical Random Access Channel (PRACH) which spreads the
ignal in both time and frequency [24]. BSG is inspired by the spread
pectrum technologies but uses the digital token instead of randomizing
he physical radio-channel frequency, code, or time channel locations
or gaining access to the channel. To the best of our knowledge, our
ork is the first to implement a digital token-based secure channel
ccess on the base station, as the base station has mostly been treated
s a security-oblivious bridge gateway.
Other previous research in base station security studied security

gainst rogue or malicious base stations, e.g., [25–29]. However, these
revious research are orthogonal to our work, as we focus on malicious
sers in our threat model. In our threat model, the attacker launches
he threats from the user perspective, while these previous research
onsiders the malicious actor assuming the base station role.

. Discussions and future work

While edge computing including those for security applications has
een surging in general, the 5G-specific mechanisms for implementing
uch edge-computing approach has been limited. We discuss BSG and
ome relevant future work directions to encourage further research
nd development to build practical edge solutions for securing mobile
etworking.

.1. BSG compatibility

BSG implementation is on a per-channel basis, and we present BSG
ocusing on a single channel between a user and base station/core
etwork in this paper. BSG can therefore be implemented on any
ase station and it requires no coordination between base stations. For
xample, some base stations can implement BSG while others do not.
urthermore, within a base station supporting BSG, there can be users
ho use BSG and those who do not. When such users coexist, the base
tation can prioritize those users using BSG who have stronger security
ssurances, e.g., limit the rate/bandwidth for the non-BSG channels
hen the base station is overwhelmed.

.2. More security functionalities at base station

BSG focuses on the gateway functionality to use tokens to enable
r block/deny cellular channel access. BSG’s security functionality is
igital (the random token enables access) but analogous to the physical-
ayer spreading spectrum in wireless communications (the channel
ccess dynamically varies in its frequency or code/processing where the
hannel selections are random to the attacker). The base station can
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implement other security functionalities beyond BSG. These security
functionalities can include security threat detection and identifications
and the corresponding active control mechanisms, including channel
misuse detection from a legitimate subscription/registration. BSG itself
only distinguishes and filters based on the legitimacy of the subscrip-
tion/registration, considering the subscribed/registered users as having
access to the channel as described in Section 2.2. The base station
can also potentially implement mechanisms to strengthen user privacy,
which goal is outside of the scope of BSG (although BSG is compatible
with the user-privacy requirements as described in Sections 3.2 and
.1).

.3. BSG for beyond 5G

While we build on the existing 5G New Radio protocol standard
rom 3rd Generation Partnership Project (3GPP) in this paper, BSG’s
nderlying assumptions and building blocks in the mobile/cellular net-
orking (including the temporary ID and the base station-core network
symmetry) has been used since 2G. We therefore envision BSG to be
pplicable to future mobile networking standards beyond 5G, e.g., 6G,
ith minor to no updates. Such BSG design can facilitate its practicality
nd deployment. We plan to work with the standardization bodies,
ncluding International Telecommunication Union (ITU-T) and 3GPP,
n order to incorporate BSG and build security in 6G networking during
he design and standardization. Enabled by such a security-by-design
pproach, future work includes further amplifying and enhancing BSG
n its security benefits and properties to secure future mobile/cellular
etworking. The standardization can also help with wider deployment
nd implementation of BSG in practice.

. Conclusion

We design and build a Base Station Gateway (BSG) protocol using
token to construct secure channel access at the first-hop edge of
ase station in mobile networking. BSG enables distributed defense and
imits the networking injection/DoS threat impacts. BSG also builds
n the well-established cryptographic primitives to secure its integrity
nd operations. BSG is distinguishable from the generic edge-based
ecurity solutions in that it is tightly integrated into the existing 5G NR
tandardized protocol, which enables compatibility and efficiency since
t uses the existing 5G protocol data fields and the base station-core
etwork infrastructure and communications. We design BSG and its
ntegration to 5G so that BSG incurs no additional networking overhead
n real-time communications when the user is transmitting data and
ccessing the cellular service; BSG only incurs computing overheads.
e analyze both the BSG’s compatibility with the security/privacy
equirements of the temporary ID (on which we encode the BSG token)
nd the security of the BSG token against eavesdropping or injecting
ttackers. We further implement BSG to test its design and (lightweight)
erformances as well as conduct experiments on the current real-world
G deployment to estimate the defense gains of implementing BSG
n the first-hop base station against DDoS threats on the network
vailability.
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