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Abstract—We present the concept and design of physically 

unclonable function (PUF)-based cryptographic key generation, 

which exploits the uniqueness of electromagnetic signatures of 

radio frequency (RF)-transponder tags derived from random 

physical variations during manufacturing. When the RF tag is 

inductively coupled to a designated readout circuitry, forming the 

higher-order parity-time (PT) symmetry, high sensitivity, and high 

entropy near the system’s divergent exceptional point (DEP) can 

maximize the difference in temporal/spectral responses among 

tags. Our results show that due to the DEP singularity, PUF keys 

generated by converting the temporal response into binary 

sequences can exhibit excellent encryption performance in terms 

of randomness, uniqueness, encoding capacity, and resilience to 

machine learning-based modeling attacks. This RF PUF technique 

may pave the way towards ultra-lightweight, low-cost, and 

efficient hardware security solutions for wireless identification 

and authentication in various applications, including but not 

limited to the security of near-field connectivity and telematic 

infrastructure, wireless access control, authentication protocols 

for internet-of-things (IoTs), and anti-counterfeiting labels for 

goods, foods, and drugs.   

 
Index Terms— Physically unclonable function, electromagnetic 

signatures, parity-time symmetry, exceptional points, radio-

frequency identification, hardware security  

 

I. INTRODUCTION 

apid advent in internet-of-things (IoTs) benefiting from 

near-field communication (NFC) and radio-frequency 

identification (RFID) platforms has unlocked the digitally-

connected universe, of which vast amounts of perceptual 

devices are wirelessly connected to enable data-driven smart 

ecosystems, such as smart cities and industry 4.0 [1]. In this 

regard, there is a high demand for new encryption technologies 

that can effectively protect sensitive information, such as 

classified data and privacies, and can be capable of combating 

adversarial attacks, such as those modeling attacks based on 

advanced machine- and deep-learning algorithms [2]. Wireless 

security and anti-counterfeiting solutions are imperative to 

many fields, such as wireless access control, safety in telematics 
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infrastructure, encrypted wireless communications, and 

authentication of RFID/NFC tags and merchandise labels (e.g., 

foods and drugs) [3], to name a few. Nonetheless, wireless 

devices exploiting currently affordable authentication methods 

based on digital security keys stored in memory chipsets are 

usually vulnerable to exhaustive decryptions and device cloning 

[4]. To make things worse, advances in artificial intelligence 

(AI)-assisted electromagnetic side-channel attacks have further 

made traditional digital encryption methods more vulnerable 

[5]. 

To mitigate the shortcomings of digital signatures, hardware 

security alternatives, such as physically unclonable functions 

(PUFs), have emerged as promising and cost-effective methods 

for device authentication and cryptographic key generation [6]. 

Current PUF technologies are largely based on physical 
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Fig. 1. Schematic diagrams of PUF-based wireless identification implemented 

using (a) the traditional readout system based on RFID/NFC coils, and (b) the 

higher-order (fourth-order) PT-symmetric electronic system composed of an 

active reader, a passive tag, and two repeaters.  
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property variations that naturally occur in complementary 

metal-oxide-semiconductor (CMOS) fabrication processes and 

are implemented in integrated circuits (ICs) or chipsets, 

including arbiter PUFs [7], static random-access memory 

(SRAM) PUFs [8], monostable PUFs [9], and voltage divider 

PUFs [10], among many others. Each PUF device can be 

regarded as a challenge-response unit, of which a given “input 

challenge” and its corresponding “output response” form a 

challenge-response pair (CRP), as shown in Fig. 1(a). In 

principle, each challenge is associated with a unique response, 

which must be reproducible over time. However, with the 

continuous pursuit of high reliability and yield in the 

semiconductor industry, gross area defects have been 

minimized and almost eliminated in the mature, well-controlled 

fabrication lines. This paradoxically makes the generated CRP 

less unique [11], [12]. As a result, silicon- or CMOS-based 

PUFs may still be susceptible to machine/deep learning-based 

modeling attacks [13]. Although beyond-silicon digital PUFs 

(e.g., graphene ICs [14]) have been recently proposed to 

improve the uniqueness of CRPs, they still face challenges 

associated with the implementation cost, system complexity, 

compatibility with CMOS ICs, and scalability. 

To address the aforementioned issues, we herein propose a 

lightweight, low-cost, and potentially NFC/RFID-compatible 

PUF based on parity-time (PT)-symmetric RF systems, as 

sketched in Fig. 1(b). The non-Hermitian physical systems with 

PT symmetry have been extensively studied in different 

spectral ranges due to their anomalous properties, such as 

exceptional points (EPs) and phase transitions in the 

eigenspectrum [15]–[22]. In the RF and low-frequency 

domains, a standard PT-symmetric electronic system can be 

realized with inductively-coupled RLC−  and RLC  

resonators, respectively representing the spatially-distributed 

gain and loss [21], [23]–[28]. This system has a bifurcating 

singularity—exceptional point (EP), which marks the boundary 

between the exact symmetry phase and the broken symmetry 

phase. At the EP, the PT system’s eigenfrequencies undergo a 

bifurcation and complex splitting process, as shown in Fig. 

2(b). In addition, the higher-order PT-symmetric electronic 

system can be built with one or multiple LC  repeaters, as 

shown in Fig. 1(b) [25], [26]. It has been theoretically and 

experimentally demonstrated that in higher-order (third-order 

and higher) PT-symmetric electronic systems, EP and divergent 

point (DP) may overlap (so-called divergent exceptional point 

or DEP) such that the eigenfrequency bifurcation effect can be 

quite drastic [25], [26]. Although in the vicinity of DEP, the 

system can respond to perturbations in an ultrasensitive manner, 

it will also inevitably amplify noises and spectral/temporal 

signal uncertainty by the same factor, since there are random 

perturbations in the lumped element values due to 

manufacturing errors. Nonetheless, this shortcoming for 

sensing applications may be exploited as an excellent source of 

entropy to generate PUF keys. Recently, we have shown that 

electromagnetic PUFs and cryptographic random number 

generators can be implemented by exploiting the exceptional 

sensitivity existing in the PT-symmetric electronic circuit 

operating near the DEP [27], as well as in the  PT-symmetric 

metasurfaces operating at the self-dual spectral singularity 

associated with the coherent perfect absorber-laser (CPAL) 

point [29]. Following our seminal discovery, in this paper, we 

will investigate the possibility of generating high-quality PUF 

keys using the generalized PT-symmetric electronic systems 

 
Fig. 2. Complex eigenspectra of (a) the traditional wireless interrogation system 

and (b)–(d) the PT-symmetric electronic systems with the standard (second-

order), third-order, and sixth-order configurations. Here, 0.99 (1/ 2) =  is 

used for the traditional wireless interrogation system and the standard/third-

order PT system, and 0.99 (1 / 2) =  is used for the sixth-order PT system. 

The DEP occurs at 1/ 2 =  in the third-order PT system and at 1/ 2 = and 
1/ 2 =  in the sixth-order PT system.    

 
Fig. 3.  Probabilities of real parts of eigenfrequencies of (a) the traditional 

wireless interrogation system and (b)–(d) the PT-symmetric electronic system 

with standard, third-order, and sixth-order configurations. Here, 1000 randomly 

generated tags are interrogated by the same reader, and their resistance and 

capacitance distributions follow a Gaussian distribution function with a 

standard deviation 0.01. =    represents the mean value of  . 
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comprising an active reader and neutral repeater(s) for 

contactless interrogation of RF-transponder tags. Specifically, 

the system is designed to operate near an EP or DEP where the 

highest entropy is obtained. We will exploit the statistical and 

quantitative indicators, such as randomness, uniqueness, 

pairwise comparison, and encoding capacity, to evaluate the 

performance of PUFs. We will gauge the resiliency of the 

proposed PUF against ML-based modeling attacks.  

II. DESIGN OF PT-SYMMETRIC PUF SYSTEMS 

A. Generalized PT-Symmetric Electronic Systems 

PT-symmetric systems that are invariant under the combined 

spatial-inversion (P) and time-reversal (T) transformations can 

be readily realized in the Helmholtz and Maxwellian systems 

constituted by coupled resonators with spatially distributed and 

balanced gain and loss [23], [30]. Fig. 1(b) shows the schematic 

diagram of the Nth-order PT-symmetric electronic systems 

consisting of an active RLC−  tank, a passive RLC  tank, and  

lossless LC  repeaters. When the system is used for wireless 

telemetry, these resonators represent the RF reader, tag, and 

repeaters (which are commonly used to increase the 

interrogation range). Applying Kirchhoff’s laws to the system 

results in an effective Hamiltonian eff ,H  which is non-

Hermitian and commutes with the combined PT operator [23], 

[30]. The system’s eigenfrequencies can be obtained as roots of 

the polynomial equation eff 0.H − =Ι  The eigenfrequencies 

of the standard PT-symmetric system, which comprises 

inductively coupled RLC−  and RLC  tanks, can be derived as 

[23]:      
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,
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where 1 /R L C −=  is the dimensionless gain-loss parameter, 

/M L =  is the coupling strength between tanks, M  is the 

mutual inductance, L  is the self-inductance of the coil, and 

0 1/ LC = . Figs. 2(a) and 2(b) plot the evolution of complex 

eigenfrequencies of the traditional RFID interrogation system 

and the standard PT-symmetric one. A traditional reader for 

short-range wireless connectivity comprises a coil antenna and 

a tuning capacitor, as shown in Fig. 1(a).  

There are different phases in PT systems divided by EPs, given 

by 
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When
(2)
EP

[ ], ,  +   the two eigenfrequencies are real and, 

thus, the PT-symmetry is exact. When (2)
EP

[ ]0, ,  +  the 

eigenfrequencies become complex conjugate pairs, signaling a 

transition to the broken phase. Considering a constant 

electromotive force at the initial moment (e.g., switching on the 

pulse generator), in the PT-symmetric phase, an oscillatory 

motion consisting of the superposition of multiple harmonics 

can be observed in the time domain [26], [30], while in the 

broken phase, the eigenmodes grow exponentially with time 

due to the imaginary part of eigenfrequency, resulting in 

underdamped or overdamped temporal dynamics. On the 

contrary, the phase transition at the EP is not observed in the 

conventional wireless interrogation system [Fig. 2(a)].  

The eigenfrequencies of the third-order PT-symmetric 

electronic system comprising ,  ,RLC LC−  and RLC  tanks 

(i.e., gain-neutral-loss) can be derived as [25], [26]: 

 

 

2 2 4 2

(3)

0 0 2 2

2 1 1 4 8
,  ,

2 (1 2 )
n

   
  

 

−  − +
=

−
 (3) 

 

where the branching point EP is found at: 

 
Fig. 4. Simulated (normalized) transient responses of voltage across the 

capacitor in the reader used to interrogate 15 randomly generate tags, which are 

interrogated using the third-order PT wireless interrogation system in Fig. 2(c). 

Each colored point in the analog time response is digitalized into a 4-bit binary 

code, and a total of 64 points are sampled to obtain a sequence of 256 bits. 

 

   

   

   

 
 
  
 
   
 
 
 

 
 
 
   
 
 
 
  
 
 

            
        

                              

    

   

    

    

    

    

    

    

 
Fig. 5. Binary bitmap obtained with (a) the traditional wireless interrogation 

method, and (b)–(d) the standard, third-order, and sixth-order PT-symmetric 

interrogation methods; here, only 1000 PUF keys are shown for saving the 

space. 
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Eq. (3) states that a divergent singularity also exists at the 

critical coupling strength ,1/ 2 =  at which the 

eigenfrequency bifurcation effect at the EP (3)
EP+( )1/ 2 =  is 

elevated to a divergent form, so-called DEP,  as shown in Fig. 

2(c). We note that a DEP is impossible to be experimentally 

observed in the standard PT system since the emergence of a 

divergent point requires a perfect magnetic coupling (i.e., 

1). =  

    In the generalized Nth-order PT-symmetric electronic system 

( 3),N   an RLC−  oscillator and an RLC  oscillator are 

remotely coupled via 2N −  neutral repeater(s). By setting the 

coupling strength between two neutral repeaters as ,  and that 

between the gain (loss) oscillator and its neighboring repeater 

as / 2 ,M L = =  the system’s eigenfrequencies are found 

to be roots of a transcendental equation. If N  is even, the 

system’s eigenfrequencies are given by [25], [26], [28]: 
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( 2) / 2,N = −  and  =   −  if N  is odd, the 

system’s eigenfrequencies are given by: 
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( 3) / 2,N = −  and  =   −  From Eqs. (5) and (7), 

we observe that there are two eigenfrequencies undergoing the 

branching process and phase transition at the EP, given by: 
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accompanied with discrete eigenfrequencies that are 

independent of .  For both odd and even orders, the critical 

coupling that results in the divergent bifurcation effect occurs 

at 1/ 2, =  and the exceptional point ( 3)
EP+ 1/ 2
N> = . Fig. 2(d) 

presents the evolution of complex eigenfrequencies for the 

sixth-order PT-symmetric electronic system comprising an 

RLC−  and RLC  tanks that are coupled via four LC  

repeaters. When the coupling strength is close to the critical 

value, the gigantic bifurcation effect can be obtained near the 

DEP. Importantly, this infers that even small variations in 

lumped element value or   caused by manufacturing process 

variations could result in significantly different sets of 

eigenfrequencies, and such high entropy may be beneficial for 

the PUF application. For instance, when the same reader and 

repeater(s) are employed to interrogate a group of RF-

transponder tags, the device-to-device variations between tags 

may be amplified when measuring the system’s 

temporal/spectral response near an EP or DEP. As illustrated in 

Fig. 1, the highly diversified analog output responses can be 

digitized to produce unique PUF-based secret keys for 

cryptographic operations.  

B. PUFs Based on EP- and DEP-Related Singularities 

Electronic components generally have 0.1 5%  − variations 

in lumped-element values due to fabrication errors, such as 

variations in the resistive layer thickness during the metal 

deposition or misalignment between capacitor metal layers 

[31]. In our statistical study and simulations, we assume that 

resistance and capacitance values are described by a Gaussian 

distribution: 
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where   is the mean value of the components and   is the 

standard deviation introduced by the fabrication errors; 

throughout this study, we assume 0.01. =  Figs. 3(a)-(d) 

present the real-part eigenspectrum under the influence of 

process variations for the conventional short-range wireless 

connectivity (i.e., an RF tag described by an equivalent RLC 

circuit is interrogated by a coil antenna with self-inductance L), 

and the standard, third-order, and sixth-order PT-symmetric 

electronic systems, respectively; here, 0.99 (1/ 2) =  for 

traditional, standard and third-order PT systems, and 

0.99 (1/ 2)  for the sixth-order PT system; we note that a DEP 

appears at 1/ 2 = and 1 / 2 in the third-order and sixth-order 

PT system, respectively. As can be seen in Figs. 3(c) and 3(d), 

the probability of repeatedly observing eigenfrequencies is very 

low around the DEP (dark areas), which infers that RF output 

responses could be highly random. Such high uncertainty is also 

similarly obtained around the EP, as shown in Fig. 3(b), but 

with a higher probability of detection (i.e., lower entropy).  On 

the other hand, in the exact symmetry phase, when the operating 

point is far from the DEP (bright region), there is a high 

probability of experimentally measuring the same 

eigenfrequencies. This phenomenon is also found in the 

traditional wireless interrogation setup that lacks EP or DEP in 

the eigenspectrum, as shown in Fig. 3(a). 

 Fig. 1(a) illustrates the proposed RF PUF system that is 

compatible with the current NFC and RFIC privacy-aware 

architectures. Passive tags are equivalent to a series RLC  

circuit and are interrogated by a reader via inductive coupling. 

In the PT-symmetric PUF system, an active RLC−  reader and 
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2 N LC−  repeaters (if the higher-order setup is used), together 

with the passive RLC  tag fulfill the PT-symmetry condition. 

The PUF key extraction is detailed below. First, the reader 

launches a pulse signal as the “input challenge” to activate the 

tag, and the temporal waveforms recorded on the capacitor in 

the reader’s RLC−  tank can be regarded as the “output 

response.” Throughout this study, the output responses are 

recorded for the period between 0T  and 04 ,T  where 

0 01/ 2 .T f LC= =  0 156 nsT   which is yielded by 

50 , 1000 nH, and 615 pF.R R L C − = =  = =  Such lumped 

element values give 0.806. To conduct a meaningful 

statistical study, 5000 RF tags were randomly generated, with 

their lumped element value variations described by Eq. (10) 

(where   is equal to the mean values of desired R  and ,C  

and 0.01), =  and their temporal responses under the pulse 

excitation were simulated using the Advanced Design System 

(ADS). For example, Fig. 4 shows the normalized temporal 

responses of 15 tags (out of 5000), which are interrogated by 

the same reader designed to implement the third-order PT-

symmetric electronic system (here 0.99 (1/ 2)). =   Due to 

the EP and DEP singularities, output time responses can vary 

greatly even under small process variations, thanks to the high 

entropy and uncertainty observed in Fig. 3. Therefore, the 

hardly repeatable temporal responses can then be exploited to 

generate cryptographic keys through a proper analog-to-digital 

conversion (ADC) circuit. The temporal response is first 

normalized to lie within 0 to 1, as shown in Fig. 4. Then, the 

normalized analog waveform is partitioned into 64 equidistant 

data points in the time domain, and each data point is digitized 

to covert the floating number to a 4-bit binary code, with a 

possible binary value between 0000 and 1111 [28]. If the 

normalized value of a data point is below the threshold of 

0.0625, it will be automatically assigned a binary value of 0000. 

Finally, a 256-bit CRP sequence can be generated as an 

encrypted digital fingerprint, as illustrated in Fig. 1(a). Figs. 

5(a)−(d) show the binary bitmaps of 1000 out of 5000 RF tags 

(i.e., PUF instances) interrogated using the conventional, 

standard PT, third-order PT, and sixth-order PT wireless 

interrogation schemes, respectively; the systems’ 

corresponding real eigenspectrums can be seen in Fig. 3.  As 

seen in Fig. 5(a), PUF keys acquired by the traditional wireless 

reader are poorly differentiated. In contrast, as seen in Fig. 5(b), 

the PUF keys acquired by the standard PT readout circuit with 

an EP can have good differentiation and uniqueness. Moreover, 

as seen in Figs. 5(c) and 5(d), PUF keys generated using a 

higher-order PT readout circuit with a DEP exhibit higher 

uniqueness and unpredictability than the previous two cases. As 

can be seen in Figs. 5(c) and 5(d), the bitmap contains almost 

equal numbers of 0's and 1's, indicating that the proposed DEP-

based PUF key is not predictable and tamper-resistant. In 

principle, under the same input challenge, CRPs generated by 

different PUF instances should be totally random and uniquely 

different. In the next section, the performance metrics of PUFs, 

including randomness, uniqueness, and encoding capacity will 

be fully characterized.  

III. RESULTS AND DISCUSSIONS 

A. Characterization of Uniformity and Randomness  

    Uniformity that measures the probability of finding 1s or 0s 

in the response bit sequence is an important indicator for 

 
Figs. 6. (a)–(d) are the corresponding entropies Ex, Ey, and Ep of the bitmap in Figs. 5(a)–(d). The PUF keys obtained with the traditional interrogation method have 

a biased distribution of 0s and 1s, resulting in low randomness. Randomness can be improved substantially by the PT-symmetric interrogation method, particularly 

when the third- (or higher-) order setup is adopted. Comparing (c) and (d), one may observe that the maximum randomness brought by the singularity is rather 

independent of the orders of PT circuit (i.e., number of repeaters), but relies on the presence of DEP. 
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evaluating the randomness of PUF keys.  Ideally, the uniformity 

should be 50%, ensuring an equal probability of finding 1s and 

0s. The uniformity can be insightfully measured by the Shannon 

entropy ( ,  ) :x yE E  

 

 2 2

2 2

[ log (1 )log (1 )],

[ log (1 )log (1 )],

x x x x x

y y y y y

E p p p p

E p p p p

= − + − −

= − + − −
 (11) 

 

where xp  and yp  are probabilities of observing “1” along the 

x- and y-axes of the bitmap, respectively. For a truly random 

bitmap, the ideal value for Ex and Ey is 1. Figs. 6(a)–(b) report 

distributions of xE  (top panel) and yE  (middle panel) of the 

bitmaps in Fig. 5, which correspond to the traditional RF, 

standard PT (EP-based), third-order PT (DEP-based), and sixth-

order PT (DEP-based) PUF systems, respectively. As seen in 

Fig. 6(a), since the traditional setup has a biased distribution of 

0s and 1s [Fig. 5(a)], it gives poor unpredictability and low 

randomness, with average entropy ( , ) (0.093,0.997).x yE E   

When the readout scheme based on the standard PT system is  

used, due to the EP singularity that enhances the bit uniformity  

[Fig. 6(b)], the average entropy is improved to 

( , ) (0.981,0.996).x yE E =  The third-order PT PUF system with 

a DEP can further ameliorate the uniformity [Fig. 6(c)], 

resulting in ( , ) (0.984,0.990).x yE E =  The sixth-order PT PUF 

system with a DEP and four - insensitive eigenfrequencies 

exhibits good uniformity, with ( , ) (0.995,0.991)x yE E = [Fig. 

6(d)]; such values are comparable to those of its third-order 

counterpart. We also evaluated the Shannon entropy for the 

fourth-, fifth-, and tenth-order PT PUF systems, whose entropy 

values are ( , ) (0.998,0.998),x yE E =  

( , ) (0.984,0.983),x yE E =  and ( , ) (0.986,0.994),x yE E =  

respectively; the associated entropy diagrams are not shown 

here for saving some space. The optimum bit uniformity is 

attained in the higher-order PT systems with DEP singularity. 

 Permutation entropy is commonly used for analyzing the 

complexity of time series encoded in sequential or permutation 

patterns [32]. The permutation entropy is defined as: 

 

 
!

p 1
log( ),

n

j jj
H E p p

=
= = −  (12) 

 

where n  is the order chosen to be computed (which is typically 

greater than 2) and jp  is the frequency of the permutation 

pattern normalized by the total number of subsequences  [32], 

[33]. Here, we chose 1000 out of 5000 normalized temporal 

responses and 3n =  to compute the permutation entropy. The 

bottom panels of Figs. 6(a)–(d) report distributions of pE  for 

the bitmaps in Fig. 5, which correspond to PUF systems based 

on typical short-range interrogation, standard PT, third-order 

PT, and sixth-order PT structures. Again, the PUF keys 

obtained with the traditional interrogation system show 

moderately low randomness with p 0.635.E =  Permutation 

entropy can be enhanced due to the presence of EP and DEP, 

with p 0.961E =  for the standard PT system and p 0.985E =  

for the third-order PT system. When the order of the PT system 

3,N   further increasing the order or the number of repeaters 

has little effect on the permutation entropy. The calculated 

permutation entropy values for the fourth-, fifth-, sixth-, and 

tenth-order PT PUF systems are

p 0.998,  0.986, and 0.988,0.990E =  respectively. According 

to the above analysis of Shannon and permutation entropy, it is 

clearly evident that the optimum bit uniformity obtained with 

the higher-order PT PUF systems can be attributed mainly to 

the existence of DEP, rather than increasing the order of PT 

system. In fact, when the order of the PT circuit 3,N   the 

improvement of p,   and x yE E E  is nearly imperceptible. 

 
Fig. 7.  Histogram of the uniqueness in terms of inter-HDs, which are obtained 

with (a) the traditional wireless interrogation method and (b)–(d) the standard, 

third-order, and sixth-order PT-symmetric interrogation methods; here, PMF is 

plotted as a function of inter-HD. The idea mean value ( )  and standard 

deviations ( ) are: 0.5 =  and 0.=  

  

      

 
 
 

         

         

                                

 
 
 

         

         

   

   

   

   

   
                  

    

    

    

    

    

                

   

 
 
 

                

   

 
 
 

         

         

         

         

    

    

    

    

    

    

    

    

    

    

    

    

                  

                                    

 
Fig. 8. Pairwise evaluation of PUF keys generated using (a) the traditional 

wireless interrogation method, and (b)–(d) the standard, third-order, and sixth-

order PT-symmetric interrogation methods. 
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 While entropy is an effective means of determining 

randomness, it may not be used to conclusively verify the 

stochastic properties of the system. Here, we also exploit the  

National Institute of Standards and Technology (NIST) 

randomness tests suite [34] to verify the randomness of binary 

bit sequences generated by the proposed PUFs. The NIST test 

suite is a statistical package consisting of 15 tests to examine 

various aspects of randomness in a binary sequence. Table I 

compares the NIST randomness test results among PUF keys 

generated by the conventional, standard PT (EP-based), and 

higher-order PT (DEP-based) interrogation methods. If the P-

values of all NIST tests exceed a threshold of 0.01 [34], the PUF 

can be classified as a true random number generator (TRNG). 

From Table I, it is evident that both standard and higher-order 

PT PUFs are qualified as legitimate TRNGs that generate 

random and unique signatures. 

B. Characterization of Uniqueness  

Uniqueness represented by the inter-device Hamming 

distance (inter-HD) measures how each PUF device is uniquely 

different from another.  The ideal average inter-HD is 50%; that 

is, half of the bits are the same, and the other half are different. 

The inter-HD can be expressed as:  

 

 
1 1 , ,

inter
1 1

( )2
U=HD ,

( 1)

L
N N l i l j l

i j i

K K

N N L

− =

= = +


=  

−
 (13) 

 

where 5000N =  denotes the number of CRPs, 256L =  is the 

length of digitized bitstrings converted from the analog 

transient response. iK  represents the thi  cryptographic key, 

and   stands for the XOR logic operation. Figs. 7(a)–(b) plot 

the probability mass function (PMF) as a function of the inter-

HDs obtained respectively by the conventional, standard PT, 

third-order PT, and sixth-order PT readout methods. As seen in 

Fig. 7(a), the mean inter-HD ( )  and standard deviation ( )  

of PUF keys obtained using the conventional readout circuit are 

0.0404 and 0.0337, respectively. Such a result indicates that 

when intrinsic device variation due to fabrication imperfections 

is small, and, therefore, uniqueness of PUFs sourced from the 

RF signal fluctuation is low. On the contrary, when a standard 

PT circuit is used to interrogate the tags in contactless ways, as 

seen in Fig. 7(b), the enhancement of entropy near an EP leads 

to a sharp Gaussian distribution centered at 0.5064, =  with 

standard deviation 0.0473. =  Such a result is close to the 

ideal values of 0.5 =  and 0. =  Moreover, the higher-order 

PT circuits can further improve uniqueness by operating near 

the DEP, as shown in Figs. 7(c) and (d). For the third-order PT 

PUF, a Gaussian fitting is centered at 0.4957, =  with the 

standard deviations 0.0327, =  which is smaller than that of 

the standard PT PUF. Although the sixth-order PT PUF may 

have an elongated interrogation distance by using multiple 

repeaters, its performance ( 0.4951 =  and 0.0327) =  is 

almost the same as that of its third-order counterpart.  

Uniqueness can also be characterized by the uncorrelation 

between two encrypted keys, which can be visualized by the 

pairwise comparison map of inter-HD, as shown in Fig. 8 (here, 

the data is extrapolated from Fig. 4 and 50 CRPs are randomly 

selected). In the pairwise comparison map, the diagonal line 

represents the intra-HD values for the same PUF device itself 

(the ideal value is 0), whereas the off-diagonal points represent 

the inter-HD values compared with the other PUF instances (the 

ideal value is 0.5). It can be seen from Fig. 8 that for the higher-

order PT circuits, the bit uniformity distribution is close to the 

ideal value of 0.5 at most off-diagonal points, implying that all 

50 different PUFs are highly uncorrelated. It can be observed 

from Fig. 8 that the high-order PT readout circuit provides 

TABLE I 

P-VALUES OF PUF KEYS GENERATED USING TRADITIONAL, STANDARD-PT, THIRD-ORDER PT, AND SIXTH-ORDER PT READOUT 

METHODS. 

NIST 

randomness  

indicator 

Traditional RF PUF Standard PT PUF Third-order PT PUF Sixth-order PT PUF 

P-values Pass? P-values Pass? P-values Pass? P-values Pass? 

Frequency 0.6171 Yes 0.9303 Yes 0.7737 Yes 0.9701 Yes 

FB 0 No 0.5001 Yes 0.4324 Yes 0.5276 Yes 

Runs 0 No 0.3826 Yes 0.2897 Yes 0.3829 Yes 

LOR 0.1095 Yes 0.1312 Yes 0.1007 Yes 0.1063 Yes 

FFT 0.9213 Yes 0.9553 Yes 0.9857 Yes 0.9727 Yes 

NOT(m=5) 0.9895 Yes 0.9879 Yes 0.9915 Yes 0.9917 Yes 

Serial(m=4) 0 No 0.7133 Yes 0.5116 Yes 0.5225 Yes 

AppEn(m=3) 0 No 0.5754 Yes 0.3349 Yes 0.3242 Yes 

Cum. Sum. 0 No 0.5084 Yes 0.4427 Yes 0.5292 Yes 

 

TABLE II 

SIMULATED ENCODING CAPACITY OF PUF KEYS  
 

Key size 
Encoding 

capacity  

Traditional RF PUF  34 1.71×1010 

Standard PT PUF  112 5.19×1033 

Third-order PT PUF 234 2.37×1070 

Sixth-order PT PUF 234 2.36×1070 

 

. 
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excellent uniqueness, significantly outperforming the 

traditional RF readout circuit [Fig. 8(a)]. 

C. Encryption Quality Evaluation  

The encoding capacity denoted by the number of codes that 

a PUF instance can generate is an imperative metric, as high 

encoding capacity ensures that cryptographic keys are difficult 

to duplicate. For binary bit sequences generated by our PUF, 

the encoding capacity is defined as ,kc  where 2c =  for binary 

bits of “0” and “1”, the key size 2(1 ) / ,k   = −  and ,    

symbolize the mean probability and the standard deviation that 

can be found in Fig. 7 [35]. Table II summarizes the key size 

and encoding capacity of different PUF structures in Fig. 7. 

Apparently, the higher-order PT PUFs can have the highest 

encoding capacity among different designs, and a large 

 
Fig. 9. Schematic of the GAN structure consisting of a generator and a discriminator; here, 5000 randomly generated PUF instances are first simulated to 

collect their CRPs, of which 4000 CRPs are used for training, while the rest are reserved for testing.  

 

 
Fig. 10. Simulation results for the ML attack based on the passGAN algorithm. PMFs of the mean ACC, mean CC and mean n-HD for the (a) standard, (b) 

third-order, and (c) sixth-order PT PUFs are shown. The results demonstrate the resilience of higher-order PT PUFs against GAN-based attacks. 

 

. 
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encoding capacity of 
234 702.372 10 can be achieved. Here, 

we also conducted numerical experiments for the fourth-, fifth-

, and tenth-order PT PUF systems, which offer an encoding 

capacity of 
6231 9 ,2 .07 104  6223 7 ,2 .35 101   and 

7244 3 ,2 .11 103   respectively; their inter-HD histograms are 

not shown for brevity. Such results are similar to those obtained 

in third-order and sixth-order PT PUF systems [Table II]. 

Therefore, from the above randomness and uniqueness analysis, 

it can be concluded that increasing the number of repeaters in a 

high-order PT PUF system has no obvious advantage in 

improving encryption quality. In other words, the third-order 

PT PUF system may be the simplest structure that gives the 

optimum encryption performance.  

D. Comparison with State-of-the-Art Methods 

Here, we also compare the performance of the proposed PUF 

with other electromagnetics- and analog-based  PUFs in terms 

of the randomness, uniqueness, complexity/compactness, and 

cost [36]–[40].  The results are shown in Table III. To the best 

of the authors’ knowledge, the concept of electromagnetic PUF 

based on RF circuits or non-Hermitian physical systems with 

EPs has not yet been studied, especially for applications in 

identification, authentication, and secure wireless 

communications. As can be seen in Table III, the performance 

of the proposed RF PUF is better than that of analog/digital 

circuit-based PUFs, while being comparable to or even superior 

than those of optical and photonic PUFs. Nevertheless, the 

proposed systems are more compact and cost-effective when 

compared to their short-wavelength counterparts, i.e., optical 

PUF typically requires costly and bulky readout instruments 

such as optical table and optical microscopy, ultrafast laser [36], 

or Raman spectroscopy [37]. The proposed low-frequency 

electromagnetic PUF keys based on lumped components can be 

ultracompact, low-cost, and can be mass-produced using PCB 

or integrated circuit technologies. Furthermore, the 

reader/interrogator composed of an active tank and an analog-

to-digital converter can be lightweight, low-cost, and portable, 

significantly facilitating the practice of electromagnetic PUF.  

E. Resilience to Machine Learning (ML) Attacks 

In recent years, the emergence of machine learning 

techniques has offered significant potential for aiding in the 

domains of image and speech recognition [41]–[43], natural 

language processing [44], recommendation systems [45], and 

inverse design within the field of electromagnetics [46]. 

Particularly noteworthy is its reported efficacy as a potent tool 

for perpetrating password-guessing attacks and decrypting 

sensitive information. As per findings from prior works [13],  

[14], despite some certain conventional PUFs demonstrating 

commendable attributes regarding randomness and uniqueness, 

they exhibit vulnerability to attacks leveraging machine and 

deep learning models, such as generative adversarial networks 

(GANs) [47].  

In this section, we investigate the susceptibility of the 

proposed PT PUFs to the modeling attack employing the 

PassGAN model. The PassGAN model emerges as a formidable 

tool for password-guessing endeavors. It contains two parts: a 

generator network and a discriminator network. The overall 

architecture of the model is presented in Fig. 9. In detail, the 

generator network creates fake PUF instances grounded on 

random inputs. The produced PUF keys are then mixed with 

real PUF to test the discriminator network.  The objective of the 

generator network is to produce fake PUF keys that are 

indistinguishable from the real ones. In contrast, the 

discriminator network has a competing aim to identify if the 

supplied PUF instances are real or fake. In this work, we 

generate 5000 simulated CRPs. 1000 of them are designated for 

testing purposes and the remainder reserved for training the 

passGAN model. The evaluations of the resilience against 

attacks based on passGAN model for the standard, third- and 

sixth-order PUF relied on the utilization of accuracy (ACC), 

correlation coefficients (CC), and Hamming distance (HD). 

These metrics evaluate the linear correlation level between two 

random sequences and the dissimilarity between the predicted 

and simulated CRPs. For a generated 256-length CRP iy  and a 

test 256-length ,iy the ACC, CC, and HD are formalized below: 

TABLE III 

SUMMARY OF PERFORMANCE METRICS BETWEEN DIFFERENT PUFS. 

Reference Technique Cost & 

complexity 

Uniqueness 

(inter-HD) 

Encoding 

capacity 

NIST 

randomness  

test 

ML attacks 

reported 

 

[36] Silicon 

photonics  

High µ=0.5 N/A Not reported No 

[37] Raman 

scattering 
High Not reported 3×1015051 Not reported No 

[38] Optical 

imaging 

Medium µ=0.4937 

σ=0.0556 

2.19×1024 Pass No 

[39] Analog circuit  Low Not reported N/A 73.23% Yes/Not Pass 

[40] Analog circuit  Low µ=0.492 

σ=0.06 

7.93×1020 Pass No 

This work RF circuit  Low µ=0.4957 

σ=0.0327 

2.37×1070 Pass  Yes/Pass 
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where #( )  counts the number of bits fulfilling the specified 

condition, y  ( )y  and y ( )y  denote the mean and the 

variance of y ( y ), and   represents the XOR logic operation. 

The ACC, CC, and HD of the unpredictable CRPs are expected 

to be close to 50%, 0, and 0.5, respectively. Fig. 10 presents 

distributions of the ACC, CC, and normalized HD (n-HD) 

between the GAN-predicted and simulated CRPs for the 

standard and higher-order PT PUFs. To accommodate a large 

number of sampled CRPs, the PMF is employed. The ACC 

exhibits a distributed pattern centered around 50% for both 

standard and higher-order PT PUFs. The distributions of ACC, 

CC, and n-HD are narrower for the third-order and sixth-order 

PT PUFs when compared to standard PT PUFs, indicating 

improved resilience against passGAN-based modeling attacks. 

The means and standard deviations of CC and HD for PUFs are 

presented in Table IV. This provides additional evidence in 

support of the resilience of the proposed higher-order PT PUF 

against machine learning-assisted modeling attacks. The means 

( )  and standard deviations ( )  of CC and HD for all 

conditions are summarized in Table IV, showing that the third-

order and sixth-order PT PUFs exhibit similar performance and 

are resilient to ML-based modeling attacks.  

IV. CONCLUSION 

We have presented the concept and design of a lightweight 

and secure PUF-based identification and authentication scheme 

based on sample-specific electromagnetic signatures of RF-

transponder tags. We have demonstrated with the PT-

symmetric circuities that high entropy and signal ambiguity/ 

uncertainty near the EP and DEP, although detrimental to 

sensing applications, may be leveraged to produce high-quality 

PUF encryption keys. We have thoroughly characterized the 

performance metrics of different PUF-key generation (wireless 

interrogation) structures, including the traditional wireless 

readout system and the standard and higher-order (third- and 

higher-order) PT-symmetric readout systems. Our results show 

that the higher-order PT PUF can withstand all scrutiny in terms 

of randomness, uniqueness, pairwise correlation, and encoding 

capacity, thanks to the ultrahigh entropy near the DEP 

singularity. Although the standard PT PUF enhanced by an EP 

exhibits degraded performance metrics compared to higher-

order PT PUFs, it can still outperform the traditional RF PUF. 

Moreover, we have found that all higher-order PT readout 

setups show comparable PUF metrics since high entropy 

mainly stems from the divergent bifurcation effect near the 

DEP, regardless of the number of repeaters. Therefore, 

considering the implementation complexity and cost, the third-

order PT PUF would be preferable. Additionally, we have 

demonstrated that the proposed PUF can be robust against 

advanced ML-based modeling attacks and does not require anti-

tamper mechanisms to detect invasive attacks. Such results 

reinforce the potential and applicability of the proposed PUF as 

a highly-versatile anti-counterfeiting solution, which is in 

strong demand in many fields, such as radio-frequency 

identification, wireless access control, authentication of NFC 

and IoT, and anti-counterfeiting/anti-fraud labels. 

Although in this proof-of-concept demonstration, the non-

Hermitian open system with an EP/DEP was built upon 

electronic circuits, this work can be generalized, 

transformative, and readily extended to other non-Hermitian 

electromagnetic structures exhibiting exceptional points and 

branch singularities, such as metamaterials [48], [49] 

metasurfaces [50]–[52], frequency-selective surfaces, and 

waveguide/transmission-line networks [21], [53]–[55]. We 

should also point out that there are other singular 

electromagnetic behaviors, such as electromagnetically-

induced transparency (EIT) [56], Fano resonance [57], and 

bound states in the continuum (BIC) [58], as well as sensitive 

topological dynamics, which may be exploited to realize 

electromagnetic unclonablity, with encryption keys stored in 

the structure’s propagation, scattering, and/or radiation 

characteristics. Therefore, our discovery of the 

electromagnetically unclonable functions may light up a new 

spark in hardware security and cryptographic technologies. 
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