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ABSTRACT accommodate small topologies.

The security of Border Gateway Protocol (BGP), and inter-dorhffefore, simulations are the main tool to study BGP security.
routing in general, remains a challenge, in spite of its welllRAWR¥er, existing BGP security simulators lack flexibility and are
importance, repeated attacks and incidents, and extensivB&fdaextend. They are in fact, mostly designed for specific at-
and research over decades. We present BGPy, an open-solp€ks &kd defenses. In this paper, we develop BGPy, a Python-base
tensible, robust, easy-to-use and efficient BGP security sinfiffaggtor for studying BGP security. BGPy is designed to have the
to be used for research and edu@GRyallows realistic simu- following main features:

lations of a large variety of BGP attacks and defenses. It is praviggdilityBGPy allows different security policies to be easily

as a Python package, and can be further customized and gxteyytetiin. It supports flexible configurations of attack scenarios
e.g., to investigate new attacks and new defense mechaniamg.ddffense strategies. For instance, it allows multiple-AS attack
describe how BGPy is currently used by mB@bEecurity  and real-world attacks (e.g., as repgit@ddn. [t supports not
projects. only the common scenario of partial deployment of a security polic
ACM Reference Format: but also the realistic situation of mixed deployment of multiple
Justin Furuness, Cameron Morris, Reynaldo Morillo, Amir Herzberg, as@8utiy policies, e.g., Route Origin Validatidg 8BA@d)dnd

Wang. 2023. BGPy: The BGP Python Security Simulator. In 2023 CyReN5e-+4fl], a security extension to ROV. Furthermore, BGPy can
curity Experimentation and Test Workshop (C8EG2¢123)2023,  take into account known adoption of specific policies and defenses

' , CA, . , . NY, 1 . https://dgi. . . .
lc\)/lrzr/rfg ffi?géogéog?ag%%gmw vork, NY, USA, 16 pages ps/ﬁ%c:ency. BGPy supports large-scale simulation of attacks anc
' ' defenses over empirically derived Internet-size topologies. It furthe
1 INTRODUCTION allows a large number of simulation runs in a short amount of time

BGP, the backbone protocol of the Internet’s inter-domain rotl?tl%%tam statistical results.

system, lacks built-in authentication measures and is frequehB¢RgBmark evaluation and reproducibility. BGPy provides a set
jected to misconfigurations and different attacks, with far-re8tk@s§ing scenarios and security metrics that can be used to test
consequencesi0585967. Accordingly, there is extensive lita¥ide range of secqrity techniques to achieve repeatable and apple
ature on BGP's vulnerabilities, possible attacks, and defenset@tfgiales comparisons.

gies (see survey380314353 and the references within). TheseUsability and availabiB&GPy makes it easy to perform sim-
studies often rely on simulations for large-scale evaluation. nidershs to study BGP secufitgilitating use by the research

the Internet is of an immense sdtlegver 75K autonomous community, and is available as open-source.

systems (ASes) and 500K edges in the current AStdpology [To realize the above design feaBG@Byg,separates the ac-

and its inter-domain routing is highly complex, governed by tahgimulation from the specification of the simulation into two
economic and policy considerations, and the impact of BGR@@@onents, the Simulation Engine and the Simulation Framewo
rity mechanisms depend on adoption and policy by many diffeeSimulation Engine achieves efficient propagation of BGP an-
ASes. Hence, it is impractical to analytically study Internet reiin@ements over large AS topologies. It allows each AS to exe-
and its security. Emulation-based approac8$ teag.riin  cute its specific policies, e.g., dropping announcements following
the exact BGP protocol also have limitations in that they caROWIY183463, or adding blackhole or preventive announcements
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Figure 1: Main components of BGPy. Each scenario selects the attacker strategy in the form of announcemer
which ASes will adopt. The simulation engine receives this information and propagates these announcements thi
AS graph, returning the LocalRIB at each AS. The simulation Framework then generates metrics and graphs.

The Simulation Framework is a wrapper around the Simukdtienthan presenting general extensible simulaSipedi€els.
Engine. It allows for trials on various attack and defense scenallipsthe studies827-29] use routing tree algorithms to com-
and obtaining important metrics for security evaluation. In apidiEidhge best available paths from each AS to the destination (orig
BGPy has a third main component, the System Test Suite, oftilab prefixjVhile the algorithms are efficient, they cannot be
a testing framework that provides user-friendly tools that faeititiifeextended to simulate custom security protocols. We simu.
easy modeling and debugging. BGPy is written in Python, Btfashe propagation of BGP announcement inside an AS topolog)
prototyping language that allows easy further extension. where each AS can plug in a specific security policy, which allow:s
BGPy has been used in several projects on BGP securitynf®6h more flexibility, including easy support of mixed deployment
These projects have demonstrated that BGPy is efficient, aofdseanrity policiés.additiorthe run time complexity of our
run on standard laptops/desktops without the need of compimtiiigtion Engine is similar to that of the routing tree algorithms
clusters (Appendix C). In addition, it is easily extensible to sppe®4)The simulator i is also based on algorithms, instead
new security policies, sometimes with just a few lines of adddfi@@élial propagation of BGP announcements, and their complexity
codeWe have open sourced BGPy for facilitating BGP secusitworse than that of BGPy.

research: https://github.com/jfuruness/bgpy
Contributions. The contributions of this work include: 2 BGPY DESIGN OVERVIEW

*Design and implementation of BGPy. We design and impl¥htéig section we present a high level overview BGBEPy.
BGPy as a Python-based simulation tool that aims to be effitietates BGP and allows comparison of security policies against

flexible and easily extensible to support a wide range of attackdQfdattacks. It consists of three main components: Simulatior
security policies. Engine, Simulation Framework, and System Test Suite.

*Evaluation of BGPy. We present several use cases that use Egpulation Enging (S). is Shewn ”.‘ RBUrE L, .the simulation
for simulating defenlses against prefix bijapksfix hijacks, englneyabst‘racts away packet-level.and intra-domain details to per
and path manipulation, in partial and mixed deployment scefr%) {EEPEGg ts(;r;oulgagt;/or]rshtéys?nrw%ﬁ):t?c?:r;gr;wgi?mgoruerc]:ce?\;re]ir:rf Zrcnrgisrsict:lle;
?aur: Eaes;I\t/zﬁji?lzntsotg?EgrtgaGtPBsGeEzrirfya:,Z:esa':shdes'gn 998Rtetred Ases topology and relationships from the CAIDA Serial-2
. : . [17 dataset, announcements to populate the AS graph, and ROV
Rela.t.ed work. Several studlles have developed BGP simulat§on estimates frbBn5[L,52]. From there, the AS topology
Specifically, SSFNET47, Genesi$H, and BGP+2(Jare BGP ¢ populated)ong with the routing policies defined in the BG-
simulators at the packet level. They provide fine-grained simfatiqRss Among other attributes, this class contains relationshi
but are difficult to scaled hence not suitable for simulating, ¢, rmatioRIB informatioand routing polici@his class is
Internet-size topologies. BGBIIMIId Cisco WAE] abstracts  o55ily extendable and ROVAS (performing ROV) and PeerROVAS
away some details in BGP, but still has hlgh_computa’glonalKggﬁgming an ROV variant) are included by default as well as sub-
The studies ia122 44 focus on the simulation at a single AS55ses. The simulation engine supports dynamic routing policies
The above'5|mulators are ma_lnly deS|gned'for networking regeareln use any routing policy at any AS. After these announce-
(e.g.studying convergence time and routing dynatfias), ants are propagated throughout the AS topology, the Local RIB
security. _ L _ at each AS is produced as output (and used by the framework).
For BGP security research, it is important to consider the fS'ﬁ'nulation Framework (§3). As shown in Figure 1, the simu-
Internet AS topology][ Existing studies used simulations thation framework is a wrapper around the Simulation Engine that
are designed for specific security policis, (86§29, 33, 651). fajlities the comparison of multiple security policies against attack
scenarios. It contains two major components - the main simulato
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3.1 Functionality

100 =
—4— PeerROV adopting BGPy’s primary objective is to investigate the outcome of deployin
ROV adopting a defensive routing policy to a limited extent in response to specifi
- attack scenarios.
o] All of the variables, parameters, and functions used in such an
r% 60 investigation are defined within a scenario; in particular, a scenaric
L defines the attack strategy and the routing policies and defense
o of different ASes. An attack strategy specifically consists of whict
& 401 announcements the attacker and victim will ammoutice,
8 defensive routing policy is the policy that will be adopted to defenc
a 50} against such an attack by adopting ASes across the AS topology
The scenario also controls other aspects of the simulation, such as
how attackers, victims, and adopting ASes get selected, and wha
0 : : ; : routing policies and defenses are used by specific ASes. The last

0 20 40 60 80 100

Bercatit Adaption ability is critical, as it allows to take advantage of known policies

and known adoption of defenses, e.g., ASes known to adopt ROV
For more details on parameters and extensions, see §3.2.
Figure 2: Example of one of the graphs displayed fromhghemulation framework allows us to compare these various
simulation Framework. Here ROV ASes are compared sgaingts under comparable conditions to let the user analyze vari
an ROV variant, Peer ROV (where ROV is only appliedspros and cons of different defense policies, and directly compa
peers, see Appendix E), against a subprefledagatk. them to one another in order to determine recommendations, trad:
of ASes hijacked on the data plane is measured on thefis.axig.effectiveness of security policies under specific conditions
The following steps provide an overview of the operational

flow of the simulation framework, from initiation to completion.

and the scenarios. The simulator controls all scenarios and %ﬁ@&@hom ,the discussion, we will reference exampiles from a spe-
of the simulation such as the number opénitits, adoption  CIMC simulation that compares ROV with an ROV variant thaF only
percentagestc. The simulator has a list of several scenariodif§"s announcements from peers, PeerROV (see Appendix E for
compare. Each scenario controls the attacking strategy, i.éj.%(ﬂ'il .he.se sequrlty policies are used agalqst a subprefix hi-
ASes will be the attacker, which announcements they will seli¢<efdis simulation produces output graphs Figure 2, and we also
Each scenario also controls the defensive strategy, such aér\&mgﬁ code snippets for multiple components.

: ? e : 4 s mulation Configuration: To initiate the setup of our sim-
ASES BUopE aefensve Folting pelicies, WHISh Teuting P°"C'S|%98n we have the ability to adjust numerous options. For our
they adopt, etc. ’ )

. . ; example simulation case, which yields the depicted outcomes in
System Test Sulte (35). The final component is the systgrgﬁ?é%zl our objective is to determine the most effective securit

suite. It contains useful tools for easy visualization and debuggi 9 against a subprefix hijack. This hijack occurs when an at-
Whlc.h & usgful WHEm WaTIR | W complgx A.S topqlog|es er falsely originates a subprefix of a larger IP space that is

routing policies. The tools enable the entire simulation _to tfg ﬁﬂpﬁately announced by another AS . We compare the effectiv:
verted to.and from YAML at any peint, and allows:the S'mutluaegég%f two security policies: standard ROV andPReeRRAV.

to be visualized in iagram fort: is a modified version of ROV that solely filters announcements fron
3 THE SIMULATOR FRAMEWORK peers, deployed py someA$E§[d|scussed fu_rther in Appen-.
) } . ) dix E. In the provided code snippet responsible for generating the

In this section we discuss the simulator framewoakper  resylts shown in figure Figure&can observe that we have
around the simulation engine which we describe in §4.  gpecifically chosen to compare these two scenarios. Furthermore

The simulation framework sets up the simulation engingy&@pa interested in assessing how these security policies perfort
trols all of the variables for comparing various attack defensgns(ggpﬁgmm adoption. Hence, in our example, we have opted tc
ios, performs the data analysis for these scenarios, and grgpts\§ous levels of adoption, ranging from a single AS adoptinc
output. We discuss all these features and more in this sectiof, §arsses except one adopting the policies. We have configure
full view of all components related to the simulation frameworkumber of trials to be 1@ we have allocated 12 CPU
please see Figure 1. corestaking advantage of the fact that the trials are capable of

parallelization.
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Simulation( subcategories: ASes that are stubs or multihomed, ASes that are
percent_adoptions = ( part of the input clique defined by CAIDArd other ASes (to
SpecialPercentAdoptions.ONLY_ONE, which we refer as etc ASes). For example, if 50% of all ASes shou
; # This means 10 percent of ASes adopt adopt the defensive pdhi@Y of the input clique ASes will be
:4' chosen, 50% of the etc ASes will be chosen, and 50% of the stubs «
.8: multihomed ASes will be chosen.
SpecialPercentAdoptions.ALL_BUT ONE Attacker and Victim ASes are by default excluded from these se-
), lections. By default, attacker ASes are not adopting, and victim AS
scenarios=( are adopting, although this can easily be extended and modified
SubprefixHijack(AdoptASCIs=ROVSimpleAS), Note that these subgroupings are configurable. A user can speci
SubprefixHijack(AdoptASCls=PeerROVSimpleAS), any subgroupings according to pref&rences. Similar to the
), attacker and the victim, the ASes chosen to be adopting ASes wil
output_path="Path("~/Desktop/cset23_graphs").expanduser(), remain the same across all defensive policies for each trial to enfo
o comparability.
g:gétrclgljs;ll()zo’& 4. Engine Setup: After the adopting ASes are using the routing
yrun() policies chosen as the defense for the scenario, the attacking str
egy is utilized to create and insert the originating announcement

at the local RIBs of both the victims and the attackers. This func
Figure 3: Simulation Example code used to generate Eiognald2is contained within the scenario class, and creating the
and other graphs not depicted here. This simulationtteaher strategy is discussed in §3.2.
pares both ROV and an ROV vaRert, ROV (an ROV The simulator includes by default six different attacking strate-
variant that only filters peers, see Appendix E for degtadlshat cover the typical ‘family’ of ‘generalized prefix attacks
against a subprefix hijdckoes so for multiple partiakhat are commonly used when studying ROV and ROV++. They
adoption percentages, for 1000 trials, using 12 cores for arefired in Table 5.
tiprocessing. 5. Engine runs: Then the simulation engine, described in §4,
is run.The attackers and victims announcements are propagated
All of these options are configurable. For a full list of similiigrgghout the AS topology, and the defensive routing policies for
parametersee Table Ble could also compare any number dhe adopting ASes are usédhe conclusion of this stage, the
scenarios, and each scenario is also highly configurable (seesimablation engine contains an AS topology where each AS will have
for a full list of parameters). a local RIB containing some subset of the attacker’s and victim’s
2. Attacker and Victim Seledi#éore each scenario runs,announcements.
the simulator randomly selects attacker and victim ASes. A vichinPata Analysis: At this point, the framework begins to per-
an AS that is the origin of a legitimate announcement. An atfaeredata analysis. To start with, we perform traceback, a proces
is an AS that announces an announcement that is illegitimitavfdeh, at each AS, we trace back each prefix to it's origin on the
any reason. Perhaps the announcement is invalid by ROA datahdanéigure 7, which describes a subprefix hijack originating
announcement is a route leak, etc. The goal of the attacker(8f ésufb&hows an example for the importance of traceback.
be to attract, to itself, traffic sent to the victim, to cause a D@tithoeit traceback, i.e., looking only at the control-plane data, it
Service, e.g., preventing traffic from reaching the victim, or aiestileseem that AS 3 is not hijacked by AS 666, since AS 3 woul
user-defined goAlscenario can select any number of attackeggouting according to the legitimate announcement (from AS
or victims as a parameter (see Table 4); this capability wad Ggktemwever, in reality, and as the framework finds by traceback,
some use-cases (see §6). The default is one attacker and onth@dtiaffic is hijacked once it reaches AS 1 (the provider of AS 3)
The same attacker(s) and victim(s) are used across all scefiagi@d\in 1 routes according to the subprefix hijack from AS 666.
a trial to maintain comparability. By default, attackers are sdlristisdsince Internet Protocol (IP) routing prefers the most-specific
from either stubs or multihomed ASes, since edge ASes af@udfor this reason, it is not enough to simply look at the local
likely to be malicious [13, 38, 67]. RIB at each AS. We must perform traceback, tracing the prefixes
3.Adopting ASeé&hen the adopting ASes will be chosenback to their origiirs order to determine the true outcome of
The simulator will take each scenario and run the scenariotherbaffiduring traceback, we start at each AS, and trace back
a configurable set of different partial adoption pergentageifie prefixes on the data plane to the origie AGtcome of
examplén our code used in figure Figune Bre testing six the traceback is then used to analyze a multitude of metrics. Th
scenarios: one AS adopting, 10%, 20%, 40% and 80% adopgfukSastrics included are percent of ASes hijacked (indicating
and finallwyhen all ASeaxcept onagdopt.For each of these that the announcement at an individual AS was traced back to
adoption percentages, adopting ASes must be chosen. One thelkitgekepercent of ASes disconnected (indicating that the
we experienced when adopting ASes is that there is a wide H@tyncement was traced back to neither the attacker nor the vic:
in connectivity between the ASesb AS adopting will not havetim), and percent of ASes successfully connected (indicating tha
nearly as much impact as a highly connected AS adoptingthEnéinouncement was traced back to the victim AS). We further

can result in large variance when using uniform random selddgi@hese metrics into various subgroups, such as in Figure 2, th
of ASes. To decrease the variance, we separate the ASes iptrdbne®f stub or multihomed ASes that were adopting and traced
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back to the attacker, indicating attacker success. These metricBhareanking of announcements follows the Gao Rexford model
easily extendable to keep track of custom metrics the user vogrdefault, but, when needed, can be tailored, for example, to impl
track. ment policies such as ‘security first’ or ‘security second’, see §6.:
7. Graphs and Example Simulation From here, the rdhadtirser can also easily modify the tie-breaking mechanisms.
data is output into a CSV, and 18 default graphs are output asTwadlannouncement validity function can be oveerglden,
The user can also use the resulting CSV to create their own goaiphplement policies such as R@/default announcement
as they wish. The CSV contains, for each scenario, for each paiadiny function only checks for loop-previeeatimturns a
adoption, the average tracked metrics (percent of ASes tHadohesme indicating if the ASN (of the AS class) is contained within
hijacked, disconnected, or successfully connnected). An eitaendePath of the announcement (if so, the announcement is in
of these graphs can be seen in Figure 2. valid). Notice that default function already allows simulation of pat
poisoning€, as used either by attacks or for traffic engineering.
3.2 Refining the Framework: Empowering The code in Figure 4 is an example, showing the simple derivatic
Customization of the ROV-AS validity function from BGP-AS. As shown, this only

The simulation framework offers a wide range of optional pafSfikres eight lines of code, where we check if the announcemer

ters that can be easily configured during setup, providing flexiti¥g/id due to a ROA, and otherwise, simply invoke the default

for customization. Moreover, its design enables straightforw3fafsylidity function. Other examples can be seen in Figure 9 and

classing and the creation of simple, personalized fuhidtions, F'9ure 10.
we will explore through various examples in the following sections.

Configurable Parameftiéxse are many parameters tha€lass ROVAS(BGPAS):
can be set when running a simulation that can affect varidys aspectgalid_ann(self, ann: Ann) -> bool: -
of the analysis. The parameters for the simulator can b seen in T ROA s invalid, ROV says announcement is invalid
Table 3While the simulator parameters affect all scenarios that al ar;g;:lgrvnalégl_st;y_roa:
user wants to compare (for exam_plg, setting the python_lzmgsh_se.eqf If ROA is valid, determine validity with BGP
will make all scenarios deterministic), there are also configuratiopge.
options for each individual scenario. For example, settinggthe Adop- return super(ROVAS, self). valid_ann(ann)
tASCls to ROV will set that specific scenario to defend usingROV,
but other scenarios may have different values for AdoptASCls and
different defensive strategies. The parameters for the various J@sfe 4: A subclass of BGP AS that implements ROV.
ios can be seen in Tablféedoffer a range of preconfigured attack

strategies accompanied by various scenarios for a users selgction

(refer to Table 5). It is crucial to distinguish between the de rio Class The Scenario class, used to control attack anc

& .
and attacking strategies implemented in our system. The defii e strategy, can also be easily extended. Common exampl

strategy can be customized through the parameter AdoptI < modifying how attackers anq victims are belected,
5%?8 ASes are selected, how various metrics get recorded, ef
0

whereas the attacking strategy necessitates the use of its d h le for h itis t " ¢
subclass. As a restile scenarios listed in the table implem w ;’1".? SkOW an egar(rgjp; O; 'ov_vr e&sgr% 'Stolgrle.a € afnon route
. .

rameters still accommodate different defensive strategies, din §6 impl N id oty of ¢ ttacki
counts, and more. cases listed in implement a wide variety of custom attacking

Extendable Classes. There are also many functions and %'éastsee%'es'
that have been written in such a way that users can easily subelass
and override them to control almost any aspect of the sim@itidyRoutedPrefixHijack(Scenario):
For example, §6 lists drastically different simulations that|did figt-9et_announcements(self) -> List[*Announcement"]:
need to modify the source code of the simulator and weére facil- . \c.U'Ns announcements used to seed the engine
. . . ) ., anns = list()
itated by subclassnmg,c}e p055|blle.by BGPy’'s moqlular design. for attacker asn in self.attacker asns:
Subclassing allows basically unlimited customizations, angd was ex-  5nns append(self.AnnCls(
tensively used in different simulations. Here we describe the three prefix='1.2.0.0/16",
most common classes that get extended: 8 as_path=(attacker_asn,),

« AS Class The AS class controls the routing policy for a §iven AS. timestamp=1,

e . : i seed_asn=attacker_asn,
Within this AS class, a user can easily control decisions sdth as path ;

. . . 11 roa_valid_length=True,

selection and export policy . Two common functions that1§ e often roa_origin=0
overridden in this class is the function used to rank annotincements recv reIation'ship=ReIationships.ORIGIN
(called ‘_new_ann_better’, detailed in §4.2) and the fungtipn used -
to determine the announcement validity (called ‘_validann’, anreturn anns

example shown in Figure 4).

Figure 5: A scenario subclass that demonstrates how to i
plement a non routed prefix hijack



N o U A W N

CSET 2023, August 7-8, 2023, Marina del Rey, CA, USA Justin Furuness, Cameron Morris, Reynaldo Morillo, Amir Herzberg, and Bing Wang

+ Announcement Class The Announcement class (containidg2n&/ally Free Assumptions and Other Routing
information used for the BGP announcements that are propagated®olicies

is often extended to contain attributes specific to each Siwa&g}gult the base AS class (BGPAS) uses BGP and adheres to Gac

This can be accomplished easily.by simply overridipg the ini 6T valley-free routing rules, which is in line with other works
tion of the Annoyncgment cIasls ina subclass with just a fewt NeS0L uate the security of inter-domair EquBpaléfault,
code, as shown in Figure 6. This is an example of the annou\?ﬁg AS class also utilizes an export-to-al iing a

g i Ty,

class used to simulate the announcements described4n RO . . .
; . o ; ’ route exported to one provider is exported to all groeiders.
which contains a few additional attributes, such as the holes e P P b A

announcement, whether or not the announcement is a blac applies to peers and customers,
o égRexford defines rules for ranking received announcement:
or a preventive announcement, etc.

based on relationship (peer-to-peer or provider-to-customer) and

export policies based on those relationships. These rules are usuall

@dataclass(frozen=True, slots=True) . \ . . .
implemented in routers using the Local Preference mechanism ir

class ROVPPANn(Announcement):

holes: tuple[str] = () the BGP Best-Path Selection process, which follows several steps
blackhole: bool = False to determine the best path for a particular prefix. The steps are:
# V3 attributes « Local Preferen€ee local preference of the AS follows the

preventive: bool = False

business incentives of thatFASt,announcements from cus-
attacker_on_route: bool = False

tomers are given the highest priority, because customers are payir

for the traffithen,announcements from peers are considered,

Figure 6: A subclass of Announcement that implementssadaffic to and from peers is free. Lastly, announcements fro

ditional attributes needed to simulate ROV++ [44] Providers are considered. Provider announcements are the lowes
for the local preference because this traffic must be paid for.

4 THE BGPY SIMULATION ENGINE » Shortest AS Pathmultiple announcements have the same

In this section we describe various aspects of the simulatiB‘?‘Iaet}QnShip' the announcements are ranked by shortest AS Path

gine, used to simulate BGP with given security policies and atEiedsreaken$all other aspects of announcements are equal,
The simulator engine abstracts away packet level interactioibeandhe AS defaults to tiebreakers. In our simulations, we defaul
simulates BGP from a high level, propagating BGP announcetddhislowest ASN to win ties to be consisteAf withthis
across the AS topology to produce as local RIB at each AS f@ndssily be changed and is extendable.
analysis within the Simulation Framework (see §3.1).

Export Policies. The export policies also follow the business
4.1 AS Graph incentives for an AS by default in the BGPAR\alesance-
To start our simulations, build an AS GrapFhe simulator ~Ments from customers are sent to peers, providers, and custome

receives the topology information in the CAIDA serial-2 foAiB@uncements from both peers and providers are sent only to

[11, and, by default, uses the latest CAIDA topology. This toggRsgyners. By default the BGPAS uses an export to all methodolog

is a directed acyclic graph consisting of ASes for nodes and pe&cgracy of the Valley Free Routing model This method-

peer connections as well as provider to customer connecti8igois one that is widely used across various routing security

edges. studiesl2 2629, although we do acknowledge that in the real
Nodes. The nodes in this graph are ASes, by default perfo¥aiifgASes do not always adhere to this [1, 37, 41, 45]

BGP (for further detade §4.2\Ve differentiate between four Prefix Aggregation. The BGPAS class by default does not do
types of ASes: any prefix aggregatidrat is to say that the BGPAS class will

» Stubs. These are ASes that have only one provider éﬁbe t,an announcement for every single prefix, regardless of th
peers or customers. existence of subprefixes or superprefixes.

* Multihomed. These are ASes which do not have any,c
tomers, but do have more than one provider, or have &éggpeal World Data
more peer@ften this is done for backup purposes or |$Qgre are Currently several sources of data that prOVide informatio
balancing [60]. on routing policies, particularly for ROV (Route Origin Validation).

« Input Cliqudhe CAIDA AS topologyl [l provides a  In Table 4, it is explained that any Scenario class can receive a dict
strongly connected clique of ASes at the top of the gPaphof ASN-AS Class key-value pairs as a parameter using the har
with less than 20 ASes. coded_asn_cls_didhis section provides an explanation of the

« Etc. These are ASes that don't fit into the other catedtiasources utilized in a utility function that is integrated within

Edges (relationships). We use the standard edges as %Isg*%tazm This function generates a hardcoded__asn_cls_dict con-
with ASes and as defined by the CAIDA topdl@dy Peer- taining actual ROV data from the real world. Thls enhapcemgnt
to-peer connections, where traffic flows freely from AS to AS1SH{1gS that real—wodrld ROV can be empcljoyed in any S|mu|?t|on,
customer-provider connections, where providers are paid lFE E'i?g In |mpror\]/leh|§cr$urﬁcy compﬁre t% pr];levpbgﬁ simu ators
customers to provide traffic. IXPs and sibling relationships ‘ar@ iypportant to highlight that users have the flexibility to input

cluded, as these are also excluded in the provided CAIDA topology.
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any dataset or routing policy for a given ASN. As additionapaoatieters (which seeds the random module, as shown in Table 3]
ing policies become available, they will be incorporated inéosures that running simulations multiple times will yield identical

datasets and simulations. outcomes, despite the initial random generation. This functionality
« ROV RPKI. https://rov.rpki.5dti4 a website detailing ASN'sdreatly facilitates the reproduction of specific issues and repro-
and their corresponding ROV confidence. ducible results that might otherwise be challenging to recreate.

« Cloudflare’s https://isbgpsafeyeitichis. Website accu- ° YAMLable Every object in BGPy can be seamlessly converted
rately identifies a user’s ISP’s properties, including its ROVI§dg! from YAML, providing us with a convenient way to save

tion and whether it follows the default policy or a variant that BNt parts of the state. For instance, we can easily dump the
filters announcements from peers. entiré AS graph along with all the announcements into YAML. Ad-

. . ) . ditionally, we can save traceback results and other metrics in YAMI
* Revisiting RPKI Route Origin Validation on the Data Rlang. This greatly simplifies the comparison between the YAML

[52 Various metrics were utilized in this study to acquire RQWerated during testing and the ground truth YAML files we gen
ASNs along with their corresponding confidence levels. o ate gurselves. This functionality is made possible by YAMLable
- . . . . [67, which necessitates custom functions for YAML conversion
4.4 Runplng a Scenario with the Simulatio n each class. We prefer YAML over JSON because it allows direct

Engine conversion between Python objects, unlike JSON. While pickling
When we are running a Scenario,chsssnust first insert the in Python also supports this feature, pickled objects are not easil
attacker’s announcements in the local RIB of the attacker ASadalale by humans, and pickling highly recursive objects such ¢
the victim’s announcements in the local RIB of the victim ASthehASegraph proved quite challenging. YAML, on the other hand,
initialannouncements are defined in the Scenarforctass, is both human-readable and supports conversion to and from even
example see Figurdfier inserting these announcements, wlee most complex and recursive Python objects.

then run the simulation engihés performs propagation, . pjagrams Our test suite includes a feature that allows users to
propagate the announcements throughout the internet and thg A y represent smaller AS gitiyehiscal RIBNnd various
topology. metrics as diagrams prior to running newly implemented routing
*To start with, we propagate the announcements from cuspotigées on the full topoldbgse diagrams are generated using

to providers, all the way up the graph. graphvizZ]] and serve as valuable tools for debugging. Without a

» Then, we propagate announcements across peer connecYfgi3! representation of the AS topology in small graphs, identifyin
ogic problems becomes extremely challenging.

* Finally,we propagate announcements from providers to CUgg generate these diagrams, input requirements include an AS

tomers. . . . topology and a scenario. The simulation is then executed, resulting
We perform the propagation of announcements in this Wat#@ gisplay of the AS graph and associated metrics.

simulate a moment in time for the AS topology. With this methag-instance, consider Figure 7. Each AS in the diagram contains
ology, our simulator converges after a single round of propagaliay\nolicy information (in other words the label of the AS
which significantly reduces the run time of simulations. Wigh,this 34 its local RIB. The local RIB table includes the prefix, A!
method we avoid a lot of the run time constraints detailed I BYANYnd origin for each announcefieatlar shapes repre-
other packet-level or discrete event simulators that must COBNRFGGP ASes (as also indicated in their policies listed), while th
where simulations required converdéi@0) 2356, result- 53001 shapes denote adoption of a different policy (as seen in Fi
ing in many rounds of propagation for a singlieastatally ;e 7 with ASes 3 and 4 adopting ROV). ASes 666 (the attacker) an
increasing the runtime. , , 777 (the victim) have an additional ring around them, signifying th

Our method of propagation has time compl@xiEjpef they are the origins of announcements. The arrows between ASe
propagation rounghereE is the number of edges in the AS represent provider-to-customer connadtitmpeer-to-peer
topology. By default the AS graph converges after a single reyRd Qtions (shown in Figure 11) are denoted by dashed lines.
propagation, however, if there are user-defined routing policieqiiato|or automatically determined for each AS indicates the
delay the convergence of the AS grapfpigation_rounds  ,tcome of the AS on the data plane for the most specific prefix
is a parameter that_|s ea5|_ly modifiable. This runtime a”OW(SirPFiERJre Tt is /24)Differentiating between the control plane
be able to run our simulations on a standard laptop. For mofe PRE data plane is crucial for understanding these outcomes,
formance enhancements, future improvements, and varioustRetfen differ. For example, in the control plane of Figure 7, A
marks, refer to Appendix C. 3 appears unaffected by hijadsifigdoes not contain any of

the attacker’'s announcements within it’s local RIB. However, upon

5 VERIFICATION AND TESTING performing traceback, we discover that on the data plane, traffic
Routing attacks and defenses are subtle; it is all too easy t® K8 is routed to AS 1, which then forwards all traffic within
hard-to-detect errors. Therefore, verification and testing aretfetjoal prefix to AS 666, the attacker. Green represents successful
BGPy includes the following mechanisms to assist in testingi@gd announcements to the victim for the most specific prefix
verification. (/24 in Figure 7). Gray (shown in Figure 11) indicates that an AS
» Deterministic randomness Setting the PYTHON _HASH_SERtisconnected. An aggregated table presents the metrics for a
in both the Python interpreter’s environment and the simdRstier succesgtim success)d disconnectioAdditionally,
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users have the option to label the graph and provide a desxtetisions to the core BGPy mechanisms and did not require any
The emoji on the rightmost column denotes the origin, withnbléication to the simulator source code. Not only do these use
angel being the victim, the ‘devil’ being the attacker, and aad€eldse the wide variety of parameters available, they also ha
being a preventive announcement (as shown in Figure 11)implemented many of their own AS subclasses for their defensive
policies, many different attacker scenarios, subclassed many differ
ent aspects of the simulations themselves, etc.

L
(BGP Simple)
Local RIB
n6[1,777] =
1241, 666 | &

(For most specific prefix only
W ATTACKER SUCCESS W/
= VICTIM SUCCESS =
* DISCONNECTED &

2]
(BGP Simple)
Local RIB

[z5 e

6.1 ROV++ and Mixed Deployment

We simulate the policies descridddusirig BGPy. This only
required us to implement a custom announcement class (see Fic
ure 6, an announcement class that contains attributes for holes an
preventive announcements) and custom AS classes for ROV++ V
V2,V3 (along with the corresponding lite vefsieregse of

use is important to highlight, as only the ideas dedetibed in [
quired implementation, while the rest of BGPy remained untouchec
without modification to the source code.

For the AS classes themselves, the announcement rank function:
were modified to include security policies after local preference
but before AS path length and tiebreaks. An example of an ROV++
V2 AS class is included in Figure 10, requiring less than 20 lines
code to implement. Additionally, all of these policies were verifiel
through over 100 new system tests using the existing test suite. Ar

Figure 7: Test Suite Diagram Example that was dyn giﬁi of one of these te§ts can be seen in Fig_ure 1L .

generated from an input AS topology and the origin a 1S work is currgntly being extended to als_o mcludg mixed

nouncementsor a detailed description of this diagraqﬁployment scenarios where ROV.++ has part|a| adoption among

please refer to §5 under the bullet ‘diagrams’. For d él‘ &rld ROV .ASesl. This extension required or)ly a parameter

version, please see Figure 8 in the appendix. For an e'\to passin a I|st_ of real world ROV ASes, without any modi-

of discénnections and peering, see Figure 11 cati neto the simulation code or even the ROV++ code (for a fu
! ' list of parameters, see Table 4).

o[w[o)<

We66W
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Local RIB

/16]666, 1, 777 [ &

24666 |w

3
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[ 1777

4
(ROVSimple)

[ LocalRIB

[ne]a, 1, 777] =]
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[16]5,777] =]

Sl
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7
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[ localrB |
[ne]7.3.1,777] =]
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[n6]e. 4. 1,777] = |

System Test Suftieof the features listed in this section af@-2 Attacker Collusion
utilized in our system test suite. A user has the ability to défiresamulator’s versatility is supported by its use in developing
custom AS topology, along with a custom scenario, and the systesimulating policies that can cope with multi-attacker hijack
test suite will automatically perform the following: scenarios; ones of which the attackers may or may not be colluding
(1)Creates an AS topology with custom routing policies. This means orchestrating a number of attackers as a group/team t
(2)Runs a scenario on said AS topdog'y'as a Subpreﬁx launch an attack on a target to achieve a particular goal, such a

hijack. decreasing successful connections to the origin.
(3)Records all the metrics associated with that topology, sbdplicy that deals with such attacks was created by subclassing
as number of ASes hijacked, etc. theBGP_ASnd override method(s) related to how it processes

(4)Displays this topology and resulting output in a diagram{_wﬂ)announcements. ]n order to vary the number of attackers, or
easy visualization (described in the bullet for diagransé g needs to provide an argument of how many attackers are

an example in Figure 7). in the system via Simaulationclass (see Table 3 for a full list
(5)Compares it to ground truth YAML that is saved and v&ftgagameters), and the attacker announcements would need to
in advance. constructed and coordinated in a subclass of the Scenario class.

Additionally, the ground truth would be difficult and time BpXiliary entitiesuch as a centralized sewee integral
suming for a user to generate due the vast amount of textQfB{s PolicAlthough BGPy doesn’t have a centralized server
would be required to write these YAML AS graphs by hand. Ifst8agomponent of its architedtymmvides the flexibility to
the ground truth can be auto generated, and the user can'@ﬁﬁ’lrg%grate is in this casehe server was created as a class
verify that it is accurate, saving countless hours of manual\fR Pecame a member attribute of the new Scenario class.

Across all of our various use cases we have hundreds of - . .
tem tests. The system tests suite can even be used to verﬁﬁgath Security Policies

simulation engines. BGPy has been extended to evaluate defenses against path man
ulation attacks, where an attacker modifies the AS Path or other
6 USE CASES attributes of an announcement. Notably, this facilitates evaluatio

This section describes some ways in which BGPy has been used
for BGP security research sdlfasf these use cases involved
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B TEST SUITE EXAMPLE announcements across the dtapleverjue to the inherent

In this section of the appendix, we showcase an example ¢H@¥aess of constructing these objects in Python, we have devised

the diagrams auto generated from a single system test in AgRlp& dor performance enhancements for future work. Our strat

a larger version of Figure 7. There are hundreds like it acr88¥ fR¥Olves transitioning to Rust bindings within Python using

many use cases the simulator is used for. For a detailed desBAP§SH!I tools like PyB9.[By leveraging this approach, we will

of this diagram, please refer to 5 under the bullet ‘diagranie able to facilitate a Python package that incorporates Rust’s cap.
bilities. This transition is expected to yield significant performance

C PERFORMANCE AND BENCHMARKS enhancements without sacrificing extensibility whilst maintaining

The Internet is large, with over 80,0(H), Afeex€, simulations all of the f:fnc’tc)logallty of the c(;]rrer:jt mpléc_egfe;lt@aéhgn. ¢
of BGP attacks and defenses can require significant comput! igreo tS eBweerFlusBpee ta." tehas tes k -nou b BGP
time. This can be a concern, especially considering that BG /g BLormation base ( . ) contains the routes hown by a
Python, an interpreted language which is not as efficient _and it is divided into three parts. The Adj-RIBs-In holds all
piled Ia'nguage such as C or C++. However. we found that B8 received from neighbors, the Local RIB holds the currently
is sufficiently efficient, to allow simulations on standard Ia?ﬁ ed tl?est rOL;ttes, a.n?];he A?#]_R:BB@?'O;t hOIdS. routtﬁstselected
to complete in reasonable time fimesir benchmarks (in or agvertisement to heighoors. The b A RRdphasizes tha
Table 1), we used the following parameters defined in Tang%mstmctlon between these parts is purely conceptual and tha
Python 3.124] was used as the default interpreter, for a Fmentations need not actually maintain separate copies of the
runtime of about 30 minutes per adopted policy on a Iapt(%. '8 memory. Omitting copies of data can substantially decreas
highly recommend the use of P§fyd just-in-time Python d" time and memory use, however, in some cases it is convenient
compiler that requires no changes to the Python code. WitFmthg ; these data structu_res eqsﬂy accessible. Searchmg for alt
on the same machine, the total runtime was about 16 min[]?é %gtes, for example, is straightforward when the Adj-RIBs-In

adopted policy. IS av bIe.IS|m|IarIy, withdrawn routes can be easily computed
We also showcase how the simulations scale linearly wiEﬁOFEHéhe. Adj-RIBs-Out. .

number of CPU cores, which is made possible because trial é)lreﬁ_h's reason, we o.f'fer.users a choice between two base BGP

treated as independent so each CPU core can run any sut?é% f hBGPASI_ass ma'”ta'”s copies .Of the RIB. data struc_tures

trials. We present several instances where utilizing cloud & pare defined in the Rfi€.class is best suited for poli-

services can drastically speed up runtimes. We recommend Sifowi t require multiple rounds of propagation and may cause
y sp P wit draaNn routes. We also offer a light-weight alternative class,

for 1-2GB for RAM.
or GB per core for i,ynp]é’heBGPSimpkdass only has a Local RIB and does not

Optimizations. The performance breakdown reveals th%??ia . . .
of the total run time is dedicated to running the simulation fg}f te withdrawn routes, the Adj-RIBs-In, or the Adj-RIBs-Out.

: : defenses, including ROV and the policies defined in [
and propagating the announcements. Another 25% is allo ed1egy & X . . ;
performing the traceback and data analysis (refer to §3.1). Int&r& -P“ﬁed AS mo_del IS SUfﬁ.C'ent.' This drastlgglly redgces.the
ingly, BGPy employs a naive recursive traceback approach ( ity of smulaj:m_g Scenarios W'.th these policies, saving time
memoization) that may trace back the same sub-path multiﬁgciifffgnory by avoiding the operations to populate those data
Surprisingly, we discovered that this method is more efficiert % res. lators in th th loved . techni |
storing the results for already traced paths. The reason behi gr simufators in the past have employed various technique
lies in the shallow nature of the AS graph, where the averaga% eedups, such as modlfylnglthe A,S graph to reduce _'t In Siz€
length is just 4. Thus, the savings achieved from reduced tr Eg This can be done by, d0|n.g things such as removing ?tUb
Senince they should have identical Local RIBs to their providers

outweigh the overhead of storage and lookup operations, iné . . .
hashing 9 Pop amongst other techniques. For our simulations we do not employ

In the real world, it is common for each autonomous systetrlﬂe( echniques, since certain policies and scenarios may utiliz

to calculate the ROV validity for every announcement, resulttilﬂ%; es that were removed for attack or defense, based on the

a run time of O(V*A), where V represents the number of ASeERR&EtvVe policy.

tices) and A denotes the number of announcements. To avgid &y

lengthy computation, for our simulations we simplify the p\)/%ce%!MULATOR AND SCENARIO PARAMETERS

by determining the ROV validity at the originating AS and ad@ikistsection of the appendix, we include parameters to the simu-

as an attribute to the announcement. As the announcement!3fpE4&able 3) and to the scenario class (Table 4). We also showca:

across the internet, the ROV validity remains constant sin@d@p|g of provided scenario’s in Table 5.

based on the prefix-origin pair. Consequently, there is no ne&? tfde simulator parameters, we detail various options that af-

recalculate the ROV validity, reducing the run time for thisf@gfcthe entire simulation and all scenarios contained within that

lation to O(A). Typically, our simulations involve only one ciifation. For instance, by setting the number of trials to 1000, al

announcements at the victim and attacker, making this op&@iios will be run 1000 times.

exceptionally fast. In contrast, each scenario that is being compared is also highly
Anticipated Performance Enhancements .Our perfofi®Rfigdrable. As in the example showcased in Figure 3, one scenar

profiling has revealed that more than 70% of the overall rQastgii@dopting AS of ROV, and a different scenario has an adoptir

is dedicated to executing the simulation engine and dupliégtipiga different ROV variant that filters only by peers.
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Table 1: Benchmark tests. See Table 2 for benchmark parameters

Hardware CPUs | RAM | Peak RAM Interpreter Runtime per policy
ThinkPad P1 GenGRU model Intel(R) Core(TM) L2 32GB | 6GB Python 3.11|/59 minutes

10750H CPU @ 2.60GHz

ThinkPad P1 GenGRU model Intel(R) Core(TM) L2 32GB | 10GB PyPy 3.10 16 minutes
10750H CPU @ 2.60GHz

c6a.32xlarge AWS EC2 instance, CPU model AMODEBYC| 256GB 83GB PyPy 3.10 | < 1 minute

7R13 Processor

High Performance Computing Cluster with AMD BBYC | 298GB Unknown Python 3.11|15 minutes

128

Table 2: Parameters for benchmarks

Attack Strategy} Subprefix Hijack

Adopted AS ClagsBROV and an ROV variant that filters only peers

Percent Adoption@NLY ONE_AS AS, 10%, 20%, 40%, 80%, ALL BUT _ONE_AS
Trials: 1000

Assertions: Off (-0 flag)

Parameter
percent_adoptions

Description

A list of percentages representing the adoption rate of the defensive policy among A
Systems). Special options are available to set the adoption rate to 0% (with only o
100% (with all but one AS adopting).

Ses (Autonomou
nhe AS adopting)

scenario A list of configuration to be analyzed in the simulation. For example, analyzing the ef
hijack by an attacker and the adoption of ROV (Route Origin Validation) by the victim

for the default available scenario options, and see 3 for usage examples
num_trials The total number of trials to be executed. Even a small number of trials (e.g., 100)

understanding of the graph, but we typically recommend running 1000 or more trialg

propagation_round

sThe number of rounds of propagétiomost caseahe graph converges after a single ro

fects of subprefi
. Refer to table !

can provide a c
in our simulatio
und of

icker that behay
2 multiple round:

propagation. However, in certain scenarios, multiple rounds are necessary. An attg
differently based on how other ASes respond to its attack, for example, would requirs
to simulate.

Specifies the output path for the generated graphs.

The number of CPU cores to be utilized for multiprocessing. For the scenario’s inc
approximately 1-2GB of memory is required per core.

I When set to an integer, enables deterministic runs. The AS graph is complex, and
may only arise when running thousands of trials. This option facilitates debugging su
enables reproducibility.

Table 3: Parameters for the Siflalaéeran example of usage, see figure 3. Simulator parameters affect the entire ¢

and all scenarios.

output_path
parse_cpus

uded by defaul

certain edge ca:
ch problems and

python_hash_seeq

The wide variety of parameters offer ease of customizatastboners and providarthis routing security policy offered
each unique simulation without requiring any code changdgtle benefit, as shown in Figure 2.

E PEER ROV F ROV++

In this section of the appendix, we describe PeerROV. PeerdRQMisssection of the appendix, we detail further extensions that
an ROV variant that only drops announcements invalid bywRd& made to support the ROV++ policies deddrithext aid

that are received from p&everal ISPs deploy this variant ofiot fit in the main text. The announcement class was extended t
ROV, notably, AT&T],[Zayo, and Digital Energy Technologiesipport the blackhole and preventive attributes required for ROV+
Limited (Global)d. The code for PeerROV can be seen in Figu¥e 9V2, and V3, and can be seen in Figure 6. The ROVAS class we
When simulated, we found that this ROV variant was insecur@sméxtended to suppor¥V¥),3,and the corresponding lite
ineffective. This was mainly due to hijacks often being receivedtdimms that were describe®dindn example of ROV++ V2

can be seen in Figurelh@.system test suite was also used to
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Parameter Description
AnnCls Announcement class to be used in the simii&ti@ihows users to easily create their g
nouncements with additional path attributes. This ability have been used in several U
the one described in section § 6.1).
BaseASCls Base AS class to be used in the simUlkigas.the default class that all ASes will adop
otherwise specified in the hardcoded_asn_cls_dict. The default base AS class is BG
AdoptASCls This is the adopting AS classthat will be adopted ateach datapoint for the specifig

percent_adoptionis the simulation parameters. For example, at 5% adoption, 5% of {
adopt this class for its routing policies. One example of this would be ROV (Route (

num_attackers

The number of attackers that will be randomly selected. The default value is one a

num_victims

The number of victims that will be randomly selected to announce the legitimate 3
default value is one victim.

hardcoded_asn_cls_dic

tA dictionary of key-value pairs, where the key is the ASN (Autonomous System NU
value is the class that the ASN should adopt. By default, this dictionary is empty. For
a utility function included that can pass in the real-world ROV ASes to be set into t

CSET 2023, August 7-8, 2023, Marina del Rey, CA, USA

wn an-
se cases inclu

t unless
P.

d
he AS graph w

Drigin Validati

ttacker.
nnouncement

imber), and ti
example, ther
his dictionary.

adopting_subcategorie

sThis is a collection of subcategories in which the adoption will be evenlpraistrityite
comprises stubs and multihomed ASes, input clique ASes, and the remaining ASes
ASes." To clarify, if we specify a 10% adoption rate for ASes, it means that 10% of st

2d.
referred to as
ibs and multih

ASes, 10% of input clique ASes, and 10% of etc ASes will adopt.

Table 4: Additional Parameters for the scenarios contained within the simulation. To see an example of usag

Scenario parameters affect only a single scenario that is being compared (for example, one scenario may adopt |
other scenario may adopt a different ROV variant), not the entire simulation.

nouncemen

Scenario Description

PrefixHijack Both the attacker and the victim announce the same prefix. The victim’s arn
covered by a ROA.

SubprefixHijack The victim announces a prefix that is covered by a ROA. The attacker annound

this.

es a subpref

NonRoutedPrefixHijack

The attacker announces a non-routed prefix that is not covered by a ROA
Authorization), while the victim announces nothing.

(Route Origin

| prefix is coy

prefix as the victim, as well as a superprefix that is not covered by a ROA.

NonRoutedSuperprefixHijack The attacker announces the superprefix of a non-routed prefix. The non-routeq
by a ROA; however, the superprefix is not. The victim announces nothing.
NonRoutedSuperprefixPrefixHijackhe attacker announces the superprefix of a non-routzsdvpedfas the non-routed
prefix. The non-routed prefix is covered by a ROA; however, the superprefix is|not. The vict
announces nothing.
SuperprefixPrefixHijack The victim announces a prefix that is covered by a ROA. The attacker annolunces the s¢

create over 100 example
scenarios, and an examp

s of ROV++ policies being used in various
le is included in Figure 11

Table 5: Default scenarios included in the simulator. Hijacks come from [44, 61].
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2
(BGP Simple)
Local RIB
16|2,5,777 | &

(For most specific prefix only)
R SUCCESS W | 6
‘= VICTIM SUCCESS = |3

#* DISCONNECTED #* 0

5
(BGP Simple)
Local RIB
16 |5, 777 | e

6|3, 1, 77| = 116]1,1,777] = |

S
(BGP Simple)
Local RIB
ne| 777 =
124|777, 1, 666 | @

L6 [T e )

/16 [s, 4,1,777| 5

Figure 8: Test Suite Diagram Example. This diagram was dynamically generated from an input of an AS topol
originating announcements (at AS 666 and AS 777). For a detailed description of this diagram, please refer to §5
‘diagrams’. For a more complex example containing disconnections, peers, and different types of announcement

® N o U A W N R

class PeerROVAS(BGPAS):
def valid_ann(self, ann: Ann) -> bool:
# If ROA is invalid and announcement is from a peer this ROV variant says the announcement is invalid
if (ann.invalid_by_roa and ann.recv_relationship == Relationships.PEERS):
return False
# If ROA is valid or announcement is not from a peer, determine validity with BGP
else:
return super(PeerROVAS, self)._valid_ann(ann)

Figure 9: A subclass of BGPAS that implements PeerROV, an ROV variant that only filters announcements receive
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class ROVPPV2LiteSimpleAS(ROVPPV1LiteSimpleAS):

def _policy_propagate(self, neighbor, ann, propagate_to, *args):
"""Deals with blackhole propagation"""

if ann.blackhole:
if self._send_competing_hijack_allowed(ann, propagate_to):
self._process_outgoing_ann(neighbor, ann, propagate_to, *args)
return True
else:
return False

def send_competing_hijack allowed(self, ann, propagate_to):
return (ann.recv_relationship in [Relationships.PEERS,
Relationships.PROVIDERS,
Relationships.ORIGIN]
and propagate_to == Relationships.CUSTOMERS
and (not ann.roa_valid_length or not ann.roa_routed))

Figure 10: A subclass that implements ROV++ V2 [44].
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(For most specific prefix only)

SUCCESS W (8
‘= VICTIM SUCCESS = (8

| DISCONNECTED « |3

18
(ROV++V3)
Local RIB
[ne]18,3,777]=

(1] _17.05 W]

5
(ROV++V3)
Local RIB
nels, 3,777
145,3,777]0

10 8
(ROV++V3) (ROV++V3)
Local RIB ) Local RIB
16[10,4,2,1,777[= W@ / 116[8,5,3,777[ &
124[10,4,2,1,666] # [124]9,4,2,1, 666 | @ | 124]8,5,3,777| 0

12
(BGP Simple)
Local RIB
ne12,8,5,3,777[@
12412, 8,5,3,777[ 0

1
(BGP Simple)
Local RIB
16]11,10,4,2, 1, 777[=
2411,10,4,2, 1,666 *

14
(BGP Simple)
Local RIB
/16]14,12,8,5,3,777 |2
24[14,12,8,5,3,777| 0

(BGP Simple)
Local RIB

166,11, 10, 4,2,1, 777 | &

24[6,11,10,4,2, 1,666 *

(ROV++V3)
Local RIB
/16]15,11,10,4,2,1, 777 [ &
124[15,14,12,8,5,3,777| 0

(045 Ground Truth)
Subprefix Hijack to test ROV++ v3.

Figure 11: ROV ++ Test Suite Diagram Example. This diagram was dynamically generated as a test case to er
functionality of ROV++ V3 descrilddd Tin¢ gray indicates disconnected. The shield indicates preventive announcel
from ROV++ V3. The blackhole indicates a blackhole announcement.
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