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Abstract—Cyber physical systems (CPS) are becoming in-
creasingly prevalent in our daily lives, from connected vehi-
cles and medical devices to critical infrastructure systems. As
there is growing emphasis both in industry and academia on
the security aspects of CPS, students should have sufficient
foundational knowledge about these topics as they transition
into their professional careers. This manuscript describes the
integration of modern CPS security concepts into the traditional
required Computer System Security undergraduate course at
Texas State University. Content is introduced through a group
course project, where students reviewed and replicated results
from a recent relevant CPS security paper. Papers were self-
selected by groups based upon ten recommendations covering
content from emerging CPS security topics, such as connected
vehicle security and industrial IoT. Based upon the success of
this initial implementation, future efforts to expand the scope of
CPS coverage in future course iterations are proposed.

Index Terms—computer system security, cyber physical sys-
tems, undergraduate curriculum, group projects

I. INTRODUCTION

Cyber Physical System (CPS) security refers to the pro-
tection of physical and cyber systems, along with networks,
and data from unauthorized access, manipulation, and dis-
ruption [1], [2]. These systems are important because they
play a crucial role in various areas of society, and includes
critical systems such as industrial control systems, medical de-
vices, connected vehicles and internet of things (IoT) devices.
Security in CPS is essential to ensure the safety, reliability,
and functionality of these systems, along with preventing
disruptions to critical infrastructure and system operations [3].

To meet future workforce demands in CPS security, there
is a pressing need to increase the number of trained profes-
sionals in this area. This will require a combination of new
workforce programming, dedicated new academic offerings at
the undergraduate (UG) and graduate level, along with the
broad integration of these concepts into existing academic
offerings. Several initiatives to meet this demand have been
recently described in the literature. For example, Boise State
University has proposed a three-level program intended to
introduce CPS security concepts on a broad scale using various
approaches, including the development of a new Introductory
Cybersecurity course designed for both engineering and math
majors [4]. While introducing dedicated new courses and
programs is beneficial, the potential scale of impact using

this approach is limited versus the integration of CPS security
concepts within required courses in relevant degree programs.

When considering potential required pathways in which
to integrate CPS security concepts, UG computer science
programs are a natural first choice due to the prevalence of
security-oriented courses within the degree plan [5]. An UG
course in computer security typically includes topics such
as network security, operating system security, cryptography,
software security [6]. There are several efforts ongoing to
integrate CPS security concepts into UG CS programs. For
example, Arizona State University is employing a two-factor
approach for selecting courses for potential integration, which
considers not only the course material, but also potential scale
of students impacted [7].

This paper describes recent efforts to integrate CPS security
within the Computer System Security course (CS4371/5378)
at Texas State University during the Fall 2022 semester.
CS4371 course is required for all UG CS majors, and is also
taken by a significant number of graduate students under a
cross-listed course (CS5378). A group-based active learning
experience was utilized, where students selected and replicated
aresearch paper in CPS security. Details regarding the logistics
of the project implementations and lessons learned for future
implementations are described herein.

II. METHODS
A. Project Logistics

Due to the placement of the course within the UG de-
gree sequence, along with the integrated graduate cross-listed
section, the curricular modifications were formulated using
a research experience pedagogy. Namely, groups of students
were required to review a state-of-the-art paper in CPS security
and conduct a basic implementation project (i.e.: replication
of simulations used within the paper, demonstration of an
alternative solution, etc.). In addition to exposing students to
cutting-edge concepts within the field, this experience was
also intended to encourage the exploration of CPS security
concepts during graduate studies. To help prepare students for
this project, 2 weeks of CPS security concepts were added to
the course lectures. At the end of the semester, each group
had 15 minutes to present their project. Students were also
required to submit their code to github at the conclusion of
the project.
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Seventy total students (both UG and graduate) were enrolled
in the course during the fall semester. A total of 15 groups
were formed with group size ranging between 3-5 members.
Ten representative papers were provided to students as poten-
tial review options. Students were also open to select other
research papers that were related to the topics covered in the
class. There were a total of 4 groups who selected other papers
which were not in the pool of representative papers. Student
groups were required to provide a brief project proposal based
upon their initial review for the paper.

B. CPS Security Topics

The representative papers mentioned above were chosen to
align with the most relevant emerging application domains of
CPS security. These domains included - 1) connected vehicles,
2) industrial 10T, 3) IoT and cloud storage, 4) Byzantine Fault
Tolerance (BFT), and 5) Standard Cryptographic Algorithms.
A brief description of the relevance of each of these topics
to modern CPS security, along with the representative papers
chosen for each category, are described below:

o Connected vehicles security: As more vehicles are
equipped with embedded sensors, it is critical to ensure
their security to prevent security vulnerabilities and pri-
vacy risks. Distributed ledger techniques are one way
of enhancing the security of CV and one representative
paper was covered and discussed in the class [8]. Six
groups selected distributed ledger techniques as their
group project. Among these, one group used the learnings
to build a secure voting system to validate the votes.

o Industrial IoT: Industrial IoT security is important be-
cause it helps to ensure the reliability and safety of
industrial systems that use connected devices. One group
learned the security challenges posed by the use of
connected devices in industrial systems, and developed
the technologies, practices and frameworks that apply to
industrial IoT security [9].

e IoT and cloud storage: One of the groups developed a
secure constructed deduplication supporting authorized
duplicate check in hybrid cloud architecture. Duplicate-
check tokens of files were generated by the private cloud
server with private keys to eliminate duplicate copies of
repeating data [10].

e Byzantine Fault Tolerance (BFT): BFT is a technique
used to ensure the reliability and security of CPS even in
the presence of failures or malicious behavior by some of
its components. This is accomplished by replicating data
and ensuring that multiple copies of the same data are
available to the system. Three groups worked in this area
to show the different types of BFT algorithms and the
criteria used to evaluate their performance, such as fault
tolerance, performance, and scalability in CPS systems.

o Standard Cryptographic Algorithms: Some groups se-
lected encryption and decryption algorithms, along with
cryptographic protocols, and their applications in securing
CPS systems. One group created a modified and enhanced

form of Caesar cipher [12], a traditional substitution ci-
pher technique. They also converted the encoded message
to a binary Fibonacci sequence based on the numeric
values of each character.

e Student Selected Papers: Two groups of graduate stu-
dents selected their own papers based upon machine
learning content presented within the course. The first
paper discussed machine learning algorithms for malware
detection, while the second discussed number plate detec-
tion for unauthorized access to attackers for smart CPS
systems [13].

Table I summarizes the details of the group project selection
process. It details the number of papers given in a specific
category, along with the number of groups who selected those
papers. The table also denotes whether or not the paper was
selected from the set of papers originally presented to the class.

TABLE I
DETAILS OF GROUP PROJECT PAPERS BY CATEGORY

Topics # of | # of | Selected | Independent
papers groups from
given chose given

1. Connected Vehicles 1 6 v’ -

2. Industrial ToT 3 1 v’ -

3. ToT and Cloud 3 1 - v’

4. BFT 2 4 N -

5. Cryptographic based | 1 3 v’ v’

C. Student Performance and Feedback

Student performance on the project was strong. All group
presentations showed evidence of comprehension of the under-
lying paper, along with its relevance to broader issues in CPS
security. In addition, beyond performing basic replications of
the algorithms discussed within the assigned papers, students
also showed evidence of considerable creativity, either extend-
ing the application scope of the paper algorithm or proposing
extensions.

Feedback on the project was also provided through the
open-ended written questions integrated within the standard
course evaluation. Students generally indicated that they en-
joyed the opportunity to apply the concepts and techniques that
were covered in class to a real-world CPS security problem.
Some even suggested to expand the coverage of CPS security
concepts within the curriculum. One suggested activity was
holding a CPS security capture the flag (CTF) competition as
part of future course offerings.

III. CONCLUSIONS AND FUTURE WORK

UG computer security courses have historically focused
on network-based cryptography approaches. As CPS emerges,
broader exposure to relevant cybersecurity concepts within the
UG curriculum is required. While some initiatives have deliv-
ered this content through newly developed elective courses,
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integrating CPS content into required classes ensures max-
imum impact. This manuscript described the integration of
CPS content into a required UG Computer System Security
course. CPS content was integrated through a group project
assignment, where students reviewed and replicated content
from a recent relevant publication.

Based upon student feedback, future modifications will
focus on expanding the coverage of CPS security content into
the course beyond the group project and supporting lectures.
Some additional activities to be integrated include a CPS-based
CTF competition to further expose students to market-relevant
skills. In addition, the number of lectures covering CPS-related
security content will also be increased due to the expanding
relevance of these topics within the modern economy.
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