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Abstract—Emerging from the symbiotic combination of nan-
otechnology and communications, the field of nanonetworking
has come a long way since its inception more than fifteen
years ago. Significant progress has been achieved in several
key communication technologies as enablers of the paradigm,
as well as in the multiple application areas that it opens. In this
paper, the focus is placed on the electromagnetic nanonetworking
paradigm, providing an overview of the advances made in
wireless nanocommunication technology from microwave through
terahertz to optical bands. The characteristics and potential of the
compared technologies are then confronted with the requirements
and challenges of the broad set of nanonetworking applications
in the Internet of NanoThings (IoNT) and on-chip networks
paradigms, including quantum computing applications for the
first time. Finally, a selection of cross-cutting issues and possible
directions for future work are given, aiming to guide researchers
and practitioners towards the next generation of electromagnetic
nanonetworks.

Index Terms—Nanonetworks; Terahertz; Optics; Internet of
Nano-Things; Body-Area Networks; On-chip Communication;
Quantum Computing; Ultra-Short Range Communications

I. INTRODUCTION

NANONETWORKS emerged as a forward-looking vision

around fifteen years ago, supported by the advance-

ments in nanotechnology at the time [1]. Not only had

transistors scaled below the 50 nm barrier by that time,

leading to the integration of hundreds of them in less than

a square micrometer [2], but also significant progress was

made in the fabrication of ultra-precise nanosensors [3], in

the functionalization of materials for energy harvesting at the

nanoscale [4], and in the development of nanoantennas [5].
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All these ingredients allowed to envisage nanonetworks in the

form of swarms of nanosensor motes communicating to reach

unprecedented locations and sense events with unprecedented

accuracy, mostly for biomedical applications [6].

One of the key elements behind the inception of the

nanonetworking paradigm was the pioneering work towards

developing two key communication technologies. On the one

hand, molecular communications, consisting in the use of

physical particles and/or their density for the encoding of

data and of different means of transport to reach the receiver,

was proposed due to its energy efficiency and biocompati-

bility. The latter aspects are of fundamental relevance for a

nanonetworking paradigm where biomedical applications were

paramount [7]. On the other hand, electromagnetic commu-

nications in the nanoscale were studied given their higher

capacity and wider applicability, also spurred in part by the ad-

vancement in miniaturized plasmonic antennas in the terahertz

and optical ranges [8]. Hence, the concept of electromagnetic

nanonetworks (the main focus of this manuscript) was born.

In the last decade, nanotechnology has continued its re-

lentless progress leading to transistor scaling towards the

sub-nm regime [9], outstanding achievements in CMOS-RF

circuits towards true terahertz support [10], silicon photonics

and other fully integrable photonic technologies [11], and

energy harvesting and power transfer means enabling perpetual

operation of devices [12], to name a few. Transversal to them

all, the last decade has also seen tremendous advances in the

synthesis and application of graphene, which in turn heralded

the arrival of a new breed of two-dimensional nanomaterials

with outstanding opto-electromechanical properties [13], [14].

Such progress also helped broaden the application scope of

electromagnetic nanonetworks, leading to a body of work

aiming to employ them to create intelligent and reconfigurable

materials [15], to accelerate existing computing systems [16],

or to scale quantum computers [17].

In parallel to the technological evolution and the new

application areas envisaged for electromagnetic nanonetworks,

the research community has also devoted considerable effort in

developing protocol stacks uniquely tailored to the extremely

stringent requirements of this paradigm. Novel and often op-

portunistic techniques for modulation, coding, medium access

control, routing, addressing, localization, energy management,

just to name a few, have been developed with the goal of

becoming part of the communications backbone of the first

generations of electromagnetic nanonetworks.
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Fig. 1. Organization of this paper, from key communication technologies to
emerging applications and cross-cutting issues.

As the nanonetworking vision evolves and enters a stage

closer to implementation, the research community finds new

challenges stemming not only from the complexity of devel-

oping appropriate communication means, but also from the

maturing of technology (such as the need to find ways to in-

tegrate, prototype, and test nanonetworking devices) and from

the new application domains that emerge (such as operation

in cryogenic temperatures within quantum computers).

The present paper, as well as the special issue to which

it belongs, aims to provide an updated overview of the field

of electromagnetic nanonetworks from the technological and

application perspectives. As shown in Table I, previous survey

papers in this area have either considered only body-centric

communications or focused on multiple application scenarios

but covering only communications aspects, mostly investigated

by following a layered perspective and listing relevant design

aspects going from the physical layer up to the higher layer

issues.

In this survey paper, we consider a more general perspective

where nanonetworks can be employed in different application

scenarios ranging from environmental monitoring, smart man-

ufacturing, and healthcare, to wireless networks within com-

puting packages and quantum information processing. Then,

we broaden the focus to outline the cross-cutting issues of

the field, placing special attention to aspects that might hinder

the actual implementation and deployment of electromagnetic

nanonetworks in the years to come.

The remainder of this paper is organized as depicted in

Figure 1. In Section II, we review the evolution and cur-

rent state of the art of the key wireless technologies that

enable electromagnetic nanonetworks, including plasmonic

and magneto-electric antennas, to then briefly describe non-

radiative communication techniques also used in the nanonet-

working paradigm. In Section III, we provide a summary of

the main application areas for electromagnetic nanonetworks,

from the Internet of Nano-Things (IoNT) paradigm to new

areas such as wireless networks within computing packages

and quantum computing. Finally, in Section IV, we analyze

issues common to all technologies and application areas of

electromagnetic nanonetworks, and conclude the paper in

Section V.

II. KEY COMMUNICATION TECHNOLOGIES FOR

ELECTROMAGNETIC NANONETWORKS

In this section, we discuss the hardware architectural and

design features that emerge in electromagnetic nanonetworks

and present the numerous enabling communication technolo-

gies, as illustrated in Figure 2.

A. Nano-Radio Architecture and Target Specifications

The fundamental building block of electromagnetic nanonet-

works is the nano-radio or miniaturized communication unit

that can fit within an embedded nano-system or nanomachine.

The nano-radio consists of two elements:

• The transceiver is responsible for generating, modulat-

ing, power-amplifying, and filtering signals in transmis-

sion and detecting, filtering, low-noise-amplifying, and

demodulating the signals in reception. It traditionally

consists of two parts: the digital signal processing (DSP)

back-end and the analog front-end. In nanonetworks,

where low complexity is the key, the signal processing

is mainly expected to take place in the analog domain.

The key parameters include operating frequency range,

modulation bandwidth, transmission power, and receiver

noise figure and sensitivity.

• The antenna is in charge of radiating the signals

generated by the transmitter and reciprocally coupling

incoming electromagnetic signals to the receiver. The

key specifications of an antenna include the resonant

frequency(s), bandwidth(s), three-dimensional radiation

diagram (including directivity), and effective area.

Although recent emerging applications of nanonetworks do

not necessarily impose micro-level size restrictions, the vol-

ume of a nanomachine has been traditionally defined as being

of up to a few cubic micrometers at most [36]. Therefore,

the communication unit will generally be smaller than that. In

conventional communication systems, the antenna is usually

the largest element and imposes or limits the frequency range

of operation and the communication range, as discussed in

Sec. II-B.

Besides a very small footprint, nano-radios have other de-

sirable properties. Some are true for all application scenarios,

whereas others are application-dependent. In particular,

• Energy efficiency is critical for all applications. An

increased energy efficiency leads to lower heat gen-

eration, longer lifespan of the nano-devices, increased

conversation of resources, and, ultimately, reduced green-

house gas emissions. This becomes even more important

when nanomachines are powered by nano-batteries or

energy-harvesting nano-systems [37], such as in the IoNT

(Sec. III-A).

• Low latency and high data rate are expected in several

applications. For example, in computing applications of

nanonetworks (Sec. III-B), both low latency and high

data rates are needed to meet the expectations of high-

performance computing. However, in most applications of

the IoNT, latency is commonly more important than high

data rate (for example, in the detection of a biological

event, there might not be much information to transfer,
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TABLE I
LITERATURE SURVEYS ON NANONETWORKS.

Technologies Application Scenarios

Title and Reference Year
EM Non-EM Internet of

Nano-Things
Body-Area
Networks

Wireless Networks within
Computing Packages

Quantum
Computing

Nanonetworks: A new communication
paradigm [1]

2008 ✓ ✓ ✓

Electromagnetic wireless nanosensor
networks [8]

2010 ✓ ✓ ✓

The internet of nano-things [18] 2010 ✓ ✓ ✓ ✓

The internet of multimedia
nano-things [19]

2012 ✓ ✓ ✓

Realizing the internet of nano things:
challenges, solutions, and

applications [20]

2012 ✓ ✓ ✓ ✓

A brief survey on molecular and
electromagnetic communications in

nano-networks [21]

2013 ✓ ✓ ✓

The internet of bio-nano things [7] 2015 ✓ ✓ ✓

Connecting in-body nano
communication with body area

networks: Challenges and opportunities
of the Internet of Nano Things [22]

2015 ✓ ✓ ✓ ✓

Molecular communication and
nanonetwork for targeted drug delivery:

A survey [23]

2017 ✓ ✓

A review on the role of
nano-communication in future

healthcare systems: A big data analytics
perspective [24]

2018 ✓ ✓ ✓

Moving forward with molecular
communication: From theory to human
health applications [point of view] [25]

2019 ✓ ✓

Nanonetworks in biomedical
applications [26]

2019 ✓ ✓ ✓

A comprehensive survey on hybrid
communication in context of molecular

communication and terahertz
communication for body-centric

nanonetworks [6]

2020 ✓ ✓ ✓

Electromagnetic nanocommunication
networks: Principles, applications, and

challenges [27]

2021 ✓ ✓ ✓ ✓

A survey of molecular communication
in cell biology: Establishing a new

hierarchy for interdisciplinary
applications [28]

2021 ✓ ✓

Survey on terahertz nanocommunication
and networking: A top-down

perspective [29]

2021 ✓ ✓ ✓

New insights on molecular
communication in nano communication

networks and their applications [30]

2022 ✓ ✓ ✓ ✓

A biomedical perspective in terahertz
nano-communications: A review [31]

2022 ✓ ✓ ✓ ✓

Nanotechnology applications in
biomedical systems [32]

2022 ✓ ✓

Nanonetworking in the Terahertz Band
and Beyond [33]

2023 ✓ ✓ ✓ ✓

Internet of nano and bio-nano things: A
review [34]

2023 ✓ ✓ ✓ ✓

Internet of nano-things (IoNT): A
comprehensive review from architecture
to security and privacy challenges [35]

2023 ✓ ✓ ✓

This work - ✓ ✓ ✓ ✓ ✓ ✓
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Fig. 2. Summary of wave-based key communication technologies for nanonet-
works discussed in this survey.

but timeliness becomes critical). Still, high data rates

can contribute to lowering multi-user interference and

simplifying medium access control.

• Mechanical flexibility and bio-compatibility are similar

properties that are highly relevant for some applications,

such as in wearable and implantable nanomachines for

biomedical IoNT applications, but not a priority for

others.

Next, we describe the existing nano-radio technologies,

including key specifications, evolution, maturity, and open

challenges. First, we discuss the radiative technologies, and

then, for completeness, we discuss additional non-radiative

technologies often presented in the context of nanonetworks.

B. Radiative Technologies across the Electromagnetic Spec-

trum

1) Optical Frequencies: Infrared, Visible and Beyond:

The miniaturization of a conventional metallic antenna to

meet the size requirements of nanomachines would result in

operating frequencies in the optical spectrum. For example,

a one-micrometer-long antenna built with a Perfect Electric

Conductor (PEC) material would resonate at 150 THz, i.e.,

in the infrared region of the electromagnetic spectrum. Un-

der the same assumptions, an antenna for blue light (with

a wavelength of 480 nm or, equivalently, a frequency of

625 THz), would be just 240 nm in its longest dimension.

Traditionally, such very small antennas were not realizable,

but today’s optical nano-antennas are a reality thanks to

nanotechnologies [38], [39]. Alternatively, or simultaneously,

nano-lenses can be used to further control the propagation of

optical signals [40].

However, some observations are needed. First, conventional

metals, such as gold, silver, or copper, cannot be modeled

as PEC materials at optical frequencies. Their conductivity

is not infinite but finite and complex-valued. As a result,

electromagnetic fields can exist within the penetration depth

of the antenna. Such surface waves, also known as Surface

Plasmon-Polariton (SPP) waves, propagate at a lower speed

than electromagnetic waves in free space. As a result, the

SPP wavelength is smaller than the free-space wavelength and

the optical antenna resonant frequency is lower than that of

an ideal PEC antenna. The ratio between the plasmonic and

free-space wavelength is known as the plasmonic confinement

factor and is usually lower than 10 for conventional metals.

The higher the confinement factor, the smaller the antenna, but

the lower its efficiency [41]. Therefore, adopting plasmonic

structures does not help traditional optical wireless communi-

cation systems, but it is advantageous for nanonetworks.

In addition to the optical nano-antenna, an optical nano-

transceiver is needed. Miniature lasers are needed to gen-

erate the photo carriers at the target resonant frequency in

transmission. Among others, micro-ring lasers with a footprint

in the order of a few micrometers have been experimentally

demonstrated [42], [43]. Such lasers can emit microWatt-level

powers and can be dynamically tuned to support high-speed

modulation in amplitude, frequency/wavelength, and in Orbital

Angular Momentum (OAM) [44]. Other ways to achieve on-

chip optical modulation includes the adoption of plasmonic

Mach-Zender modulators at the nanoscale [45], [46] or tunable

plasmonic cavities for optical phase modulators [47], [48].

In reception, miniature on-chip photodetectors using different

technologies have been demonstrated [49], [50].

The development of on-chip and nanoscale optical compo-

nents has been tremendously benefited by the development

of silicon photonic technologies [51]. The goal of silicon

photonics is to develop Photonic Integrated Circuitss (PICs),

i.e., basically miniature circuits that use light instead of elec-

tricity to transmit signals, leveraging well-established silicon

manufacturing techniques (similar to those used for electronic

chips) to fabricate them at scale and low-cost. Leveraging these

technologies, arrays of optical nano-transceivers and nano-

antennas can be engineered to increase the communication

range of nanomachines [52], [53]. Nevertheless, the very

small wavelength of optical signals makes their propagation

challenging in many of the application scenarios discussed

in Sec. III. This motivates the exploration of technologies

that support operating with longer wavelengths (i.e., lower

frequencies) but still with nanoscale antennas.

2) Terahertz Band: Graphene and 2D Nanomaterials:

Graphene enables the development of nano-antennas that

can operate at terahertz-band frequencies (broadly, between

100 GHz and 10 THz). Graphene is a two-dimensional (2D)

material, which had been studied since the XIX century but

experimentally obtained and characterized in 2004, i.e., 20

years ago. This one-atom-thick layer of carbon atoms arranged

in a honeycomb crystal lattice has many unique mechanical,

electrical and optical properties. It is extremely light and

bendable, it offers very high electron mobility, and, despite

being one atom thick, it offers interesting non-linear optical

interactions. When it comes to nanonetworking, the main

property of graphene is that it supports SPP waves [54],

but at terahertz-band frequencies and with a much higher

plasmonic confinement factor than that of metals at optical

frequencies (it can exceed 100). As a result, it can be utilized

to develop plasmonic antennas with sub-micrometric footprints

that operate at terahertz-band frequencies.

Graphene can be utilized as a 2D material, cut in nar-
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row Graphene NanoRibbons (GNRs), or rolled into carbon

nanotubes Carbon NanoTubess (CNTs). This has opened the

door to different types of plasmonic nano-antennas. In 2006,

Burke et al proposed for the first time the utilization of

CNTs as plasmonic nano-dipole antennas [55]. In 2010, Jornet

and Akyildiz proposed the utilization of GNRs as nano-patch

antennas and compared its performance to nano-dipoles [5].

In 2012, Llatser et al studied the properties of graphene-based

nano-antennas utilizing the conductivity model for infinitely

large graphene sheets [56]. In 2013, Jornet and Akyildiz

developed a new conductivity model able to cover both GNRs

and graphene sheets and derived analytically the performance

of nano-antennas in the terahertz band. These works are at the

basis of electromagnetic nanonetworks.

Besides small footprints, graphene-based nano-antennas of-

fer additional interesting properties. They are highly tunable.

In particular, electrostatic bias or chemical doping can modify

the propagation speed of SPP waves, effectively changing

the plasmonic wavelength. As a result, the antenna resonant

frequency can be changed [57] or, at a fixed frequency, the

antenna’s phase and radiation diagram can be modified in

near real-time [58]. Moreover, the mutual coupling between

plasmonic nano-antennas is determined again by the plasmonic

wavelength [59], and this being much smaller than the free

space wavelength, opens the door to very high-density antenna

arrays [60]. These antenna arrays can be leveraged to increase

the communication range of nanomachines or directly as part

of macroscale applications of the terahertz band [61].

In addition to the antennas, graphene can also be leveraged

to make nano-transceivers, many times in conjunction with sil-

icon, III-V semiconductor materials, such as Indium Gallium

Arsenide (InGaAs), Gallium Arsenide (GaAs) and Gallium

Nitride (GaN), and other 2D nanomaterials, such as hexagonal

Boron Nitride (h-BN) and Molybdenum disulfide (MoS2). For

example, graphene can be utilized as the Two-Dimensional

Electron Gas (2DEG) channel in a High-Electron Mobility

Transistors (HEMT). When creating asymmetric boundary

conditions between the source and drain of the HEMT, on-chip

terahertz SPP waves can be generated through the Dyakonov-

Shur instability [62], [63]. The same structure can be used as

a direct on-chip terahertz amplitude and frequency modula-

tor [64]. Similarly, by leveraging the tunability of graphene,

a fixed-length plasmonic waveguide can be utilized as an on-

chip phase modulator [65]. The source, modulator, and antenna

can all be integrated and co-designed in a single device [66].

In nanonetworking applications where size constraints are

important but not the main limiting factor, non-plasmonic

terahertz systems can be adopted. Several groups [67]–[75]

have pushed the envelope in terms of frequency (towards 300

GHz) and speed (over 100 Gb/s), also seeking to improve

their bandwidth density (over 100 Gb/s/mm2) and energy

per bit (below 1 pJ/bit) to fit ultra-short range applications

with high speeds requirements. In this context, graphene has

also been explored to realise RF circuits as amplifiers, power

detectors, rectifiers, frequency multipliers, oscillators, mixers,

and receivers with improved characteristics by virtue of the

graphene’s high charge carrier mobility and saturation velocity

[76]–[78].

While significant progress has been made in relation to

graphene plasmonics, the experimental development of such

devices is still in its early stages. Different techniques are

being explored for the large-scale and low-cost fabrication of

graphene and graphene-based heterostructures, ranging from

photolithography-based methods in a top-down approach to

self-assembly methods in a bottom-up approach [79]–[81].

Besides the device technology, the adoption of the terahertz

band for nanonetworking applications is also impacted by

the propagation of terahertz waves in different media [29],

[82], [83]. For example, terahertz signals propagate very

well through silicon and, thus, can be adopted in comput-

ing applications ( [84], see Sec. III-B). However, terahertz

radiation is absorbed by most liquids, starting with water,

which can compromise its use in biomedical applications of

nanonetworks ( [85], [86], see Sec. III-A). While terahertz

signals propagate better than optical signals [87], adopting

even lower frequencies is desirable when, for example, much

longer transmission distances or propagation through biologi-

cal tissues, including the human body, is pursued.

3) Radio Frequencies: Magnetoelectric Antennas: Magne-

toelectric antennas are becoming increasingly popular as an

alternative to metallic and plasmonic nano-antennas. They are

based on multiferroic materials that exhibit piezoelectricity

and exploit the magnetoelectric effect. Their fundamental

working principle is as follows. In transmission, a modulated

voltage applied across the piezoelectric component of the

magnetoelectric antenna induces a strain or mechanical defor-

mation within the piezoelectric material. Due to the magneto-

electric effect, the strain in the piezoelectric material creates

a corresponding magnetic field in the vicinity of the antenna.

The time-varying magnetic field, following the principles of

electromagnetism, generates a radiating electromagnetic wave.

This electromagnetic wave carries the information encoded in

the original electrical signal. Reciprocally, in reception, an

incoming electromagnetic wave induces a magnetic field in

the magnetoelectric antenna. This field creates a corresponding

strain, ultimately generating a voltage output from the piezo-

electric component.

Magnetoelectric antennas can be dramatically smaller than

the traditional antennas operating at the same frequency.

This is because the relationship between antenna size and

electromagnetic wavelength does not limit them. For example,

micrometric antennas can be designed to resonate at tens to

hundreds of MHz [88], [89]. A traditional metallic resonant

antenna at the same frequency would be nearly 3 m. The

size advantage makes them attractive for applications where

space is limited, such as in wearable technology, implantable

bioelectronics and, overall, many of the relevant application

scenarios of nanonetworks.

Nano-ElectroMechanical System (NEMS) technology pro-

vides the platform for miniaturized and efficient magnetoelec-

tric antennas [90]. The field of NEMS deals with the design

and fabrication of mechanical devices on the nanoscale (1-

100 nm). NEMS technology allows for creating extremely

small structures with precise control over their dimensions and

properties. As a result, NEMS technology enables the fabri-

cation of magnetoelectric antennas with significantly smaller
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Fig. 3. Coarse assessment of the communication requirements of the four nanonetworking application areas analyzed in this survey paper.

dimensions, particularly at lower frequencies. Moreover, the

miniaturization achieved through NEMS can also improve

efficiency in some cases, as smaller structures can experience

less energy loss due to factors like ohmic losses and current

crowding.

The field of magnetoelectric antennas is still in its infancy.

Two main challenges to overcome include finding suitable

materials with strong magnetoelectric coupling at desired fre-

quencies and developing large-scale manufacturing techniques.

C. Non-Radiative Technologies

In addition to the electromagnetic technologies discussed

until this point, there are other non-radiative technologies that

are often presented as enablers of electromagnetic nanonet-

works, namely, coupling techniques and ultrasounds.

Coupling technologies is an umbrella term under which

we include different techniques suitable for nanonetworks,

including inductive or magnetic coupling, capacity coupling,

and galvanic coupling [91], [92]. In inductive coupling, a mag-

netic field between two coils is utilized to carry information

[93]. For example, for a micrometric coil system, the expected

resonant frequency is in the order of hundreds of MHz [94]. In

capacitive coupling, the electric field between two conductors

or electrodes is utilized for the exchange of information.

Similarly, for micrometric electrodes, the expected operation

frequency is in the hundreds of MHz [95]. In galvanic cou-

pling, modulated electrical currents are transferred between

electrodes, utilizing a conductive medium (e.g., the human

body in the context of body area networks). The operation

frequency of this technique is similar to that of other coupling

techniques.

Ultrasounds or acoustic waves at ultrasonic frequencies

(i.e., above the audible limit of 20 kHz), have also been

discussed in the context of nanonetworks [96], [97]. NEMS

can be utilized to both generate and detect pressure waves at

the nano and micro scales. When modulated, such waves can

be utilized to exchange information between nanomachines,

specially when in a liquid or solid medium, as the human

body.

Finally, it is relevant to note that both coupling techniques

and ultrasounds are often presented in the context of electro-

magnetic nanonetworks not only as a potential communication

technique but as a wireless power transfer or energy harvesting

technology [37], [93], [98]–[101]. Harvesting energy from

the environment serves as a crucial enabler for the establish-

ment of long-lasting nanonetworks. In particular, developing

wireless devices, especially suitable for implanted medical

applications at sub-millimeter scale, capable of operating at

depths extending centimeters into tissues, presents significant

challenges in both power delivery and data transmission.

III. EMERGING NOVEL APPLICATIONS OF

ELECTROMAGNETIC NANONETWORKS

In this section, we review and describe the key cutting-edge

applications enabled by nanocommunications and nanonet-

works, as illustrated in Figure 3 and summarized in Table II.

Selected nanonetwork proposals for each application are listed

in Table III at the end of the section.

A. The Internet of Nano-Things

The IoNT is a cyber-physical system that enables the

wireless exchange of information between nanomachines and

macroscale networks, processes, and users [18]. Nanoma-

chines are embedded nano-systems with limited sensing and

actuation, computing and data storing, and communication

capabilities, often powered by an energy harvesting system1.

The volume of the complete nanomachine is expected to be

1The Internet of Bio-Nano Things (IoBNT) [7], the biological counterpart of
the IoNT, in which nanomachines are built using living cells and communicate
through molecular communications, is out of the scope of this manuscript.
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Nanosensors

Nano-router / 

Nano-to-macro

Interface

Internet

NanonetworkNanomachine

Fig. 4. The Internet of Nano-Things. From left to right: individual nanomachines communicate with each other creating nanonetworks; through a nano-router
that serves as a nano-to-macro interface, nanonetworks can be connected to the macro-scale networks and eventually the Internet.

TABLE II
SUMMARY OF THE KEY ASPECTS AND CHALLENGES OF THE APPLICATION AREAS DESCRIBED IN SECTION III.

Application Areas Enabling Technologies Key Communication Requirements Salient Challenges

Internet of NanoThings

(biomedical)

Energy harvesting, nano-sensors,
bio-compatible electronics

Privacy, ultra-high resource efficiency Biocompatibility, intermittence, propa-
gation through biological media

Internet of NanoThings

(other)

Energy harvesting, nano-sensors Ultra-high resource efficiency, scalabil-
ity

Intermittence, mobility, changing prop-
agation media, swarm-like coordination

Wireless Networks within

Computing Packages

High-speed and fully-integrated
mixed-signal circuits

Low latency, high speed, wire-like reli-
ability

Security, enclosed propagation environ-
ment, co-integration with processors

Quantum Computing Cryo-electronics (digital and RF) Ultra-low latency, energy consumption Operation <4K, enclosed environment,
interference with RF-operated qubits

in the order of a few cubic micrometers. Nanomachines can

talk to each other directly or through nano-routers, which can

serve as nano-to-macro interfaces and gateways to connect to

macroscale networks. While individual nanomachines cannot

do much, large networks with thousands or even millions

of miniature devices can accomplish complex tasks in a

distributed manner.

The applications of the IoNT are diverse and posed to

revolutionize many fields. Environmental monitoring [102],

[103] stands to benefit greatly from the IoNT, with nanode-

vices capable of detecting pollutants, monitoring ecological

systems, and mitigating environmental risks with unparalleled

precision. For example, the utilization of nanomachines to

perform over-the-air spectroscopy and so detect the presence

of greenhouse gases that accelerate climate change [104]. In

manufacturing and logistics [105], the IoNT facilitates the

optimization of supply chains, asset tracking, and quality

control through the deployment of nanoscale sensors for real-

time monitoring and process optimization. Agriculture [106],

[107] stands poised for a technological revolution, with the

IoNT enabling precision agriculture through soil monitoring,

crop health assessment, and optimized resource utilization.

Furthermore, the IoNT holds promise for enhancing safety

and security in smart cities [108], with nanoscale sensors

monitoring infrastructure, detecting hazards, and optimizing

urban systems for efficiency and resilience.

One critical application domain of the IoNT is health-

care [6]. The IoNT offers unprecedented opportunities for

personalized medicine, with nanoscale sensors and actuators

enabling real-time monitoring of vital signs, early detection of

diseases including cancer, brain-machine interfaces to restore

or repair neuronal damage, and targeted drug delivery within

the human body, among many others. First, it is relevant to

note that the field of body area networks has been one of the

fastest-growing paradigms in the last decade [109]. Still, today,

existing demonstrated solutions rely on millimetric devices,

i.e., orders of magnitude larger than the IoNT vision. This

directly impacts their invasiveness, limiting their applicability

to primarily wearable devices or sub-cutaneous implantation.

Moving from body area networks to the true IoNT opens

the door to applications that are not possible at a larger

scale, not only because of the size but also because of

how higher frequency (smaller wavelength) electromagnetic

radiation interacts with the human body (see Figure 5). For

example, nanomachines can be deployed in the human brain to

control cellular activity through optogenetic and optogenomic

techniques. In optogenetics, blue light is utilized to control

the flow of action potential signals between neurons that

have been transfected with channel rhodopsins [110]. While

classical studies generally rely on the use of millimetric

lasers to illuminate neuronal tissues [111], [112], often in

conjunction with optical fibers to guide the light towards

the target, nanomachines equipped with optical nano-radios

can be deployed in the brain (for example, through nasal

injection) and utilized to target individual neurons or small

group of neurons [113], [114]. In optogenomics, two different

red wavelengths are used to actuate a molecular toggle switch

that can induce or stop the expression of specific genes [115].

The genome is the set of genetic instructions written in the

DNA of every cell in the human body. Different parts of the

genome describe different operations that cells might perform.

The ability to control the genome results in the possibility of
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reprogramming cells, including restoring functionalities that

have been lost due to neurodegenerative diseases, for example,

or due to cancer agents.

Besides the technology-related aspects discussed in Sec. II,

there are many challenges that need to be addressed by

the communication and networking communities. First, when

adopting optical signals for actuation (e.g., optogenetics and

optogenomics), sensing (e.g., through fluorescent proteins), or

direct communications between nanomachines, it is essential

to note that the human body is a challenging propagation

environment. Indeed, the very small wavelength of optical

signals (hundreds of nanometers) makes cells and their com-

ponents appear as obstacles. Nevertheless, it has been experi-

mentally demonstrated that different types of cells can act as

focusing lenses (e.g., red blood cells [116], [117] or guiding

waveguides [118]). Second, when utilized for actuation, the

type of optical modulations are set by biology-set protocols

(e.g., nano-lasers are switched on and off at fixed intervals

for a given time). In the case of sensing, the use of chirp-

based modulations at the basis of innovative joint intra-

body communication and sensing systems has been recently

proposed [119].

Some of these challenges can be addressed by moving to

the terahertz band. The larger wavelength of terahertz signals

(tens to hundreds of micrometers) results in lower spreading

and scattering losses. However, the photon energy of terahertz

radiation can induce resonant modes in different types of

molecules, including proteins, through absorption [85], [120].

Molecular absorption in free space, where gaseous molecules

can freely vibrate, results in a propagation loss, as electro-

magnetic energy is converted into kinetic energies within the

molecules. However, in the human body, where molecules

cannot freely vibrate, the friction between the molecules and

the solid or liquid media results in heat through photothermal

effects [121]. Such photothermal effects ultimately constrain

the total radiated power and the spatial illumination and tem-

poral modulation patterns to meet safety limits. Moving from

optical to terahertz signals allows the decoupling of the sensing

and actuation from the communication processes. Finally,

one could adopt magnetoelectric [122], [123] and coupling

techniques to operate at significantly lower frequencies. In

this case, the much-expected better propagation of the signals

will bring interesting medium access control and networking

challenges.

Independently of the frequency of operation, an additional

aspect frequently present in the IoNT has to do with mobility.

While in many scenarios the nanomachines are expectedly

fixed in place (e.g., implanted in the body, weaved in the

fibers of clothing, or embedded in the paint of a room), there

are scenarios in which nanomachines might be uncontrollably

moving and whose turbulent and swarm dynamics might

require a holistic multiphysics approach to guide the design

of systems. For instance, nanomachines in environmental

applications might be transported by the air. Another example,

this time in the context of intra-body networks, relates to

the active transport of nanomachines within the circulatory

system [124]–[126]. Ultimately, the new mobility models

resulting from the physics that transport nanomoachines inside

or outside the human body require the study and optimization

of multi-hop communication and routing for nanonetworks.

B. Wireless Networks within Computing Packages

In the last decade, the field of computer architecture

has transitioned from monolithic, general-purpose, single-

chip processors towards disintegrated, specialized, multi-chip

architectures. In this direction, recent years have seen the

emergence of the concept of chiplet, small chips that are

interconnected through a Printed Circuit Board (PCB) or an

interposer chip. Traditionally, Network-on-Chip (NoC) has

been the de facto interconnect fabric within chips to satisfy the

internal communication needs of computer processors [127].

Yet with the arrival of multi-chiplet architectures, the concept

of NoC had to be extended to incorporate off-chip links and

form the Network-in-Package (NiP) paradigm [128].

NoCs are packet-switched networks of integrated routers

and wires typically arranged in a grid topology; an approach

with important drawbacks when scaled beyond a handful

processors. For example, the latency and energy consump-

tion of chip-wide and broadcast communications increases

significantly due to the number of hops needed to reach the

destination(s) through the grid [127]. When shifting to multi-

chiplet systems, NiPs inherit the problems of NoCs and add

new ones such as a further increase of the latency when going

from chip to chip, or the necessity to stay with grid topologies

because the fan-out of chiplets is limited by the amount of

connection pins used for chip-to-chip links.

In this context, several research lines have proposed to use

wireless links from millimeter-wave to optical frequencies to

form connections within and across the chips of a computing

system [16], [73], [129]–[131]. Figure 6 illustrates such an

electromagnetic nanonetworking vision, wherein tiny antennas

and transceivers are co-integrated with the computing elements

and use the system package as the wireless propagation

medium. The wireless links form a network within and across

chiplets that becomes a natural complement to the rigid yet

effective wired NiPs.

With these in mind, wireless nanonetworks offer multiple

benefits. By not needing to lay down extra wires between

the chips, WNiPs can bypass pin limitations or wire routing

constraints. The newly available bandwidth can be shared

dynamically to adapt to the needs of the computing system.

The latency, which is critical in this application, can be

reduced by an order of magnitude, especially in transfers that

would otherwise require the traversal of long multihop paths

within the dense maze of wired interconnects. Broadcast com-

munications are a very relevant example of this: they require

flooding the network in wired chip-scale networks, while they

become scalable in wireless nanonetworks due to the inherent

broadcast capabilities of wireless communications.

The use of graphene in this application scenario turns a

wireless interconnect into an actual electromagnetic nanonet-

work. As hinted in Section II, graphene allows to develop

compact, beam-steerable, and frequency-tunable antennas as

well as faster and more efficient transceivers. This could lead

to significant gains in capacity and network-level flexibility,
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meters millimeters micrometers nanometers

Radio and Microwaves Terahertz Band Optical

Fig. 5. Interaction of electromagnetic radiation with biological systems, as a function of frequency. From left to right: radiowaves and microwaves perceive
the human body as a single entity; terahertz-band radiation interacts with the human body at the organ and tissue levels; optical radiation can interact with
cells and their building blocks.

Fig. 6. Schematic diagram of a System-in-Package (SiP) composed of a
heterogeneous set of chiplets interconnected via a silicon interposer Network-
in-Package (NiP) augmented with a multi-band and reconfigurable electromag-
netic nanonetwork within a computing package. Bottom panel shows a cross-
section of the architecture, together with the different propagation mechanisms
within the package.

which can be exploited in computing systems through a

judicious orchestration of space, time, and frequency channels.

The chip-scale scenario exhibits a unique combination of

unexplored aspects, stringent constraints and high performance

requirements. Indeed, nanonetworks are typically associated to

very stringent resource constraints (i.e. area and power), but

not as much to high performance in latency and capacity. Yet

in the case of electromagnetic nanonetworks within computing

systems, performance targets are around 1–10 ns and 10–

100 Gb/s with extremely low error rate, far away from the

aims of IoNT applications. Further, the chip-scale THz channel

remains largely unexplored, as very few works have studied

wave propagation from millimeter-wave to optics in enclosed

packages like those of modern computing systems [84], [132].

Clearly, this prevents the direct application of channel models

and protocols used in other scenarios and calls for novel,

opportunistic, and highly optimized solutions instead.

In the envisaged scenario, physical layer protocols are chal-

lenged by three main constraints. First, coherent schemes are

relatively costly due to the need for bulky and power-hungry

components such as Phase-Locked Loops (PLLs). Second, the

channel is prone to (static) multipath [132], which could be

exploited with techniques such as channel shaping [133] or

time reversal [134]. Third, the bit error rate required in this

scenario is ∼10-12. At upper layers of design, the protocols

must manage the reconfigurability properties of the graphene

antennas, if available. This represents an open issue as none of

the existing wireless chip-scale networks proposals, e.g. [129],

support dynamic beam-steering or frequency tuning simply

because conventional on-chip antennas cannot have such capa-

bilities. In other words, there are no protocols in the literature

that can orchestrate the space-time-frequency channels offered

by graphene antennas with the simplicity needed at the chip

scale, while adapting to the traffic requirements.

Finally, it is worth noting that, in the WNiP context, the

communications serve a compute purpose and the end goal is

to minimize the execution time of a given application. Hence,

a computer science perspective is crucial to fully exploit the

benefits of wireless communication. In particular, a cross-

disciplinary approach where the architecture guides the MAC

protocol operation, instead of the protocol blindly trying to

adapt to the traffic, is promising and unique to this monolithic

scenario. This is the strategy followed in [135], where a MAC

protocol was designed to give priority to latency-sensitive

messages from the computer architecture; or like in [136],

where protocols were simplified (and made faster) exploiting

the fact that certain compute applications are tolerant to

communication errors.

C. Quantum Computing

Quantum computing has heralded a revolution in computer

science thanks to its promise to solve computational problems

that are classically intractable, which has huge implications in

fields such as physics [137], chemistry [138], finance [139],

and healthcare [140]. Nevertheless, for this potential to be
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realized, quantum computers need to scale to millions of

qubits, where a qubit is the fundamental unit of information

in quantum computing. Unfortunately, current state-of-the-art

computers only have a thousand qubits [141] and scaling three

orders of magnitude towards the million barrier is extremely

complex due to multiple technological issues.

Among the strategies proposed to scale quantum computers,

there is the quantum multi-core approach [143]–[145], which

consists in interconnecting multiple quantum processing units

or quantum cores with links that can handle both classic

information and quantum states [146]. Hence, the interconnect

fabric within such quantum architectures emerges as a critical

sub-system as the number of quantum cores increases.

The general system architecture of a multi-core quantum

computer is shown in Figure 7 [147]. It consists of a host

computer containing the circuits to control the execution of a

quantum circuit, and a set of quantum cores containing the

qubits where the quantum circuit is actually executed. On

the one hand, the host computer is in charge of running the

compiled circuit, which implies (i) sending the required signals

to the quantum computer to apply quantum gates or to read out

a particular set of qubits at the required instants, and (ii) re-

ceiving the result of the readout operations. On the other hand,

the quantum cores essentially consist of an array of qubits

and the necessary circuits to route the control and readout

signals to each specific qubit. Being qubits possibly placed

in multiple chips, extra circuitry is required to transfer the

quantum state of the qubits across chips and to orchestrate their

operation, i.e. to avoid conflicting transfers. Hence, we can

conclude that multi-core quantum computers implement two

types of communication, namely, communications between the

host computer and the quantum cores, and across the quantum

cores. We refer the reader to [147]–[149] for more details on

the different communication flows in a quantum computer.

Multiple technologies have been proposed to implement

qubits [150]–[153], each one imposing its own means for con-

trol and readout, as well as for quantum state transfer [154]–

[157]. Several of them, however, have in common that radio-

frequency (RF) signals can be used for the aforementioned

functions. For instance, superconducting qubits are manipu-

lated via precisely shaped RF pulses at the qubit microwave

frequency, which is typically 4-8 GHz [158], thus requiring

a maze of coaxial cables (possibly driven by a network of

RF switches [159]) to connect the host computer with the

quantum cores, although recent works advocate for optical

signals through fibers for control and readout [160]. For the

state transfer of qubits across quantum cores, one might use

cryogenic waveguides connecting the different chips [161],

possibly at frequencies closer to the THz band to miniaturize

the form factor of the waveguides. Therefore, a quantum

computer can be seen as an electromagnetic nanonetwork,

albeit most likely a wired one.

The role of wireless technology for the creation of electro-

magnetic nanonetworks is yet unclear in this context, but it has

been proposed in two fronts. First, as a means for the readout

of complete quantum core from the host computer without the

need for a bulky, expensive, and non-scalable set of coaxial

cables. Precisely, Wang et al. recently proposed an ultra-

low power terahertz backscattering system to this end [142].

Second, wireless communications have also been proposed to

implement the classical communications backbone necessary

to orchestrate the different quantum state transfers of a multi-

core quantum computer. In particular, Alarcón et al. [17] argue

that the ultra-low latency requirements of these computers,

together with the opportunity arising from the existence of RF

circuits on-chip to drive the qubits, pose wireless technology

as a suitable candidate.

The creation of electromagnetic nanonetworks within quan-

tum computers is obviously not exempt of significant chal-

lenges requiring a multi-disciplinary physics-driven approach

[147], [172]. Next, we revisit some of them:

• Cryogenic operation: Most quantum computers nowa-

days rely on cryogenic operation, placing the qubits in-

side a cryocooler at temperatures below 4K. This requires

a careful revisit of not only the channel models, as

thermal noise is reduced dramatically, but also of the RF

circuit design, now that most RF device non-idealities are

largely attenuated.

• Enclosed environment: Communications happen, sim-

ilarly to in chip-scale networks, within a heavily en-

closed environment and inside a metallic cryocooler. This

implies that RF fields will be spread across the entire

cryocooler, bouncing back and forth, which has a dou-

blefold effect in quantum computers. On the one hand, it

increases the delay spread significantly, limiting the speed

of wireless links; on the other hand, the RF signals used

to communicate might leak inside the qubit cavities and

quantum-coherent link waveguides, interfering them in

ways that are not yet fully understood.

• High performance: Communications are very latency

sensitive, since qubits decohere and lose information as

time passes and, hence, any delay can lead to erroneous

computations. Moreover, the bandwidth requirement gen-

erally increases with the number of qubits, reaching the

Tb/s barrier as we scale towards millions of qubits [172].

• Ultra-low power: Cryocoolers have a limited power bud-

get associated to their limited heat dissipation capacity.

Since very high communication speeds are envisioned,

ultra-low energy consumption towards the fJ/bit level is

also expected.

• Variability: Qubits and circuits may behave differently

in different chips due to common fabrication process

variations [144]. This leads to a diverse range of error

profiles that interconnect designers must consider when

designing the communications stack.

IV. CROSS-CUTTING ISSUES

In this section, we review some challenges and implemen-

tation aspects that pierce through the protocol stack of electro-

magnetic nanonetworks. An overview and key highlights are

also illustrated in Figure 8.

A. Cross-layer Design

In the realm of nanonetworks, the traditional protocol stack

model faces significant challenges due to the unique charac-

teristics of nanodevices and the environment in which they
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Fig. 7. Overview of a possible system architecture and communication flows of a modular quantum computer with cores residing in different chips.
Electromagnetic nanonetworks might be used vertically, for the wireless control and readout of qubits [142], or horizontally for the state transfer of qubits
via waveguided quantum-coherent links and for their orchestration via wireless links between quantum cores [17].

TABLE III
SUMMARY OF REFERENCES FOR EACH COMBINATION OF APPLICATION AREA AND COMMUNICATION TECHNOLOGY AND FREQUENCY BAND.

Internet of NanoThings Wireless Networks within Package Quantum Computing

Optical [111], [112], [115] [130], [162] [160]

THz [85], [121] [16], [67], [73], [131], [163] [142]

mmWave [164] [68], [129], [163], [165]–[169] [17]

Microwave [122], [123], [170], [171] N/A [158], [159], [161]

Non-Radiative [96], [97] N/A N/A
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Fig. 8. Key challenges from the current proof-of-concept stage toward operational and commercially viable EM nanonetworks as a part of the IoNT.

operate. Therefore, in connection with the cross-disciplinary

nature of nanonetworks, a crucial approach to address these

challenges is the adoption of cross-layer design principles. By

breaking the barriers between conventional protocol layers and

allowing for dynamic interactions and information exchange

among different layers, cross-layer design enables the opti-
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mization of network performance and efficiency in nanonet-

works. Cross-layer design facilitates adaptive and context-

aware communication protocols tailored to the requirements

and constraints of nanodevices through the integration of phys-

ical, data link, network, and application layers. This holistic

approach fosters enhanced reliability, energy efficiency, and

scalability, paving the way for achieving robust and sustainable

applications in the IoNT.

Specifically, the proposed solutions for the physical, data

link, and network layers of electromagnetic nanonetworks are

interrelated and heavily tailored to the nano-device capabilities

and the channel peculiarities. For example, the use of hundred-

femtosecond-long pulses by following an On-Off Keying

modulation and spread in time (TS-OOK) [173] was proposed

as a way to minimize the nano-transceiver complexity while

leveraging the very large bandwidth of the terahertz channel.

Building on this, an innovative low-sampling-rate (LSR) syn-

chronization algorithm is proposed in [174] for terahertz pulse

communications, by extending the idea of sampling signals

with finite rate of innovation from compressive sampling in

signal processing to the communication context. Specifically,

to use the features of the annihilating filters, it is possible to

reliably decode a received signal by sampling it at or above

the rate of innovation, rather than at the sampling rate dictated

by the bandwidth of the transmit signal.

Interestingly, when utilizing TS-OOK, the channel can

no longer be modeled as a binary symmetric channel: the

probability of decoding a logical “1” (transmitted as a THz

pulse) is not equal to the probability of decoding a logical

“0” (transmitted as silence). Further, when several nodes use

TS-OOK, this leads to a non-symmetric interference picture,

as logical “1”s create interference, while logical “0”s do

not [175]. This motivated the development of new low-

weight coding schemes [176] that prioritize the transmission

of logical “0”s over “1”s to reduce noise and interference

and, ultimately, prevent errors from happening. Ultimately,

the spreading rate of the symbols in TS-OOK and the cod-

ing weight of error-preventing codes are parameters that the

medium access control (MAC) protocol at the link layer can

jointly optimize [177].

Similar cross-layer aspects appear when going up in the

protocol stack. For example, in energy harvesting nanonet-

works [178]–[181], the selection of routes needs to capture

not only the delay or throughput associated to each possible

link, but also the energy status of each node along the

route [182]. As another example, the works by Tsioliaridou

et al. [183], [184] propose a solution for joint localization

and routing using specific fixed nanomachines as anchors, so

that the address sort of encodes the physical position of a

nanomachine in the network’s coordinates. Hence, routing is

greatly simplified as it becomes a problem of finding a linear

path from the source position to destination.

Besides routing, addressing is another aspect that drastically

changes within electromagnetic nanonetworks. For example,

in many use cases, such as in wireless nanosensing networks,

it is not always important which specific nanomachine sent

this message/update but rather the type of the machine and

its rough location. Hence, there is not always a need to

follow a conventional multi-layer encapsulation approach,

where each payload gets accompanied by a rich set of unique

identifiers (application layer, service layer, network layer, data

link layer, and physical layer). Instead, a single group ID

may be associated to specific service run by dozens and

hundreds of nanomachines in this location. On one side,

this simplifies the protocol stack and reduces the overheads

drastically [185]. On the other – requires a deep rethinking of

the underlying protocols to enable them working effectively

without distinguishing individual machines by their unique IDs

(e.g., MAC address, IP address, DNS name) at every layer.

More examples of cross-layer design could be found in

application-specific scenarios. For instance, in the context of

wireless chip-scale networks, MAC protocols could benefit

from application-level information such as message criticality,

which can then be used to drop packets early to reduce tempo-

rary congestion without affecting the program’s output [136]

or to prioritize transmissions that optimize application metrics

(execution time) rather than network metrics (communication

latency) [135]. Further, the wireless channel within package

can be used as a medium for collective computation through

the overlap of concurrent transmissions, to implement thread

synchronization primitives [186] or majority gates [187] useful

for certain parallel computing architectures. This eliminates

the need for link or network layer protocols.

B. Prototyping and Testbed Development

While the vision of electromagnetic nanonetworks is over

15 years old, as of today, no complete prototypes of nanoma-

chines exist. While several specific components of the in-

dividual nano-radios have been experimentally demonstrated

(e.g., a plasmonic terahertz signal source was shown in [188]),

these are one-off devices. The robustness and reliability of

nanofabrication techniques are the culprits. Today’s major

semiconductor foundries are designed for CMOS-compliant

processes, and as we discussed at length, the miniaturization

of nano-transceivers and nano-antennas requires the adoption

of less conventional materials and structures, ranging from III-

V semiconductors to 2D materials such as graphene, h-BN

and MoS2. Major investments are required to overcome this

bottleneck.

Moreover, a nano-radio is not enough for many application

testing scenarios; a complete nanomachine is needed. For

example, on the one hand, in Wireless Network-on-Chips

(WNoCs), the main challenge is the integration of nano-radios

within computing architectures, which is technically feasible

but requires a non-trivial engineering effort and monetary

cost for prototyping. On the other hand, for the IoNT, each

individual nano-radio needs to be accompanied by a nano-

processor, a nano-memory, nano-sensors and nano-actuators,

and an energy nano-system to power them all. Each one of

these components is a huge research field by itself [178]–

[181], [189], [190].

Even when having nanomachines, additional challenges

arise from the environment in which these need to be tested.

For example, in the case of biological applications, the

nanomachine needs to be embedded in biological tissues,
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which requires additional material and chemical processing to

ensure biocompatibility. For example, in [115], experimental

results are reported discussing the utilization of microlasers

on cerebral organoids.

Beyond prototypes, there is also the need to create ex-

perimental testbeds to test nanonetwork solutions in repeat-

able, controlled scenarios. Unfortunately, most of the exist-

ing experimental testbeds only focus on non-electromagnetic

nanonetworks (e.g., molecular communication [191]–[203],

ultrasonic communication [204]–[207] and, recently, galvanic

coupling [208]). It is relevant to note that many of these

testbeds are in fact not employing nanomachines, but utiliz-

ing macroscale devices to test the physics of, for example,

nanoscale applications. Some of these papers specifically

employ phantoms (bought or created from the scratch) to

mimic the behavior of body tissues in case of possible

medical applications [209]–[213]. In a relevant work towards

in-body nanonetworks, the authors of [214], [215] test their

solution for in-body communication and localization based

on backscattering at microwave frequencies using chicken

and pork tissues, as well as phantoms made of Polyethylene

powder and Agarose for muscles, and vegetable oils and

gelatin for fat tissues. In the specific perspective of terahertz

testbeds, existing macroscale communication testbeds, such

as the TeraNova testbed [216], can be utilized to study the

propagation of true terahertz signals on-chip or across chips,

in a reproducible manner. Similarly, a vector-network analyzer

(VNA) with appropriate terahertz probes can also be utilized

to characterize chip-to-chip communications [217].

While waiting for the development of prototypes and ex-

perimental testbed, simulation tools can be employed. Ex-

isting simulation tools contain both non-EM-based and EM-

based nanonetwork simulators. On one hand, most of the

non-EM platforms focus on molecular communications [24],

[218], e.g., NanoNS [219] and N3Sim [220] for immobile

molecular communications, as well as simulators designed

for mobile scenarios [221]–[223]. In addition, BNSim [224]

and nanoNS3 [225] have been developed to deploy bacte-

ria as molecular communication nodes. On the other hand,

multiple simulation tools have been developed for EM-based

nanonetworks by leveraging TS-OOK modulation for vari-

ous applications. For example, Nano-Sim [226] is the first

EM-based nanonetwork simulator. NANO-Sim is suitable for

different nanonetwork scenarios by varying the parameters

of the TS-OOK modulation. In addition, Vouivre has been

proposed [227], [228] to support simulations for wireless

communications among numerous nano-robots. More recently,

we have developed TeraSim [229] to simulate the THz

communications for nanoscale scenarios in addition to the

macroscale ones. Another recent EM nanonetwork simulation

software, BitSimulator [230], can simulate nanonetworks with

concurrent transmissions among numerous nano-devices to test

coding, channel access, routing, and congestion control. Apart

from the communication simulators, a 3D model [231] has also

been developed, which provides a vessel model to expedite the

research of in-vessel nanonetworks.

C. Security and Privacy

Wireless nanonetworking setups have certain distinct fea-

tures, making the design of efficient security mechanisms

especially challenging. On one side, many target use cases

deal with sensitive data (e.g., eHealth or even active services,

such as target drug delivery) [6], [35]. Hence, the desired

level of security should be relatively high, corresponding to

the risks and losses associated with the system compromise.

On the other side, low-complexity and low-power nano-

scale devices have performance limitations in implementing

full-scale state-of-the-art security and privacy solutions (e.g.,

cryptographic primitives, such as AES-512 symmetric ciphers,

RSA-4096 public-key/non-symmetric ciphers for message en-

cryption/authentication). Hence, designing and testing lower-

complexity but still sufficiently secure solutions (often grouped

under the “Lightweight Cryptography” umbrella [232] is of

interest for prospective EM nanonetworks and the IoNT.

This trend is however also challenged by the slow still

sustainable evolution of the devices implementing quantum

cryptanalysis making many prospective cryptography prim-

itives (especially, those coming from the lightweight cryp-

tography field) vulnerable to quantum computers [233]. We

observe three main directions in this field. The first one is

related to novel methods to protect the transmitted data while

staying under 512-bit operation sizes (ideally, as low as just

a few bytes to match the envisioned payload in prospective

scenarios [8]). The second direction is related to designing

and implementing novel node authentication methods to main-

tain the integrity of the nanonetwork from malicious nodes.

The principal challenge here is that prospective nanonetwork

deployments may not have a central node with absolute

trust. Hence, instead of a simple authentication by a single

trusted node, the distributed network must perform collective

authentication procedure by e.g., utilizing computationally-

intense shared secret cryptography [234].

Third, the cross-network security needs to be maintained

over the interface between future EM nanonetworks and ex-

isting/future macro-scale networks (e.g., Wireless Local Area

Networks (WLANs) and cellular). Here, ensuring absolute

end-to-end security is a particular challenge to address, as EM

nanonetworks (due to their complexity, capacity, and latency

constraints) may be not always capable of handling macro-

scale data formats and procedures from the macro-world,

including IPSec and Virtual Private Network (VPN).

D. Standardization Activities

While fundamental research, applied research, and proto-

typing of the key ideas are all progressing fast, a technology

transfer is needed to make a real impact on individual human

lives and society, at large. Notably, here it becomes different

depending on the target use case. For instance, single-vendor

use cases, such as WNoC, are primarily driven by commercial

products. In contrast, larger-scale use cases involving several

vendors (e.g., IoNT and wearable networks) also require global

standards, so the individual solutions from different vendors

may seamlessly co-exist with each other and interact thus

forming EM nanonetworks.

This article has been accepted for publication in IEEE Journal on Selected Areas in Communications. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/JSAC.2024.3399253

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.

See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Northeastern University. Downloaded on June 07,2024 at 20:29:09 UTC from IEEE Xplore.  Restrictions apply. 



IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, 2024 14

In 2009, an amendment to the IEEE 802.15.3 for Wireless

Personal Area Networks (WPANs) was finalized enabling

wireless links over 60GHz millimeter wave bands with the

data rates of up to 5Gbit/s [235]. The next step was made

in 2017 in another amendment to the IEEE 802.15.3, IEEE

802.15.3d–2017 that regulates point-to-point sub-THz connec-

tivity (252GHz–325GHz) [236]. Notably, this standard also

supports cm-scale and mm-scale high-rate EM board-to-board

communications enabling the data rates over over 100Gbit/s

there over ultra-broadband channels of up to 69GHz [237].

The latest revision of the IEEE 802.15.3 was published in

February 2024 including both the mmWave and the sub-THz

innovative solutions discussed above [238].

Still, there is a lot of work to be done in this area in the

foreseeable future. Specifically, the sub-THz interface in [236]

and [238] supports no more than two nodes (pairnet, not a

full-scale network). Hence, expanding these solutions to many-

node IoNT use cases is needed. Another important challenge

is related to supporting mobile nodes, as these IEEE solutions

primarily target stationary use cases. Last but not least, an

essential direction here is related to enabling support for

battery-less devices and energy harvesting [239], [240].

E. Bridging Nano to Macro

In the original vision of electromagnetic nanonetworks [8],

nanomachines built in a bottom-up approach were envisioned

to interface with each other wirelessly and coordinatedly

reach the macroscale through the appropriate interfaces (e.g.,

nano-controller or nano-to-macro interfaces), and together

enable unprecedented applications such as those discussed

in Sec. III-A. Through the years, the vision grew also to

include cases in which nanomachines, or at least some of their

components, are integrated into existing micro- and macro-

systems (e.g. chip multiprocessors, quantum computers) to

provide them with new functionalities or improve their per-

formance, as we discussed in Secs. III-B and III-C. Here,

we argue that modern massive antenna systems for macro-

scale communications in the terahertz band and beyond could

fall into this category and hence benefit from embedded

nanonetworks – thereby bridging the nanonetworking and

macroscale networking paradigms.

As the next generations of wireless networks (e.g., 6G and

beyond) tap into the terahertz spectrum seeking to satisfy their

ever-increasing appetite for bandwidth [82], new solutions are

required to address the distance problem [241] posed by the

high path losses and the sensitivity of terahertz waves to

blockage. Ultra-massive MIMO communication schemes in

transmission and reception [61] and reconfigurable intelligent

surfaces (RISs) [242]–[244] to add programmability to the

channel have emerged as key technologies to enable this

transition. In this context, with the extreme miniaturization

of the antenna elements (both due to the high frequency and

the use of deep subwavelength elements) and the possibility

of integrating control units directly at the level of a single

antenna element, the opportunity of nanonetwork-enabled an-

tenna systems arises [245].

In the RIS domain, embedding a nanonetwork of controllers

in metasurfaces has been proposed as a scalable and effi-

cient alternative to existing FPGA-attached prototypes [246].

This opens the door to a myriad of possibilities, such as

intelligent sensing of waves [247], fast reconfiguration of

graphene metasurfaces for multi-wideband operation [248],

simultaneous transmission-reception operation [249], holo-

graphic operation [250], or even powering of the RIS via

harvesting [12], [251]–[253]. At the nano-level, studies have

been done about the possibility of using wireless communi-

cations in the embedded controller nanonetwork [254], for

routing packets in the controller nanonetwork in the presence

of faults [255], and to adapt it to the reconfiguration workload

imposed by the RIS [256]. However, we posit that this nano-

to-macro convergence of wireless communications can still

be explored to advance further in the realm of nanonetwork-

enabled antenna systems.

V. CONCLUSION

The concept of nanonetwork has gone through a natural

evolution since its inception, going from the interconnection

of nano-sized machines to a broader paradigm with a more

relaxed definition, but still having the size and amount of

integration as primary factor. In the electromagnetic side

of this paradigm, the number of potential communication

technologies has increased (including magnetoelectric anten-

nas in the microwave band) and its maturity has increased

(thanks to intense efforts in nanophotonics, graphene, and ter-

ahertz technology). The application scope of electromagnetic

nanonetworks has been broadened as well, adding wireless

communications within computing packages to the existing

range of IoNT applications in the biomedical, agricultural,

logistics, or environmental monitoring domains. Furthermore,

quantum computing has recently gained momentum and

presents important nanocommunication problems with extreme

resource constraints and performance requirements, hence

being a suitable candidate to become an application scenario

for electromagnetic nanonetworks. Overall, we have seen that

the existing communication technologies for nanonetworks are

very diverse, and so are the requirements of the different

application scenarios. This, together with the wide array of

challenges still to be solved, both general/cross-cutting and

specific to the different applications, suggests that the field

of electromagnetic nanonetworks will contine growing in the

years to come.
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