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Abstract—Deep learning has been widely used in source code
classification tasks, such as code classification according to their
functionalities, code authorship attribution, and vulnerability
detection. Unfortunately, the black-box nature of deep learning
makes it hard to interpret and understand why a classifier
(i.e., classification model) makes a particular prediction on a
given example. This lack of interpretability (or explainability)
might have hindered their adoption by practitioners because it
is not clear when they should or should not trust a classifier’s
prediction. The lack of interpretability has motivated a number
of studies in recent years. However, existing methods are neither
robust nor able to cope with out-of-distribution examples. In this
paper, we propose a novel method to produce Robust interpreters
for a given deep learning-based code classifier; the method is
dubbed Robin. The key idea behind Robin is a novel hybrid
structure combining an interpreter and two approximators,
while leveraging the ideas of adversarial training and data
augmentation. Experimental results show that on average the
interpreter produced by Robin achieves a 6.11% higher fidelity
(evaluated on the classifier), 67.22% higher fidelity (evaluated
on the approximator), and 15.87x higher robustness than that of
the three existing interpreters we evaluated. Moreover, the in-
terpreter is 47.31% less affected by out-of-distribution examples
than that of LEMNA.

Index Terms—Explainable AI, deep learning, code classifica-
tion, robustness

I. INTRODUCTION

In the past few years there has been an emerging field

focusing on leveraging deep learning or neural networks to

study various kinds of source code classification problems,

such as classifying code based on their functionalities [1], [2],

code authorship attribution [3]–[7], and vulnerability detection

[8]–[10]. While the accuracy of deep neural networks in

this field may be satisfactory, the lack of interpretability, or

explainability, remains a significant challenge. Deep neural

†National Engineering Research Center for Big Data Technology and Sys-
tem, Services Computing Technology and System Lab, Hubei Key Laboratory
of Distributed System Security, Hubei Engineering Research Center on Big
Data Security, Cluster and Grid Computing Lab∗Corresponding author

networks are often considered black-boxes which means they

cannot provide explanations for why a particular prediction

is made. The lack of interpretability poses as a big hurdle to

the adoption of these models in the real world (particularly

in high-security scenarios), because practitioners do not know

when they should trust the predictions made by these models

and when they should not.

The importance of addressing the aforementioned lack of

interpretability is well recognized by the research community

[11]–[13], as evidenced by very recent studies. Existing studies

on addressing the interpretability of source code classifiers

(i.e., classification models) can be classified into two ap-

proaches: ante-hoc vs. post-hoc. The ante-hoc approach aims

to provide built-in interpretability by leveraging the attention

weight matrix associated with a neural network in question

[14], [15], which in principle can be applied to explain the

prediction on any example. The post-hoc approach aims to

interpret the decision-making basis of a trained model. In the

context of source code classification, this approach mainly fo-

cuses on local interpretation, which aims to explain predictions

for individual examples by leveraging: (i) perturbation-based

feature saliency [16], [17], which computes the importance

scores of features by perturbing features in code examples and

then observing changes in prediction scores; or (ii) program

reduction [18], [19], which uses the delta debugging technique

[20] to reduce a program to a minimal set of statements while

preserving the classifier’s prediction.

The ante-hoc approach must be incorporated into the clas-

sifier training phase, meaning that it cannot help existing or

given classifiers, for which we can only design interpreters

to provide interpretability in a retrospective manner. In this

paper we focus on how to retrospectively equip given code

classifiers with interpretability, which is the focus of the post-

hoc approach. However, existing post-hoc methods suffer from

the following two problems. (i) The first problem is incurred

by the possible out-of-distribution of a perturbed example

in the perturbation-based feature saliency method. This is
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inevitable because the method uses perturbations to assess fea-

ture importance, by identifying the feature(s) whose absence

causes a significant decrease in prediction accuracy. When

a legitimate example is perturbed into an out-of-distribution

input, it is unknown whether the drop in accuracy is caused

by the absence of certain feature(s) or because of the out-

of-distribution of the perturbed example [21], [22]. (ii) The

second problem is the lack of robustness, which is inherent to

the local interpretation approach and thus common to both the

perturbation-based feature saliency method and the program

reduction method. This is because the local interpretation

approach optimizes the interpretation of each example inde-

pendent of others, meaning that overfitting the noise associated

with individual examples is very likely [23]. As a consequence,

an interpretation would change significantly even by incurring

a slight modification to an example, and this kind of sensitivity

could be exploited by attackers to ruin the interpretability [24].

The weaknesses of the existing approaches motivate us to

investigate better methods to interpret the predictions of deep

learning-based code classifiers.

Our Contributions. This paper introduces Robin, a novel

method for producing high-fidelity and Robust interpreters in

the post-hoc approach with local interpretation. Specifically,

this paper makes three contributions.

First, we address the aforementioned out-of-distribution

problem by introducing a hybrid interpreter-approximator

structure. More specifically, we design (i) an interpreter to

identify the features that are important to make accurate

predictions, and (ii) two approximators such that one is used

to make predictions based on these important features and

the other is used to make predictions based on the other

features (than the important ones). These approximators are

reminiscent of fine-tuning a classifier with perturbed training

examples while removing some features. As a result, a per-

turbed test example is no longer an out-of-distribution example

to the approximators, meaning that the reduced accuracy of the

classifier can be attributed to the removal of features (rather

than the out-of-distribution examples). To assess the impor-

tance of the features extracted by the interpreter, we use the

approximators (rather than the given classifier) to mitigate the

side-effect that may be caused by out-of-distribution examples.

Second, we address the lack of interpretation robustness

by leveraging the ideas of adversarial training and mixup
to augment the training set. More specifically, we generate a

set of perturbed examples for a training example (dubbed the

original example) as follows. (i) Corresponding to adversarial

training but different from traditional adversarial training in

other contexts, the ground-truth labels (i.e., what the k impor-

tant features are) cannot be obtained, making it difficult to add

perturbed examples to the training set for adversarial training.

We overcome this by measuring the similarity between the

interpretation of the prediction on the original example and

the interpretation of the prediction on the perturbed example,

which is obtained in the example space rather than feature

space (i.e., the perturbed example is still a legitimate program

with the same functionality as the original example). This

similarity allows us to compute a loss in interpretability and

leverage this loss to train the interpreter. (ii) Corresponding to

mixup, we generate a set of virtual examples by linearly in-

terpolating the original examples and their perturbed versions

in the feature space; these examples are virtual because they

are obtained in the feature space (rather than example space)

and thus may not correspond to any legitimate code example

(e.g., a virtual example may not correspond to a legitimate

program). Different from traditional data augmentation, we

train the interpreter and two approximators jointly rather than

solely training the interpreter on virtual examples due to the

lack of ground truth of the virtual examples (i.e., what the k
important features are).

Third, we empirically evaluate Robin’s effectiveness and

compare it with the known post-hoc methods in terms of fi-
delity, robustness, and effectiveness. Experimental results show

that on average the interpreter produced by Robin achieves

a 6.11% higher fidelity (evaluated on the classifier), 67.22%

higher fidelity (evaluated on the approximator), and 15.87x

higher robustness than that of the three existing interpreters

we evaluated. Moreover, the interpreter is 47.31% less affected

by out-of-distribution examples than that of LEMNA [25].

We have made the source code of Robin publicly available

at https://github.com/CGCL-codes/Robin.

Paper Organization. Section II presents a motivating in-

stance. Section III describes the design of Robin. Section IV

presents our experiments and results. Section V discusses the

limitations of the present study. Section VI reviews related

prior studies. Section VII concludes the paper.

II. A MOTIVATING INSTANCE

To illustrate the aforementioned problem inherent to the

local interpretation approach, we consider a specific instance

of code classification in the context of code functionality

classification via TBCNN [2]. Although TBCNN offers code

functionality classification capabilities, it does not offer any

interpretability on its predictions. To make its predictions

interpretable, an interpreter is required. We adapt the method

proposed in [16], which was originally used to interpret

software vulnerability detectors, to code functionality classifi-

cation because there are currently no existing interpreters for

this purpose (to the best of our knowledge). This adaptation is

feasible because the method involves deleting features in the

feature space and observing the impact on predictions, which

is equally applicable to code functionality classification.

The original code example in Figure 1 (a) is used to compare

two strings for equality. We create a perturbed example by

changing the variable names, as illustrated in Figure 1 (b).

Despite the change in variable names, the perturbed example

maintains the same functionality and semantics as the original

example. Additionally, both the original and perturbed exam-

ples are classified into the same category by the classifier.

Upon applying an interpreter, adapted from [16], to TBCNN,

the five most important features of the original and perturbed

examples are identified, and highlighted in Fig. 1(a) and 1(b)
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int main() {
char a[100],b[100];
int m,n,t=1,r[100]={0},i,j;
scanf("%s%s",a,b);
m=strlen(a);
n=strlen(b);
if(m==n){

for(i=0;i<=m-1;i++)
for(j=0;j<=n-1;j++)

if(b[j]==a[i]&&r[j]==0) {
r[j]=1;
break;

}
for(i=0;i<=n-1;i++)

if(r[i]==0) {t=0; break;}
}
else t=0;
if(t==1) printf("YES\n");
else printf("NO\n");
return 0;

}
(a) Original example

int main(){
char S[100],shuchu[100];
int Q,cc3,cc2=1,L[100]={0},d,sort;
scanf("%s%s",S,shuchu);
Q=strlen(S);
cc3=strlen(shuchu);
if(Q==cc3){

for(d=0;d<=Q-1;d++)
for(sort=0;sort<=cc3-1;sort++)

if(shuchu[sort]==S[d]&& L[sort]==0) {
L[sort]=1;
break;

}
for(d=0;d<=cc3-1;d++)

if(L[d]==0) {cc2=0; break;}
}
else cc2=0;
if(cc2==1) printf("YES\n");
else printf("NO\n");
return 0;

}
(b) Perturbed example

Fig. 1. An original example and its perturbed example (modified code is
highlighted in blue color and italics), where red boxes highlight the 5 most
important features.

respectively. Notably, only one important feature is common

between the two examples, revealing that the interpreter lacks

robustness. This lack of robustness of the interpreter may cause

users to question the reliability of the classifier’s predictions

due to the erroneous interpretation.

III. DESIGN OF ROBIN

Notations. A program code example, denoted by xi, can

be represented as a n-dimensional feature vector xi =
(xi,1, xi,2, . . . , xi,n), where xi,j (1 ≤ j ≤ n) is the jth feature

of xi. A code classifier (i.e., classification model) M is learned

from a training set, denoted by X , where each example xi ∈ X
is associated with a label yi. Denote by M(xi) the prediction

of classifier M on a example xi.

Our goal is to propose a novel method to produce an

interpreter, denoted by E, for any given code classifier M
and test set U such that for test example ui ∈ U , E identifies

k important features to explain why M makes a particular

prediction on ui, where k � n. It is intuitive that the k im-

portant features of example ui should be largely, if not exactly,

the same as the k important features of u′
i which is perturbed

from ui. Denote by E(ui) = (ui,α1
, ..., ui,αk

) the k important

features identified by E, where {α1, ..., αk} ⊂ {1, . . . , n}.

A. Basic Idea and Design Overview

Basic Idea. In terms of the out-of-distribution problem asso-

ciated with existing interpretation methods, we observe that

the absence of perturbed examples in the training set makes

a classifier’s prediction accuracy with respect to the perturbed

examples affected by the out-of-distribution examples. Our

idea to mitigate this problem is to fine-tune a classifier for

perturbed examples by using a hybrid interpreter-approximator

structure [26] such that (i) one interpreter is for identifying

the important features for making accurate prediction, (ii) one

approximator is for using the important features (identified

by the interpreter) to making predictions, and (iii) another

approximator is for using the other features (than the important

features) for making predictions. To improve the interpreter’s

fidelity, the two approximators are trained simultaneously such

that the important features contain the most useful information

for making predictions while the other features contain the

least useful information for making predictions.

To make the interpreter robust, we leverage two ideas. The

first idea is to use adversarial training [27], [28] where an

original example and its perturbed example will have the same

prediction. In sharp contrast to traditional adversarial training

in other contexts where ground-truth can be obtained, it is

difficult to obtain the ground-truth labels in this setting because

we do not know which features are indeed the most important

ones even for the training examples. That is, we cannot simply

use traditional adversarial training method to add perturbed

examples to training set because the “labels” (i.e., the k im-

portant features) of original examples and perturbed examples

cannot be obtained. We overcome this by (i) generating a set

of perturbed examples via code transformation such that the

prediction on the perturbed example remains the same, and

(ii) adding a constraint term to the loss function to make

the interpretations of the original example and the perturbed

example as similar to each other as possible.

The second idea is to leverage mixup [29] to augment the

training set. In sharp contrast to traditional data augmentation,

we cannot train the interpreter from the augmented dataset

for the lack of ground-truth (i.e., the important features of

an original example and its perturbed examples can not

be obtained). We overcome this issue by (i) using code

transformation to generate a perturbed example such that its

prediction remains the same as that of the original example, (ii)

mixing the original examples with the perturbed examples to

generate virtual examples, and (iii) optimizing the preliminary

interpreter by training the interpreter and two approximators

jointly on virtual examples. Note that the difference between

the aforementioned adversarial examples and virtual examples

is that the former are obtained by perturbation in the example

space but the latter is obtained in the feature space.

Design Overview. Fig. 2 highlights the training process of

Robin, which produces an optimized interpreter in three steps.

• Step I: Generating perturbed examples. This step gen-

erates perturbed examples from a training example by

conducting semantics-preserving code transformations such

that the perturbed example has the same prediction as that

of the original example.

• Step II: Generating a preliminary interpreter. Given a

classifier for which we want to equip with interpretability,

this step leverages the perturbed examples generated in Step

I to train two approximators and an interpreter Siamese

network in an iterative fashion. The interpreter Siamese net-

work identifies the important features of original examples

and that of their perturbed examples, and then computes the

difference between these two sets.

• Step III: Optimizing the preliminary interpreter. This

step optimizes the preliminary interpreter generated in Step

II by using mixup [29] to augment the training set and up-

date the preliminary interpreter’s parameters. The optimized
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Fig. 2. Overview of the training process of Robin which produces an optimized interpreter in three steps: generating perturbed examples, generating a
preliminary interpreter, and optimizing the preliminary interpreter.

Fig. 3. A code example showing generation of perturbed examples (selected coding style attributes and modified code are highlighted in red).

interpreter identifies important features of a test example.

B. Generating Perturbed Examples

This step has three substeps. First, for each training example

xi ∈ X , we identify its coding style attributes related to the

example’s layout, lexis, syntax, and semantics (e.g., as defined

in [30]). Let ti denote the number of coding style attributes for

xi ∈ X . Fig. 3(a) shows a training example where the first line

uses a global declaration but can be transformed such that no

global declaration is used; Fig. 3(b) describes its coding style

attributes. Second, we randomly select θi (θi < ti) coding

style attributes, repeat this process for m times, and transform

the value of each of these coding style attributes to any one

of the other semantically-equivalent coding style attributes.

Consequently, we obtain m candidate perturbed examples

xi,+1, xi,+2....xi,+m, where xi,+j (1 ≤ j ≤ m) denotes the

jth perturbed example generated by the semantic-equivalent

code transformation of code example xi. The labels of the m
perturbed examples preserve the original example xi’s label

yi owing to the semantic-equivalent code transformations. As

an instance, Fig. 3(c) shows a candidate perturbed example

generated by transforming randomly selected coding style

attributes, which are highlighted in red in Fig. 3(b). Third,

we filter out perturbed examples whose prediction labels

are different from the prediction labels of the corresponding

original examples in X . The reason is that if the prediction

labels of the perturbed examples change, the robustness of

the interpreter cannot be judged by the difference of the

interpretation between the perturbed examples and the original

examples. As an instance in Fig. 3(d), the prediction label
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Fig. 4. Overview of Step II (generating a preliminary interpreter), involving training two approximators and training the interpreter Siamese network iteratively.

of the code example in Fig. 3(a) and the prediction label

of the candidate perturbed example are the same, so the

candidate perturbed example is a perturbed example that can

be used for robustness enhancement. Finally, we obtain the

set of perturbed examples for robustness enhancement of the

interpreter.

C. Generating a Preliminary Interpreter

An ideal interpreter is simultaneously achieving high fi-

delity and high robustness. (i) High fidelity indicates that

the important features identified by interpreter E contain as

much information as possible that is most useful for code

classification, and the remaining non-important features con-

tain as little information as possible that is useful for code

classification. (ii) High robustness indicates that the important

features identified by interpreter E to explain why M predicts

xi as the label yi should not change dramatically for small

perturbed examples which are predicted as label yi. Robin

achieves this by first generating a preliminary interpreter in

Step II and then optimizing the preliminary interpreter further

in Step III.

The purpose of Step II is to generate a preliminary in-

terpreter by training two approximators and the interpreter

Siamese network iteratively. The basic idea is as follows: (i)

To achieve high fidelity, we introduce two approximators that

have the same neural network structure for code classification,

using the identified important features and non-important fea-

tures as input respectively. Since important features contain the

most useful information for code classification, the accuracy

of the approximator using only important features as input

should be as high as possible. On the other hand, non-

important features contain less information important for code

classification, so the accuracy of the approximator using only

non-important features as input should be as low as possible.

(ii) To achieve high robustness, we introduce the interpreter

Siamese network with two interpreters that have the same

neural network structure and share weights, using the original

code examples and perturbed examples as input respectively.

For each original example and its corresponding perturbed ex-

amples, the Siamese network calculates the similarity distance

between the important features of the original example and the

important features of the perturbed examples identified by the

two interpreters, and adds the similarity distance to the loss

value to improve the interpreters’ robustness during training.

Fig. 4 shows the structure of the neural network involving

an interpreter Siamese network and two approximators. The

interpreter Siamese network involves two interpreters which

have the same neural network structure and share weights.

Their neural network structure depends on the structure of the

code classifier to be explained. We divide the code classifier

to be explained into two parts. One part is to extract the

features from the input code examples through neural network

to obtain the vector representation of the code examples, which

is equivalent to encoder, and this part usually uses Batch

Normalization, Embedding, LSTM, Convolutional layer, etc.

The other part maps the vector representation to the output

vector. When generating the structure of the interpreter, the

first part of the code classifier is kept and the latter part

is modified to a fully connected layer and a softmax layer,

which maps the learned representation of code examples to
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the output space, and the output is of the same length as the

number of features, indicating whether each feature is labeled

as important or not. These two interpreters are used to identify

the important features of the code examples in training set X
and the perturbed examples generated in Step I, respectively.

The two approximators have the same neural network

structure and are used to predict labels using important fea-

tures and non-important features, respectively. They have the

identical neural network architecture as the code classifier

to be interpreted. However, instead of the code example

as input, the interpreter provides the approximator with the

important or non-important features identified. As a result,

the approximators can be seen as fine-tuned versions of the

code classifier, trained on the datasets of important and non-

important features.

Fig. 4 also shows the training process to generate a prelim-

inary interpreter, involving the following two substeps.

Step II.1: Training two approximators while attempting to
minimize Ls and Lu. When training the approximator, only

the model parameters of the approximator are updated. The

training goal is to minimize the loss of both approximators

As and Au, which is the sum of cross-entropies loss of As

and Au:

min
As,Au

(Ls + Lu), (1)

where Ls is the cross-entropy loss of approximator As and Lu

is the cross-entropy loss of approximator Au. The loss of the

approximator indicates the consistency between the prediction

labels and the labels.

Step II.2: Training the interpreter Siamese network while
attempting to minimize Ls and Ldiff , and maximize Lu.
When training the interpreter Siamese network, only the model

parameters of the interpreter are updated. The training goal is

to minimize the loss of As and the discrepancy of the outputs

between two interpreters E and E′, and maximize the loss of

Au:

min
E

(Ls − Lu + Ldiff ), (2)

where Ldiff is the discrepancy of the outputs between two

interpreters E and E′. The interpreter is trained so that (i) the

loss of prediction using important features is minimized, (ii)

the loss of prediction using non-important features is maxi-

mized, and (iii) the discrepancy of the outputs between two

interpreters is minimized to improve the robustness of the in-

terpreter. The difference value Ldiff in the interpreter Siamese

network represents the distance between the important features

identified by the interpreter for the original examples and those

for the perturbed examples. We use Jaccard distance [31] to

measure the distance as follow:

Ldiff = 1−
∑
i,j

|E(xi) ∩ E(xi,+j)|
N ·m · |E(xi) ∪ E(xi,+j)| (3)

where N is the number of original code examples in the

training set X , and m is the number of perturbed examples

corresponding to each original example. The more robust the

interpreter is, the higher the similarity between the important

features for the original examples and for the perturbed

examples, the smaller the Jaccard distance, and the smaller

the corresponding difference value Ldiff .

During the training process, Step II.1 and Step II.2 are

iterated until both the interpreters and the approximators

converge.

D. Optimizing the Preliminary Interpreter

The purpose of this step is to optimize the preliminary

interpreter generated in Step II in both fidelity and robustness.

The basic idea is to use mixup [29] for data augmentation

to optimize the interpreter. There are two substeps. First,

we generate virtual examples. For each code example xi

in training set X , xi′ ,+j is a randomly selected perturbed

example of xi′ , where xi′ is randomly selected from X , and

may or may not be identical to xi. A virtual example is

generated by mixing code examples and their corresponding

labels. Specifically, the virtual example xi,mix is generated by

linear interpolation between the original example xi and the

perturbed example xi′ ,+j , and the label yi,mix of xi,mix is

also generated by linear interpolation between the label yi of

original example xi and the label yi′ ,+j of perturbed example

xi′ ,+j , shown as follows:

xi,mix = λixi + (1− λi)xi′ ,+j

yi,mix = λiyi + (1− λi)yi′ ,+j

(4)

where the interpolation coefficients λi is sampled from the β
distribution. Second, we update the interpreter’s parameters

based on the generated virtual examples. Since the output

of the interpreter is the important features in code examples

rather than the classification labels, it is impossible to train the

interpreter individually for enhancement. Therefore, we use

approximators for joint optimization with the interpreter E. In

this case, the input of the overall model are code examples

and the output are the labels of code examples, which can

be directly trained and optimized using the generated vir-

tual examples. In the optimization process, the interpreter’s

parameters are updated while preserving the approximators’

parameters unchanged.

IV. EXPERIMENTS AND RESULTS

A. Evaluation Metrics and Research Questions

Evaluation Metrics. We evaluate interpreters via their fidelity,

robustness against perturbations, and effectiveness in coping

with out-of-distribution examples.

For quantifying fidelity, we adopt the metrics defined in

[26], [32]. Consider a code classifier M trained from a training

set X , an interpreter E, and a test set U . Denote by E(ui)
the set of important features identified by interpreter E for test

example ui ∈ U . We train an approximator As in the same

fashion as how M is trained except that we only consider

the important features, namely ∪ui∈UE(ui). Let M(ui) and

As(ui) respectively denote the prediction of classifier M
and approximator As on example ui. Then, interpreter E’s

fidelity is defined as a pair (FS-M∈ [0, 1], FS-A∈ [0, 1]),
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where FS-M= |{ui∈U :M(ui)=M(E(ui))}|
|U | is the fraction of test

examples that have the same predictions by M using all

features and by M only using the important features, and FS-

A= |{ui∈U :M(ui)=As(E(ui))}|
|U | is the fraction of test examples

that have the same predictions by M using all features and

by As only using the important features [32]. Note that a

larger (FS-M, FS-A) indicates a higher fidelity, meaning that

the important features are indeed important in terms of their

contribution to prediction.

For quantifying robustness against perturbations, we adopt

the metric proposed in [33], which is based on the average Jac-

card similarity between (i) the important features of an origi-

nal example and (ii) the important features of the perturbed

example [31]. The similarity is defined over interval [0, 1] such

that a higher similarity indicates a more robust interpreter.

For quantifying effectiveness in coping with out-of-

distribution examples, we adopt the metric defined in [21].

Specifically, we take the number of features n over 8, and

incrementally and equally sample q features among all the

features, starting at q = n
8 , i.e. q ∈ Q = {n

8 ,
2n
8 · · · , 7n

8 }.

For a given q, we use the same training set to learn the

same kind of classifier Mq by removing the q least im-

portant features (with respect to the interpreter), namely

∪ui∈U Ẽ(ui), where Ẽ(ui) is the code example ui with

q least important features (with respect to the interpreter)

removed, and the difference of accuracy between classi-

fier M and retrained classifier Mq is defined as ADq =
|{ui∈U :M(ui)=M( ˜E(ui))}|−|{ui∈U :M(ui)=Mq( ˜E(ui))}|

|U | . The de-

gree to which the interpreter is impacted by out-of-distribution

inputs is the average ADq for each q ∈ Q. A smaller average

difference of accuracy indicates a reduced impact of out-of-

distribution inputs on the interpreter.

Corresponding to the preceding metrics, our experiments are

driven by three Research Questions (RQs):

• RQ1: What is Robin’s fidelity? (Section IV-C)

• RQ2: What is Robin’s robustness against code perturba-

tions? (Section IV-D)

• RQ3: What is Robin’s effectiveness in coping with out-

of-distribution examples? (Section IV-E)

B. Experimental Setup

Implementation. We choose two deep learning-based code

classifiers: DL-CAIS [7] for code authorship attribution and

TBCNN [2] for code functionality classification. We choose

these two classifiers because they offer different code clas-

sification tasks, use different kinds of code representations

and different neural networks, are representative of the state-

of-the-art in code classification, and are open-sourced; these

characteristics are necessary to test Robin’s wide applicability.

• DL-CAIS [7]. This classifier leverages a Term

Frequency-Inverse Document Frequency based approach

to extract lexical features from source code and a

Recurrent Neural Network (RNN) is employed to learn

the code representation, which is then used as input to

a random forest classifier to achieve code authorship

attribution. In our experiment, we use a dataset from

the Google Code Jam (GCJ) [34], [35], involving 1,632

C++ program files from 204 authors for 8 programming

challenges and has been widely used in code authorship

attribution task [30], [35]. This dataset is different from

the one used in [7], which is not available to us.

• TBCNN [2]. The method represents source code as an

Abstract Syntax Tree (AST), encodes the resulting AST as

a vector, uses a tree-based convolutional layer to learn the

features in the AST, and uses a fully-connected layer and

softmax layer for making predictions. In our experiment,

we use the dataset of pedagogical programming Open

Judge system, involving 52,000 C programs for 104

programming problems. This dataset is the same as the

one used in [2] because it is publicly available.

We implement Robin in Python using Tensorflow [36] to

retrofit the interpretability of DL-CAIS and TBCNN. We run

experiments on a computer with a RTX A6000 GPU and an

Intel Xeon Gold 6226R CPU operating at 2.90 GHz.

Interpreters for Comparison. We compare Robin with three

existing interpreters: LIME [13], LEMNA [25], and the one

proposed in [16], which would represent the state-of-the-art

in interpretability of code classifier in feature-based post-hoc

local interpretation. More specifically, LIME [13] makes small

local perturbations to an example and obtains an interpretable

linear regression model based on (i) the distance between the

perturbed example and the original example and (ii) the change

to the prediction. As such, LIME can be applied to explain

any classifier. LEMNA [25] approximates local nonlinear deci-

sion boundaries for complex classifiers, especially RNN-based

ones with sequential properties, to provide interpretations in

security applications. Meanwhile, the method in [16] interprets

vulnerability detector predictions by perturbing feature values,

identifying important features based on their impact on predic-

tions, training a decision-tree with the important features, and

extracting rules for interpretation. Additionally, we establish a

random feature selection method as a baseline.

C. What Is Robin’s Fidelity? (RQ1)

To determine the effectiveness of Robin on fidelity, we first

train two code classifiers DL-CAIS [7] and TBCNN [2] to be

explained according to the settings of the literature, acheiving

88.24% accuracy for code authorship attribution and 96.72%

accuracy for code functionality classification. Then we apply

Robin and the interpreters for comparison to DL-CAIS and

TBCNN models. For Robin, we set the candidate number of

selected coding style attributes θi to 4 and the number of

important features selected by the interpreter k to 10. We

split the dataset randomly by 3:1:1 for training, validation,

and testing for TBCNN and use 8-fold cross-validation for

DL-CAIS when training the interpreter.

Table I shows the fidelity evaluation results on DL-CAIS

and TBCNN for different interpreters. We observe that LIME

and LEMNA achieve an average FS-M of 0.49% and an

average FS-A of 2.70% for DL-CAIS, and an average FS-

M of 6.73% and an average FS-A of 9.47% for TBCNN,
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TABLE I
FIDELITY EVALUATION RESULTS FOR DIFFERENT INTERPRETERS

Method
DL-CAIS TBCNN

FS-M (%) FS-A (%) FS-M (%) FS-A (%)
Baseline 1.96 2.45 10.29 9.23

LIME [13] 0.49 3.43 7.98 10.67
LEMNA [25] 0.49 1.96 5.48 8.27
Zou et al. [16] 33.33 69.60 18.75 31.63

Robin 13.73 92.65 20.67 83.65

TABLE II
AVERAGE INTERPRETATION TIME OF EACH CODE EXAMPLE FOR

DIFFERENT INTERPRETERS

Method DL-CAIS (ms) TBCNN (ms)
Baseline 1.00 1.43

LIME [13] 61957.71 111484.20
LEMNA [25] 17448.35 43722.97
Zou et al. [16] 166298.43 243142.95

Robin 1.71 408.04

performing even worse than baseline. This can be explained

by the fact that LIME and LEMNA do not perform well in

multi-class code classification tasks due to the more complex

decision boundaries of the classifiers. We also observe that

Robin outperforms other interpreters in terms of FS-M and

FS-A metrics significantly except Zou et al.’s method [16] in

terms of FS-M on DL-CAIS. Robin achieves 23.05% higher

FS-A at the cost of 19.60% lower FS-M. However, Zou et

al.’s method [16] is much less robust to perturbed examples

than Robin which we will discuss in Section IV-D. Compared

with other interpreters, Robin achieves 6.11% higher FS-M

and 67.22% higher FS-A on average, which indicates the high

fidelity of Robin.

For the time cost of interpreters, Table II shows the average

interpretation time (in milliseconds) for each code example.

We observe that Robin significantly outperforms the other

three interpreters in terms of time cost. Note that while

baseline is less time-consuming, it has much lower fidelity and

robustness than Robin (see Section IV-D). Other interpreters

are significantly more time costly than Robin because they are

optimized independently on a single code example and require

a new perturbation and analysis each time a code example is

interpreted, while Robin directly constructs an interpreter that

applies to all code examples and automatically identifies the

important features by simply feeding code examples into the

interpreter model. Robin achieves a 99.75% reduction in time

cost than the other three interpreters on average.

Ablation Analysis. Robin has two modules to improve the

interpreter, i.e., adding Ldiff to the loss of the interpreter

(denoted as “Factor1”), and data augmentation using mixup

(denoted as “Factor2”). To show the contribution of each

module in Robin to the effectiveness of fidelity, we conduct the

ablation study. We exclude Factor1, Factor2, and both Factor1

and Factor2 to generate three variants of Robin, respectively,

and compare Robin with the three variants in terms of fidelity.

Table III summarizes the fidelity evaluation results of Robin

and its variants on DL-CAIS and TBCNN. We observe that

Robin without Factor1, Factor2, or both Factor1 and Factor2

can reduce FS-M of 1.48-1.97% and FS-A of 1.96-4.90%

for DL-CAIS, and reduce FS-M of 0.48-1.73% and FS-A of

TABLE III
ABLATION ANALYSIS RESULTS OF FIDELITY EVALUATION (UNIT: %)

Method
DL-CAIS TBCNN

FS-M FS-A FS-M FS-A
Robin 13.73 92.65 20.67 83.65

Robin w/o Factor1 12.25 90.69 20.19 81.44
Robin w/o Factor2 11.76 90.20 19.90 82.12

Robin w/o Factor1&2 12.25 87.75 18.94 80.77

TABLE IV
FIDELITY EVALUATION RESULTS FOR DIFFERENT INTERPRETERS ON

DL-CAIS WITH DIFFERENT NEURAL NETWORK STRUCTURES (UNIT: %)

Method
DL-CAIS DL-CAIS-CNN DL-CAIS-MLP

FS-M FS-A FS-M FS-A FS-M FS-A
Baseline 1.96 2.45 2.94 3.92 4.41 3.43

LIME [13] 0.49 3.43 4.90 6.37 3.43 6.86
LEMNA [25] 0.49 1.96 1.47 1.47 0.98 1.47
Zou et al. [16] 33.33 69.60 40.50 54.90 20.09 17.65

Robin 13.73 92.65 40.69 99.51 63.24 97.06

1.53-2.88% for TBCNN. Robin without Factor1 and Factor2

achieves the worst results. This indicates the significance of

Factor1 and Factor2 for the fidelity of Robin.

Effectiveness of Fidelity When Applied to Different Neural
Network Structures. To demonstrate the applicability of

Robin to various neural network structures, we take DL-CAIS

for instance to replace the Recurrent Neural Network (RNN)

layers of DL-CAIS with the Convolutional Neural Network
(CNN) layers (denoted as “DL-CAIS-CNN”) and replace the

RNN layers of DL-CAIS with the Multi-Layer Perception
(MLP) layers (denoted as “DL-CAIS-MLP”), respectively. We

first train two code authorship attribution models DL-CAIS-

CNN and DL-CAIS-MLP to be explained according to the

settings of DL-CAIS [7]. We obtain a DL-CAIS-CNN with an

accuracy of 91.18% and a DL-CAIS-MLP with an accuracy

of 90.69% for code authorship attribution. Then we apply

Robin and other interpreters for comparison to DL-CAIS-CNN

and DL-CAIS-MLP respectively. Table IV shows the fidelity

evaluation results for different interpreters on DL-CAIS with

different neural networks. For DL-CAIS-CNN and DL-CAIS-

MLP, Robin achieves a 40.07% higher FS-M and an 83.50%

higher FS-A on average than the other three interpreters, which

shows the effectiveness of Robin applied to different neural

network structures.

Usefulness of Robin in Understanding Reasons for Classifi-
cation. To illustrate the usefulness of Robin in this perspective,

we consider a scenario of code functionality classification via

TBCNN [2]. The code example in Fig. 5 is predicted by

the classifier as the functionality class “finding the number

of factors”. The interpreter generated by Robin extracts five

features of the code example, which are deemed most relevant

with respect to the prediction result and are highlighted via

red boxes in Fig. 5. These five features are related to the

remainder, division, and counting operators. By analyzing

these five features, it becomes clear that the code example

is predicted as “finding the number of factors” because the

example looks for, and counts, the number of integers that

can divide the input integer.

Insight 1: Robin achieves a 6.11% higher FS-M and a
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int change (int a, int p) {
int i, count = 0;                   
for (i = p; i < a; i++) {

if (a % i == 0 && a / i >= i) {
count++;                               
int k, t;
k = (int) sqrt(a / i);                 
for (t = 2; t <= k; t++) {

if ((a / i) % t == 0) {
count += change (a / i, i);
break;

}   
}  

}
}
return count;                                  

}
int main() {

int n, i, a;                                   
cin >> n;
for (i = 1; i <= n; i++) {

int total = 0;                             
cin >> a;
total += change (a, 2);                    
cout << total + 1 << endl;

}
return 0;

}

Code 
example

int change (int a, int p) {
int i, count = 0;                   
for (i = p; i < a; i++) {

if (a % i == 0 && a / i >= i) {
count++;                               
int k, t;
k = (int) sqrt(a / i);                 
for (t = 2; t <= k; t++) {

if ((a / i) % t == 0) {
count += change (a / i, i);
break;

}   
}  

}
}
return count;                                  

}
int main() {

int n, i, a;                                   
cin >> n;
for (i = 1; i <= n; i++) {

int total = 0;                             
cin >> a;
total += change (a, 2);                    
cout << total + 1 << endl;

}
return 0;

}

Code 
example

Classifier

Prediction class: 
Finding the number 

of factors 

Code functionality 
classification

Interpreter

Interpretation of the 
classification:

The classifier predicts the 
function of the example as 

"finding the number of 
factors" because the 

example looks for and 
counts the number of 

integers that divide the 
input integer exactly.

Fig. 5. The interpretation of a specific instance of code classification in the context of code functionality classification, where red boxes highlight the 5 most
important features.

TABLE V
ROBUSTNESS EVALUATION RESULTS FOR DIFFERENT INTERPRETERS

Method DL-CAIS TBCNN
Baseline 0.0121 0.0348

LIME [13] 0.0592 0.0962
LEMNA [25] 0.0157 0.0475
Zou et al. [16] 0.3681 0.3852

Robin 0.9275 0.5269

67.22% higher FS-A on average than the three interpreters
we considered.

D. What Is Robin’s Robustness? (RQ2)

To evaluate the robustness of Robin against perturbations,

we generate perturbed examples by using the semantics-

preserving code transformation to code examples in the test set

and filter out the perturbed examples that change the predicted

labels of the classifier. We use these perturbed examples to test

the robustness of interpreters.

Table V summarizes the robustness evaluation results for

different interpreters. We observe that the robustness of LIME

and LEMNA on the code classifier is very poor and only

slightly higher than the baseline. This is caused by the fol-

lowing: LIME and LEMNA suffer from uncertainty, thus there

may be differences between the important features obtained

when the same code example is interpreted multiple times. We

also observe that the robustness of Zou et al. ’s method [16] is

higher than that of LIME and LEMNA, but still much lower

than that of Robin. The average Jaccard similarity between the

important features of the original examples identified by Robin

and the important features of the adversarial examples is 1.94x

higher than the state-of-the-art method [16] and 15.87x higher

on average than the three interpreters we evaluated for DL-

TABLE VI
ABLATION ANALYSIS RESULTS OF ROBUSTNESS EVALUATION

Method DL-CAIS TBCNN
Robin 0.9275 0.5269

Robin w/o Factor1 0.9181 0.5194
Robin w/o Factor2 0.9174 0.5025

Robin w/o Factor1&2 0.9073 0.4931

CAIS and TBCNN. This indicates that Robin is insensitive

to semantics-preserving code transformations and has higher

robustness against perturbations.

Ablation Analysis. To show the contribution of Factor1 and

Factor2 in Robin to the robustness, we conduct the ablation

study. We exclude Factor1, Factor2, and both Factor1 and

Factor2 to generate three variants of Robin, respectively, and

compare Robin with the three variants in terms of robustness

for the number of important features k = 10. Table VI

summarizes the robustness evaluation results of Robin and

its three variants on DL-CAIS and TBCNN. We observe that

Robin achieves the highest robustness, and removing Factor1

and/or Factor2 can decrease its robustness, which indicates the

significance of Factor1 and Factor2 to Robin’s robustness.

To show the impact of the number of important features k
on the robustness, we take DL-CAIS for example to compare

Robin and its three variants when applied to DL-CAIS in

terms of the robustness of interpreters based on k (e.g., 10, 20,

30, 40, and 50) important features, respectively. As shown in

Table VII, the robustness decreases as k increases. This can be

explained by the following: As k increases, the less important

features are added to the selected important features; these

less important features are difficult to be recognized by the

interpreter due to their less prominent contribution to the pre-
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TABLE VII
ABLATION ANALYSIS RESULTS OF ROBUSTNESS EVALUATION ON

DL-CAIS IN DIFFERENT k VALUE

Method k=10 k=20 k=30 k=40 k=50
Robin 0.9275 0.9129 0.8962 0.8939 0.8835

Robin w/o Factor1 0.9181 0.8981 0.8932 0.8819 0.8808
Robin w/o Factor2 0.9174 0.8969 0.8793 0.8799 0.8784

Robin w/o Factor1&2 0.9073 0.8943 0.8744 0.8731 0.8640

TABLE VIII
ROBUSTNESS EVALUATION RESULTS OF DIFFERENT INTERPRETERS ON

DL-CAIS WITH DIFFERENT NEURAL NETWORK STRUCTURES

Method DL-CAIS DL-CAIS-CNN DL-CAIS-MLP
Baseline 0.0121 0.0121 0.0121

LIME [13] 0.0592 0.2651 0.0592
LEMNA [25] 0.0157 0.0167 0.0157
Zou et al. [16] 0.3681 0.3812 0.3059

Robin 0.9275 0.4922 0.3298

diction, thus perform worse robustness against perturbations.

We also observe that (i) Robin achieves the best robustness on

DL-CAIS in all k values, and (ii) removing Factor1 or Factor2

or both of them from Robin can decrease the robustness of

Robin, which indicates the significance of Factor1 and Factor2

for the robustness of Robin.

Robustness Evaluation When Applied to Different Neural
Network Structures. To show the robustness of Robin when

applied to different neural network structures, we adopt DL-

CAIS, DL-CAIS-CNN, and DL-CAIS-MLP we have trained

in Section IV-C for interpretation. For DL-CAIS-CNN and

DL-CAIS-MLP, we generate perturbed examples by using the

semantics-preserving code transformations to code examples

in the test set and filter out the perturbed examples that change

the prediction labels of the classifier. Table VIII shows the

robustness evaluation results for different interpreters on DL-

CAIS with different neural networks. For DL-CAIS-CNN and

DL-CAIS-MLP, Robin achieves a 10.05x higher robustness on

average, compared with the other three interpreters. Though

Robin achieves different robustness for different neural net-

work structures, Robin achieves the highest robustness among

all interpreters we evaluated.

Insight 2: Robin achieves a 1.94x higher robustness than the
state-of-the-art method [16] and a 15.87x higher robustness
on average than the three interpreters we evaluated.

E. What Is Robin’s Effectiveness in Coping with Out-of-
Distribution Examples? (RQ3)

To demonstrate the effectiveness of Robin in copying with

out-of-distribution examples, we conduct experiments with the

number of removed non-important features q ∈ Q={100, 200,

300, 400, 500, 600, 700} for DL-CAIS and q ∈ Q={25, 50,

75, 100, 125, 150, 175} for TBCNN according to the number

of all features. Table IX shows the difference of accuracy

ADq between the classifier and the retrained classifier with q
non-important features removed. We observe that the average

difference of accuracy of Robin and the baseline method is

very small, indicating that they are less affected by out-of-

distribution examples. This can be explained by the fact that

both of these methods do not employ the change in classifier’s

accuracy to assess the importance of features. Although the

TABLE IX
THE DIFFERENCE OF ACCURACY ADq BETWEEN CLASSIFIER AND

RETRAINED CLASSIFIER WITH q NON-IMPORTANT FEATURES REMOVED

DL-CAIS

Method q=100 q=200 q=300 q=400 q=500 q=600 q=700 Average

Baseline 0.1029 0.1029 0.1274 0.0979 0.098 0.0735 0.0931 0.0994
LEMNA 0.0834 0.0784 0.1030 0.0637 0.3579 0.2402 0.0245 0.1359

Robin 0.0736 0.0834 0.0785 0.0883 0.1030 0.1128 0.1814 0.1030

TBCNN

Method q=25 q=50 q=75 q=100 q=125 q=150 q=175 Average

Baseline 0.0074 0.0042 0.0204 0.0138 0.0043 0.0355 0.0358 0.0173

LEMNA 0.0105 0.0159 0.0241 0.0227 0.1804 0.0569 0.0445 0.0507

Robin 0.0299 0.0037 0.0184 0.0156 0.0200 0.0029 0.0145 0.0150

TABLE X
THE DIFFERENCE OF ACCURACY ADq BETWEEN CLASSIFIER AND

RETRAINED CLASSIFIER WITH q NON-IMPORTANT FEATURES REMOVED

ON DL-CAIS WITH DIFFERENT NEURAL NETWORK STRUCTURES

DL-CAIS

Method q=100 q=200 q=300 q=400 q=500 q=600 q=700 Average

Baseline 0.1029 0.1029 0.1274 0.0979 0.098 0.0735 0.0931 0.0994
LEMNA 0.0834 0.0784 0.1030 0.0637 0.3579 0.2402 0.0245 0.1359

Robin 0.0736 0.0834 0.0785 0.0883 0.1030 0.1128 0.1814 0.1030

DL-CAIS-CNN

Method q=100 q=200 q=300 q=400 q=500 q=600 q=700 Average

Baseline 0.0147 0.0049 0.0147 0.0049 0.0049 0.0196 0.0818 0.0207
LEMNA 0.0490 0.0396 0.0245 0.0195 0.2745 0.1618 0.0196 0.0840

Robin 0.0196 0.0049 0.0095 0.0196 0.0294 0.0294 0.0735 0.0266

DL-CAIS-MLP

Method q=100 q=200 q=300 q=400 q=500 q=600 q=700 Average

Baseline 0.0197 0.0196 0.0588 0.0147 0.0049 0.0687 0.0765 0.0376

LEMNA 0.0049 0.0047 0.0196 0.0147 0.2598 0.2010 0.0490 0.0791

Robin 0.0098 0.0049 0.0049 0.0196 0.0196 0.0490 0.0490 0.0224

baseline method outperforms Robin on DL-CAIS, it has much

lower fidelity and robustness than Robin which we have

discussed in Section IV-C and Section IV-D. In contrast,

the average difference of accuracy achieved by LEMNA is

notably larger than those of Robin and the baseline method,

because LEMNA relies on the changes of classifier’s accuracy

to calculate the importance of features. Robin achieves a

24.21% smaller average difference of accuracy for DL-CAIS

and a 70.41% smaller average difference of accuracy for

TBCNN than LEMNA, indicating that Robin achieves 47.31%

less affected by the out-of-distribution examples compared to

LEMNA on average. Robin is minimally affected by the out-

of-distribution examples, which attributes to introducing the

prediction accuracy of the retrained classifier to evaluate the

importance of features.

Effectiveness in Coping with Out-of-Distribution Examples
When Applied to Different Neural Network Structures.
To show the effectiveness in coping with out-of-distribution

examples when applied to different neural network structures,

we adopt DL-CAIS, DL-CAIS-CNN, and DL-CAIS-MLP we

have trained in Section IV-C for interpretation. Table X

describes the difference of accuracy ADq between the given

classifier and the retrained classifier after removing q non-

important features while using different neural network struc-

tures. For DL-CAIS-CNN and DL-CAIS-MLP, Robin achieves

a 70.00% less affected by out-of-distribution examples when

compared with LEMNA on average, where the average is

taken over DL-CAIS-CNN and DL-CAIS-MLP, which shows

the effectiveness of Robin in coping with out-of-distribution

examples when applied to different neural network structures.

Insight 3: Robin achieves a 47.31% less affected by out-of-
distribution examples when compared with LEMNA.

36

Authorized licensed use limited to: UNIV OF COLORADO COLORADO SPRINGS. Downloaded on June 08,2024 at 16:14:56 UTC from IEEE Xplore.  Restrictions apply. 



V. LIMITATIONS

The present study has limitations, which represent exciting

open problems for future studies. First, our study does not

evaluate the effectiveness of Robin on graph-based code

classifiers and pre-training models like CodeT5 [37] and

CodeBERT [38]. The unique characteristics of these models

pose challenges that require further investigation, particularly

in the context of applying Robin to classifiers with more

complex model structures. Second, Robin can identify the

most important features but cannot give further explanations

why a particular prediction is made. To our knowledge, this

kind of desired further explanation is beyond the reach of

the current technology in deep learning interpretability. Third,

Robin can identify the most important features that lead to the

particular prediction of a given example, but cannot tell which

training examples in the training set that leads to the code

classifier contribute to the particular prediction. Achieving this

type of training examples traceability is important because it

may help achieve better interpretability.

VI. RELATED WORK

Prior Studies on Deep Learning-Based Code Classifiers.
We divide these models into three categories according to

the code representation they use: token-based [5], [7], [39]

vs. tree-based [4], [8], [40] vs. graph-based [10], [15], [41].

Token-based models represent a piece of code as a sequence of

individual tokens, while only performing basic lexical analysis.

These models are mainly used for code authorship attribution

and vulnerability detection. Tree-based models represent a

piece of code as a syntax tree, while incorporating both

lexical and syntax analysis. These models are widely used

for code authorship attribution, code function classification,

and vulnerability detection. Graph-based models represent a

piece of code as a directed graph, where a node represents

an expression or statement and an edge represents a control

flow, control dependence, or data dependence. These models

are suitable for complex code structures such as vulnerability

detection. We have shown how Robin can offer interpretability

to token- and tree-based code classifiers [2], [7], but not to

graph-based models as discussed in the preceding section.

Prior Studies on Interpretation Methods for Deep Learn-
ing Models. These studies are often divided into two ap-

proaches: ante-hoc [11], [12] vs. post-hoc [13], [42]–[47],

where the latter can be further divided into global (i.e., seeking

model-level interpretability) [42], [43] vs. local (i.e., seeking

example-level interpretability) [13], [44]–[47] interpretation

methods. In the context of code classification, the ante-hoc

approach leverages the attention weight matrix [14], [15].

There is currently no post-hoc approach aiming at global inter-

pretation in code classification; whereas, the post-hoc approach

aiming at local interpretation mainly leverages perturbation-

based feature saliency [16], [17] and program reduction [18],

[19]. Since ante-hoc interpretation methods cannot provide in-

terpretations for given classifiers, we will not discuss them any

further. On the other hand, existing poc-hoc methods are not

robust (Section IV-D); in particular, existing methods for local

interpretation suffers from the problem of out-of-distribution

examples [21], [22]. Robin addresses both the robustness issue

and the out-of-distribution issue in the post-hoc approach to

local interpretation, by introducing approximators to mitigate

out-of-distribution examples and using adversarial training and

data augmentation to improve robustness.

Prior Studies on Improving Robustness of Interpretation
Methods. These studies have been conducted in other appli-

cation domains than code classification. In the image domain,

one idea is to aggregate multiple interpretation [24], [48], and

another idea is to smooth the model’s decision surface [47],

[49]. In the text domain, one idea is to eliminate the uncer-

tainties that are present in the existing interpretation methods

[50], [51], and another idea is to introduce continuous small

perturbations to interpretation and use adversarial training for

robustness enhancement [27], [28]. To our knowledge, we are

the first to investigate how to achieve robust interpretability in

the code classification domain, while noting that none of the

aforementioned methods that are effective in the other domains

can be adapted to the code classification domain. This is

because program code must follow strict lexical and syntactic

requirements, meaning that perturbed representations may not

be mapped back to real-world code examples, which is a

general challenge when dealing with programs. This justifies

why Robin initiates the study of a new and important problem.

VII. CONCLUSION

We have presented Robin, a robust interpreter for deep

learning-based code classifiers such as code authorship at-

tribution classification and code function classification. The

key idea behind Robin is to (i) use approximators to mitigate

the out-of-distribution example problem, and (ii) use adver-

sarial training and data augmentation to improve interpreter

robustness, which is different from the widely-adopted idea

of using adversarial training to achieve classifier’s (rather

than interpreter’s) robustness. Experimental results show that

Robin achieves a high fidelity and a high robustness, while

mitigating the effect of out-of-distribution examples caused

by perturbations. The limitations of Robin serve as interesting

open problems for future research.
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