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Abstract. The True Random Number Generator (TRNG) is an inesc-
apable primitive for security and cryptographic functions. A common
TRNG architecture in digital devices exploits the noise jitter accumu-
lation with ring oscillators. The Set-Reset latch (SR-latch) TRNG is
another type which exploits the state of latches around metastability. In
this TRNG the dynamic noise is extracted by analysing the convergence
state of the related latch. The advantage is its very high throughput as
it runs at (or near) the clock frequency. However, it is not so popular
as there is no assurance that the quality of the randomness will exist in
real silicon. This notably comes from the fact that there is a lack of a
proven stochastic model against the quality of the process, and about
its unknown behavior evolution over time (when aged). This makes the
evaluation methods, like BSI AIS-31 or NIST SP 800-90B, difficult to
succeed. To fill the gap, in this paper, we propose a closed form of the
average entropy of the SR-latch based TRNG taking into account the
process mismatch and allowing the designer to know precisely the num-
ber of SR-latches required for an optimal entropy. This is highly crucial
to avoid low entropy if not enough latches are integrated, yet meanwhile
preventing high overhead by not including more latches than needed.
Moreover, the impact of device aging is deeply studied by simulation
over 7 years. Interestingly, the results show that the aging has no sig-
nificant impact on the entropy. This makes the SR-latch based TRNG a
good candidate, for main TRNG or as a second entropy source.

Keywords: SR-latch based TRNG · stochastic model · regulatory
standards · number of instances for a given entropy goal · impact of
aging · self-rejuvenation of SR-latch TRNG

1 Introduction

Context. The generation of random numbers is essential to execute crypto-
graphic protocols. More precisely there is a strong requirement to use a “true”
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random number generator (TRNG) which exploits physical sources and is nonde-
terministic, contrary to “pseudo” random number generators which are derived
from mathematical sequences. For instance, initialization vectors of AES operat-
ing modes, HMAC keys, ECDSA nonces, Crystals Kyber noise, masking of pro-
tected implementations, etc. all need to be provided by TRNGs. Hence, TRNGs
in CMOS digital devices have been put forward.

Ring-Oscillator based TRNGs (RO-TRNG [1]) have been studied for a while
and their security level is well known [2]. As they rely on the accumulation of
jitter at each ring oscillation, their throughput is limited to a few dozen of Mb/s.
Moreover, leveraging only one type of TRNG exposes the risk of single point of
failures (SPOFs) which can wreck havoc the entire system, for lack or loss of
entropy (see e.g., [3,4]).

Our Subject-Matter: The SR-Latch Based TRNG. To fill the gap, in
this paper we tackle another type of TRNG entropy source relying on a bistable
element: the so-called Set-Reset latch (SR-latch). Contrary to the Ring Oscil-
lator which exploits the phase noise of a free-running combinational loop, the
bistable latch exploits the amplitude noise when it is near its metastable state,
i.e., between the two stable states ‘0’ and ‘1’ where a small dynamic noise forces
the latch to go to a stable state. Thus, the latch plays both the role of amplifier
and extractor of the physical noise to the digital domain. Such an entropy source
is particularly fast as it can run at a very high speed rate. This type of entropy
source is already used in the Intel’s Ivy bridge [5] which is a full custom and ana-
log technology. However, it requires a lot of care at the design stage as starting
in a metastable state is hardly possible and a smart feedback loop is necessary
to remain metastable. More importantly, it is not portable to any CMOS digital
technology.

Problematic. In CMOS devices, an approach to use SR-latch based TRNG is
to use a set of latches as proposed in [6–9]. However, this fully digital approach
is not without risk, as there is no proven assurance that the entropy will be sat-
isfactory in silicon, which is sensitive to process mismatch. Moreover, the impact
of device aging has to be known to make sure the entropy is not going down over
time [10]. Our first approach to assess the SR-latch TRNG was initiated in [11],
yet that research provided neither a formal and in-depth study in investigating
the number of latches needed for the SR-Latch TRNG nor a thorough analysis
of the impact of aging on this type of TRNG. To fill the gap, this paper aims at
formalizing and validating the TRNG relying on SR-latches against the process
mismatch and device aging.

Our Contributions. More precisely the contributions of this paper are:

1. Proof of the scholastic model of the SR-latch TRNG to formalize the average
entropy against the process mismatch;

2. Study of the impact of device aging on the SR-latch based TRNGs;
3. Demonstration that the mean entropy of a batch of SR-latch based TRNGs

is not significantly impacted when aging.
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Outline. The rest of this paper is organized as follows. After presenting the back-
ground in Sect. 2, Sect. 3 formalizes the proof expressing the stochastic model of
entropy against the mismatch. Section 4 deals with the impact of aging on the
targeted TRNGs and Sect. 5 discusses the experimental results. Finally, Sect. 6
concludes the paper and draws future directions of this research.

2 Research Background

2.1 SR-Latch Based TRNG

TRNGs in digital devices leverage clock jitter noise or the noise around meta-
stable states for generating random numbers. While oscillator-based TRNGs
(e.g., RO-based or self-timed rings [12]) are robust, metastable-state based
TRNGs offer speed advantages. However, benefiting from metastable states
is more tricky as it requires analog and custom cell design [5,13]. To tackle such a
problem in a fully digital environment, deploying SR-latches has been proposed
in the literature [6].
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Fig. 1. An SR-latch realized via cross-coupled NOR gates.

Figure 1 depicts a NOR-based SR-latch TRNG. The Set (S) and Reset (R)
inputs are both derived from the same SR signal. With perfectly balanced NOR
gates, the latch enters a metastable state at around Vdd/2 voltage when SR
goes to zero. Then the dynamic environmental noise pushes the latch to a sta-
ble state Vdd (logic ‘1’) or logic ‘0’, hence creating an entropy extractor from
the physical noise to the digital world. Figure 2 depicts the simulations of this
latch for Vdd = 1.2 V and a temperature of 25 ◦C. The simulation is a tran-
sient noise analysis for 100 cycles with a noise of min/max frequency equal to
10 kHz/20 GHz. The simulation engine is Spectre, running on the placed-and-
routed netlists where parasitics had been extracted by Innovus, both tools being
commercialized by Cadence. As shown, the propagation time between SR and
Q or QN depends on the noise magnitude when SR goes to ‘0’. A long propa-
gation time should correspond to a state very near metastability. Being around
the metastable state provides an optimal entropy for a small level of noise. To
characterize this propagation time according to the metastability level, we con-
sider a perfect SR-latch with two separated S and R inputs having a small time
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difference. This difference expresses the dynamic noise, but it can also come
from a bias due to the process mismatch, which is bad for entropy as it is static.
Figure 3 shows the relationship between the propagation time and this S-R time
difference. As shown in this figure when there is no time difference between S
and R signals, the propagation time is very high due to the metastability, yet
the propagation time decreases when there is a time difference between the S
and R signals.

Fig. 2. Transition from a metastable to a stable state due to input noise.

By feeding SR with a periodic signal (e.g., one clock) this design yields a
random bit every clock cycle, combining speed and compactness; thus efficient
in terms of Power-Performance-Area (PPA).

Fig. 3. Evolution of propagation time in one SR-latch based on the time difference
between the falling edges on S and R signals.
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The SR-latch can serve as a TRNG thanks to the dynamic noise. One first
precondition is however that the routing is symmetric, if not geometrically
at least from the timing standpoint. This could be achieved thanks to either
manual placement-and-routing or timing constraints (e.g., SDC files). SDC con-
straints for balancing paths are described in [14]. The idea is to leverage a “Local
Clock Set” (LCS) methodology where the SR source signal is defined as a virtual
clock and S and R are set at leaves. The SDC constraint ensures that source-
to-destination delays are equal, up to a bounded skew. In particular, the two
NOR gates interfaces shall be plugged alike, namely input A (resp. B) receiving
R (resp. QN ) in the upper gate shall receive S (resp. Q) in the lower gate. A
second precondition for the SR-latch to behave as a TRNG is that both NOR
gates should be balanced, which is rarely the case as the 2 NORs are impacted
by local process mismatch. Hence, the latch becomes deterministic, resembling
a Physically Unclonable Function (PUF [15]). Accordingly, if multiple latches
are XORed as shown in Fig. 4, we can expect that statistically a few latches will
be sufficiently near metastability to provide a good entropy. This paper aims to
size theoretically the number of required latches according to the mismatch and
the noise level.

Fig. 4. The PUF-TRNG circuitry composing of a set of SR-latches.

2.2 Long-Lasting Randomness Provision

To ensure that SR-latch based TRNGs are promising for industrial applications
we need to investigate their functionality over the course of usage. Indeed as
the electrical specifications of transistors and in turn their delay and power
consumption change over time due to device-aging [16], it is highly crucial to
investigate whether a TRNG delivers high entropy even after aging or not.

In this paper, we focus on the impact of Bias Temperature Instability (BTI)
and Hot Carrier Injection (HCI) [17] which are the most prominent aging mecha-
nisms [18]. BTI includes NBTI and PBTI mechanisms (referring to negative and
positive BTIs respectively) which affect PMOS and NMOS transistors respec-
tively; resulting in the increase of their threshold voltage (V th) when a transistor is
ON. When OFF, the transistor experiences a partial recovery from the BTI stress
as a result of which the aging-induced increase of its V th partially decreases. HCI
affects NMOS transistors when they experience a switching in their gate input.
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This results in the change of V th and the current passes through the transistor.
Such changes increase the delay of the underlying gate during the course of usage.

3 Impact of Mismatch on the SR-Latch Based TRNG

Architecture

In this section, we focus on the SR-latch based TRNGs realized via cross-coupled
NOR gates unless otherwise mentioned. The NAND-based structures follow the
same discussions and thus are not discussed here to prevent redundancy.

In a SR-latch based TRNG with multiple latches, each latch i has a proba-
bility of pi to be at ‘1’ after SR goes from ‘1’ to ‘0’:

pi = P[latchi = 1] .

The probability pi has to be as close as possible to the metastable state corre-
sponding to pi = 1/2. We define the bias εi = pi −1/2. By applying the piling-up
lemma [19], the probabilities P0 = P[TRNG = 0] and P1 = P[TRNG = 1] of
the TRNG composed by XORing N latches are equal to:

P0 = 1/2 + 2N−1
N∏

i=1

εi, P1 = 1 − P0 = 1/2 − 2N−1
N∏

i=1

εi . (1)

The Shannon entropy H of the TRNG, with probabilities P0 and P1, is given
by:

H = −P0 log(P0) − P1 log(P1) . (2)

The entropy equation shows that it depends only on the magnitude of the
final bias |ε| = |

∏N

i=1 εi| as Hε = H−ε. The constant ε must be as close to zero as
possible to achieve a probability near 1/2 and an optimal entropy of 1 Shannon
bit. Hence, only one latch being in a metastable state (i.e., εi = 0) is enough to
have an optimal entropy.

The probability pi highly depends on the internal process mismatch between
identical elements of the microelectronics process. The mismatch arises from fac-
tors such as transistor channel width/length change owing to its atomic scale [20],
or doping density in the active area, where the discrete number of dopants can
depend from transistor to transistor [21].

The mismatch between two NOR gates of the SR-latch i can be modeled by a
delay offset ΔMi

of S against R with a perfectly balanced SR-latch. For a given
latch i, its output is equiprobable (i.e. pi = 1/2) if the mismatch ΔMi

is exactly
equal to zero. Without noise, as shown in Fig. 5a, there is no chance to get this
condition. With noise, the pi of some latches with small ΔMi

can be closer to
1/2; thus giving rise to the TRNG’s randomness, as shown in Fig. 5b. In fully
digital technology, if we consider a TRNG built by XORing multiple latches, we
could think some of them could be sufficiently close to metastability to build a
good TRNG. We consider that every latch has a static process mismatch ΔMi

which follows a normal distribution: ΔMi
∼ N (0, Σ2).
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Fig. 5. The latches can produce entropy if 0 < pi < 1 =⇒ ∆Mi
= 0 with noise.

The TRNG can be generated as there is a physical random source of dynamic
noise Z considered as Gaussian: Z ∼ N (0, σ2). As expressed in Eqs. 1 and 2,
the TRNG’s randomness depends on the small values of the bias εi = pi − 1/2.

To get a closed form of the entropy, let us first define the “Mismatch to Noise
Ratio” MNR as being:

MNR =
Σ

σ
. (3)

Intuitively, the smaller MNR, the larger the entropy.
The blue curve in Fig. 6 represents the distribution ΔM of all the ΔMi,

where ΔMi is the process mismatch of latch i. The orange curve depicts the
distribution of the measurement of ΔMi where the Gaussian noise Z is added
to ΔMi. In this figure, the probability pi of the latch i at ‘1’ corresponds to the
hatched area of Fig. 6.

Fig. 6. Graphical representation of the probability pi. (Color figure online)
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As mentioned earlier, the entropy depends on the bias magnitude |
∏N

i=1 εi|.
A closed form of the mean entropy can be obtained if we consider each latch
independent from the others. This assumption is realistic since technological
dispersion is very local as shown in [20,21]. In this case the mean value of the

bias
̂

|
∏N

i=1 εi| =
∏N

i=1 |̂εi|.
To be exact, [20,21] focus on process-mismatch (local variation) rather than

the entire process variation and noise. Hence, real measurements are crucial
for understanding true dependencies. As the SR-latch structure is very close to
the SRAM point (two inverters vs two gates), SRAM measurements used for
PUF [22] show that the bias is limited and the probabilities are balanced for
SRAM.

Lemma 1. The mean bias |̂εi| = ̂|pi − 1/2| according to MNR is given by:

|̂εi| =
1

π
arctan (MNR) . (4)

Proof.

εi = pi − 1/2

=⇒ |εi| =

{
pi − 1/2 if pi > 1/2
1/2 − pi otherwise.

As pi is equally distributed around 1/2, the mean value |̂εi| of εi can be
expressed as:

|̂εi| = p̂i − 1/2, pi > 1/2

= P [(ΔMi
+ Z) > 0,ΔMi

> 0] − 1/2

= P [ΔMi
> −Z,ΔMi

> 0] − 1/2

= P

[
ΔMi

Σ
· MNR > −

Z

σ
,ΔMi

> 0

]
− 1/2 .

If we consider the variables X =
ΔMi

Σ
and Y = Z

σ
, X and Y are independent

and follow standard normal distributions. The formula becomes:

|̂εi| = P[X · MNR > −Y,X > 0] − 1/2 = P[Y > −X · MNR, X > 0] − 1/2 .

Since the probability distribution of (X,Y ) is isotropic, the value P[Y >
−X · MNR, X > 0] when X > 0 equals the proportion of the grey area on
Fig. 7 on the half circle when X,Y are in polar representation. This proportion
is (θ + π/2)/π, where tan(θ) = MNR. Thus, we have:

|̂εi| =
1

π
arctan (MNR) .

��
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Y > −X · MNR

Y = −X · MNR

X

Y

θ

θ = tan
−1(MNR)

Fig. 7. Polar representation of X and Y .

The mean probabilities P̂0 and P̂1 are given by Eq. 5, with s = sign(
∏N

i=1 εi):

P̂0 = 1/2 + (−1)s · 2N−1

(
1

π
arctan (MNR)

)N

, P̂1 = 1 − P̂0 . (5)

The mean entropy Ĥ is deduced from these formulas and illustrated in
Figure 8 according to the number of latches and the MNR parameter.

Fig. 8. Mean Entropy Ĥ according to Mismatch to Noise Ratio (MNR) for different
number of latches.

In the study presented in [9] about SR-latch in FD-SOI 28 nm technology,
the MNR was estimated at 7. For such MNR value, Fig. 8 indicates that at least
40 SR-latches are necessary to have an average entropy of 1 bit. More precisely,
with 40 SR-latches, the entropy is greater than 0.997 bit, which is the threshold
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value mandated by the AIS-31 standard [2]. In this research, we characterize Σ
by the sweeping method, which will be introduced in Sect. 5.2. Meanwhile we
add artificial noise to SR signals to find the number of required latches based
on Fig. 8. Note that the impact of routing/parasitics can be modeled by adding
safety margins in the number of latches.

4 Impact of Aging on the SR-Latch Based TRNG

As BTI impact is more prominent than HCI and other aging mechanisms, we
focus on the BTI aging in our analysis in this section. We can simplify the con-
ditions in which the BTI aging occurs with the following rules which correspond
to the conduction of the transistor:

– A PMOS is degraded (in terms of stress resulting in the increase of its thresh-
old voltage and in turn its delay) by NBTI aging when gate = ‘0’, source =
‘1’ (and thus drain = ‘1’);

– An NMOS is degraded by PBTI aging (in terms of stress) when its gate =
‘1’, source = ‘0’ (and thus the drain = 0).

In this section, we discuss the impact of aging on both NOR- and NAND-
based TRNGs for the sake of completeness, yet as both structures behave simi-
larly, for the sake of space, we focus only on the NOR-based structures in Sect. 5
where we present the experimental results.

4.1 Aging Analysis for NOR-Based SR-Latch

Fig. 9. Structures of the NOR and NAND SR-latch based TRNGs.

Here we focus on the TRNG structure realized with NOR-based SR-latches
shown in Fig. 9a. In the initial phase SR is ‘1’ and so the output of each NOR
becomes ‘0’. Without loss of generality, let’s assume that the output QN changes
faster than Q (due to mismatch). In this case when SR goes from ‘1’ to ‘0’, the
output QN rises faster than Q and toggles to ‘1’, whereas Q stays at ‘0’. Therefore
in such a situation the transistors’ aging would be as below:



Impact of Process Mismatch and Device Aging on SR-Latch Based TRNG 187

– When SR = 1 =⇒ N1, N2, P1, P2 get aged;
– When SR = 0 =⇒ N’1, P2, P’2 get aged;
– N’2 and P’1 do not get aged.

The above discussion shows that P2 almost ages twice more than P1. Also
P’2 ages more than P’1. This should slow down QN . This analysis shows that
aging can have a positive impact towards metastability on this latch as QN

changes slower than Qdue to aging (referring to the above discussion) while
it was faster initially.

To support our analysis, we have conducted HSpice simulations and extracted
the aging impacts in terms of the evolution of V th over 7 years of usage (with the
steps of 2 months) for the NOR-based SR-latch in Fig. 9a. The results depicted in
Fig. 10 follow our above discussion. For example, as shown the change of V th in
P2 increases is almost twice more than P’2. Also please note that NBTI impact
(in PMOS transistors) is almost twice of PBTI impact in NMOS transistors.

Fig. 10. Threshold voltage (V th) evolution with aging for the NOR-based SR-latch.
Vth0 denotes the initial threshold (before aging) for each transistor.

4.2 Aging Analysis in NAND-Based SR-Latch

Similar to the NOR-based SR-latch discussed earlier, in this section we analyze
the aging impact in the NAND-based structure shown in Fig. 9b. In this struc-
ture, initially we give ‘0’ to SR and so the output of each NAND would be ‘1’.
Without loss of generality, here we assume that the output Q is changed faster
than QN when going from the initial to final phase, i.e., when SR goes from ‘0’
to ‘1’, the output Q will fall faster than QN and thus Q toggles to ‘0’, whereas
QN stays at ‘1’ and loses the race. Therefore in such situation the transistors
aging would be as follows:

– When SR = 0 =⇒ N’1, N’2, P’1, P’2 get aged;
– When SR = 1 =⇒ N’1, N1, P2 get aged;
– N2 and P1 do not get aged.
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The above discussion shows that N’1 ages almost twice more than N’2 and
N1 while N2 does not age much (unless for HCI). Thus the change of Q gets
slow over the course of usage (aging) although it was faster initially compared
to QN . This again confirms that aging can positively affect the TRNG over time
and results in metastability and thus higher randomness.

Our HSpice simulation result for the NAND-based Latch is shown in Fig. 11
which again follows our above discussion. For example as shown N’1 ages twice
more than N1. Note that in Fig. 10 and Fig. 11 the graphs depicting the ΔV th
have overlap for some transistors and may not be seen clearly (e.g., N1 and N’1
in Fig. 10). Also it is noteworthy to mention that NBTI effect (as expected)
is more than PBTI thus the PMOS transistors observe more change in their
threshold voltage than the NMOS counterparts in similar situations (i.e., being
ON for the same amount of time).

In sum, the above analysis and the extracted results can lead to the conclu-
sion that aging can move the SR-latch based TRNG towards more metastabil-
ity for both NOR and NAND based circuits. Albeit there are some high-order
effects which make the analysis of the SR-latch based TRNGs not straightfor-
ward. Accordingly, experimental results with electrical simulation are necessary
to better learn the impact of aging on the SR-latch TRNGs. We will show such
results in the next section.

Fig. 11. Threshold voltage (V th) evolution with aging for the NAND-based SR-latch.
Vth0 denotes the initial threshold (before aging) for each transistor.

5 Experimental Results and Discussions

5.1 Experimental Setup

We implemented the TRNGs at the transistor level using a 45nm open-source
NANGATE library [23]. Our Initial netlist includes 1024 SR-latches in parallel
(recall Fig. 4). To mimic the real-silicon behavior, we considered process mis-
match through Monte-Carlo simulations with Gaussian distributions: transistor
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gate length L: 3σ = 10%, threshold voltage Vth: 3σ = 30%, and gate-oxide thick-
ness tOX: 3σ = 3%. This allows us to derive the delay offset of the mismatch
ΔM through the sweeping process that will be discussed in the next section.
Moreover to resemble real silicon, we also added a white noise to the input of
each latch with μ = 0 and σ = 1.029 ps.

In our implementation of the SR-latch based TRNG, while the QN outputs
of all latches are left floating, the Q outputs are XORed to build the final single
bit of randomness. Also, We added buffers on SR signals to include the inputs’
slope (between 81.43V/ps and 99.65V/ps for the smallest and largest buffers,
respectively) however this did not highly affect TRNG’s metastability. We used
Synopsys HSpice for the simulations, and the HSpice built-in MOSRA Level 3
model [24] to evaluate aging effects for 7 years of device operation in different
time steps from minutes (30 min) to months (6 months). We considered BTI
and HCI for aging simulations, however we just discussed NBTI for the 1st-order
analysis in our discussion. The simulations were conducted for the temperature
of 85◦C, Vdd = 1.2 V.

5.2 Experimental Results

A. Impact of Aging on the Propagation Time of the TRNG: The first
set of results relates to the propagation time of the latches composing a TRNG
considering their metastability status. Indeed, as discussed in Sect. 2, propaga-
tion time significantly increases when approaching metastability as shown in
Fig. 3. To measure the propagation time of each underlying latch, we applied
a falling edge signal to both R and S of the latch and kept the SR (the signal
feeding both S and R) value ‘0’ till either Q or QN get stable at ‘1’. The prop-
agation time is defined as the time difference from when the SR signal crosses
0.8 V until the absolute value of Q − QN exceeds 0.8 V. To analyze the results,
we categorized the latches into 2 sets based on their outcome. In the first set,
the outputs of latches stay at the same value, e.g, (Q,QN ) = (1, 0) when SR
goes to 0 without aging and stay at (1, 0) after aging. For the second set, the
output toggles with aging: (Q,QN ) = (1, 0) ⇒ (Q,QN ) = (0, 1) and vice-versa.

SR-Latches Keeping the Same State: Figures 12a and 12b illustrate the
histogram of propagation time for latches keeping the state Q = 1 in both new
and 7 years-aged latches. As depicted, aging increases the propagation time;
with averages of 81.63 ps for new latches and 98.87 ps for aged latches. A similar
observation can be made for latches staying with state QN = 1 in Figs. 12c and
12d, with the average propagation time increasing from 82.4 ps to 99.35 ps. This
implies that for this first set of latches which keep the same state for both fresh
and aged devices, there is a trend to go towards metastability, thus corroborating
the analysis in Sect. 4. This should improve the quality of the TRNG over time.
To investigate the aging impacts on the SR-latch in more detail, the evolution of
the propagation time when the SR-latches are aged is shown for different aging
steps. Figure 13a and Fig. 13b depict the cases for two sample latches (among the
1024 latches we simulated) whose output stays at Q = 1 before and during the
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Fig. 12. Distribution of the propagation time of the SR-latch when the fresh and aged
devices have the same state.

course of aging. We can notice that the propagation time increases monotonically
but not at the same rate. We observe the same effect for latches whose output
stays at QN = 1 as shown in Fig. 14a and Fig. 14b. This monotonic evolution of
the propagation time is not the same for all the latches but all go toward the
metastable state, thus involving a better entropy.

SR-Latches with State Toggling: For this second set of latches, the outputs
change state with aging. If the no-aged SR-latch outputs (Q,QN ) = (1, 0) after
SR goes to 0, when it changes to (0, 1) after a certain amount of age. The prop-
agation time starts to increase, as expected according to the analysis of Sect. 4,
but decreases once the state goes beyond metastability, involving a toggling of
the output. This is illustrated in Fig. 15 where we can observe the toggling on
their output in a different port after some time of aging. As shown, the propa-
gation time increases first but after such toggling at time t it starts decreasing.
For example, for the first sampled latch in Fig. 15a such toggling occurs after
t = 180 min (= 6× 30) of aging. For the other samples, as shown in Fig. 15b-15c-
15d, the toggling occurs at a different point of time (42 months, 150 min and 50
days) due to the process mismatch. It is interesting to note that the mismatch
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Fig. 13. Evolution of propagation time with aging for 2 sample latches keeping the
state Q = 1.

Fig. 14. Evolution of propagation time with aging for 2 sample latches keeping the
state QN = 1.

for this set of latches, expressed in the time difference between the S and R
signals, is small, below 1 ps, while in other cases such difference is higher than
1.11 ps.

The takeaway from these observations is that the reasoning of Sect. 4 applies
and the latches go toward the metastable state and contribute to the increase of
the propagation time. However, for the set of latches that are near metastability
and thus their output toggle due to the course of aging, the propagation time
decreases after toggling, meaning that their state goes away from metastability.
This could decrease the entropy of the SR-latch TRNG for these cases.

B. Process Mismatch Characterization and Entropy Assessment. This
set of results extracts process mismatch impact in terms of their effect on the
transient response time of TRNGs. This evaluation is essential in assessing the
MNR value (recall Eq. 3) and in turn deciding about the number of latches to be
inserted in the TRNG design for fabrication.
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Fig. 15. Evolution of propagation time with aging for 2 sample latches whose outputs
toggle during the aging.

In this experiment we do not add any noise to be able to see the sole impact
of process mismatch among different latches and even among the 2 NOR gates
resided in each latch. To do so, we inject a transition (fall in case of NOR-based
latch) in S signal and then sweep the R signal such that it observes a transition
in a different time. Then we measure the time difference between the transitions
on S and R that results in toggling the latch output (the time that the latch goes
to its final state and exits the metastable state). This time (referred to as ΔMi

for each latch i in Sect. 3) is changed from one latch to another due to process
mismatch and manifests the impact of process mismatch in the randomness of
the TRNG. In our experiments, the sweeping step is 80 fs.

Figures 16a and 16b show the distribution of the extracted ΔMi for the NOR-
based TRNGs when they are new (age = 0) or 7-year old. In this experiment,
we initially inserted 1024 latches to find the MNR value and then decide about
the number of latches based on Fig. 8. As expected the distributions follow a
Gaussian model. When fresh (age:0), the results exhibit a mean of −0.1173 ps
and a standard deviation of 1.0294 ps while the mean and standard deviation
of the 7-year aged TRNGs is −0.0655 ps and 0.6396 ps, respectively. As shown
through the course of aging, the standard deviation of the distribution of ΔMi

decreases. The takeaway point from these observations is that the SR-Latch
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Fig. 16. Distribution of the ∆Mi for the targeted NOR-based TRNGs when they are
new (age = 0) or 7-year old.

based TRNG becomes more metastable over time; thus its randomness increases
over the course of usage. This confirms that SR-latch based TRNGs remain
qualified (if not getting better) over time. In practice, the effect of temperature
on the entropy of the TRNG is insignificant as temperature affects all NOR gates
(or NAND gates) similarly.

In the next step, we conducted simulations to get the mean entropy for
MNR = 10 and MNR = 20. As the standard deviation of the process mismatch
is at Σ = 1.0294 ps in Fig. 16a), we used respectively a Gaussian noise with σ =
100 fs and 50 fs at the input of the S signal. The entropy is calculated using Eq. 2
for a number of latches ∈ {20, 40, 80}. As shown in Table 1, the average entropy
greatly increases with the number of latches and is slightly increased with aging
but not monotonically as discussed in the next section. This is comparable with
the theoretical analysis of the mean entropy in Fig. 8, especially when the number
of latches increases, involving a lower statistical bias.

Table 1. Aging-induced evolution of the mean Entropy for MNR = 10 (left) and
MNR = 20 (right) when we have 20, 40, and 80 latches.

�
�

�
�

�
�

year

#latches
20 40 80

0 0.833 0.985 0.997

2 0.927 0.995 0.999

4 0.960 0.999 1

6 0.940 0.995 1

�
�

�
�

�
�

year

#latches
20 40 80

0 0.580 0.876 0.943

2 0.700 0.918 0.995

4 0.731 0.923 0.994

6 0.721 0.913 0.999

5.3 Discussion

Here we analyze the results presented and interpret the experimental results
presented earlier. Furthermore, we comment more generally on our contributions.

It is known that, in general, aging increases the variability, on individual
gates. However, given the symmetrical structure of SR-latches, such variability
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happens to contribute to fix their structural imbalance (rooted in local technol-
ogy dispersion). This is due to the fact that SR-latches are differential elements,
which react according to the relative delay between S and R inputs; this delay
decreases in average when variability increases. As a result, SR-latches that have
initially poor entropy are likely to become more entropic after aging.

Our simulation results show that the throughput of the SR-latch based
TRNG is considerably high compared to RO-based TRNG (which is around
3Mb/s per [25]). Based on our simulation with NANGATE, the throughput
of SR-latch based TRNG changes from 12 Gsample/s for a new device to
10 Gsample/s after 7 years of aging.

It is also probable that some SR-latches that are well balanced at birth go
further from their tiny balance after aging. However, in general, this situation is
rare because only a minority of SR-latches happen to be fabricated well balanced.
All in all, the mean of the entropy should slightly increase with aging.

Notice that metastability, in that a signal is not resolved, is not the phe-
nomenon we leverage as an entropy source. Still metastability is correlated to
the fact that an SR-latch is behaving randomly. In practice, anyway, the output
of an SR-latch is re-sampled, resolving the metastability. Hence, we insist that
in terms of the stochastic model, the entropy arises from the difference between
S and R input signals.

Regarding the industrial interest in SR-latch TRNGs, one should note that
they nicely complement other TRNGs designs, such as ring-oscillator TRNGs.
Notice that some TRNGs have been found to fail [26]. It is thus a safe practice
to implement two instances of TRNGs with different rationales. This is even
mandated by regional regulations such as OSCCA GM/T-0078 in China.

Eventually, let us comment on the PPA. Our findings in Sect. 5.2 is that 80
SR-latches are required for the technology we considered, which means roughly
160 gate equivalent (GE). Such size of entropy source is very small, compared
to RO-TRNG (recall that the seminal paper on the RO-TRNG [1] contender
suggests 114 RO, each comprised of dozens of GE). This low overhead makes
SR-latch based TRNGs even more appealing; on top of its better or at least
same entropy (not less) when aged.

6 Conclusion

The study in this paper allows to better control and understand the behavior of
SR-latch TRNG against the process mismatch and aging. This type of TRNG
provides very high throughput compared to RO-based but is not well mastered
in digital technology. The presented work paves the way towards a better com-
prehension of the SR-latch allowing the TRNG designer to use it in a trusted
manner. The impact of mismatch has notably been formally expressed to size
the number of latches according to the required entropy and the environmental
noise. It is also shown that the aging provides a slight improvement towards the
metastability of latches, hence a better entropy of the TRNG. Future works are
to confirm these results on real devices with different process mismatch and noise
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levels. Another important work is to formally analyze the second order impact
of aging, i.e. when the latches toggle and move away from metastability.
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