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Narrowing the Software Supply
Chain Attack Vectors

The SSDF Is Wonderful but not Enough

R ecent years have shown increased cyber-
attacks targeting less secure elements in
the software supply chain and causing fatal
damage to businesses and organizations. Past
well-known examples of software supply chain
attacks are the SolarWinds or log4j incidents
that have affected thousands of customers
and businesses. In 2023, Sonatype' reported
the detection of 245,000 malicious packages,
double the number of malicious packages dis-
covered in 2019-2022 combined.

The U.S. government is so concerned by
software supply chain security deficiencies
that a whole section of Executive Order (EO)
14028 (Improving the Nations Cybersecu-
rity) issued 12 May 2021 is focused on new
compliance requirements for government
vendors to enhance software supply chain
security. The impacts of the EO have spread
beyond direct vendors to the U.S. govern-
ment to vendors who sell to these direct ven-
dors, and to vendors who sell to vendors who
sell to the U.S. government, and so on. Other
countries and software developers around the
world have been influenced as well.

Section 4 of EO 14028 is related to
“Enhancing Software Supply Chain Secu-
rity” In addition to initiating the production
of industrial guidelines and definitions, EO
Section 4 mandates that additional steps for
securing the software supply be completed if
an organization wants to sell to the U.S. gov-
ernment. The first major wave of the impact of
these mandates was on producing a software
bill of materials (SBOM), or a nested inven-
tory, a list of ingredients that makeup software
components. After two years and enormous
attention from the industry, many tools to
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produce SBOM though these tools have
been shown to produce widely different out-
puts for the same project, so more attention
needs to be placed on SBOM tools. Organiza-
tions increasingly use SBOM tools to produce
SBOMs and comply with the EO.

The next and current wave of EO-initiated
activityisthe delivery of a self-attestation doc-
ument signed by the chief executive officer
(CEO) or chief operating officer (COO) of
the software producer, attesting that the soft-
ware produced is developed in conformity
with specified secure software development
practices. These specified secure software
development practices are laid out in the U.S.
Department of Homeland Security/Cyber-
security and Infrastructure Security Agency
(CISA) Secure Software Development Attes-
tation Form.? Specifically, the CEO or CEO
attests that their software development orga-
nization consistently uses the development
practices derived from NIST SP 800-218,
the Secure Software Development Frame-
work (SSDF).* Each software development
practice attested to is mapped to an SSDF
task. These practices include the separation
of development and build environments,
logging and monitoring authorization and
access, multifactor authentication, encrypt-
ing sensitive data, operational monitoring,
the production of provenance, the use of
automated tools to check for security vulner-
abilities, a process for mitigating vulnerabili-
ties, and operating a vulnerability disclosure
program. Anecdotally, havinga CEO or COO
attest to the use of these practices is concern-
ing and overwhelming for many organiza-
tions, both because the organizations must
adopt new practices and because producing
evidence that the practices have been fol-
lowed is primarily manual. Opportunities
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abound for tools to automate and
standardize the attestation process.

What'’s Wonderful About
the EO 14028, the SSDF,
and Self-Attestation?
Certainly, the EO and the resulting
pressure to implement and attest to
SSDF tasks may not feel wonderful
to software organizations. The pri-
ority of a company is to deploy new
features and products to customers to
generate revenue as economically and
efficiently as possible. Adding steps
to the development process work-
flow and purchasing new vulnerabil-
ity detection and SBOM-generation
tools may seem detrimental to eco-
nomics and efficiency.

Sometimes, real progress is made
only when we need to overcome
challenges, such as complying with

practices that should have been done
20 years earlier. And that is wonder-
ful because a more secure software
ecosystem and software supply chain
is wonderful.

Where the SSDF

is not Enough

EO compliance is a huge step toward
a more secure software ecosystem
and software supply chain. This step
currently may feel overwhelming to
many or even most organizations. But,
closing down the novel software sup-
ply chain attack vectors requires addi-
tional tasks not specified in the SSDF
though specified in other frameworks
and standards. Some frameworks that
specify beneficial tasks to address
novel software supply chain attack
vectors include the NIST 800-161r1
Cybersecurity Supply Chain Risk

With the EO, this same tradeoff relates

to the risk of losing all business to the

U.S. government with the probability

of losing that business at 100%.

the EO. Pre-EQ, software organiza-
tions were making a tradeoff between
dedicating resources to make a prod-
uct more secure or deploying addi-
tional functionality. The tradeoff is
related to the risk of an attack when
the probability of attack and the
impact of an attack is nebulous. With
the EO, this same tradeoff relates to
the risk of losing all business to the
U.S. government with the probabil-
ity of losing that business at 100%.
The need to implement and attest
to SSDF-defined software security
tasks whereby the CEO or COO
signs on the dotted line that the tasks
were implemented is real and urgent.

Indeed, industry and govern-
ment participants of three Software
Supply Chain Summits® expressed
excitement that the EO would force
the industry into adopting security
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Management Practices for Systems
and Organizations (800-161),° the
Cloud Native Computing Founda-
tion Software Supply Chain Secu-
rity Best Practices paper (SSCP),’
Supply-chain Levels for Software Arti-
facts (SLSA),® and the Secure Sup-
ply Chain Consumption Framework
(S3C2F).? Tasks references by these
frameworks will be referenced next.

Code Dependencies as

an Attack Vector

Attackers have long exploited vulner-
abilities accidentally injected into a
component or product. In the more
novel software supply chain attack
vector, attackers intentionally inject
vulnerabilities into upstream open
source components such that they
can be leveraged at scale to attack
upstream projects. Modern software
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products commonly have tens to
hundreds of direct and transitive
code dependencies. Malicious code
dependencies have become increas-
ingly common due to typo-squatting,
dependency confusion, and project
take-over attacks.

In addition to the SSDF, tasks
specified by other frameworks can
aid in closing down this compo-
nent attack vector. In “Securing the
Software Supply Chain,” CISA!?
recommends a secure repository
process flow. This flow begins with

that legitimate components software
that has not been tampered with
are used. Additionally, task S2C2F
AUD-2 specifies that checks should
be in place to ensure developers are
not bypassing the component vet-
ting process. The EO and SSDF
specify that SBOMs be produced,
but not necessarily consumed. Tasks
800-161 SR-4 and SCP SM specify
that organizations consume SBOM
information to react to security inci-
dents and to identify which compo-
nents need to be updated or patched.

Malicious code dependencies have

become increasingly common due to

typo-squatting, dependency confusion,

and project take-over attacks.

a developer selecting a component
to download, the component being
scanned for vulnerabilitiesin an inter-
mediate secure repository, and the
component being moved to a secure
repository if no issues are found.
The developer can then download
and build with the component from
that localized secure repository. The
components in the secure repository
are continuously scanned to detect
new vulnerabilities.

Some tasks not explicitly stated in
the SSDF that can aid in closing down
the dependency attack vector relate
to managing component and con-
tainer choices, managing vulnerable
components, and verifying depen-
dencies and the environment during
build. Tasks that can aid in making
informed third-party component
and container choices are 800-161
CM?7, S2C2F ING-3, and SSCP SM.
Tasks S2C2F ING-1 and SSCP V
specify that candidate packages and
containers are obtained from trusted
ecosystems (such as nmp or Maven)
or are rebuilt and that organizations
should require signed commits such
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The Build Infrastructure

as an Attack Vector

The process and tooling that turns
the code of multiple software proj-
ects into the production software
product is just as important as the
code in the software projects. This
importance was highlighted with the
December 2020 SolarWinds supply
chain attack, where the build process
was compromised to inject malicious
code into the end product. Unfortu-
nately, build systems have seen rela-
tively little attention compared to
software analysis. Tasks from other
frameworks can be added to those
specified in the SSDF to narrow this
novel supply chain attack vector by
safeguarding build integrity.

Several tasks can protect from and
detect malicious infiltration into soft-
ware build infrastructure that could
lead to the build and deployment
of compromised products. Tasks in
SLSA, S2C2F AUD-1 through AUD-4,
and SSCP V and B ensure the build
environment’s sources and depen-
dencies come from a secure, trusted
source of truth and that provenance

exists. Tasks S2C2F REB-1 and
SSCP BV specify the defensive use
of the compiler and interpreter and
build tool features to detect vulner-
abilities. CNCF BA specifies that the
build pipeline should be a series of
hardened build steps implemented
through a hardened container image
stored within a secured repository
and deployed through a hardened
orchestration platform. Tasks S2C2F
REB-1 and SSCP specify the use
of reproducible builds to provide a
mechanism to confirm that no mali-
cious backdoor injections have taken
place during the build process. Finally,
SSCP CD protects the integrity of the
build output by specifying that the
build output is stored in a different
location from the input files.

( ompliance with the EO will

move the industry forward,
resulting in a more secure software
environment and software supply
chain. However, implementing tasks
from other frameworks in addition
to the SSDF guide focused efforts
toward narrowing novel software
supply chain attack vectors. m
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