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Abstract—In this paper, we consider the physical layer security
of an RIS-assisted multiple-antenna communication system with
randomly located eavesdroppers. The exact distributions of the
received signal-to-noise-ratios (SNRs) at the legitimate user and
the eavesdroppers located according to a Poisson point process
(PPP) are derived, and a closed-form expression for the secrecy
outage probability (SOP) is obtained. It is revealed that the
secrecy performance is mainly affected by the number of RIS
reflecting elements, and the impact of the transmit antennas and
transmit power at the base station is marginal. In addition,
when the locations of the randomly located eavesdroppers are
unknown, deploying the RIS closer to the legitimate user rather
than to the base station is shown to be more efficient. We
also perform an analytical study demonstrating that the secrecy
diversity order depends on the path loss exponent of the RIS-
to-ground links. Finally, numerical simulations are conducted to
verify the accuracy of these theoretical observations.

I. INTRODUCTION

Reconfigurable intelligent surface (RIS) technology has re-

cently been recognized as a promising approach for realizing

both spectral and energy efficient communications in future

wireless networks [1]–[3]. An RIS comprises a large number

of low-cost passive reflecting elements that are able to inde-

pendently control the phases and/or amplitudes of their reflec-

tion coefficients. Due to their reconfigurable behavior, RISs

have been widely considered for various wireless applications

[4]–[9].

In recent years, security for wireless communication has

become a critical issue [10] [11]. The capability of RIS

to create a smart controllable wireless propagation makes it

a promising approach for providing physical layer security

(PLS) [12]. There are multiple works that investigate the the-

oretical secrecy performance for RIS-enhanced PLS systems

[13]–[15]. However, for analytical simplicity and mathematical

tractability, most work has considered single-antenna nodes
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and Rayleigh fading channels, and overlooked randomly dis-

tributed eavesdropper locations. Although the authors of [14]

and [15] considered the random eavesdropper locations, there

are still several research gaps left to be filled. In [14], Rician

fading channels and optimization of the RIS phase shifts

were not taken into consideration for the considered multiple-

antenna scenario. In [15], the study was conducted based

on a simplified transmit beamforming design and a secrecy

diversity order analysis was not conducted.

In this paper, we investigate the secrecy performance of

an RIS-assisted multiple-input single-output (MISO) system

with randomly located eavesdroppers. We first derive the exact

distributions of the received signal-to-noise-ratios (SNRs) for

the legitimate user and the eavesdroppers. Then, we present

a closed-form expression for the secrecy outage probability

(SOP). The obtained expression shows that the SOP is mainly

affected by the number of RIS reflecting elements, and is

not a strong function of the number of transmit antennas nor

the transmit power at the base station. In addition, when the

locations of the randomly located eavesdroppers are unknown,

it is shown that deploying the RIS closer to the legitimate user

is more efficient. To obtain more insightful observations, an

asymptotic SOP analysis at high SNR is also conducted. It is

shown that the secrecy diversity order ultimately only depends

on the path loss exponent of the RIS-to-ground links.

II. SYSTEM MODEL

We consider an RIS-assisted secure communication system

consisting of a base station (S) with K antennas and an

RIS with N reflecting elements, as illustrated in Fig. 1.

The reflection coefficient matrix of the RIS is denoted by

Θ � diag
{
η1e

jθ1 , . . . , ηne
jθn , . . . , ηNejθN

}
, where diag {·}

indicates a diagonal matrix, and θn ∈ [0, 2π) (ηn ∈ [0, 1]) is

the phase (amplitude) coefficient of the n-th reflecting element.

In order to exploit the maximum reflection capability of the

RIS, the amplitude coefficients in this work are set to 1, i.e.,

ηn=1 for all n. The spatial distribution of the randomly located

eavesdroppers (E) in a disk of radius re centered at the RIS is

modeled using a homogeneous Poisson point process (PPP),
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Fig. 1. System model in the presence of randomly located eavesdroppers.

which is denoted by Φe with a density λe, while the legitimate

user can locate randomly without the restriction of this disk.

We assume that the direct link between S and the legitimate

user (D) is blocked by obstacles. In this scenario, the data

transmission between S and D is ensured by the RIS. Since

the base station and RIS are usually deployed at an elevated

height, the channel between S and the RIS can be assumed to

be line-of-sight (LoS) [16] [17], denoted by HSR ∈ C
N×K .

While the legitimate user and eavesdroppers are usually lo-

cated on the ground, the RIS-related channels with these

terminals undergo both direct LoS and rich scattering, which

can be modeled using Rician fading. Here, hRi ∈ C
N×1 is the

channel vector of the RIS-i links, where i ∈ {D,Em} and Em

represents the m-th eavesdropper. Specifically, the expressions

for HSR and hRi are given by

HSR=
√
νHSR,hRi=

√
μi

(√
ε

ε+1
hRi+

√
1

ε+1
h̃Ri

)
, (1)

where ν = β0d
−α1

SR and μi = β0d
−α2

Ri denote the large-scale

fading coefficients, β0 is the path loss at a reference distance

of 1m, dSR (dRi) and α1 (α2) are the distances and the path

loss exponents of the S-RIS (RIS-i) links respectively, and ε
denotes the Rician factor. The vector h̃Ri represents the non-

line-of-sight (NLoS) component, whose entries are standard

independent and identically distributed (i.i.d.) Gaussian ran-

dom variables (RVs). The LoS components HSR and hRi are

expressed as

HSR = aN (φa
SR, φ

e
SR) a

H
K (ψa

SR, ψ
e
SR) = aN,SRa

H
K,SR, (2)

hRi = aN (ψa
Ri, ψ

e
Ri) = aN,Ri, (3)

where φa
SR (φe

SR) is the azimuth (elevation) angle of arrival

(AoA) at the RIS, ψa
SR (ψe

SR) and ψa
Ri (ψe

Ri) are the azimuth

(elevation) angles of departure (AoD) at the base station and

RIS, respectively, and aZ (ϑa, ϑe) is the array response vector

expressed as [18]

aZ (ϑa, ϑe)=
[
1, . . . , ej2π

d
λ (x sinϑa sinϑe+y cosϑe), . . . ,

ej2π
d
λ ((

√
Z−1) sinϑa sinϑe+(

√
Z−1) cosϑe)

]T
, (4)

where d and λ are the element spacing and signal wavelength,

and 0 ≤ x, y <
√
Z are the element indices in the plane.

III. DISTRIBUTIONS OF THE RECEIVED SNRS

In order to analyze the secrecy performance of the system,

we need to first characterize the distributions of the received

SNRs at the legitimate user and the eavesdroppers.

A. Distribution of the Received SNR at D
Assuming quasi-static flat fading channels, the signal re-

ceived at D is expressed as

rD = gH
D fs+ nD, (5)

where gH
D � hH

RDΘHSR denotes the cascaded channel, f is

the normalized beamforming vector, s denotes the transmit

signal that satisfies the power constraint E{|s|2} = PT ,

E{·} is the expectation of a RV, and nD ∼ CN (0, σ2
D)

is the additive white Gaussian noise (AWGN) at D with

variance σ2
D, where CN is the complex Gaussian distribution.

Therefore, the received SNR at D is calculated as

γD =
PT

∣∣gH
D f
∣∣2

σ2
D

= ρd |A|2 , (6)

where |A| � ∣∣gH
D f
∣∣, and ρd � PT

σ2
D

denotes the transmit SNR.

Theorem 1: When MRT beamforming is adopted, i.e., f =
gD

‖gH
D‖ , the optimal phase shift matrix of the RIS is given as

Θ� = diag
{
e−j∠(diag{hH

RD}aN,SR)
}
, (7)

where ∠ returns the phase of a complex value.
Proof: See Appendix A. �
With the optimized RIS phase shifts in Theorem 1, the RV

|A| is expressed as |A|=√
Kν
∑N

n=1 |hRD (n)| which follows

the distribution characterization in the following lemma.
Lemma 1: The cumulative distribution function (CDF) of

|A| is well approximated by

F|A| (x) =
1

Γ (k)
γ
(
k,

x

θ

)
, (8)

where Γ (·) is the Gamma function, γ (·, ·) denotes the lower

incomplete Gamma function [19, Eq. (8.350.1)], with shape

parameter k = N
π
4

(
L 1

2
(−ε)

)2

1+ε−π
4

(
L 1

2
(−ε)

)2 and scale parameter θ =

√
K
√

μDν
ε+1

1+ε−π
4

(
L 1

2
(−ε)

)2

√
π
2 L 1

2
(−ε)

, in which Lq (x) is the Laguerre

polynomial defined in [20, Eq. (2.66)].
Proof: See Appendix B. �
By applying Lemma 1, we can obtain the CDF and proba-

bility density function (PDF) of γD, respectively, as

FγD
(x) = F|A|

(√
x/ρd

)
=

1

Γ (k)
γ

(
k,

√
x/ρd
θ

)
, (9)

and

fγD
(x) =

dFγD
(x)

dx
=

e−
√

x/ρd
θ

(√
x/ρd

θ

)k

2Γ (k)x
. (10)
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B. Distribution of the Received SNR at E

Before calculating the effective SNR of the independent and

homogeneous PPP distributed eavesdroppers, we first derive

the SNR of the m-th eavesdropper Em. The signal received

at Em is formulated as

rEm
= hH

REm
ΘHSRfs+ nEm

, (11)

where nEm ∼ CN (0, σ2
E) is AWGN at Em with variance σ2

E .

The received SNR at Em is given as follows.

Proposition 1: The received SNR at Em is expressed as

γEm = ρe
∣∣hH

REm
ΘHSRf

∣∣2 = ρeKν |ZEm |2 , (12)

where ρe � PT

σ2
E

denotes the transmit SNR and we define the

RV ZEm
�
∑N

n=1 h
∗
REm

(n) e−j∠h∗
RD(n).

According to Proposition 1, we present Lemma 2 before

deriving the distribution of γEm
.

Lemma 2: The RV ZEm follows a complex Gaussian dis-

tribution with mean MEm and variance VEm , where MEm =√
μEmε2

π
4 (ε+1)

(
L 1

2
(−ε)

)2 e
jπ d

λ(
√
N−1)(δ1+δ2) sin (π d

λ

√
Nδ1) sin (π d

λ

√
Nδ2)

sin (π d
λ δ1) sin (π d

λ δ2)
,

VEm = NμEm

⎡⎣1− ε2

π
4 (ε+1)

(
L 1

2
(−ε)

)2

⎤⎦, δ1=sinψa
RD sinψe

RD

−sinψa
REm

sinψe
REm

and δ2=cosψe
RD−cosψe

REm
.

Proof: See Appendix C. �
As disclosed in Lemma 2, we conclude that γEm

is a non-

central Chi-squared RV with two degrees of freedom. Then,

the CDF of γEm is given by

FγEm
(x) = 1−Q1

(
s

σ
,

√
x

σ

)
, (13)

where s =
√

ρeKνμEm ε2

π
4 (ε+1)

(
L 1

2
(−ε)

)2

∣∣∣∣ sin (π d
λ

√
Nδ1) sin (π d

λ

√
Nδ2)

sin (π d
λ δ1) sin (π d

λ δ2)

∣∣∣∣,
σ2= 1

2ρeKNνμEm

⎡⎣1− ε2

π
4 (ε+1)

(
L 1

2
(−ε)

)2

⎤⎦, and Q1(a, b) is

the first-order Marcum Q-function [21].

In the case of non-colluding eavesdroppers, the eavesdrop-

per with the strongest channel dominates the secrecy perfor-

mance. Thus, the corresponding CDF of the eavesdropper SNR

is derived as

FγE
(x) = Pr

{
max
m∈Φe

γEm
≤ x

}
(a)
= EΦe

⎧⎨⎩ ∏
m∈Φe,rm≤re

FγEm
(x)

⎫⎬⎭
(b)
= exp

[
−2πλe

∫ re

0

(
1− FγEm

(x)
)
r dr

]
(c)
= exp

[
−2πλe

∫ re

0

Q1

(
�,Ξ

√
xr

α2
2

)
r dr

]
, (14)

where (a) follows from the i.i.d. characteristic of the

eavesdroppers’ SNRs and their independence from the point

process Φe, (b) follows from the probability generating

functional (PGFL) of the PPP [22, Eq. (4.55)], and

(c) is obtained by using μEm =β0r
−α2 and defining � �

√
2

∣∣∣∣sin (π d
λ

√
Nδ1) sin (π d

λ

√
Nδ2)

sin (π d
λ δ1) sin (π d

λ δ2)

∣∣∣∣[N( π
4 (ε+1)(L1/2(−ε))

2

ε2 −1

)]− 1
2

and Ξ �
√
2

(
NKνβ0ρe

[
1− ε2

π
4 (ε+1)(L1/2(−ε))

2

])− 1
2

.

From the characterization in [21, Eq. (2)], we have a tight

approximation for the Marcum Q-function in (14), that is,

Q1

(
�,Ξ

√
xr

α2
2

)
� exp

[
−ev(
)

(
Ξ
√
xr

α2
2

)μ(
)
]

, where

v (�) and μ (�) are polynomial functions of � defined as

v (�)=−0.840+0.327�−0.740�2+0.083�3−0.004�4 and

μ (�)=2.174−0.592�+0.593�2−0.092�3+0.005�4. Then,

(14) is further calculated as

FγE
(x)=exp

[
−2πλe

∫ re

0

exp

[
−ev(
)

(
Ξ
√
xr

α2
2

)μ(
)
]
rdr

]
=exp

[
−t0

Γ (t1)− Γ (t1, t2x
t3)

xt4

]
, (15)

where the last equality is obtained from [19, Eq. (3.326)] with

the definitions t0 = 2πλe

α2
2 μ(
)e

4v(�)
α2μ(�) Ξ

4
α2

, t1 = 2
α2
2 μ(
)

, t2 =

ev(
)Ξμ(
)re
α2
2 μ(
), t3 = μ(
)

2 , and t4 = 2
α2

.

Therefore, the PDF of the overall eavesdropper SNR could

be further derived from (15) as

fγE
(x) =

dFγE
(x)

dx
= t0x

−t4−1
(
t4γ
(
t1, t2x

t3
)

−t3
(
t2x

t3
)t1

e−t2x
t3
)
e−t0x

−t4γ(t1,t2xt3). (16)

IV. SECRECY OUTAGE ANALYSIS

In this section, we apply the derived statistical properties of

γD and γE in the above section section to conduct the secrecy

outage analysis of the RIS-aided MISO system.

A. Theoretical SOP Analysis

A popular metric for quantifying the PLS is the SOP, which

is defined as the probability that the instantaneous secrecy

capacity falls below a target secrecy rate Cth. Mathematically,

the SOP is evaluated by

SOP = Pr (ln (1 + γD)− ln (1 + γE) < Cth)

=

∫ ∞

0

FγD
((1 + x)ϕ− 1)fγE

(x) dx, (17)

where ϕ � eCth .

In order to analyze the secrecy performance, a closed-form

expression for the SOP is presented in Proposition 2.

Proposition 2: When re → ∞, the SOP can be approxi-

mated by the following

SOP � 1− 1

Γ (k)

p
1
2 qk−

1
2

2
p+4q

2 −2kπ
p+4q

2 −1

×Gp+4q,0
0,p+4q

(
(t0Γ (t1)ϕ

t4)
p

pp
(
4q
√
ρdθ
)4q
∣∣∣∣∣−Δ
)
, (18)
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where Gm,n
s,t (z) is Meijer’s G function [19], p, q ∈ Z

+, p/q =

α2, and Δ =
[
0, 1

p , . . . ,
p−1
p , k

4q ,
k+1
4q , . . . , k+4q−1

4q

]
.

Proof: See Appendix D. �
A number of interesting points can be noted from (18).

Remark 1: From (18), we see that the transmit power PT

affects only the term
tp0
ρ2q
d

∝
(

ρe

ρd

)2q
. Thus, we see that the SOP

is not a function of PT , and increasing the transmit power does

not improve the secrecy performance. This is intuitive since

an increase in PT yields a proportional increase in both the

transmit SNRs at the legitimate user and the eavesdroppers.

Remark 2: Acoording to (18), we obtain that
tp0
θ4q∝(Ξθ)−4q

,

where Ξθ= χ√
N

, and the coefficient χ is independent of N
and K. This implies that the SOP is mainly affected by the

number of RIS reflecting elements, N , and the impact of the

number of transmit antennas, K, is marginal.

In addition, we see that Proposition 2 is the general analysis

for any rational path loss exponent. Some specific case studies

are reported as follows.

Corollary 1: For the special case of α2 = 2, i.e., p = 2 and

q = 1, which corresponds to free space propagation [23], the

SOP in (18) reduces to

SOP � 1− 2k−1

√
πΓ (k)

G3,0
0,3

(
t0Γ (t1)ϕ

4ρdθ2

∣∣∣∣ −
0, k

2 ,
k+1
2

)
. (19)

Corollary 2: For the special case of α2 = 4, i.e., p = 4 and

q = 1, which is a common practical value for the path-loss

exponent in outdoor urban environments [23], the SOP in (18)

simplifies to the following expression

SOP � 1− 2

Γ (k)

(
t0Γ (t1)

√
ϕ√

ρdθ

) k
2

Kk

(
2

(
t0Γ (t1)

√
ϕ√

ρdθ

) 1
2

)
,

(20)

where Kν (·) denotes the ν-th-order modified Bessel function

of the second kind [19, Eq. (8.407)].

Remark 3: From (20), we obtain that the SOP is a monoton-

ically increasing function w.r.t. t0√
ρdθ

=
√

ρe

ρd
λed

2
RDβ (N, ε)

with fixed k, where β (N, ε) consists of parameters N , ε,
and constant terms. We note that the SOP increases with the

density parameter λe, which implies that a larger density of

randomly located eavesdroppers leads to a negative effect on

the secrecy performance. Moreover, we can also see that the

SOP is only related to the distance of the RIS-D link, i.e.,

dRD. Therefore, when the locations of the eavesdroppers are

unknown, this suggests that the RIS should be deployed closer

to the legitimate user than to the base station.

B. Secrecy Diversity Order Analysis

In order to derive the secrecy diversity order and gain further

insights, we adopt the analytical framework proposed in [24]

where the secrecy diversity order is defined as follows

ds = − lim
ρd→∞

log SOP∞

log ρd
, (21)

where SOP∞ represents the asymptotic value of the SOP in

(18) for ρd → ∞, and the transmit SNR ρe is set to arbitrary

fixed values.

According to [25, Eq. (07.34.06.0006.01)], the SOP in (18)

can be expanded as

SOP �1− 1

Γ (k)

p
1
2 qk−

1
2

2
p+4q

2 −2kπ
p+4q

2 −1
×Gp+4q,0

0,p+4q

(
x

∣∣∣∣−Δ
)

=1− 1

Γ (k)

p
1
2 qk−

1
2

2
p+4q

2 −2kπ
p+4q

2 −1
×

p+4q∑
l=1

p+4q∏
j=1,j �=l

Γ (Δ (j)−Δ(l))xΔ(l) (1+O (x)) , (22)

where x=
(t0Γ(t1)ϕt4)

p

pp(4q
√
ρdθ)

4q →0, and O denotes higher order terms.

When the transmit SNR ρd → ∞, only the dominant terms

l = 0 and l = 1 in the summation of (22) are retained, which

yields the asymptotic SOP as

SOP∞ =1− 1

Γ (k)

p
1
2 qk−

1
2

2
p+4q

2 −2kπ
p+4q

2 −1

⎡⎣p+4q∏
j=2

Γ (Δ (j))x0

+

p+4q∏
j=1,j �=2

Γ

(
Δ(j)− 1

p

)
x

1
p

⎤⎦
=
t0Γ (t1)ϕ

2
α2 Γ

(
k − 4

α2

)
θ

4
α2 Γ (k)

(ρd)
− 2

α2 , (23)

where the last step is calculated by applying Gauss’ multipli-

cation formula [26, Eq. (6.1.20)].

Remark 4: By substituting (23) into (21), the secrecy diver-

sity order is obtained as 2
α2

, which only depends on the path

loss exponent of the RIS-to-ground links. This implies that the

secrecy diversity order of this system improves when the RIS

is deployed to provide better LoS links to the terminals.

V. SIMULATION RESULTS

In this section, Monte-Carlo simulations are illustrated to

validate the analytical results. Fig. 2 depicts the SOP versus

the transmit SNR ρd for different values of N and K.

The analytical expressions in (18) match very well with the

numerical results. Furthermore, as expected from Remark 2,

the SOP obviously decreases as N increases. However, the

SOP remains almost the same when K increases with fixed

N , which means that the impact of the number of transmit

antennas on the secrecy performance is negligible.

Fig. 3 shows the SOP versus the transmit SNR ρd for

different values of the path loss exponent α2. It can be seen

that the negative slope of secrecy outage curves becomes less

steep as α2 increases. Furthermore, the secrecy diversity order

presented in Remark 4 can be verified by calculating the

negative slope of the SOP curves on a log-log scale.
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Fig. 2. The SOP versus ρd, with α1 = α2 = 2, ε = 2, dSR = 30 m,
dRD = 40 m, re = 200 m, λe = 10−3, Cth = 0.05, and ρe = 30 dB.

Fig. 3. The SOP versus ρd, with K = 16, N = 16, α1 = 2, ε = 2,
dSR = 30 m, dRD = 40 m, re = 200 m, λe = 10−3, Cth = 0.05, and
ρe = 60 dB.

VI. CONCLUSION

In this paper, the secrecy performance of an RIS-assisted

communication system with randomly located eavesdroppers

was studied. The exact distributions of the received SNRs

at the legitimate user and the eavesdroppers were presented.

Then, closed-form expressions for the SOP and secrecy diver-

sity order were derived. It was demonstrated that the secrecy

diversity order primarily depends on the path loss exponent of

the RIS-to-ground links. The impact of other key parameters

was also analyzed to provide insightful guidelines.

APPENDIX A

PROOF OF THEOREM 1

For the transmit beamformer f = gD

‖gH
D‖ , we compute the

optimal reflecting phase shifts at the RIS by maximizing the

received signal power as follows

Θ�=argmax
Θ

∣∣gH
D f
∣∣2(d)=argmax

Θ

∣∣θHdiag
{
hH
RD

}
aN,SR

∣∣2, (24)

where (d) follows by defining θH =
[
ejθ1 , . . . , ejθn , . . . , ejθN

]
.

Therefore, the optimal RIS phase shifts are given by

θ�n = −∠ (h∗
RD (n) aN,SR (n)) , (25)

and the phase shift matrix can be easily obtained as (7).

APPENDIX B

PROOF OF LEMMA 1

Since |hRD (1)| , |hRD (2)| , . . . , |hRD (N)| are i.i.d. RVs,

the mean and variance of |A| are calculated as E{|A|}=

√
KνNE{|hRD (n)|} and Var{|A|} = KνNVar{|hRD (n)|},

where |hRD (n)| ∼ Rice
(√

μDε
ε+1 ,

√
1
2

μD

ε+1

)
, and Rice denotes

the Rician distribution, whose mean and variance are given

as E{|hRD (n)|}=
√

μD

ε+1

√
π
2 L 1

2
(−ε) and Var{|hRD (n)|} =

μD

ε+1

[
1+ε− π

4

(
L 1

2
(−ε)

)2]
, respectively.

Therefore, according to [27, Lemma 3], the RV |A| can

be approximated by a Gamma distributed RV with shape

parameter k = E{|A|}2

Var{|A|} and scale parameter θ = Var{|A|}
E{|A|} ,

which yields the desired result in (8).

APPENDIX C

PROOF OF LEMMA 2

From (1), we see that hRi (n)∼CN
(√

μiε
ε+1hRi (n) ,

μi

ε+1

)
,

and |hRi (n)|∼Rice
(√

μiε
ε+1 ,

√
1
2

μi

ε+1

)
. Then, it can be easily

obtained that E{hRi(n)} =
√

μiε
ε+1aN,Ri(n), E{|hRi(n)|} =√

μi

ε+1

√
π
2 L 1

2
(−ε), and E{|hRi (n)|2}=μi. It follows that

E{e−j∠h∗
RD(n)}=

(
E{h∗

RD (n)}
E{|h∗

RD (n)|}
)∗

=

√
εaN,RD (n)

√
π
2 L 1

2
(−ε)

. (26)

Therefore, the mean and variance of the RV xn =
h∗
REm

(n) e−j∠h∗
RD(n) can be calculated, respectively, as

E{xn} =

√
μEm

ε2

ε+ 1

a∗N,REm
(n) aN,RD (n)

√
π
2 L 1

2
(−ε)

, (27)

and

Var{xn} = μEm

⎡⎢⎣1− ε2

π
4 (ε+ 1)

(
L 1

2
(−ε)

)2
⎤⎥⎦ . (28)

It can be seen from (27) that for different n, E{xn} is related

to n, which means that xn is not identically distributed. We

first define a new RV xn−E{xn}, and it can be easily verified

that x1−E{x1}, x2−E{x2}, . . . , xN −E{xN} are i.i.d. RVs

with zero mean and variance Var{xn}. By virtue of the central

limit theorem (CLT) [28],
∑N

n=1 (xn − E{xn}) converges in

distribution to a complex Gaussian RV with zero mean and

variance N ·Var{xn}. Then, we can obtain that ZEm
∼

CN
(∑N

n=1 E{xn}, N ·Var{xn}
)

, where
∑N

n=1 E{xn} =√
μEmε2

π
4 (ε+1)(L1/2(−ε))

2

∑
0≤x,y≤√

N−1 e
j2π d

λ (xδ1+yδ2) by map-

ping the index n to the index (x, y), δ1 = sinψa
RD sinψe

RD −
sinψa

REm
sinψe

REm
, and δ2 = cosψe

RD − cosψe
REm

.

APPENDIX D

PROOF OF PROPOSITION 2

Using the asymptotic expansion of the upper incomplete

gamma function [26, Eq. (6.5.32)], when re → ∞, the CDF

of the overall eavesdropping SNR in (15) can be given as

follows

FγE
(x) � exp

[−t0x
−t4Γ (t1)

]
. (29)
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Therefore, the SOP in (17) is further rewritten as

SOP = 1−
∫ +∞

0

FγE

(
1

ϕ
(1 + x)− 1

)
fγD

(x)dx

� 1− 1

2Γ (k)
(
√
ρdθ)

−k
I, (30)

where I =
∫ +∞
0

xaexp [−bx−c − υ
√
x]dx, a = k

2 − 1, b =

t0Γ (t1)ϕ
t4 , c = t4 = 2q

p , and υ = 1√
ρdθ

.

By applying the Mellin convolution theorem [29], we can

get the Mellin transform of I as

M [I; s] =
2p

2qυ2s+2a+2
Γ

(
ps

2q

)
Γ (2s+ 2a+ 2) . (31)

Therefore, we can calculate I using the inverse transform as

follows

I =
p

πiυ2a+2

∫ u+i∞

u−i∞
Γ (ps)Γ

(
4q

(
s+

a+1

2q

))(
υ4qbp

)−s
ds

(e)
=

p
1
2 q2a+

3
2

υ2a+22
p+4q

2 −4a−5π
p+4q

2 −1

1

2πi

∫ u+i∞

u−i∞

(
υ4qbp

pp256qq4q

)−s

×
p−1∏
n=0

Γ

(
s+

n

p

) 4q−1∏
n=0

Γ

(
s+

n+ 2a+ 2

4q

)
ds

=
p

1
2 q2a+

3
2

υ2a+22
p+4q

2 −4a−5π
p+4q

2 −1
Gp+4q,0

0,p+4q

(
υ4qbp

pp256qq4q

∣∣∣∣−Δ
)
,

(32)

where (e) follows from Gauss’ multiplication formula [26,

Eq. (6.1.20)], and the last equality is derived by applying the

definition of Meijer’s G function. Subsequently, by substitut-

ing (32) into (30), the SOP is obtained as shown in (18).
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