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Abstract—Advancements in wireless communication and elec-
tronics in the past decade have propelled the incorporation
of non-terrestrial platforms into mainstream communication
networks, opening avenues for several new frontier applications.
Notably, low earth orbit (LEO) satellite deployments are being
proposed for ubiquitous connectivity, both in commercial and
military applications, owing to the possibility of rapid prototyping
and deployment. This paper introduces an LEO satellite orches-
tration framework that provides a satellite swarm system with
innovative multi-node coordination designs, namely d-MRC and
d-LMMSE, to enhance communication capacity while preserving
robustness against jamming adversaries. A hardware-in-the-loop
testbed has been built with universal software radio peripheral
radios and over-the-air transmissions, which closely emulate real-
world satellite communications channels. Experimental results
with real-time transmissions validate the effectiveness of our
designs as compared to single LEO satellite operations.

Index Terms—Low earth orbit satellite communication, satel-
lite swarms, eigen-spatial processing, receiver diversity, anti-
jamming, and hardware-in-the-loop testbed.

I. INTRODUCTION

The advent of six-generation (6G) and beyond communi-

cations makes the vision of ubiquitous global connectivity a

feasible reality. Towards this end, LEO satellites provide an

attractive solution by enabling many deployments in the form

of a swarm of nodes, which is possible due to rapid proto-

typing and manufacturing. Through swarm deployments, they

also build resistance to network outages, enable low-latency

communication compared to traditional higher-orbit satellite

deployments, facilitate jamming resilience, and provide an

infrastructure for cross-layer intelligent network frameworks

in the satellite communication paradigm [1].

Adding onto the highly prevalent commercial use cases for

LEO architectures [2]–[4], the Space Development Agency

(SDA) is in the process of building a “proliferated warfighter

space architecture” using numerous such satellites for tactical

needs [5]. This architecture heavily relies on deploying pro-

liferated LEO constellations in a small number of orbits, with

a focus on enabling intelligent beyond-line-of-sight (BLOS)

communication.

Despite their advantages, LEO deployments also come with

certain communication challenges [6]–[8]. A prominent aspect

is a highly prevalent line-of-sight (LOS) channel between
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ground terminals and the satellite nodes, especially in the non-

urban areas [9]. This implies a lack of diversity in the wireless

channels for implementing single-input multi-output (SIMO)

and multi-input multi-output (MIMO) communications. Such a

predicament can, however, be mitigated when using distributed

deployments to form swarm satellite systems.

Introducing diversity into communication also aids in build-

ing jamming resilience to a certain extent. Due to the nature

of cyclic visibility and fixed orbits [10], satellites are prone to

jamming attacks. Anti-jamming (AJ) is vital in any wireless

communication paradigm and is a well-researched topic. Tra-

ditional spread spectrum techniques such as direct sequence

and frequency-hopping spread spectrums have been widely

used in the literature. One can exploit the diversity in a swarm

setting in satellite communication to alleviate the jammers’

influence [11], [12].

In line with this motivation, we aim to utilize the concept of

LEO constellation deployments to build a distributed receiver

system, where each satellite node in a swarm can act as part

of a larger receiver. This introduces diversity into the com-

munication, enabling SIMO/MIMO in ground-to-space uplink

connections. On the flip side, such an architecture can also be

explored further for building intelligent distributed networks

that can support energy-efficient multi-node coordination [13]

and statistical quality-of-service guarantees in a large cognitive

system [14].

In this paper, we intend to exploit the diversity in the

proposed receiver system to perform two operations. First is

to improve the received effective SNR and data rates, and

second is to build robustness in the entire system against

external jamming. For this purpose, we utilize two schemes: a

distributed maximal ratio combining (d-MRC) operation for

improving the overall receiver data rates and a distributed

linear minimum mean square error combining (d-LMMSE)

method that provides anti-jamming capabilities.

To prove the effectiveness of these operations, a hardware

system is first realized using the universal software radio

peripheral (USRP) X310 radios in an indoor environment.

We show that an indoor testbed can realize approximate

LOS yet diverse channels. Then, we evaluate the d-MRC

and d-LMMSE schemes on our software-defined radio (SDR)

testbed. AJ capability is evaluated by generating different

jamming signals using a signal generator near the testbed.

The rest of the paper is organized as follows. Section II

details the system architecture and the utilized theoretical
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Fig. 1. The proposed LEO swarm system architecture.

channel model. Section III gives a mathematical background

for the d-MRC and d-LMMSE schemes. Section IV provides

our USRP testbed setup emulating satellite channels in an

indoor environment. Section V presents the performance eval-

uation of our designed multi-node schemes on over-the-air

(OTA) data, and Section VI concludes the paper.

II. DISTRIBUTED SWARM SATELLITES IN SPACE

This section introduces our proposed system architecture

shown in Fig. 1 where S LEO satellites are deployed in a

known orbit, and a single unit acts as a ground terminal G.

Each LEO satellite is assumed to host a single antenna, and all

the S satellites collectively represent one S-antenna distributed

receiver. The ground terminal can use one or more antennas,

represented by the count T . This paper will limit T = 1
to demonstrate SISO/SIMO operations and AJ resilience. A

malice jammer on the ground is shown to interfere with the

satellites. Since the satellite orbits are fixed, a jammer can use

this to jam several satellites in the same or different orbits by

intelligently managing operating time.

A. Beyond-Line-of-Sight Satellite Channel Model

Let us begin by considering a pure LOS ground-to-space

SISO communication scenario. Owing to the nature of wireless

communications, the transmitted data gets distorted due to

frequency and timing offsets, channel phase offsets, additive

noise, and external interference (such as jammers) before

reaching the receivers. We assume that our SISO link is

operating in the presence of an external jammer. The captured

baseband data at ith satellite node, after downsampling and

eliminating frequency and timing offsets, can be represented

as ri[k] ∈ C
1×τ [15]–[17]:

ri[k] =
√
pghix[k] +

√
pjhj,ixj [k] + ni (1)

where pg and pj represent the ground terminal transmit power

and jammer transmit power, respectively; hi represents the

SISO channel and hj,i is the channel distortion caused by

the jammer on ith LEO receiver respectively; x[k] and xj [k]
represent the transmitted frame from the ground terminal and

the jammer, both with a size of τ samples (i.e. C1×τ ); and

ni is the independent and identically distributed (i.i.d.) noise

component.

Since the LEO communication is void of strong multipath

components, the channel can be modeled in terms of the

total path loss, which depends on the free space path loss,

attenuation due to atmospheric gases, tropospheric/ionospheric

scintillation, shadow fading, and clutter loss [9], [18].

Then the SISO channel is obtained as [7]:

h =
1√
PL

e−j(θatm,i+νd), (2)

where PL is the path loss, ν = 2πfc/c0 is the wave number

of the transmitted signal, fc is the center frequency, c0 is the

speed of light, and θatm,i is the uniform distributed phase offset

due to atmosphere at satellite i.
Now, for a SIMO mode of operation consisting of T = 1

transmit antennas at the ground terminal and S single-antenna

LEO nodes, the wireless channel is represented as a vector

h = [h1, h2, . . . hS ]
T ∈ C

S×1.

III. ANTI-JAMMING-ENABLED DISTRIBUTED RECEPTION

In this section, we will introduce the signal processing meth-

ods that can provide improved performance at the satellite-

distributed receiver and enable AJ capability in the system.

A. Distributed-MRC for Optimal Receiver Combining

We consider the proposed receiver system, consisting of a

ground terminal with T = 1 antenna and S satellite nodes with

one antenna each. All jammer-induced distortion is considered

a strong external noise for implementing this scheme. In line

with this assumption, looking back at the raw data symbols

captured at each receiver in (1), for a satellite i ∈ {1, 2, . . . S},

ri[k] =
√
pghix[k] + ni. (3)

The received data symbols from all the receivers can be written

together as

R = [rT1 [k], r
T
2 [k], . . . r

T
S [k]]

T ∈ C
S×τ . (4)

Since all S satellites are part of a distributed receiver, effec-

tive received data is obtained by combining the symbol frames

captured at individual receivers. If u = [u1, u2, . . . uS ]
T is

chosen as a weightage vector for this combining operation,

rcombined ∈ C
1×τ is given as

rcombined = u
H
R, (5)

where (.)H is a Hermitian operation.

d-MRC is a technique that provides optimal values for u

with an aim to maximize the effective SNR:

SNR =
pg

∑S

i=1 ||uH
i hi||2

σ2
∑S

i=1 ||uH
i ||2

. (6)

For maximizing SNR in (6), weights can be derived using the

Cauchy-Schwarz inequality [15] as

ud−MRC = h, (7)

where σ2 is the additive white Gaussian noise power level.

Therefore, using the weight vector u for combining data in

the proposed system will optimize receiver data rates at the

LEO nodes.
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B. AJ Resilience using Distributed-LMMSE

Now, we look at the proposed system architecture, with an

extra emphasis on the jammer-induced distortion. The sampled

baseband data is represented using (1) to show the jammer’s

effect as an external interference explicitly. Thus, rewriting (1)

and (4), for satellite i ∈ {1, 2, . . . S}:

ri[k] =
√
pghix[k] +

√
pjhj,ixj [k] + ni and

rcombined = u
H
R.

The total effective signal-to-interference-plus-noise (SINR) is

now given as:

SINR =
pg

∑S

i=1 ||uH
i hi||2

σ2
∑S

i=1 ||uH
i ||2 + pj

∑S

i=1 ||uH
i hj,i||2

. (8)

d-LMMSE method chooses an optimal value for u, which

maximizes the SINR in (8). By solving this as a minimum

mean square error optimization problem, we identify u that

mitigates the effect of external jamming interference. So,

SINR maximization can be re-written as:

max
u

SINR = min
u

E[||uH
R− x||2]. (9)

where E[.] is the expectation operation. By assuming that the

transmitted legitimate signals, jammer signals and additive

noise are all mutually independent, i.e. E[xxj ] = E[xn] =
E[xjn] = 0, and simplifying the minimization problem using

vector calculus, the optimal combining vector is obtained as

shown below:

ud−LMMSE = pg(pghh
H + pjhjhj

H + σ2)−1
h. (10)

This combining method assumes that the jammer channel

information hj is known during the weighting operation. In

such a scenario, the d-MRC weight vector (ud−MRC) can

be updated to incorporate the effect of jammer through the

term pjhjhj
H in (10). However, in actual implementations,

this value is not readily available, and thus, the effect of the

jammer has to be estimated before applying the d-LMMSE

combining method.

IV. USRP-BASED LEO EMULATION TESTBED

We developed a local testbed in an indoor laboratory using

the USRP X310 SDRs to evaluate different signal-processing

approaches. To stay true to the real-life implementations, the

testbed was deployed in a lab without special equipment such

as an anechoic chamber or RF absorbers.

Fig. 2 shows the actual hardware setup in our lab. One

USRP X310, equipped with 2 UBX-40 daughterboards, was

utilized to emulate the ground terminal transmitter (TX). This

transmitter supports 2 outgoing data streams, but only one TX

antenna was employed for evaluation purposes. Two X310s

(RXs), equipped with 1 UBX-40 daughterboard each, were

deployed to emulate the distributed LEO swarm receiver. Both

TX and RXs were equipped with the VERT2450 isotropic

antennas.

In any communication system, radio frontend systems on

individual devices operate using uncorrelated local oscillators

Fig. 2. Our USRP X310-based OTA testbed.

TABLE I
COMMUNICATION PARAMETER SETUPS.

Parameter Value

Center Frequency 2.55 GHz

Bandwidth 1 MHz

Modulation Uncoded QPSK

IQ samples per symbol 2

Matched filter: roll-off 0.5

Transmit power -48 to -24 dBm

Preamble features 101 samples of Zadoff-Chu Sequences

Data size 1800 Symbols

and clock sources. This results in frequency and timing offsets,

which must be eliminated at the receivers for meaningful

data processing. To ease such device synchronization issues,

we employed a CDA-2990 Octoclock to provide a 10 MHz

reference signal and 1 PPS pulse to the local oscillators of

UBX-40 daughterboards. All the SDRs are connected to a host

PC and are controlled using different MATLAB instances. We

used the R2022b version of the software for our experiments.

While the Octoclock provided frequency and timing reference

signals to aid with synchronization, owing to the wireless prop-

agation and oversampled transmission (2 samples/symbol), we

performed a timing offset correction at individual receivers

to extract the best sample when downsampling to symbol

rate. All signal post-processing functions, such as matched

filtering, timing offset correction, channel estimation, and

payload extraction, were performed on individual MATLAB

instances for the receiver SDRs.

We utilized a Rohde & Schwarz signal generator to imple-

ment a jammer, which transmitted different jamming signals

out of a single VERT2450 antenna. In our evaluations, jam-

mers are assumed to be on the ground when jamming the

satellites in space. Therefore, a single jammer may potentially

block the communication for a subset of all LEO nodes in

a swarm. To depict this in the lab, we placed the jamming

antenna very close to one of the receivers, such that any

jamming signal only affects that node while having minimum

impact on the second receiver.

TABLE I shows the communication parameters used in

our evaluations. It has to be noted that we performed our

experiments with transmit powers varying from noise floor

to about 15 dB above it. Since various applications heavily

occupy the ISM 2.4-2.5 GHz band, maintaining a constant

noise floor for our experiments was difficult. So, we used

the education broadband service spectrum band 2.55 GHz at
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a small bandwidth to ensure negligible impact on licensed

transmissions, if any. Also, all of our experiments use a block

mode of communication, where data frames of size 1800

samples, preceded by a preamble sequence, are sent out from

the ground terminal, and distributed LEO nodes capture the

raw data independently for further processing.

A. Wireless Channel Characterization

One of the significant aspects of evaluating using an SDR

testbed is to ensure that wireless channels emulate the satellite

communication scenario. Since the testbed is not placed in

any special anechoic chamber, all the testing is bound to be

affected by severe multipath components due to reflections and

diffractions from the surroundings. Therefore, the TX and RXs

must have a strong LOS component in their physical setup and

the wireless channel behavior. Another cornerstone to emulate

is the diversity among different receiver channels.

To validate these attributes, we started by first estimating

the channel as a single-tap filter. Then, we performed the

following two analyses: using a Rician channel model to

extract the K-factor from IQ samples and verify the diversity

by showing uncorrelated channels at both receivers.

1) Single-tap Filter Channel: We employed a preamble-

enabled data transmission as seen from TABLE I. We ex-

ploited the excellent autocorrelation properties of Zadoff-Chu

sequences to get a one-tap estimate of the channel response.

If x[k] represents the transmitted preamble sequence and r[k]
represents the captured preamble symbols, then a channel

estimate is obtained as [17]:

ĥ = max
(

corr(r[k], x[k])
)

. (11)

2) Rician K-factor Extraction: A Rician channel is a sta-

tistical model characterized to have an LOS component and

a fading component. The value of its K-factor determines the

dominance of this component over the fading counterparts. A

higher K-factor represents a more substantial LOS component.

We estimated the K-factor from different IQ samples captured

at the receivers and compared them against different transmit

powers in the range shown in TABLE I. A second-order

moment-based estimation of Rician K-factor was utilized in

our experiments [19], [20]:

K =

√
1− γ

1−√
1− γ

, (12)

γ = V [r2]/E[r2]2 (13)

where V [.] here represents the variance of received power, and

E[.] represents the received power, both calculated from the

captured symbols r[k].
It should be noted that, concerning a particular ground

terminal, a satellite has robust LOS only for a specific duration

of its orbit. As it moves closer to the horizon, the LOS

probability reduces (with varying magnitudes in urban and

rural areas) [9]. To demonstrate this in an indoor lab, we

chose a range of transmission power levels to move from LOS-

dominant communication to multipath component-dominant

TABLE II
RICIAN K-FACTOR FOR TWO RECEIVERS: RX1 AND RX2.

TX Power (dBm)
K-factor

RX1 RX2

-48 5.50 6.07

-42 8.20 8.76

-36 17.51 20.04

-30 39.70 44.53

-24 71.81 74.72
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Fig. 3. Variation of channel phase offsets for different iterations of data
capture.

communication. TABLE II shows the variation of K-factor for

different operating regions.

3) Channel Phase Offset Comparison: LEO satellites act-

ing as distributed receiver nodes will aid data rate enhancement

and AJ resilience only when their channels are uncorrelated.

Therefore, when implementing a testbed, it is imperative to

verify this behavior before performing further signal pro-

cessing. Owing to their nature, single-tap channels induce a

constant phase offset during data propagation. However, this

offset should differ for all receiver channels if channels are

uncorrelated. Therefore, to prove that the two receiver channels

are uncorrelated, we show that the phase offsets induced by the

estimates are significantly different. These results agree with

the theoretical understanding of channels being uncorrelated if

the receiving antennas are apart by more than half the carrier

wavelength (c0/2fc ≈ 6 cm) as well (fig. 2 shows that

receivers are much further apart in the testbed).

Fig. 3 shows the variation of phase offsets induced due

to the two receiver channels at different operating points.

It is evident here that the channel phase offsets are very

different for both the receivers at most operating points.

Since the receiver nodes are relatively equidistant from the

ground terminal, similarity in channel magnitudes is plausible.

However, the receiver channels will remain uncorrelated due

to different phase offsets, which will be shown later to aid in

diversity-enabled optimal combining schemes.
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V. OVER-THE-AIR PERFORMANCE EVALUATION

After proving that our testbed setup can emulate satellite

channels in an indoor environment, we show the effectiveness

of our combining schemes that provide diversity-enabled data

rate enhancement and AJ resilience on our testbed. d-MRC

provides an improved performance in terms of data rates over

SISO operation. d-LMMSE improves upon d-MRC and SISO

in the presence of an external jammer. For evaluating these

algorithms, we conducted block-data transfers based on the

parameters shown in TABLE I. Also, it is essential to note that

we utilized a GNU Radio-powered spectrum analyzer [21] on

both receivers in the testbed to measure the received signal

power relative to the noise floor and positioned the SDRs

such that both receiver nodes get similar power levels when

transmitting data. These measurements show that for a noise

floor of −128 dB, varying the transmit power in [−48 dBm,

−24 dBm] corresponded to a received signal power in the

range of [−108 dB, −127 dB].

Fig. 4 shows the physical-layer data rates of individual

receivers (in Kbps) and how the d-MRC scheme improves

upon the SISO data rates by exploiting the channel estimates

and performing a receiver diversity-based combining. d-MRC

shows a distinct improvement in the combined data rate against

either of the receivers across all operating points.

Now, before conducting OTA experiments to incorporate

jamming and evaluate the d-LMMSE scheme, upon referring

to (10), it is necessary to compute an approximation for

the jammer and noise-dependent term in the weight vector

(pjhjhj
H+σ2). On close observation, this term represents the

summation of the jammer signal power level and noise power,

as captured at the receivers. We calculated an approximation

to this term by performing a time division multiplexing-based

data capture. Here, the receivers would first capture a set of

raw IQ samples without legitimate transmission before cap-

turing them again during legitimate OTA experiments. Using

this principle, the raw samples would consist of only jammer-

generated IQ samples and noise in the first data capture. At

TABLE III
RICIAN K-FACTOR FOR THE RECEIVERS AFTER JAMMING.

TX Power (dBm)

Noise floor

-125 dB -120 dB

RX1 RX2 RX1 RX2

-48 4.64 6.05 3.60 6.04

-42 6.30 8.06 4.44 7.91

-36 10.27 17.92 7.09 16.38

-30 24.61 41.01 13.11 34.44

-24 46.44 63.20 35.05 52.33

satellite i such that i ∈ [1, 2]:

r̂i[k] =
√
pjhj,ixj [k] + ni, (14)

and data captured at both receivers together in our testbed is

given as

R̂ = [r̂T1 [k] r̂
T
2 [k]]

T (15)

=
√
pjhjxj +N

where hj = [hj,1 , hj,2]
T , and N = [nT

1 , nT
2 ]

T . If the IQ

samples generated at the jammer (xj [k]) are assumed to have

unit power, then a crude approximation for the jammer-plus-

noise-power term earlier is given as R̂R̂
H :

R̂R̂
H = τ pghjh

H
j +NN

H +A. (16)

A =
√
pj
(

hjxjN
H+Nx

H
j h

H
j

)

is an extra component, which

will have a small implication if the jammer is very strong

compared to the additive noise.

With this approximation in hand, we introduce an external

interference into the environment by employing the signal

generator. A QPSK jammer, which transmits random symbols

modulated as QPSK data, was set to operate with constant

power across the entire communication bandwidth of 1 MHz.

To emulate the practical use case where a subset of the LEO

swarm may jammed by a ground-located jammer, only one

of the receiver nodes (RX1) was jammed very firmly using

the signal generator while having a minimum effect on the

second receiver (RX2). We conducted the OTA experiments

for two jammer power levels, which will raise the noise floor

of RX1 from −128 dB to −125 dB and −120 dB, respectively.

TABLE III shows the effect of jamming on LOS dominance

due to the raised noise floor. It can be seen that RX1 has

much lower K-factor values, indicating that it suffered higher

attenuation than RX2 from the jammer.

Fig. 5 and Fig. 6 show the performance of d-MRC and

d-LMMSE combining schemes in the presence of a strong

jammer at RX1. It can be observed that RX1 data rates have

plummeted compared to the experiment without any external

jammer (Fig. 4). And, as the jammer power increases, the

difference in SISO performance for both receivers increases.

Looking at d-MRC curves, since it relies on LOS channel

estimates alone for its weighting operation, its performance

deteriorates slightly at high jammer power. In contrast, d-

LMMSE can utilize the jammer channel information to im-

prove the weight vector updates as shown in (10). This is

also clearly evident from the d-LMMSE curves in the figures,
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Fig. 5. Data rates when QPSK jammer pushes noise floor to −125 dB.
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Fig. 6. Data rates when QPSK jammer pushes noise floor to −120 dB.

where it has overperformed both SISO and d-MRC at almost

all operating points. Also, this scheme is effective, particularly

at low transmit powers, which corresponds to low SINR ratios.

Therefore, d-LMMSE can build robustness into a LEO satellite

swarm system, especially at low SINRs.

VI. CONCLUSION

In this paper, we proposed a LEO satellite swarm archi-

tecture that can implement a distributed receiver system to

mitigate the lack of diversity in satellite channels. We then

introduced two algorithms for improving the overall data

rate and building anti-jamming capability on this framework.

First, d-MRC performs an optimal combining operation for

distributed nodes by exploiting the LOS channel estimates.

Second, d-LMMSE builds AJ resilience by leveraging the

jammer channel information and legitimate channel estimates.

Finally, we developed a hardware testbed using the USRP

X310s and demonstrated the possibility of emulating satellite

channels indoors; we also proved the effectiveness of d-MRC

and d-LMMSE schemes on actual OTA data.
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