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ABSTRACT

Effective fraud prevention and participant validation are essential
for ensuring data quality in today’s highly-digitized research land-
scape. Increasingly sophisticated bots and high levels of fraudulent
participants have generated a need for more complex and nuanced
methods to combat fraudulent activity. In this paper, we share our
experiences with fraudulent survey responses, which we encoun-
tered in our work around abortion storytelling, and the multi-stage
protocol that we developed to validate participants. We found that
effective fraud prevention should start early and include a variety
of flagging methods to encourage holistic pattern-searching in data.
Researchers should overestimate the amount of time they will need
to validate participants and consider asking participants to assist
in the validation process. We encourage researchers to be trans-
parent about the interpretive nature of this work. To this end, we
contribute a Participant Validation Guide in supplemental materials
for community members to adapt in their own practices.
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1 INTRODUCTION

Researchers who utilize digital methods and tools have experienced
increasing levels of fraudulent activity in recent years, such as high
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volumes of automated "bot" responses on digital recruitment sur-
veys [12, 13, 16] or intentional deception from participants during
remote interviews [14, 15]. We define "fraudulent activity" as the
intentional submission of data from people who are ineligible for
a study, typically in the pursuit of compensation. This umbrella
term includes automated "bot" responses engineered by people with
disingenuous or even malicious intent, as well as people (eligible
or not) who attempt to participate in a study multiple times. These
cases present a major problem for modern researchers because
such fraudulent activity compromises the validity of data and its
subsequent findings.

Fraud prevention is a dynamic process, requiring iterative meth-
ods across study design and participant interactions. CAPTCHA
scoring and surface-level attention checks (e.g., type the word "blue"
to prove you’re human) are not enough to effectively weed out au-
tomated responses, nor intentionally misleading participants [1, 5,
12,17, 18]. We are in dire need of more nuanced and multi-pronged
techniques to ward off increasingly-complex tools used for fraudu-
lent research behavior. Health and social science researchers have
published their experiences and compiled fraud-related consider-
ations across multiple types of research, from digital survey data
[1,5,6,12-14, 16-18] to qualitative remote interviewing [14, 15, 17].
One overarching theme is that there is no "one size fits all," best
protocol for fraud prevention. Rather, effective participant and data
validation requires a combination of diverse techniques [6, 12, 16],
each with their own affordances, drawbacks, and ethical considera-
tions. It is crucial that researchers become more transparent about
the methods they use to ensure the validity of their data—from
study design, to recruitment, to data cleaning.

We contribute to this dialogue by sharing our own experiences
with fraudulent activity while designing and implementing a study
on abortion storytelling. The goal of this work was to explore how
digital tools can support people in writing and sharing their abor-
tion experiences. We encountered fraudulent activity through high
volumes of automated responses on two digital surveys, an initial in-
terest survey and the recruitment survey for a 5-week asynchronous
remote community (ARC) workshop. In between these surveys, we
spent 5 months parsing through fraudulent data and developing a
multi-step protocol that helped us transition from 127 Intake Sur-
vey responses to 26 validated participant invitations for the ARC
workshop. Our understanding of fraud prevention and participant
validation continued to evolve through study design, data analysis,
and paper writing. Reexamining study data with an awareness of
fraudulent participation will be a continuous learning process for
the CHI research community as technologies develop that widen
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remote research opportunities and increase the capabilities of tools
that allow others to commit research fraud.

In this case study, we present our experiences with fraud pre-
vention and participant validation in the context of abortion story-
telling. We provide our methodological strategies while designing
and implementing our recruitment survey, the protocol we used to
validate participants, and a collection of lessons learned. Although
these strategies were developed in the context of abortion story-
telling, the nature of fraudulent activity, good survey design, and
effective data cleaning are widely applicable.

We encourage fellow researchers to use our methods as a base-
line and make adaptations that better fit the nuances of their own
studies and topic spaces. To this end we include a Participant Vali-
dation Guide (see supplemental materials), formatted as a table of
questions and considerations, which evolved from our original pro-
tocol, lessons learned, and external research into this space of fraud
prevention. The HCI community can use our findings to become
aware of the changing landscape of remote participant engagement
and to inform the development of their own work. This case study
also contributes to the broader CHI culture of transparency [9] and
mutual benefit as we fight for the validity of our data.

2 OUR INTRODUCTION TO FRAUDULENT
ACTIVITY

Our first foray into fraudulent activity stemmed from an initial
interest survey we created on Google Forms in the Summer of 2022.
The goal of the digital survey was to collect demographic data and
gauge general interest in abortion storytelling, with the goal of
informing a full study design. We received 981 survey responses in
under four hours—many of which seemed immediately suspect (an
experience in which we are not alone [5, 12, 13, 16]). We suspended
data collection and spent the next two months parsing through the
collected responses and iterating on methods to verify participants.
These tactics helped us clean our data from 981 survey responses to
15 validated entries, although our subjective intuition said that only
1-3 responses were truly authentic. We improved upon these partic-
ipant validation methods while recruiting for the full asynchronous
remote community (ARC) study.

3 ARC WORKSHOP: PARTICIPANT
VALIDATION METHODS

In this section, we detail our methodology for recruiting and val-
idating participants in preparation for the asynchronous remote
community (ARC) workshop. Our multi-step protocol, as shown in
Figure 1, included two surveys and two rounds of manual coding,
helping us narrow from 127 survey submissions to 26 validated par-
ticipant invitations. Once the study began, 22 participants accepted
the invitation, and 17 participants were active upon joining. We also
discuss our investigation into one of these remaining participants
who we later suspected to be fraudulent, and our decision to keep
their responses in the final dataset.

3.1 About the ARC Workshop

The goal of an asynchronous remote community (ARC) is to un-
derstand the unique experiences and design needs of a particular
group by engaging participants in activities over multiple weeks.
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Previous ARC studies have worked with people living with HIV
[11], rare diseases [10], and miscarriage experiences [8]. Our team
designed and implemented an ARC study centered around abortion
experiences. We call it an “ARC Workshop” because a main goal of
our study was to help participants iterate on their written abortion
story, thereby giving it the spirit of a writing workshop. All materi-
als were approved by the Indiana University Institutional Review
Board. We engaged 17 participants with abortion experiences over
a span of five weeks between January and February 2023. All par-
ticipants joined a private Slack workspace, where we assigned 14
activities (2-3 activities per week) that aimed to promote partici-
pant interactions, spark conversation about abortion, and prompt
story iteration.

3.2 Recruitment

We recruited participants through physical flyers, the All-IN-4-
Health research volunteer registry, and social media postings, in-
cluding: Instagram, Twitter/X, and paid Facebook advertisements.
We also contacted people who had publicly posted their abortion
stories on these platforms with one of the following hashtags:
#ShoutYourAbortion, #YouKnowMe, #IlHadAnAbortion, and #abor-
tion. These IRB-approved recruitment methods directed people to
the digital Intake Survey.

Participants needed to be 18+ and had personally obtained an
abortion before June 24, 2022. We defined “abortion” as the inten-
tional termination of a pregnancy and requested experiences prior
to this date due to the overturning of Roe v Wade and the result-
ing criminalization of abortion in some U.S. states. We offered an
incentive of $16/week via digital Amazon gift card (up to $80 to-
tal). In response to some discussion about the relationship between
fraudulent activity and the amount of information displayed in re-
cruitment methods [1, 3, 17], all of our postings listed the inclusion
criteria and a vague compensation statement (see supplemental
materials for recruitment flyer). The incentive format and amount
was not specified until page four of the Intake Survey, which was
only accessible after the two screening questions.

3.3 Intake Survey

The Intake Survey (see supplemental materials) followed a simi-
lar structure as our initial interest survey. It included screening
questions, informed consent materials, and questions about: de-
mographics, abortion experience, abortion storytelling experience,
social media usage, and a digital version of the Individual Level
Abortion Stigma (ILAS) scale [4]. The Intake Survey was open for
3 weeks and received 127 responses.

3.3.1 Survey Design. The first design change we made between our
initial interest survey and the Intake Survey for our ARC Workshop
was switching to the Qualtrics platform, so we could access its
fraud detection features. We activated the following features: (1)
Prevent multiple submissions, (2) Bot detection (reCAPTCHA), (3)
Security scan monitor, (4) RelevantID, (5) Prevent indexing, and (6)
[Deactivate] Anonymize responses (allow IP tracking). Collecting
non-anonymized responses became especially important for later-
stage participant validation because it allowed us to flag responses
with duplicate IP addresses and, therefore, geographic coordinates.
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Figure 1: Flowchart of participant validation methods during recruitment for the ARC Workshop.

It also allowed us to cross-reference IP locations with the geographic
region that respondents reported in their survey submissions.

In terms of front-facing survey content, we included many open-
ended questions, with the goal of creating more opportunities for
researchers to identify bot activity. For example, we asked partic-
ipants to type out their abortion year, instead of picking from a
dropdown list, and we provided multiple free-response opportu-
nities (e.g., “What are you hoping to get out of this experience?”).
Only one of these free-response questions required a response to
move forward; however, a majority of survey respondents (both
validated and suspect) filled them out.

Another tactic that we implemented was cross-referencing. Dur-
ing the Intake Survey, respondents provided the year of their first
abortion, age receiving that abortion, and current age. We mathe-
matically validated survey responses—someone’s current age sub-
tracted by their abortion age should align with the current year
subtracted by their abortion year (+2 years to account for birthdays
and human error).

We also conducted “consistency checks” where researchers ask
about a topic in multiple ways or locations, creating opportunities
for self-contradiction. For instance, our Intake Survey asked respon-
dents about their preferred social media platforms in three different
locations. First, it prompted respondents to select all social media
platforms that they used from a checkbox list. Later, a Likert-scale
question asked them to rate the same list of platforms according
to the likelihood that they would post their story there. Finally, an
open-ended question asked which platform they would most likely
use to share their story and why. We asked about social media
usage once more in our post-study Feedback Survey, allowing us
to also check for consistency across multiple survey submissions.

3.4 Manual Coding

We investigated the validity of Intake Survey responses through
two rounds of manual coding. For Round 1, we rejected or flagged
responses according to survey metadata. For Round 2, we inves-
tigated the remaining survey responses more closely and qualita-
tively. In Round 1, 67 survey responses passed, and 37 responses
passed Round 2. We provide an in-depth list of questions and con-
siderations to assist others through this process in the Participant
Validation Guide (see supplemental materials).

3.4.1 Round 1 Coding. We exported the 127 Intake Survey re-
sponses to a secure Google spreadsheet. We began our investigation
by flagging the following items:
(1) Response failed any Qualtrics fraud protection feature
e reCAPTCHA score < 0.8
e RelevantID Duplicate Entry = true
e RelevantID Fraud Score > 30
(2) Duplicate IP address
(3) Duplicate geolocation (latitude/longitude derived from IP
address)
(4) Invalid abortion year math (difference of more than 2 years)

Table 1: Number of Intake Survey responses flagged in Round
1 manual coding (N = 127).

# flagged

Round 1 coding item responses (%)
Failed Qualtrics reCAPTCHA scoring at 0.5 benchmark | 6 (4.7)

Failed Qualtrics reCAPTCHA scoring at 0.8 benchmark | 7 (5.5)

Failed Qualtrics RelevantID 51 (40.2)
Duplicate IP address 20 (15.7)
Duplicate IP geolocation 58 (45.7)
Invalid abortion year math 6(4.7)

We rejected almost 50% of survey responses for failing items 2-4,
as shown in Table 1. We flagged, rather than rejected, items that only
failed the Qualtrics fraud protection features because shortly after
the implementation of the Intake Survey, we suspected that their ac-
curacy was limited. For context, 117 Intake Survey responses (92%)
scored above the Qualtrics-recommended reCAPTCHA benchmark
for “most likely human” (0.5)—a lower level of detection than we
had expected. We also saw similar reCAPTCHA scores between
responses from people we knew to be real and responses that were
highly suspect.

Review of external literature revealed similar observations on the
limitations of both CAPTCHA and IP tracking, due to increasingly
sophisticated bots [16, 17], inaccurate geolocation technology [1, 5,
16, 17], and consumer behaviors, such as device sharing [1, 3, 17]
and VPN usage [1, 18]. Despite these limitations, we continued
to rely heavily on both IP tracking and Qualtrics metadata tools
because rejecting survey responses with duplicate IP addresses
or low RelevantID scores cleaned more survey submissions than
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any other techniques in our protocol (see Table 1). Future work
might investigate researcher attitudes toward CAPTCHA and IP
tracking, with the goal of developing better fraud prevention tools
that address current limitations and ethical concerns.

3.4.2 Round 2 Coding. 67 survey responses passed Round 1 of
manual coding. The second round of coding was split into two
parts—individual assessments and team discussion. For individ-
ual assessments, both researchers examined the remaining sur-
vey responses individually and categorized their validity as “valid,”
“invalid,” or “unsure”” 16 total survey responses were marked as
“unsure” by either researcher. Following these individual-level as-
sessments, researchers discussed the 16 “unsure” responses. During
both parts of this process, researchers took a holistic approach by
examining Round 1 flags and the following list of considerations:

(1) Do their short-answer and free-response questions make
sense?

(2) Do their Likert scale responses make sense? (e.g., They did
not put the same value for all 8 sets of Likert scales)

(3) How long did their survey response take compared to other
submissions/estimated time?

(4) Does their IP geolocation match their reported location (U.S.
State) within reason?

(5) Does their IP geolocation make sense? (e.g., not in the middle
of the ocean)

(6) Can we verify their existence online? (e.g., Social media,
LinkedIn, personal website, organization webpage, etc.)

(7) Does their email address pull up a profile image on Google
Sheets? (Only 1 out of 21 survey responses with a profile
image attached to their email address was determined invalid
through other considerations)

Of these 16 “unsure” responses, we validated 3, rejected 9 accord-
ing to the above criteria, and ended with just 4 participants that
we remained unsure about. At this stage of coding, many decisions
became fairly subjective. Researcher judgment was heavily influ-
enced by participants’ online presence and the similarity of their
IP address to their reported location. Combining the “valid” and
“unsure” responses, we ended with 37 survey responses that passed
Round 2 coding.

3.5 Verification Survey

Our last step towards participant validation, shown in Figure 2, was
a short secondary Verification Survey (see supplemental materials)
that we sent to the 37 respondents who passed Round 2 Coding,
so we could cross-reference information from the Intake Survey.
We activated all available Qualtrics fraud detection features. Par-
ticipants entered their name, age, and first abortion year. The final
question asked them to type out a short statement on respecting fel-
low participants. We received 27 responses and rejected one person
whose abortion year was off by 14 years between the two surveys
and who took only six minutes to complete the Intake Survey (com-
pared to an average of 15 minutes, excluding two respondents who
took 3 and 8 hours). We invited the 26 verified participants to enroll
in the study.
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3.6 Email Communication

Throughout this recruitment process, we sent emails to all 127
Intake Survey respondents with their study status. For respondents
flagged as fraudulent, we sent the following message.

“Hello! Thank you for your interest in our study on
abortion storytelling. We received your response to
the pre-survey; however, our system has flagged your
submission as a potential bot/computer. As a result,
you are currently ineligible to join the study. If this is
incorrect, please reach out to one of our researchers!
There’s a lot we still don’t understand about auto-
mated responses to surveys and bot protection. [Re-
searcher contact information]”

Several studies wrote about their communication of suspected fraud-
ulence to survey respondents [1-3, 5, 13, 16]. Unlike most of these
studies who report receiving little to no response, we received over
30 messages in response to this “suspected bot” email. Some email
responses were helpful to our participant validation process, such
as addresses that bounced back as “Failed Delivery” or messages
that contained major grammatical errors and, sometimes, outright
hostility (examples below).

“Is not dear Krawczyk, am not a robot, am a human
being and my name is [name], your computer can mal-
function, and you don’t depend on electronic device
because it can disappoint.”

“What you're saying is fake and a lie am a real person
and ready to attain to share!”

For most messages, however, it was impossible to tell (e.g., “Hi,
Thank you for your response. However, I am a real person and this must
be a mistake. Thanks.”). One reason is that short-form text is much
harder to vet for authenticity than longer passages. Another, larger,
reason is that we did not provide respondents with any tangible
action points to “prove” their authenticity. As a result, our outreach
was unintentionally performative. In future studies, we would go
beyond encouraging participants to “reach out” and, instead, offer
next steps for respondents, such as calling researchers, setting up
an additional screening, or providing a website that would let us
verify their existence outside the survey.

3.7 Suspected Fraudulence Post-Recruitment

After completing the 5-week ARC Workshop, we began a com-
bination of quantitative and qualitative analyses on all exported
participant data, including: Slack messages, iterations of written
abortion stories, and responses to a Feedback Survey. During this
process, we began to suspect one participant (P15) as potentially
fraudulent, namely because they participated very little and late,
and they used an exclamation mark for every sentence in their
abortion story (excerpt below).
“There I was 24 and pregnant, by a guy all my family
said was no good but I was in love! Told him I was
pregnant and he told me it wasn’t his, I was com-
pletely heartbroken!”
Looking back, we marked P15 as “unsure” in Round 2 coding of
the Intake Survey because they only took 8 minutes to complete
the survey and their IP geolocation was slightly different from their
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Figure 2: Flow of survey respondents through our participant validation methods while recruiting for the ARC Workshop. We
began with 127 Intake Survey responses and ended with 26 validated participant invitations.

reported location. They also reported two abortion years with a
difference of 1 year between the Intake and Verification Survey (e.g.,
2018 vs. 2019); however, so did 8 validated participants, including
people we knew to be real. Here are the post-recruitment items that
we took into consideration while investigating P15 as potentially
fraudulent. We indicated each item as @ = suspect, ©= slightly
suspect, or O = not suspect.

e Level of participation
© Stopped responding after they posted their abortion
story for Activity 2
O Took the Feedback Survey at the end of the 5 weeks
Timing of participation
© Completed their activities almost an entire month after
other participants
@ Did not respond to researcher check-ins
O Offered a plausible reason for their limited participation
(health)

Adherence to activities

© Provided extraneous detail in their introduction com-
pared to other participants (e.g., description of pets)
O Story content was plausible and related to abortion
Quality of responses
@ Highly irregular punctuation and some grammatical
mistakes
O Responses still made sense
e Consistency checks
© Rated activities in the Feedback Survey that they did
not complete
O Reported social media usage lined up between the Intake
Survey and Feedback Survey

In the end, we decided to keep P15 in the dataset. Our investiga-
tion had reached the point of such researcher subjectivity that we
revisited the overarching goals of our study and our own academic

morals. We were not comfortable removing a participant’s data
according to a “gut feeling,” and if we based our decision off the
tangible evidence we had—limited participation, late posting, punc-
tuation and grammar, and minor inaccuracies between surveys—,
then we needed to apply those same thresholds to the other 16
participants, resulting in the loss of perfectly eligible and insightful
data. Additionally, we had to acknowledge our own potential biases
(participant writing abilities will vary greatly; thus, we should not
judge too many exclamation points!) and expectations for partici-
pant behavior (participants should prioritize their health over study
participation).

Our team decided that the value of our study and its findings was
rooted in the themes we developed from participants’ stories and ac-
tivity responses, not necessarily the total success of our recruitment
protocol. P15’s data contributed so little to our thematic findings
that they essentially only existed in our demographics table. As
such, we decided that keeping them in our final participant pool
was less threatening to our overall data quality than removing them
(and others) would be. Note that this subjective, value-laden, and
research-goal-oriented conversation will, and should, look different
for every research team. We encourage all teams to have similar
discussions, perhaps even before designing their study, while de-
termining the level of exclusivity that they want to instill in their
own methods.

4 LESSONS LEARNED

We offer a collection of lessons learned while iterating on our par-
ticipant validation tools that informed our Participant Validation
Guide (see supplemental materials). Our lessons contain observa-
tions about the nature of effective fraud prevention, things we
would have done differently, and considerations for future work.

L1: Effective fraud prevention begins early. To be effective,
researchers should build fraud prevention and participant validation
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techniques into the study design, agree on flagging protocols prior
to participant interactions, and revisit data throughout the study.
We frequently referenced data collected several months prior to
inform later discussions and validation decisions, such as looking
at Intake Survey responses while investigating P15. To support
adaptive fraud prevention, teams may need to plan and budget for
validation tools and labor hours [6, 7].

If a team is using a digital survey, then—in addition to our survey
design considerations in section 3.3—we recommend creating sur-
vey links that map to specific recruitment methods, so the team can
track where data is coming from. In the event that one recruitment
method is leading to high levels of fraudulent activity, the team
can shut down response intake [13, 14, 16, 17]. Our team divided
public recruitment into two sources (Facebook Ads and Other);
however, we wish we had tracked survey links with more speci-
ficity. For context, 20/32 (62.5%) survey responses collected from
Facebook ads were determined to be valid, while the survey tied to
all other recruitment options, including physical flyers, Instagram,
and Twitter/X, received only 12 (13.3%) valid responses out of 90
submissions. Beyond trackable links, it is also important to check
survey data frequently to identify fraudulent data accumulation [7]
and shut down compromised sources.

Another validation technique we recommend is to first collect
data from people the research team know to be real, so the conve-
nience sample data can be used for comparison later on [16]. Our
team sent a copy of our Intake Survey to a group of university
colleagues, which gave us a final round of external feedback and a
collection of submissions that helped inform our interpretation of
actual participant metadata.

L2: Effective fraud prevention requires a combination of di-
verse tactics and a holistic, pattern-searching approach. Early
in our study, while weeding out bots from survey data, it became ap-
parent that a single tactic, such as CAPTCHA, or a single flagging
technique was not sufficient. Rather, it was the slightly suspect
free-response question in combination with an improbable Lik-
ert scale and/or a lower reCAPTCHA score that helped us feel
confident in our rejection of a survey respondent. This holistic
approach was important at the participant-level and the dataset-
level because it allowed us to search for broader patterns [5, 12, 14].
Sometimes, a free-response question was not suspicious until we
noticed that 20 other respondents, some with duplicate IP addresses,
answered those questions with the exact same phrasing. In short,
researchers cannot rely on automated metadata for fraud protection.
Research teams should implement a variety of flagging techniques
(e.g., metadata, close-ended, open-ended, mathematically verifiable,
etc.) to create more opportunities for cross-referencing and better rec-
ognize fraudulent patterns.

L3: Overestimate the amount of time that participant val-
idation will take. We were surprised by the level and speed of
fraudulent activity that we received on our initial interest survey;
however, a bigger surprise was the amount of time and effort it took
to validate our data afterwards. Both times that we disseminated
digital surveys to the public, we estimated around 4 weeks for data
collection, cleaning, and analysis. For the initial interest survey, we
spent around 2 months designing new methods and validating par-
ticipants. For ARC Workshop recruitment, almost 3 months passed
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between posting the Intake Survey (Oct 12, 2022), distributing the
Verification Survey to respondents who passed Round 2 coding
(Nov 15, 2022), and launching the ARC Workshop with validated
participants (Jan 09, 2023). Granted, we intentionally delayed the
study’s start date to account for winter holidays.

The validation process should go faster for those who antici-
pate fraud prevention and build flagging mechanisms into their
participant interactions; however, time will need to be budgeted
for possible iteration on validation techniques (e.g. familiarizing
oneself with a dataset to notice sophisticated bot patterns). In our
case, we administered a Verification Survey to corroborate infor-
mation and contacted participants suspected of fraudulence. These
follow-up activities required additional time for participants to re-
spond and then researcher time to clean and cross-reference the
data. We encourage the research community to continue develop-
ing tools and techniques to make validation more efficient while
still prioritizing the well-being of participants and the integrity of
the scientific process.

L4: Consider asking participants to assist in their own vali-
dation. A huge irony of digital survey research is that the same
mechanisms which allow participant anonymity—widening the
opportunity for study of geographically-separated and stigmatized
communities—also allow increased levels of fraudulent activity.
Consequently, there is major tension between effective fraud pre-
vention and participant privacy [16, 17]. As Jones et al. identified,
the challenge is figuring out the minimum amount of information
needed to assess eligibility, so we can avoid inquiring beyond it
[7]. We do not have a solution to this problem; however, we pro-
vide tactics that we will try in future studies. One limitation of our
participant validation protocol is the performative nature of our
"suspected bot" emails because we did not provide any tangible
action points for people to respond with. Another limitation is the
subjective and non-exhaustive method of searching for people’s
identities online as a form of verification.

In the future, we plan to explore strategies that ask participants
to assist in their own validation, such as requesting an organiza-
tional website or social media handle that can verify their existence
outside of a survey. This technique is supported by other studies
that have requested personal information (e.g., phone numbers or
mailing addresses) [1, 3, 6, 13]. Of course, this technique faces limi-
tations, especially while operating in more stigmatized spaces, such
as abortion; however, we think there may be something lucrative in
this concept of collaborative validation where researchers empha-
size the need for participant assistance in ensuring the quality of
their data while studying something that both parties, presumably,
have a stake in.

L5: Researcher subjectivity is inevitable. What do you do
when you’ve run out of "objective” markers, but still feel like a
survey response is fraudulent? Shortly after starting our journey
into fraud prevention, we reached a place where all next steps
required a high level of interpretation (e.g., how many grammatical
errors in an open-response survey should constitute a fraudulent
response?). Even harder—when, exactly, should a response become
"fraudulent"? Jones et al. wrote that "researchers should avoid being
overly influenced by their expectations of what the data ’should’
look like [and that], ideally, response screening would be facilitated
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by someone who is blinded to the study hypothesis and aims" [7].
When this is not feasible, how do you safeguard the validity of your
data while checking your own biases? In response to this complex
question, we developed the Participant Validation Guide to help
us get closer to an objective measure before bringing in subjective
considerations. Moreover, we want to note that abortion is a highly
stigmatized experience, and we decided to err on the side of losing
eligible participants, rather than risk the integrity of our study or
trust with participants and the research community.

In terms of tangible advice for checking biases, we recommend
getting frequent external feedback on both the research team’s sur-
vey instruments and data validation protocols. We presented our
Participant Validation Guide and anonymized data from P15 to
our lab and received instrumental feedback on whether we could
remove P15 from the final dataset (we could not) and how to im-
prove future participant validation protocols (e.g., adding action
points to our "suspected bot" emails). Moreover, we agree with
Ridge et al’s assessment that it is important to create a culture
of open dialogue where team members can express uncertainty
about participant validity and interrogate the methods being used
to determine fraudulence [14].

5 LIMITATIONS

Some limitations to our participant validation methods are scattered
among our Lessons Learned, such as our treatment of email com-
munication and the heavy-handedness of our weeding-out process
due to the stigmatized nature of the research topic. Our suggested
validation techniques are shaped by the nature of our own data
collection methods, namely digital recruitment surveys and qualita-
tive asynchronous engagement—resulting in the exclusion of other
valuable tactics geared towards methods such as real-time inter-
viewing [6, 14, 15, 17] or completely asynchronous studies that do
not always offer the ability to reach out to participants suspected of
fraud [7]. As such, our validation protocol will have varying levels
of applicability to other work—although we suspect that our overall
thought process and lessons learned will have wider generalization.
Perhaps the biggest limitation of this paper is its ability to inform
and strengthen the very types of fraudulent behavior that we aim
to prevent. This ethical dilemma is akin to Teitcher et al’s adja-
cent question of how much information should researchers disclose
to participants in terms of validation methods (e.g., IP tracking),
without assisting fraudulent responses or dissuading eligible par-
ticipants? They ultimately advocate for an intermediary approach
that informs participants of validation measures without going into
the specifics [17]; however, such disclosure levels belong to the
personal discretion of individual research teams and their IRB con-
sultants. Future work might explore ways for researchers to achieve
this balance between informing the community about trends in
fraudulent activity without also empowering said activity.

6 CONCLUSION

Online recruitment and study facilitation tools provide researchers
with the ability to recruit diverse populations who otherwise would
not participate in research; however, they also increase the possi-
bility of fraudulent participants engaging in studies. In this case
study, we detail our experiences and our holistic, mixed methods
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approach to identifying fraudulent participants through metadata,
cross-referencing, consistency checks, and triangulation through
follow-up surveys. We provide the HCI community with five lessons
learned and encourage researchers to plan time into their study
schedule to accommodate extra care in study design, data cleaning,
and validation. Our goal was to not only raise awareness and share
techniques, but contribute to the CHI culture of transparency.
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