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ABSTRACT

“Attribution of self-blame” is a spontaneous affective and cognitive
self-evaluative reaction and is an important predictor of proactive
and positive coping response behavior after a negative event. While
blame attribution can indeed affect the efficacy of post-breach com-
munication and subsequent behavior in the cybersecurity context,
it is not clear whether and how the process of blame attribution
may vary in post-data breach contexts based on users’ past security
compliance behavior, which can inform the design of post-breach
risk communication. As such, to examine the process of blame attri-
bution after a data breach, we run a 2 (user type) x 2 (account type)
x 2 (usage scenario) between-group study on Amazon’s MTurk
platform. The vignette-based study scenario incorporates multiple
stakeholders who may share the responsibility for the data breach
(e.g., the negligent user (Bob), the software company holding the
data, and the attacker). From the analysis of 255 participant data,
we discover that adopters are more likely to hold the protagonist
of the story responsible due to his negligent behavior. In contrast,
non-adopters are more likely to hold the external entity, such as the
service provider, accountable for the account compromise, exhibit-
ing “defensive attribution” of blame. Results further indicate that
account types and usage scenarios affect how blame is distributed
among different entities. The implications of our findings for effec-
tive pre and post-breach risk communication are discussed in the

paper.
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1 INTRODUCTION

Equifax data breach is estimated to have compromised over 146.6
million consumer accounts [82], and exposed sensitive information
such as names, date of birth, social security numbers, credit card
information, and driver’s license numbers of approximately 209,000
consumers [34]. Surprisingly, Zou et al. found that, even though
participants knew and showed concerns about the breach, many
did not take any protective measures afterwards [82].

While a significant volume of prior research noted that gaps
in risk perceptions[14, 67], lack of self-efficacy [74, 81], and in-
consistent/erroneous mental models [3, 73, 76] may explain users’
noncompliant behavior, only a few looked into factors that may
explain users’ post-breach lack of action. Notably, the handful of
works that looked into users’ post-security breach behavior pri-
marily focused on the negative effects of security breach on users’
trust and possible trust repair strategies rather than how the breach
may affect users’ future security behavior [7, 9, 52, 68]. While trust
repair is essential following a security breach, it mainly focuses
on service providers’ interests and well-being (i.e., mechanisms to
regain trust and maintain the user base) and does not shed light on
users’ post-breach coping response behavior.

Although not widely explored in cybersecurity, prior efforts
in different domains looked into users’ coping response behavior
following negative incidents with varying degrees of harm (i.e.,
monetary loss to serious bodily injuries) and identified blame attri-
bution as a predictor of coping response behavior [17, 55, 56, 65].
As per the attribution theory, blame attribution refers to the hu-
man tendency to look for plausible explanations, especially after a
negative event [39, 77], and depends on the perception of causality
of the event. In this vein, prior efforts in psychology and healthcare
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have investigated and acknowledged the influence of factors such
as self-blame and self-responsibility on users’ decision-making pro-
cess [8, 17, 44, 45, 56, 66]. In addition, literature focusing on social
cognitive frameworks has confirmed the relationship between attri-
bution of self-blame and positive coping response behavior [17, 66]
and proactive behavior [44].

Given the recognition of blame attribution in behavior adoption
and positive coping response, we argue that it is crucial to study
and understand the process of blame attribution following security
breaches, which can inform the design of post-breach communica-
tion promoting future security measures (e.g., change of passwords,
enabling of two-factor authentication). Further, it is important to
investigate whether past security compliance behavior (i.e., user
type: adopters vs. non-adopters) affects post-breach blame attribu-
tion differently or not. If such differences exist among adopting
and non-adopting populations, post-breach communication must
account for that and tailor messaging accordingly. Motivated by
prior efforts on blame attribution and its influence on coping re-
sponse behavior, in this paper, we investigate how adopters and
non-adopters of a security measure (e.g., 2-FA) differ in attributing
blame to the entities who may share the responsibility of a data
breach.

In addition to past security compliance behavior, we also con-
sider account contexts, as prior efforts noted that the perceived
value of an object/account can influence users’ protective behavior.
For instance, prior work in screen locking showed that a higher
perceived valuation of data stored on the phone can motivate users
to adopt security features [5]. A similar result is reported in the
context of 2-FA, where high-income users were found to be more
likely to adopt 2-FA due to higher perceived financial risks due to
cyberattacks [58]. This is supported by loss aversion theory, which
suggests that people put more effort into avoiding losses than an
equivalent gain [48]. Based on these prior insights, we hypothesize
that contexts such as account type (i.e., personal vs. official), which
can affect the perceived value of the data stored in the account, may
play an essential role in blame attribution and incorporate in the
study as a variable.

Finally, we expected that an email account that is being used for
both business and personal purposes (i.e., account usage: combined)
in comparison to one that is being used for only intended purposes
(i-e., account usage: intended) could affect the process of blame
attribution. Specifically, using a personal account for both official
and personal purposes (or an official account for both official and
personal purposes) may be perceived as negligent behavior, which
can affect the blame attribution. Hence, we also included the account
usage factor in the study. These considerations lead us to look at
blame attribution across user groups and account/usage contexts
by asking the following research questions:

RQ1 (a) How do adopters and non-adopters of a security tool/feature

differ in attributing blame after a data breach? (b) What rea-
sonings are given to justify non-adopting behaviors that may
be used to deflect blame?

RQ2 How does account type (e.g., compromised account in
context) affect the attribution of blame after a data breach?
How does user type (adopters vs. no-adopters) impact the
effect of account type on blame attribution?
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RQ3 How does account usage scenario affect the delegation of
blame after an attack? Is there any interaction effect of user
type, account type, and account usage scenario on blame
attribution?

To investigate these research questions, we conducted a 2 (user
type: adopters vs. non-adopters) x 2 (account type: official vs. per-
sonal email) x 2 (usage scenario: intended vs. combined (both official
and personal)) between group study. We collected data from 255
participants across eight groups who were asked to attribute blame
towards a hypothetical character, Bob, who, despite being prompted,
did not adopt 2-FA for his email account and eventually got com-
promised by a data breach. Our investigation makes the following
key contributions:

e We uncover key differences between the adopting and non-
adopting population of 2-FA regarding the attribution of
blame in a data breach scenario and how blame attribution
is affected by account types and usage scenarios.

e Leveraging quantitative and qualitative data analysis, we doc-
ument possible reasonings behind the differences in blame
attribution across groups, which shed light on the defensive
attribution of blame.

e We discuss our results’ implications for pre and post-breach
cybersecurity risk communication.

2 RELATED WORK

2.1 Divergences in Security Behavior

A large volume of prior effort exists that looked at different theoret-
ical frameworks such as Protection Motivation Theory (PMT) [62],
Theory of Planned Behavior (TPB) [2], and Health Belief Model
(HBM) [21] to explain and alter users’ cybersecurity behavior in var-
ious contexts [4, 5, 20, 37, 50, 80]. Towards understanding users’ cy-
bersecurity behavior, researchers have identified substantial differ-
ences in mental models and adoption behavior among different pop-
ulations (e.g., expert vs. non-expert, adopters vs. non-adopters) [19,
42, 49, 72]. A number of efforts attempted to identify the factors
that may explain the divergences in security behavior among dif-
ferent populations. Among multiple factors, risk perception - a
subjective judgment made by users based on the severity of risks
- is identified as one of the critical factors in the literature that
can explain (to some extent) and lead towards changes in behav-
ior [6, 29, 35, 37, 41, 49, 59, 67]. Along this line, various research
investigated the effect of risk communication messages in altering
risk perceptions and ultimately adopting the target behavior. For
example, Albayram et al. designed a video incorporating fear ap-
peal in intervention messages and demonstrated the effectiveness
in screen locking behavior [5]. Harbach et al. and Das et al. also
reported similar results using the concept of risk alteration [23, 36],
underscoring the importance of considering risk perception in cy-
bersecurity behavior.

While these prior efforts identified factors that may explain the
divergence in behaviors, another group of work noted that adequate
understanding of risks and safe behavior does not always lead to
compliance [40, 83]. Further, no direct correlation is found between
participants’ technical background and their actions to control their
privacy [49], underscoring the nuanced context-sensitive nature of
security behavior and decision-making.
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2.2 Personal Responsibility and Attribution of
Blame

Attribution of blame refers to the human tendency to look for
plausible explanations, especially after a negative event [39, 77].
According to attribution theory, reaction (e.g., blame) after an (ad-
verse) event depends on the event’s perceived causality. It can be
influenced by four causal dimensions, namely, locus of causality (i.e.,
perception of whether the cause of the event is within the scope of
the entity or outside the scope of the entity), stability (i.e., percep-
tion of whether the cause of the event is stable or may change with
time), controllability (i.e., perception of whether the cause of the
event was within the control of the entity or not), and intentionality
(i.e., perception of whether the cause of the event was intentional
by the entity or not) [38].

An interesting observation related to attribution of blame and
responsibility was pointed out by Shaver, who noted that attribu-
tion of responsibility and blame depends on observers’ perception
of similarity with the offender responsible for the adverse incident,
which he termed as Defensive Attribution [65]. According to the
defensive attribution theory, when the similarity between the ob-
server and the offender is high, the observer tends to attribute lower
blame to the offender and show higher leniency in judgment. When
the similarity is perceived as low, the observer will likely blame the
offender more. When an observer perceives themselves to have a
similar personality to an offender, in that case, the defensive attri-
bution is evoked as the perceived similarity emphasizes a chance
of putting themselves in a similar situation as the offender [64, 65].
In such a situation, the observer tends to feel that the circumstance
was unfortunate, attributing lower blame to the offender. Shaver
further noted that personal similarities like age could also evoke de-
fensive attribution. Other factors, such as ethnic and sociocultural
similarities between the observer and offender, were also shown to
evoke defensive attribution [26, 64, 69].

The attribution of blame and its effect on subsequent behavior is
also studied in the context of organizational settings. In organiza-
tional contexts, blame attribution is viewed from the perspective of
employees’ psychological contract breach (PCB) [1, 22]. Here, PCB
refers to the cognitive perception of digression from the organiza-
tion’s promises (formally or informally) to its employees [55]. As a
result of such digression, employees feel betrayed, which further af-
fects their attitude and performance towards the organization [55].

We argue that blame attribution is relevant to cybersecurity be-
havior where users are likely to have certain expectations (e.g.,
quality of service, security) from service providers and may feel be-
trayed when the service gets compromised. Such adverse incidents
will likely cause users to delegate blame among the responsible
parties following a negative event [79]. To shed light on how end-
users feel about who should be accountable for user security, a
survey of over 9000 participants indicated that consumers mostly
disagree that end-users should be responsible for protecting their
data [71]. Gemalto’s report echoed these findings where 70% partic-
ipants felt that the responsibility of securing end-users lies with the
organizations and service providers [32]. Peck et al.s work further
supported the results where participants mostly held the service
providers responsible for a hypothetical data breach scenario [57].
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While prior efforts pointed out users’ tendency to blame the
service providers, they did not examine whether such delegation of
blame is affected based on users’ past compliance behavior. Further,
as several factors and entities can contribute to an unintended
occurrence, blaming a single party in a complex, interrelated system
can be challenging and requires careful investigation to understand
the process of blame attribution [24, 25].

3 METHODOLOGY

Our study had three independent variables, each with two levels.
Our first independent variable, “user type,” includes adopters and
non-adopters of 2-factor authentication (2-FA). In the study, we
defined adopters as those using 2-FA for at least one of their email
accounts. As part of our prescreening questionnaire, we asked
participants - “Do you currently use two-factor authentication (a.k.a.
2-FA or two-step verification) for any of your email accounts (e.g.,
official, personal, or business email accounts, etc.)?” Participants
who responded “yes” to this question were assigned to one of the
adopter groups; otherwise, they were assigned to the non-adopter
groups.

The second independent variable, “account type” (i.e., official
vs. personal email account), indicates the type of email account
compromised in the hypothetical attack scenarios presented in the
vignettes.

Our third independent variable “usage scenario” includes two
levels: intended use - when Bob (i.e., the hypothetical character)
used his official email for official purposes or personal email for
personal purposes only, vs. combined use - when Bob used his email
for both official and personal purposes irrespective of the account
type. These led to 8 groups for the between-subject study (Table 1).

Our dependent variable for the study is the attribution of blame
among the stakeholders of the hypothetical breach incident pre-
sented in the vignettes. The blame attribution items are 7-point
Likert scale questions (Strongly disagree to Strongly agree) in the
format “Bob should blame stakeholder for reason”. The stakehold-
ers are the parties who could have played a role in preventing
the breach incident (i.e., Bob himself, the company/provider in the
context, the attacker, and the passive influencing entities such as
Bob’s friends/families, the government, and the 2-FA promotional
message).

3.1 Design of the Vignettes

For different levels of our independent variables, we had a set of
four vignettes that presented Bob’s scenarios before the attack (part
1) and another two vignettes for scenarios after the attack (part 2).
In part 1 of the vignettes, participants were introduced to Bob.
They were informed that he worked for a health insurance company
and had an official email account provided by his company. For
groups 1 and 2, Bob used his official email account for official
purposes only (intended use - Group 1A, 1B) or his official email
account for both official and personal purposes (combined use -
Group 2A, 2B). For groups 3 and 4, alongside official email, Bob
also had a personal email account of his own, which he used either
for personal purposes only (intended use - Group 3A, 3B) or both
official and personal purposes (combined use - Group 4A, 4B).
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Account Type Usage Scenario User Type Groups
Intended use (official purposes) Adopter 14
. . Non-Adopter 1B
Official Email Account
Both official and personal purposes Adopter 24
P purp Non-Adopter 2B
Adopter 3A
. Intended use (personal purposes) Non-Adopter B
Personal Email Account
Both official and personal purposes Adopter 1A
P PUtp Non-Adopter 4B

Table 1: Study groups.

The storylines for part 1 vignettes further showed that Bob
received a message promoting a feature called 2-FA from either his
company for his official email account (Group 1A, 1B, 2A, 2B) or
the personal email service provider for his personal email account
(Group 3A, 3B, 4A, 4B). In our case, the company or the personal
email service provider was the entity in the context that provided
the email service to Bob.

We did not use any specific name (e.g., Gmail) for the email
service provider to avoid personal bias towards any specific service
provider (either favorable or unfavorable). Part 1 of the storylines
ended by informing participants that Bob did not enable the 2-FA
feature upon receiving the 2-FA promotional email. Storylines are
attached in Appendix A.2.

We used Google’s official 2-FA promotional message during the
study and edited out any wordings or distinctive graphics that may
direct participants to identify the source. This design choice was
made based on prior work that noted that brand trust crucially
impacts users’ security and privacy-related behavior [53]. Using
the anonymized version of Google’s official 2-FA image allowed
us to show participants an industry-standard image containing
the elements that may promote behavior change (e.g., risk, self-
efficacy, fear appeal) while at the same time making it harder for
the participants to guess the true origin of the image to keep it
consistent with the concept of an unknown, generic entity. Original
and edited versions of the 2-FA promotion messages are attached
in Appendix A.6. Note that the current version of Google’s 2-FA
image has been updated since this study was performed. However,
as the goal of our study is not to test the effect of different message
framing on blame attribution, such changes made by Google (which
is expected and beyond our control) do not affect the findings of
our study.

To ensure that the manipulation was successful and participants
did not recognize the origin of the image, we asked participants two
questions after they saw the vignette part 1 - (a) “Have you ever
seen the particular image displayed in the storyline before?”, and
(b) “Where did you see this image?”. We removed participants who
answered “yes” to the first question, irrespective of their qualitative
response to the second question.

After participants viewed the image, part 2 of the vignettes in-
formed participants that attackers broke into either the company
email authentication server (groups 1 and 2) or the personal email
service provider’s authentication server (groups 3 and 4) and stole
login credentials of several thousand employees (groups 1 and
2)/users (groups 3 and 4) including Bob’s. Storylines for part 2
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further added that Bob was unaware of the attack. The following
day, attackers used Bob’s credentials to log into Bob’s official email
account (groups 1 and 2) or personal email account (groups 3 and
4). Part 2 of the storylines ended with informing participants that
attackers changed Bob’s email passwords, preventing him from
logging in to his account.

Two parts of the vignette were used to observe participants’
attitudes towards Bob under both pre and post-breach scenarios.
Specifically, after part 1 of the vignette (where participants were
informed that Bob received the 2-FA notification email and decided
not to enable it), we asked participants whether they thought Bob
did the right thing by not enabling 2-FA and why. We asked this
before participants watched part 2, where they were informed of
the attack. This allowed us to investigate participants’ reasonings
about both for and against Bob’s decision of not enabling 2-FA
without being biased by the consequence (i.e., security breach) of
Bob’s negligent action. Questions after Part 2 allowed us to investi-
gate their process of blame attribution. Without having a 2 stage
design, we would not be able to investigate participants’ reasonings
for/against insecure behavior without possible confounding effects
due to the security breach depicted in part 2.

3.2 Participant Recruitment

We recruited participants from Amazon’s Mechanical Turk (MTurk)
platform. We restricted participation in the study to those at least
18 years of age and currently living in the United States. Further-
more, to ensure data quality, we recruited participants who had
completed at least 1000 Human Intelligence Tasks (HIT) and had
a HIT approval rate of 95% based on recommendations from prior
works [70]. We restricted participants to those who use a Windows
personal computer to avoid possible confounding effects due to
different operating systems [13]. Further, we restricted to those
who use Gmail as one of the email account(s) for critical tasks (e.g.,
official business, online bill payment, etc.).

3.3 Attention and Manipulation Checks

To ensure data quality, we added four attention check questions (in
the form, ‘Please select “somewhat disagree” for this statement.’)
at random places throughout the survey. We only considered re-
sponses as valid that passed all four of these attention check ques-
tions. In addition, to ensure that participants read and understood
the storylines correctly, we asked multiple manipulation check
questions about the storyline after they were presented with the
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Assign eligible adopters

randomly to one of 1A, 2A,

3A, and 4A groups
Consent and : s

prescreening

Assign eligible non-
adopters randomly to one
of 1B, 2B, 3B, and 4B

groups

Post-breach Questionnaire
Blame-Attribution

End of .
survey Questionnaire

* Demographic Questionnaire
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Manipulation Check of
the edited 2-FA
Promotional message
shown in the vignette
part1

Vignette
Part 1

Pre-breach Questionnaire
Did Bob do the right

Vliil::tzte thing by not enabling
2-FA?
* Explain.

/

Figure 1: Study Procedure.

vignette. Participants needed to answer these questions correctly
before proceeding to the next part of the survey. They had the op-
portunity to go back and reread the storylines to be able to answer
all of the questions correctly.

3.4 Survey Flow

After giving consent, participants answered a prescreening ques-
tionnaire. Based on their responses, eligible participants were as-
signed to one of the eight groups and were redirected to part 1 of
the storyline for their assigned group. Participants then answered
the questionnaire about the storyline, the 2-FA image, and other
Likert scale items based on the storyline. Then, participants were
shown part 2 of the vignette. After answering the second set of
attention check questions related to the part 2 storyline, partic-
ipants answered items related to blame attribution and the de-
mographic questionnaire. The survey took about 30 minutes to
complete (M = 32.87,5D = 18.58), and eligible participants were
compensated $3 for completing the survey. The survey was hosted
on the university’s Qualtrics server and was approved by the univer-
sity Institutional Review Board (IRB). The survey flow is presented
in Figure 1.

3.5 Survey Data Analysis

We recorded a total of 399 responses for the main survey. Out of
the 399 responses, 114 (28.57%) participants said they had seen the
2-FA promotional image before. In addition, 29 (7.3%) participants
failed at least one of our survey’s four attention check questions.
We removed these responses from the data. One additional response
was removed due to suspicion of close duplication. These lead us
to our final data set of 255 valid responses.

After data cleaning, we tested the assumption of homogeneity
by running Levene’s test. Data transformation was performed (e.g.,
Normality transformations) if ANOVA assumptions were violated,
and we reported results accordingly. We used a p-value < .05 to
indicate statistical significance. Bonferroni corrections were per-
formed for any post hoc comparisons as needed. We reported partial
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Eta-squared (7112,) for reporting effect size. Data were analyzed using
SPSS.

For the qualitative data analysis, we used a bottom-up coding
approach [54] to code the responses to the open-ended question.
Initially, two researchers, r; and r, coded each statement indepen-
dently by reading through all the comments. Then, both coders
met and decided on the final codebook in the presence of a third
researcher, r3, who worked as a moderator and helped resolve the
conflicts. Once the final codebook was generated, coders updated
their version of the codebooks independently. Inter-rater reliabil-
ity (IRR) for each question was calculated using Cohen’s Kappa,
which ranged from 0.7 to 0.97, indicating “substantial” or “excellent”
agreement between the coders [51].

4 RESULTS

Among the 255 valid responses, there were 140 males (54.9%), 112 fe-
males (43.9%), one other, and 2 participants who chose not to answer.
Participants’ age ranged from 19 to 80 years (M = 38.89, SD = 11.17).
Please refer to table 3 in the Appendix for a group-wise demographic
breakdown of our participants.

A Kruskal-Wallis test found significant differences between the
groups in terms of age (H(7) = 19.849, p = .006). Further post hoc
test with Bonferroni correction showed significant differences be-
tween the groups 1A (M = 35.15,5D = 9.5) and 4B (M = 43.75,SD =
11.23). We ran Mann-Whitney tests for each independent vari-
able and found a significant difference between user type and age
(U = 5725, p < .001). No differences were found for account type
(U = 7564, p = .392) and usage scenario (U = 7637, p = .467). From
these analyses, we concluded that there were significant differ-
ences between adopters (M = 36.23, SD = 10.25) and non-adopters
(M = 41.6,SD = 11.45) in terms of age.

A Chi-squared test revealed no significant differences between
groups for gender (y?(21) = 23.453, p = .32). A Kruskal-Wallis test
reported no significant differences between groups in terms of the
level of education (H(7) = 10.201,p = .177). We concluded that
the groups are demographically comparable, except adopters were
significantly younger than non-adopters, which is consistent with
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Blame Attribution Statement

Observed Difference

to learn more.

(Bob) Blaming himself for not taking the time

Adopters attributed more blame than non-adopters towards Bob irre-
spective of account type and usage.

Blaming Bob (Bob) Blaming himself for not being more care- | Adopters attributed more blame than non-adopters towards Bob when
ful. Bob used his email for intended purposes.
Blaming the company for failing to communi- | Non-adopter attributed more blame than adopters towards the com-
cate risk. pany when Bob used his email for both official and personal purposes.
Blaming the service provider for failing to com- | Non-adopters attributed more blame than adopters towards the service
Blaming the Entity municate risk. provider irrespective of account type and usage.

with security vulnerabilities.

Blaming the company for providing service

Non-adopters attributed more blame than adopters towards the com-
pany when Bob used his email for both official and personal purposes.

vice with security vulnerabilities.

Blaming the service provider for providing ser-

Non-adopters attributed more blame than adopters towards the ser-
vice provider when Bob used his email for both official and personal
purposes.

Blaming the
Promotional Message

purpose of two-step verification (2-FA).

Advertisement message promoting 2-FA
should have been clearer in explaining the

Non-adopters agreed more than adopters when Bob used his email for
both official and personal purposes.

Table 2: Key differences displayed by adopters and non-adopters at attributing blame towards different entities.

prior findings that noted that older adults are less likely to secure
their device compared to younger adults [16].

To improve the paper’s readability, we present a summary of the
key differences between adopters and non-adopters in their blame
attribution in Table 2, which we discuss in the following sections.

4.1 Users’ Attribution of Blame towards
Different Stakeholders

We asked participants to rate several statements related to their
distribution of blame. The statements related to blame attribution
were curated keeping in mind the different stakeholders associated
with an attack and what possible reasons may be considered while
blaming the stakeholders. We present our findings below.

4.1.1  Blaming the Attacker. When asked whether Bob should blame
the attacker for the compromise, 78.1% (100/128) adopters and 74.8%
(95/127) non-adopters somewhat to strongly agreed with the state-
ment. ANOVA results showed no significant difference between
the ratings given by the adopters (M = 4.9,SD = 1.3) and non-
adopters (M = 5.0,SD = 1.2). However, we noticed a significant
interaction effect between user and account type. Among the non-
adopters, participants rated significantly lower when Bob’s offi-
cial email got compromised (M = 4.8,SD = 1.3), compared to
when Bob’s personal email got compromised (M = 5.2,SD = 1.2)
(F(1,247) = 4.126,p = .035, 1712, =.016). No such difference between
official (M = 4.88,SD = 1.2) vs. personal (M = 4.96,SD = 1.4) email
was apparent among the adopters.

4.1.2  Blaming Bob. We asked participants whether Bob should
blame himself for not taking the responsibility to enable 2-FA for
his email account. Among the adopters, 80.5% (103/128) somewhat
to strongly agreed with the statement, with 58.6% agreeing strongly
and 21.9% agreeing somewhat. Among the non-adopters, 78.7%
(100/127) somewhat to strongly agreed, including 44.1% agreed
strongly and 34.6% somewhat agreed. However, the ANOVA test
showed no significant difference between adopters (M = 5.2, SD =
1.2) and non-adopters (M = 5.06,SD = 1.2).
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Next, participants were asked to rate the statement, “Bob should
blame himself for not taking the time to learn more about two-step
verification (2-FA).” Participants mostly agreed with the statement
indicating strong blame attribution towards Bob. 84.4% (108/128)
of the adopters responded with somewhat or strong agreement
compared to 72.4% (92/127) of the non-adopters. Unlike the first
statement, ANOVA tests indicated a significant difference between
adopters (M = 5.3,SD = 1.1) and non-adopters (M = 4.9,5D =
1.3) (F(1,247) = 5.7,p = .018, 1712, = .023). We also noticed an
interaction effect between usage scenario and user type. When Bob
used his compromised email for both official and personal purposes,
adopters (M = 5.32,SD = 1.1) blamed Bob more than non-adopters
(M = 4.9,SD = 1.3). Although, the effect was marginally significant
(F(1,247) = 3.839, p = 051,75 = .015).

Lastly, in response to whether Bob should blame himself for
not being more careful about the data present in his email, 83.6%
(107/128) of the adopters and 72.4% (92/127) of the non-adopters
agreed somewhat or strongly. This difference between adopters
(M = 5.374,SD = 1.0) and non-adopters (M = 4.938,SD = 1.2)
was significant (F(1,247) = 9.9,p = .002, 17}2, = .038). Similar to
the second statement, we noticed a significant interaction effect
between usage scenario and user type. Adopters (M = 5.35,SD =
1.0) seemed to blame Bob significantly more than non-adopters
(M = 4.81,5SD = 1.2) when Bob used his email for intended use only
(F(1,247) = 7.6, p = .006, r;f, =.030).

Graphs showing the differences between adopters and non-
adopters in blaming Bob across the account and usage scenarios
are presented in Appendix A.7.

In short, the above results indicate that adopters were likely to
blame Bob more than non-adopters, specifically for not taking the
time to learn more or for not being careful about the data in his
email account. Thus, compared to the non-adopting population of
our sample, adopters were more inclined to hold Bob responsible
for his negligent behavior of not enabling 2-FA, which they believed
led to the data breach (Finding 1).
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4.1.3  Blaming the Entity. Interestingly, the direction of blame was
reversed for the service provider or the company compared to
Bob himself. 14.8% (19/128) of adopters and 22.8% (29/127) of non-
adopters responded with somewhat or strong agreement when
asked to attribute blame to the service provider for failing to com-
municate the risk adequately. ANOVA results indicated a significant
main effect of user type. Non-adopters (M = 3.2,SD = 1.4) dele-
gated the blame at a significantly higher rate than adopters (M =
2.8,SD = 1.3) towards the service provider regardless of account
type and usage scenarios (F(1,247) = 5.3, p = .022, 1712, =.021).

We also noticed differences across groups when asked partici-
pants whether Bob should blame the email service provider (per-
sonal email groups) for providing the service with security vulnera-
bilities. Among the participants, 21.1% (27/128) adopters rated some-
what or strongly agree compared to 32.3% (41/127) non-adopter
participants. In addition, ANOVA results showed an interaction ef-
fect between account type and user type. For example, non-adopters
(M = 3.81,SD = 1.5) blamed the service provider significantly more
than adopters (M = 3.2,SD = 1.4) when Bob’s personal email got
compromised (F(1,247) = 5.95, p = .015, 17?, =.024).

Another interaction effect between usage scenario and user type
was also noticed. In particular, when Bob used his email for both
official and personal purposes, adopters (M = 2.7,SD = 1.3) del-
egated less blame than non-adopters (M = 3.6,SD = 1.4). The
difference was significant (F(1,247) = 12.27,p = .001, r]f, =.047),
suggesting that when Bob was using his email for multiple purposes,
non-adopters blamed the service provider more for supposedly pro-
viding the service with security vulnerabilities.

Non-adopters also blamed the service provider more when Bob’s
personal email (M = 3.81,SD = 1.5) got compromised compared to
when Bob’s official email (M = 3.27,SD = 1.4) got compromised
(F(1,247) = 4.6,p = .032, ,]12) = .018). Adopters did not show such
distinction in blaming the service provider based on the account
Bob was using. However, adopters did show significant differences
in blaming the service provider for different usage scenarios. When
Bob used his email for both official and personal purposes and got
compromised, adopters attributed less blame (M = 2.7,SD = 1.3)
to the provider compared to the case when Bob used his email for
the intended purpose only (M = 3.4,SD = 1.5) (F(1,247) = 7.6,p =
006,13 = .03).

Similarly, when asked whether Bob should blame the company
(official email groups) for failing to communicate the risks ade-
quately, 28.1% (36/128) adopters and 32.3% (41/127) non-adopters
somewhat to strongly agreed with the statement. For the groups
where Bob’s official email got compromised, we noticed an interac-
tion effect between usage scenario and user type. When Bob used
his official email for both official and personal purposes and even-
tually got compromised, non-adopters (M = 4.29, SD = 1.2) blamed
the company significantly more than adopters (M = 3.4,SD = 1.5)
(F(1,124) = 5.4, p = .022, 1712, =.042).

When inquired about blaming his company (official email groups)
for providing services with security vulnerabilities, 37% (47/127)
non-adopters and 31.3% (40/128) adopters agreed somewhat to
strongly. Again, an interaction effect was noticed between the us-
age scenario and user type. Similar to the above statement, when
Bob used his email for both official and personal purposes and
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eventually got compromised, non-adopters (M = 3.8,SD = 1.4)
significantly blamed the company for providing service with secu-
rity vulnerabilities than adopters (M = 3.1,SD = 1.4) (F(1,247) =
14.7,p = .01, 7} = .027).

Graphs showing the differences between adopters and non-
adopters in blaming the company or the service provider across dif-
ferent account and usage scenarios are presented in Appendix A.8.

To summarize, our results showed that the adopters tended to
blame the service provider or the company less than non-adopters.
However, they blamed Bob more for his negligence than the non-
adopters, hinting at the effect of “defensive attribution” [65] of
blame in case of non-adopters (i.e., the tendency to blame external
entities for an unintended incident) (Finding 2).

4.1.4  Attribution of Blame towards the Promotional Message. To
understand participants’ perception of the effectiveness of the pro-
motional message (edited version of Google’s official message), we
asked participants whether the advertisement message promoting 2-
FA should have been clearer in explaining the two-step verification
(2-FA). Interestingly, 24.2% (31/128) adopters showed agreement
compared to 29.1% (37/127) non-adopters, indicating that more non-
adopters felt that the message was not clear enough in explaining
what 2-FA is, which is also supported by the ANOVA results. We
noticed a significant interaction effect between usage scenario and
user type. When Bob used his email for both official and personal
purposes, non-adopters (M = 3.64, SD = 1.3) agreed significantly
more than the adopters (M = 3.16,SD = 1.3) about the message
being less clear (F(1,247) = 4.25,p = .04, 75 = .017).

Alternatively, participants rated the message as less clear when
Bob used his official email for only official purposes (intended use)
(M = 3.82,SD = 1.4) compared to when he used his personal
email for only personal purposes (M = 3.13,SD = 1.2) (F(1, 247) =
9.2,p =.003, 17;, =.036). The finding suggests that, when Bob used
his personal email for personal purposes only, participants did not
blame the message as much as when Bob used his official email for
official purposes only.

Overall, non-adopters were more likely to rate the message as
less effective, and felt that the message failed to explain 2-FA com-
prehensively. This further underscores the tendency to blame ex-
ternal factors among the non-adopters (Finding 3).

4.1.5 Attribution of Blame to Secondary Parties. Although not di-
rectly responsible for the attack, blame can be attributed to parties
that may indirectly influence the negligent behavior displayed by
users (e.g., Bob). We explored whether participants attribute any
blame toward three of such parties - Bob’s friends, colleagues, and
the government. Participants did not blame them much for the
attack. For example, when asked whether Bob should blame his
friends for not informing him about 2-FA, 11% (28/255) of partici-
pants somewhat or strongly agreed. Similarly, when participants
were told to attribute blame to Bob’s colleagues for the same reason,
only 10.2% (26/255) of participants agreed. When asked whether
Bob should blame the government for not raising public awareness
regarding the importance of 2-FA, 11% (28/255) participants indi-
cated agreement. No significant differences were found among the
groups.



EuroUSEC 2023, October 16-17, 2023, Copenhagen, Denmark

4.2 Justification for Non-adopting Behavior and
Defensive Attribution of Blame

To better understand the reasonings behind the attribution of blame,
we asked participants about different aspects of the attack, such as
whether the attack was realistic to happen, whether not enabling 2-
FA was the right decision made by Bob, and whether enabling 2-FA
would have prevented the attack or not. Our findings are presented
below.

4.2.1 How likely is the attack mentioned in the vignettes? After part
2 of the vignette, participants were asked whether launching an at-
tack similar to the one presented in the story was possible. Towards
that, 92.2% (118/128) of the adopters responded yes to the question
compared to 81.1% (103/127) of the non-adopters. A Chi-squared
test indicated significant differences between adopters and non-
adopters (y2(2) = 7.386, p = .025). However, further investigation
showed no significant differences between official or personal email
groups (y%(2) = 2.304, p = .316) and intended vs. combined usage
groups (y?(2) = 0.005, p = .997).

When asked about the likelihood of someone experiencing an
attack of a similar nature, 73% (94/128) adopters rated somewhat
to extremely likely, compared to 65% non-adopters. However, a
Chi-squared test showed no significant differences between the
two groups (y2(1) = 1.962,p = .161). Furthermore, no signifi-
cant differences between the groups were noticed for account type
(x?(1) = 0.098, p = .754) or usage scenario (y?(2) = .176,p = .675).

Low perception regarding the possibility of launching a similar
attack may cause non-adopters to view the attack as just “bad luck”,
making them feel that Bob was less responsible for the breach,
thereby prompting them to delegate blame towards the externals.
Hence, the findings indicate a gap in perception regarding the tech-
nical feasibility of the attack between adopters and non-adopters,
whereas there is no significant gap in the likelihood of the attack
(Finding 4).

4.2.2 Did Bob do the right thing by not enabling 2-FA?. We asked
participants to rate the statement “Bob did the right thing by not
enabling two-step verification (2-FA)”. Overall, 70.2%(179/255) par-
ticipants either strongly or somewhat disagreed with the statement,
suggesting that the majority thought Bob did not do the right thing
by completely ignoring the message. We found a significant main
effect of user type for this statement. ANOVA results showed sig-
nificant differences between adopters (M = 1.837,SD = 1.2) and
non-adopters (M = 2.3,SD = 1.1), indicating that adopters signifi-
cantly disagreed more with the statement than non-adopters irre-
spective of account type and usage scenario (F(1,247) = 10.3,p =
.002, n;‘; = .04). Hence, adopters disagreed significantly more with
Bob’s decision not to enable 2-FA than non-adopters (Finding 5).

In addition to the quantitative results, we asked participants to
mention their reasons for agreeing or disagreeing with whether Bob
did the right thing by not enabling 2-FA. Table 4 in the Appendix
shows the codes for this statement reflecting the reasoning behind
both agreement and disagreement. We discuss the findings below.
Note that the comments presented in the paper are fixed for typos
without altering the meaning.

To explain why Bob should have enabled 2-FA, 46% (117/255) of
the participants indicated the benefits of 2-FA. Among them, 57%
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(73/128) adopters and 35% (44/127) non-adopters mentioned how
2-FA could be beneficial for accounts. Participants mainly indicated
the security benefits of the tool, with phrases like extra security or
added layer of security. Some participants, primarily adopters (83%,
5/6), went further and stated that enabling 2-FA can give peace of
mind.

27% (69/255) participants pointed out the sensitive nature of the
data and/or Bob’s obligation towards the company as important
reasons for disagreeing with his decision. 75% (52/69) of these com-
ments are from the official email group participants.

“Bob was wrong to not enable 2-FA for his office email
account because the emails usually contain many sensi-
tive customer data. Once the email password was stolen
by bad guys, the customer data would be compromised.”
(GR 1B)

Comments also went in the other direction and attempted to
explain the reasoning behind Bob’s decision not to enable 2-FA. For
example, the inconvenience of using 2-FA was mentioned by 7%
(18/255) of participants. 76% (13/17) of those comments came from
the personal email group participants.

“You might need to get into your email and not have
your phone or maybe you forget your password and
don’t want to take the extra steps to wait for a text and
change your password.” (GR 3A)
6% (16/255) participants argued about how it should be Bob’s
personal choice to enable the feature for his account, especially
when it was his personal account (81%, 13/16).

“It is his own choice and I applaud anyone for making
decisions about their personal space.” (GR 4A)

4.2.3 Do Users Believe in 2-FA?. Regarding the efficacy of 2-FA,
participants were asked whether enabling 2-FA would have pre-
vented the attack mentioned in the vignette. Results showed that
54.7% (70/128) adopters and 48% (61/127) non-adopters expressed
strong or somewhat disagreement with the statement “Enabling
two-step verification (2-FA) would not have prevented the attack.”
However, ANOVA showed no significant differences among the
groups.

Note that the term attack could refer to one of the two com-
promises mentioned in the story, namely, (a) compromise of the
authentication server and (b) compromise of Bob’s email account,
which is reflected in the following comment.

“... I believe that the attack itself would not have been
prevented (leak of passwords) but the repercussions of
the attack (accessed accounts, changed passwords) could
have been prevented with 2-FA.” (GR 1A)

To account for this dual interpretation, we excluded comments
that were unclear about the compromise, which led us to drop 15%
of the comments while coding. These comments were coded as
“vague/unable to code”(Table 5 in the Appendix). Nonetheless, this
item led many participants to explicitly think of and discuss the two
different compromises, which we found valuable for understanding
users’ perception of the underlying 2-FA mechanism.

Qualitative coding and analysis showed that adopters and non-
adopters did not significantly differ in explaining how 2-FA would
have been effective for protecting Bob’s email account. Overall,
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61% (78/128) comments from the adopters and 51% (65/127) com-
ments from the non-adopters indicated this fact. Adopters and
non-adopters were surprisingly close in understanding how an ad-
ditional step would have been required for the attackers to break in
if Bob had enabled 2-FA for his email. 27% (35/128) comments from
the adopters and 21% (27/127) comments from the non-adopters
across the groups had explicitly mentioned the requirement of an
extra step via a secondary device (e.g., a cellphone), suggesting a
clear understanding of how the 2-FA mechanism works, as reflected
in the following comment from a non-adopter participant.

‘It would have likely prevented it as having a phone
or trusted device would usually be needed in order to
verify the account and the hacker wouldn’t have had
one.” (GR 4B)

Moreover, adopters and non-adopters were surprisingly similar
in pointing out how the server attack would not have been pre-
vented even if Bob had enabled 2-FA. For example, 13% (17/128)
comments from the adopters and 9% (11/127) comments from the
non-adopters across the groups mentioned this fact explicitly, as
shown in the following non-adopter comment.

“The attack itself wouldn’t have been prevented by 2-
FA, I don’t think, because they attacked a database or
something and got lots of login credentials....” (GR 1B)
Interestingly, adopters were closely in line with non-adopters in
showing skepticism about the effectiveness of 2-FA. Overall, about
30% (73/255) of the participant comments indicated such skepticism,
distributed by 27% (34/128) adopter comments and 31% (39/127)
non-adopter comments. Displayed skepticism was not always at-
tributed to a poor understanding of 2-FA; instead, it was quite the
opposite. Even participants who understood what 2-FA is and how
the underlying mechanism works showed skepticism about the
effectiveness of 2-FA.

“It would be very difficult for the attackers to have access
to the cell phone or device used for the second verifica-
tion. They likely would not be able to access his email.
However, they broke into the server, so I don’t know
enough about IT to know if they possibly could have
accessed it anyway.” (GR 3B)
A theme of “2-FA makes it harder but may not stop”was prominent
across participants’ comments. Overestimating the ability of the
attackers was a prominent reason for skepticism, as displayed in

the following comment from an adopter.
“I think enabling the two-step verification would have

made it harder for the hacker to steal his login cre-
dentials. But at the same time, if the hacker is really
advanced they might be able to bypass any type of
verification system.” (GR 1A)

Overall, the analysis identified two key observations. First, non-
adopters had a similar mental model as adopters in understanding
what 2-FA is, how the feature works, and how it increases security,
even though they chose not to adopt it. This observation is in
line with what Herley argued, namely, end-users understand risks
correctly and make a conscious decision to follow or not follow a
security practice/recommendation [40]. Second, even though most
participants agreed that 2-FA increases the security of the account
and makes it harder for the attackers to break, about one-third of
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the participants in both groups were erroneously hesitant to declare
that enabling 2-FA would have kept Bob secure, which shows a low
perceived response efficacy of 2-FA in the mental models of both
adopters and non-adopters (Finding 6).

5 DISCUSSION

Our study showed that the adopters and non-adopters are, in fact,
fundamentally different in the way they attribute blame after a data
breach. The implications of our findings are presented below. A
summary of the key implications for the pre-breach and post-breach
communication is presented in Table 6 in the Appendix.

5.1 Implications for Pre and Post-Security
Breach Risk Communication

In our study, adopters indicate a tendency of “self-blame” com-
pared to the tendency of “other-blame” among the non-adopters.
However, it is not clear what causes this difference. One possibility
is that these two groups of users (i.e., adopters vs. non-adopters)
are fundamentally different in personality traits and perception
of self-responsibility, and these divergences in personality lead to
differences in behavior. On the other hand, some may argue that be-
havior change comes first, which subsequently leads to differences
in perceptions regarding personal responsibility. This argument
can be supported using the theory of cognitive dissonance, which
suggests that once users adopt a behavior (either voluntarily or
due to a requirement), users’ reasoning behind the behavior aligns
with their behavior to minimize cognitive discomfort [30]. Irrespec-
tive of what drives the sense of self-responsibility and causes this
difference, attribution of self-blame is considered a spontaneous
affective and cognitive self-evaluative reaction [8]. Importantly,
social cognitive frameworks showed evidence that attribution of
self-blame successfully predicts positive coping response behavior,
whereas blaming others predicts poor coping response [17, 56, 66].
Further, work in psychology and healthcare showed that attribut-
ing blame to oneself creates a belief of self-responsibility, which
leads to proactive behavior targeting improvement [44, 56]. Thus,
the tendency of “self-blame” among the adopters indicates that
they are more likely to exhibit positive coping response behavior
and follow the recommended actions after a security breach (e.g.,
enabling credit monitoring, changing password) compared to the
non-adopting population who tend to delegate blame to others.
On the other hand, non-adopting participants in our study were
more likely to hold the external entities responsible. Our results
align with prior efforts showing that personal similarity with the
stimulus actor can induce defensive attribution [64, 65]. Hence,
it is likely that, due to the perception of similarity to Bob (non-
adopter of 2-FA), this participant group indicated more lenience
towards Bob and (defensively) blamed him less. Prior work noted
the negative impact of defensive attribution, such as avoidance
of responsibility, overreliance on external factors, and negative
coping response [12, 18, 33]. Thus, following a data breach, the
non-adopting population is less likely to change their behavior to
protect themselves by adopting security measures. A similar ob-
servation was reported in Zou et al.s work after the Equifax data
breach, where, despite being concerned, most participants did not
take any post-breach measure [82]. Furthermore, with the belief
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that service providers are responsible for security, a data breach in-
cident is likely to cause feelings of breach of trust substantially more
among the non-adopting group, requiring companies to take part in
extensive trust repair effort following a breach incident [9, 52]. On
the other hand, adopters are less likely to experience psychological
trust violations following a data breach incident. Thus, post-breach
communication strategies should be careful about incorporating
the aspect of self-responsibility to calibrate the cognitive and affec-
tive processes that can influence the decision of the non-adopting
population. If not done right, promoting personal responsibility
after a data breach may be perceived as an attempt to shift blame
to users and can trigger further resistance to change.

Our research also has implications for pre-breach risk communi-
cation. Specifically, as we noticed that non-technical participants
are more likely to shift responsibility after a breach, pre-breach
messaging should underscore the importance of shared respon-
sibility that can change the perception of self-responsibility and
promote concerted team effort where both parties acknowledge
shared responsibilities and act responsibly.

5.2 Mindful Consideration of Context

Security tools/behavior promotional messages are currently de-
signed with a “one-size-fits-all” mindset, meaning the same message
is delivered to millions of users without considering the context.
However, based on our findings, usage contexts influence users’
perceived effectiveness of the promotional message, which can in-
fluence their decisions. For instance, participants seemed to assign
more responsibility to the end-user (e.g., Bob) when the official
email was in context. However, this observation also indicates a
misconception of low perceived data value regarding personal ac-
counts, which is noted in prior work as well [28]. As low perceived
data value can potentially dampen the importance of protecting
the account, communication of data value is essential. Interest-
ingly, although the same promotional message was used across
all the groups, the comprehensibility ratings differed based on the
account and usage contexts, which can indicate non-adopting users’
tendency to shift blame to external factors, especially when the
consequence is high. Again, this is consistent with the findings of
Shaver et al. [65], where non-technical participants were found
defensively shifting their attribution of responsibility to others.
These findings suggest the importance of considering contexts
while designing promotional messages for communicating risks in
pre and post-breach scenarios. Specifically, users are more likely to
pay closer attention to security recommendations when they feel
the need to protect their accounts. This is likely to happen if the
communications raise awareness regarding perceived data values
and the cost of compromise. As such, context-sensitive promotional
messages for promoting security tools/behavior that consider users’
specific usage patterns have a higher chance of success. Towards
that, one possibility is for companies and service providers to take
approaches similar to Ad personalization for delivering personal-
ized promotional messages for security tools based on usage data.

5.3 Misunderstanding Surrounding the
Response Efficacy of Security Tools

A surprising finding in our study was the degree of skepticism
among both groups regarding the efficacy of 2-FA in preventing
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similar attacks. In particular, participants believed that, even though
2-FA increases the security of the accounts and makes it harder
for the attackers to breach successfully, it is not fail-proof. How-
ever, it is not evident whether the skepticism comes from their
poor evaluation of 2-FA or the overestimation of the ability of the
attackers to break down almost anything. Overestimation of attack-
ers’ ability, which most likely comes from their misconceptions
around security and/or media portrayal [31], has been shown in
prior efforts [35, 75].

Unfortunately, in pre-security breach communication, if this
skepticism is not addressed, this can lead to a sense of “hopeless-
ness” and play a role in their non-compliant behavior. This can play
an even more prominent role in post-breach communication, as
users are likely to feel betrayed by the breach and ignore further
security advice due to a lack of perceived response efficacy, which
is noted as an important antecedent of behavior change in a num-
ber of theoretical frameworks (e.g., Protection Motivation Theory
(PMT)). As such, in addition to explaining the benefit, it is crucial to
explicitly communicate under what circumstances a recommended
security feature will not work and what the responsibilities are on
the users’ end for the feature to work securely. Notably, given that
non-technical participants mostly hold the service provider respon-
sible, after a security breach, any communication should explain
why the existing security features failed to prevent the attack and
how the recommended action will minimize the risk in the future.

5.4 Addressing Low Perceived Vulnerability

Although numerous cyberattacks have been publicized in the media
in recent times [10, 15, 43, 46, 61], however, non-adopters found
the attack to be less likely to happen in real life compared to the
adopters, indicating a low perceived vulnerability related to cyber-
attacks. This finding can be explained by “optimistic bias” [78] and
is in line with prior efforts that demonstrated similar phenomena
in other contexts such as screen locking behavior [5] and under-
estimating the value of data, which can contribute to a lack of
concern [3, 60, 82]. This finding underscores the importance of
information campaigns targeting users’ low perceived vulnerability
and incorporating such messaging while promoting cybersecurity
tools/behavior, both in the context of pre and post-breach commu-
nication.

5.5 Limitations of the Study

Our study identifies important differences between adopting and
non-adopting populations regarding attribution of blame. However,
our findings should be interpreted with the following limitations
in mind.

First, we restricted our participants to the adult population who
currently live in the United States and have the technical ability to
use MTurk, which may not be a representative population of the
United States. Further, the blame attribution observed in the context
of 2-FA could be different compared to other security tools usage
scenarios (e.g., antivirus software, password managers), which is
essential to understanding our findings’ generalizability.

Second, we used Bob as the protagonist instead of asking par-
ticipants to imagine themselves in place of Bob. It was done to
avoid possible “self-serving bias” [11] that can nudge participants
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to blame others for deflecting blame. Further, we did not ask partic-
ipants whether they felt similar to Bob to avoid triggering social
desirability bias [27], which would have defeated the purpose of
using vignettes in the first place. The study aimed to investigate
blame attribution from a neutral perspective, which can facilitate
further investigation and design of persuasive messages taking
blame attribution factors into account. Interestingly, participants’
responses in our study suggested that, even though people tend
to blame others, they know, at least to a certain degree, that they
are responsible for their actions. Further studies are required to
explore and compare blame attribution in real life vs. hypothetical
scenarios in the context of a security breach.

Third, as our exploratory study aimed to investigate divergences
in blame attribution based on past compliance behavior, we did
not explicitly control for age or other demographic variables. The
observed age difference between adopters and non-adopters is con-
sistent with prior findings that noted that older adults are less likely
to secure their devices compared to younger adults [16]. Nonethe-
less, age (and other demographic factors) could be associated with
certain aspects of blame attribution. As such, based on our findings,
future efforts can design studies considering age as an independent
variable and look into divergences in blame attribution across dif-
ferent age groups. Our results should be interpreted keeping the
observed group differences in terms of the demographic factor (i.e.,
age) in mind.

Finally, in a vignette-based study like ours, certain attribution bi-

ases (e.g., fundamental attribution error [63], actor-observer bias [47])

can occur and influence participants’ responses. However, we chose
a vignette-based study as it offers several advantages over a direct
question-based study, such as offering greater realism, allowing
delivery of standard stimuli to all respondents (which enhances
internal validity), and reducing social desirability bias [27]. To min-
imize any potential bias, in our case, the vignette wordings were
the same for both the adopting participants and the non-adopting
participants except for the account types and usage scenarios as
necessary, thereby ensuring that the differences observed across
the groups were due to the treatments used in the study.

6 CONCLUSION

In this work, we explore how participants distribute blame toward
different parties that may be held responsible for a data breach.
Findings indicate that adopters of a tool are more likely to hold the
end-users responsible for their negligent behavior even when they
are the victims. On the other hand, non-adopters show defensive
attribution of blaming and hold the service providers more respon-
sible. Our findings confirm the gap in responsibility perception
between the two groups. This gap in perception provides support
in favor of promoting personal responsibility as a viable compo-
nent in risk communication messages while promoting security
tools/behaviors, both in pre and post-breach contexts. Further, our
results show that attribution of blame is context-dependent and
may change based on account type and usage scenarios. As such,
future research should explore the possibility of personalizing in-
tervention messages and test their efficacy in different contexts
instead of designing “one-size-fits-all” messages.
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APPENDIX

1 Survey Instrument

Prescreening Questionnaire.

(1) Are you proficient in English?

Definitely yes

Probably yes

Might or might not

Probably not

Definitely not

Do you have a degree in Computer Science, including a
“minor,” or any professional computer science certifications?
e Yes

e No

Do you use email for important tasks (e.g., official business,
receiving notifications from bank or other financial institu-
tion, online bill payment, other important online services

@

®)

etc.)?
e Yes
e No

(4) Which of the following email account(s) do you use for im-
portant tasks (e.g., official business, receiving notifications
from bank or other financial institution, online bill payment,
other important online services etc.)? Please select all that
apply.
e Gmail
e Outlook
e Yahoo Main
e Others (Please specify)

(5) Do you know what two-factor authentication (a.k.a. 2-FA or
two-step verification) is?
e Yes
e No

(6) Do you currently use two-factor authentication (a.k.a. 2-FA

or two-step verification) for any of your email accounts (e.g.
official, personal or business email accounts etc.)?
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e Yes
e No
Have you ever used two-factor authentication (a.k.a. 2-FA
or two-step verification) for any of your email accounts (e.g.
official, personal, or business email accounts etc.)?
e Yes
e No
For what kind of email account(s) do you use/have you used
two-factor authentication (a.k.a. 2-FA or two-step verifica-
tion)? Please select all that apply
e Personal account
Office/business account
School/College account
Other (Please specify)
I have never used two-factor authentication (a.k.a. 2-FA
or two-step verification)
Do you use a smartphone?
e Yes
e No
(10) What kind of smartphone do you use?
e iPhone
e Android
o Other (Please specify)
e Ido not use a smartphone
Do you use a personal computer (e.g., laptop/desktop etc.)?
e Yes
e No
(12) What kind of smartphone do you use?
e Windows
Mac
Linux
Other (Please specify)
I do not use a personal computer

©)

(11)

Manipulation Check Questionnaire.

Have you ever seen the particular image displayed in the
story line before?

e Yes

e No

(2) Where did you see this image?

After Vignette Part 1.

Bob did the right thing by not enabling two-step verification.
Strongly disagree

Somewhat disagree

Neither agree nor disagree

Somewhat agree

Strongly agree

Please explain the reasoning behind your answer.

(1)

After Vignette Part 2.

Is it possible to launch an attack similar to the one presented
in the story?

e Yes

e No

e I do not know

How likely is it for someone to experience an attack similar
to the one presented in the story?
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Extremely unlikely

Somewhat unlikely

Neither likely nor unlikely

Somewhat likely

Extremely likely

Enabling two-step verification (2-FA) would not have pre-

vented the attack

Strongly disagree

Somewhat disagree

Neither agree nor disagree

Somewhat agree

Strongly agree

(4) Please explain the reasoning behind your answer.

(5) Please rate how much you agree with each of the statements
below. Note that all the statements below may not be appli-
cable for Bob’s scenario presented to you. Please select “Not
Applicable” if a statement is not applicable for the presented
scenario.

(Participants rated the items in the following scale: Not Appli-

cable, Strongly disagree, Somewhat disagree, Neither agree

nor disagree, Somewhat agree, Strongly agree)

e Bob should blame the attacker for the compromise.

o Bob should blame himself for not taking the responsibility
for not enabling two-step verification (2-FA) for his email.

e Bob should blame himself for not taking the time to learn
more about two-step verification (2-FA).

e Bob should blame himself for not being more careful about
the data in his email account.

o Bob should blame the company for providing the service
with security vulnerabilities.

e Bob should blame the email service provider for providing
the service with security vulnerabilities.

e Bob should blame the company for failing to communicate
risks adequately.

o Bob should blame the email service provider for failing to
communicate risks adequately.

o The advertisement message promoting two-step verifica-
tion (2-FA) should have been clearer and explained what
the two-step verification (2-FA) was for.

o Bob should blame his friends for not informing him about
two-step verifications (2-FA) and the attack.

e Bob should blame his colleagues for not informing him
about two-step verifications (2-FA) and the attack.

e Bob should blame the government for not raising public

awareness regarding the importance of using two-step

verification (2-FA).

®)

A.1.5 Demographic Questionnaire.

(1) What is your age (in years)?
(2) What is your gender?
e Male
e Female
e Other
o I prefer not to answer
(3) What is the highest level of education you have received?
o Less than high school
e High school graduate or GED
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Some college

2 year degree

4 year degree
Master’s degree
Doctoral degree
Professional degree

A.2 Storylines

A.2.1 Vignette Part 1.

Group 1A/1B: Official email - Intended use. Bob works as an insur-
ance claims processor for a private health insurance company that
has over 100,000 clients. Bob is provided an official email account
by his company for official use (e.g., to exchange health insurance
claim files). Bob always uses his office email account for official
purposes only. On Dec 7, 2019, he received a message from his com-
pany (shown below) promoting a security feature called two-step
verification (2-FA) that is supposed to enhance the security of the
account. Bob decided not to activate the feature.

Group 2A/2B: Official email - Both official and personal use. Bob
works as an insurance claims processor for a private health insur-
ance company that has over 100,000 clients. Bob is provided an
official email account by his company for official use (e.g., to ex-
change health insurance claim files). Bob always uses his official
email account for official purposes, and sometimes for personal
purposes. On Dec 7, 2019, he received a message from his com-
pany (shown below) promoting a security feature called two-step
verification (2-FA) that is supposed to enhance the security of the
account. Bob decided not to activate the feature.

Group 3A/3B: Personal email - Intended use. Bob works as an insur-
ance claims processor for a private health insurance company that
has over 100,000 clients. Bob is provided an official email account
by his company for official use (e.g., to exchange health insurance
claim files). Bob also has a separate personal email account, which
he uses for personal purposes only. On Dec 7, 2019, he received a
message from the personal email service provider (shown below)
promoting a security feature called two-step verification (2-FA) that
is supposed to enhance the security of the account. Bob decided
not to activate the feature.

Group 4A/4B: Personal email - Both official and personal use. Bob
works as an insurance claims processor for a private health insur-
ance company that has over 100,000 clients. Bob is provided an offi-
cial email account by his company for official use (e.g., to exchange
health insurance claim files). Bob also has a separate personal email
account, which he uses for personal purposes, and sometimes for
official purposes. On Dec 7, 2019, he received a message from the
personal email service provider (shown below) promoting a secu-
rity feature called two-step verification (2-FA) that is supposed to
enhance the security of the account. Bob decided not to activate
the feature.

A.2.2  Vignette Part 2.

Group 1A/1B and Group 2A/2B: Official email. As you can recall
from the first part of the story, on Dec 7, 2019, Bob decided not
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Group | Number of Valid Participants | Age Gender Breakdown
1A 33 Mean = 35.15, Median = 32, SD = 9.5 20 Male, 11 Female, 1 Other, 1 Prefer not to answer
1B 32 Mean = 40.63, Median = 41, SD = 12.54 19 Male, 12 Female, 1 Prefer not to answer
2A 32 Mean = 36.34, Median = 34, SD = 10.48 17 Male, 15 Female
2B 31 Mean = 42.3, Median = 41, SD = 12.05 17 Male, 14 Female
3A 32 Mean = 38.16, Median = 36.5, SD = 10.76 | 16 Male, 16 Female
3B 32 Mean = 39.78, Median = 37.5, SD = 9.99 18 Male, 14 Female
4A 31 Mean = 35.26, Median = 35, SD = 10.4 22 Male, 9 Female
4B 32 Mean = 43.75, Median = 44.5, SD = 11.23 | 11 Male, 21 Female
Total | 255
Table 3: Participant demographics by groups.
Code 1A°- 1B 2A 2B 3A 3B 4A 4B | Total
Inconvenience 6% 3% 0% 6% 6% 22% 3% 9% 7%
i;f:g;jzi His choice/Personal decision 0% 3% 0% 6% 6% 25% 3% 6% 6%
Scam 0% 0% 0% 0% 3% 0% 13% 0% 2%
Benefits of 2-FA 63% 47% 56% 19% 72% 31% 35% 41% 46%
E;zsgt:eflfent Responsibility towards company/Client data | 24% 47% 41% 52% 3% 0% 19% 31% | 27%
Peace of mind 9% 3% 3% 0% 3% 0% 0% 0% 2%
Vague/Unable to code 9% 9% 16% 6% 6% 3% 10% 9% 9%
Total valid responses 33 32 32 31 32 32 31 32 255
Table 4: Codes for the statement: “Bob did the right thing by not enabling two-step verification (2-FA)”.
Code 1A 1B 2A 2B 3A 3B 4A 4B | Total
Reason for Server attack would not have been prevented 18% 9% 13% 16% 16% 7% 6% 3% | 11%
agreement Skeptical about effectiveness of 2-FA 33% 25% 38% 35% 19% 31% 16% 31% | 29%
2-FA would have been effective for email 48% 56% 56% 48% 69% 53% 71% 47% | 56%
Reason for Early notification/Warning on cell phone 6% 3% 16% 3% 9% 3% 10% 0% 6%
disagreement Additional step/Require access to Bob’s cell phone | 15% 28% 28% 16% 38% 16% 29% 25% | 24%
Requires everyone to use 2-FA 0% 0% 6% 0% 0% 0% 0% 0% 1%
Vague/Unable to code 15% 16% 6% 23% 9% 13% 16% 22% | 15%
Total valid responses 33 32 32 31 32 32 31 32 255

Table 5: Codes for the statement: “Enabling two-step verification (2-FA) would not have prevented the attack”.

to activate two-step verification. On Dec 15, 2019, security attack-
ers broke into the company email authentication server and stole
login credentials of several thousand employees, including Bob’s
credentials. However, Bob was unaware of the attack. On Dec 16,
2019, the attacker used the stolen credentials to log in into Bob’s
official email account and change the password, preventing him
from accessing his own email account.

Group 3A/1B and Group 4A/4B: Personal email. As you can recall
from the first part of the story, on Dec 7, 2019, Bob decided not to
activate two-step verification. On Dec 15, 2019, security attackers
broke into the personal email service provider’s email authentica-
tion server and stole login credentials of several thousand users,
including Bob’s credentials. However, Bob was unaware of the at-
tack. On Dec 16, 2019, the attacker used the stolen credentials to
log in into Bob’s personal email account and change the password,
preventing him from accessing his own email account.
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A.3 Demographics Summary

Table 3 shows group-wise summary of participants’ demographics.

A.4 Qualitative Codes across the Groups

Qualitative codes for the statements, “Bob did the right thing by not
enabling two-step verification (2-FA)” and “Enabling two-step veri-
fication (2-FA) would not have prevented the attack” are presented
in Table 4 and 5 respectively.
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Finding

Implication

Adopters indicated more blame towards the user
(i.e., Bob) compared to non-adopters who were
more inclined to hold external entities (e.g.,
service provider, the promotional message) more
responsible.

1. Based on the relationship between blaming tendency and coping response behavior
shown in social cognitive frameworks [17, 66], adopters, with their “self-blame” tendency,
are more likely to exhibit positive coping response and follow the recommended actions
after a breach than the non-adopters who are likely to show poor-coping and hold others
responsible for the attack.

2. A data breach incident is likely to cause feelings of breach of trust substantially more
among the non-adopting group compared to adopting group, with the belief that service
providers are responsible for user security; requiring extensive post-breach calibration of
cognitive and affective processing as part of post-breach communication.

Non-adopters blamed the service provider more
for the attack, indicating a belief that service
providers are more responsible for keeping users
secure.

1. Pre-breach messaging should underscore the importance of shared responsibility that
can change the perception of self-responsibility and the current dynamics between the
end-users and service providers (e.g., being mindful of software update behavior or phishing
attack following a security training).

Non-adopting population noted the technical fea-
sibility of the attack to be significantly less than
adopters, indicating a low perceived vulnerability
of cyberattacks.

1. Information campaigns should target users’ low perceived vulnerability and incorporate
such messaging while promoting cybersecurity tools/behavior, both in the context of pre
and post-breach communication.

Attribution of blame was shifted significantly
based on the account types and usage scenarios
explored across the groups.

1. Underscores the importance of considering contexts while designing promotional mes-
sages for communicating risks in pre and post-breach scenarios.

2. Service provides should put importance on context-sensitive promotional messages for
promoting security tools/behavior that consider users’ specific usage patterns.

Both technical and non-technical participants
showed skepticism about the efficacy of 2-FA in
a similar way.

1. Skepticism regarding the efficacy of security tools/features (e.g., 2-FA) can lead to a sense
of “hopelessness”, and plays a role in users’ non-compliant behavior. Hence, pre-breach
communications of a security tool should address any such skepticism, while explaining
the responsibility of the users’ as well.

2. As users are likely to feel betrayed by a security breach, post-breach communication
should explain why the existing security features failed to prevent the attack and how the
recommended action will minimize the risk in the future.

Table 6: Summary of key implications for pre-breach and post-breach communications based on our findings.

A.5 Summary of Implications for Pre and
Post-breach Risk Communication

Table 6 presents a summary of the implications derived from the
study results for pre-breach and post-breach security risk commu-
nications.

A.6 2-FA Promotional Message

Figure 2 and 3 show the original 2-FA promotional message by
Google and the edited version that was used in the study, respec-
tively.

4

A.7 Frequency Distribution Graphs - Blaming
Bob

Figure 4, 5 and 6 shows distribution graphs for participants’ blame
attribution towards Bob. The findings are presented in Section 4.1.2.

A.8 Frequency Distribution Graphs - Blaming
the Entity
Figure 7, 8, 9, and 10 shows distribution graphs for participants’

blame attribution towards the entity. The findings are presented in
Section 4.1.3.
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Figure 4: Response distributions representing the item "Bob should blame himself for not taking the responsibility for not
enabling two-step verification (2-FA) for his email" among adopters and non-adopters of 2-FA.
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Figure 5: Response distributions representing the item "Bob should blame himself for not taking the time to learn more about
two-step verification (2-FA)" among adopters and non-adopters of 2-FA.
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Figure 7: Response distributions representing the item "Bob should blame the email service provider for failing to communicate

risks adequately” among adopters and non-adopters of 2-FA.
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Figure 8: Response distributions representing the item "Bob should blame the email service provider for providing the service
with security vulnerabilities" among adopters and non-adopters of 2-FA.
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Figure 9: Response distributions representing the item
adequately” among adopters and non-adopters of 2-FA.
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Figure 10: Response distributions representing the item "Bob should blame the company for providing the service with security

vulnerabilities" among adopters and non-adopters of 2-FA.
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