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Abstract

Clickbait refers to sensationalized or misleading post on social networking sites (e.g., Facebook) that
can trick users into clicking on malicious links. Clickbait is often used in cyberattacks, especially to
conduct ‘social engineering attacks' that direct users to malicious websites, resulting in disclosure of
users' personal information or installing malicious software (i.e., malware). Thus, clickbait has become
a major security concern with the recent boom in social media use. Therefore, security education has
become necessary more than ever for the safe and secure use of social media, where there is dearth
in security education literature to explore how we could leverage the learning science principles, and
the mental models (thought processes about how something works) of users in designing educational
contents. We begin to address this gap in our work, where we conducted two online studies over
Amazon Mechanical Turk (MTurk), recruiting a total of 834 participants. Our first study aimed to
understand the existing mental models of clickbait among social media users; we derived six mental
models from our study, which led to the design of security education materials (treatment condition)
integrating user mental models with learning science principles. We then conducted our second online
study to evaluate treatment condition with the baseline educational content. Our findings denote the
efficacy of leveraging user mental models in security education design, and unveil the potentials of
integrating learning science principles into the design process. Based on our findings, we provide
guidelines for future education research in these directions.
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1 INTRODUCTION

Social engineering attacks are the most common security attacks primarily performed to exploit the
weakest link in online security- humans [1], [2]. Such attacks typically involve some form of psychological
manipulation, tricking users into clicking on links that direct them to websites stealing sensitive
information or containing malware [3], [1], [2]. In fact, 98% of cyberattacks rely on social engineering,
and 90% of data breach incidents target the human element to gain access to sensitive information [4].
Further, 84% of Americans have experienced some form of social engineering attacks [5]. Phishing, a
typical social engineering attack, is carried out primarily through email, tricking users to click on links
and has caused considerable problems in online security of end-users [6]. While email is still one of the
most used online tools, social networking sites have recently become an integral part of life for many
people. Clickbait is a social engineering attack primarily performed through social networking sites with
the use of sensationalized or misleading posts that trick users into clicking on malicious links [1], [7], [8],
[9]. However, a large portion of social media users lack knowledge and awareness about clickbait [10],
[11]. In light of the growing social media usage, we focus our research on clickbait education.

In clickbait education, we first look at the learning science principles to guide our designs (see §4.1)
[12], [13], [14], [15]. While learning science principles are proven to improve the understanding of a
concept, many works have also recommended contextualizing information to a group to enhance
understandability while maintaining interest [16], [17]. However, such recommendations have yet to be
implemented for security education. One of the reasons may be that the users are inherently tricky to
group through methods of demographics (sex, age, location) due to the variance in their understanding
of a concept. Therefore, mental models [18] that represent a user's understanding of a concept present
a viable method for categorizing users to provide information contextualized to them [19], [20].

We address this gap in our work, where we investigate the following research questions: (RQ1): How
can we integrate mental models with learning science principles to build content for clickbait education?
(RQ2): How does mental model-based clickbait education compare to only using learning science
principles?



To integrate mental models with learning science principles (RQ1), we first need to identify the existing
mental models of social media users about clickbait. Therefore, we conduct a study with 770 participants
on MTurk, asking them about their understanding of clickbait. We derive six mental models from our
analysis. The mental model designs contain the same learning science principles used in our baseline
design (an article using graphical representation). We evaluate these designs with another online study
with 64 participants (based on power analysis for large effect size) on MTurk.

Our findings from the online study show that mental models can be effective in security education and
integrate well with learning science principles. Taken together, our findings provide valuable insights
into users' mental models of clickbait, the translation of mental models into contextualized education
designs, and their effectiveness in enhancing the understanding of concepts by users. Finally, our
findings point to a set of recommendations, including exploring mental models as a viable education tool
in future research.

2 BACKGROUND

Clickbait is often used in social engineering attacks to trick users into clicking links that direct them to
malicious websites, including sites spreading ransomware, viruses, Trojans, adware, and spyware [7],
[8], [9]. Clickbait also helps in the propagation of misleading information [21], which has previously led
to chaos among the general public and has created tangible problems in public health [22] and safety
[23]. In this section, we first discuss why users are still vulnerable to click on clickbait and then discuss
our motivation to use mental model-based education in our study.

2.1 Vulnerability of Users towards Clickbait

Users still encounter clickbait regularly despite the several attempts from social media platforms to limit
it [24], [25]. Prior literature has provided us with the knowledge regarding why clickbait is effective-
clickbait works by creating a curiosity gap where users feel rewarded with answers when they click on
it [26]. Studies, however, show that users need education and awareness to identify clickbait and
understand the importance of avoiding it [10], [11]. Unfortunately, the effectiveness of clickbait is further
enhanced when the clickbait post aligns with the beliefs of the users [27] and when the presented false
information is novel [28]. In addition, key findings from several works reported that users are vulnerable
to the misleading and sensationalized information provided in clickbait [29], [30]. The vulnerability of the
users to clickbait presents a need for clickbait education to help them understand the consequences of
clickbait and the criticality of avoiding it.

2.2 Mental Model based Contextualization

Several works have suggested that contextualizing information to users can enhance the understanding
of a concept [16], [17], [31], [32]. Many factors may facilitate the contextualization of information,
including sex, age, and location. However, users grouped based on such factors may be inherently
different due to the variance in their understanding of a concept. However, mental models provide a
feasible solution for grouping users to effectively contextualize information based on the user's existing
understanding of a concept. To that end, several studies [33], [34], [35] have worked on the identification
of mental models about concepts such as the Internet and security tools. The study of Kang et al. [33]
explored users' mental models of the Internet, where participants convey how they view and make sense
of Internet technology. Another study [34] identified mental models to understand how users perceive
the working of encryption. Oates et al. [35] revealed users' mental models of privacy from the illustrations
created by users about what privacy means to them. However, little study to date explored the method
of leveraging mental models to develop educational content contextualized to the users based on their
understanding of a concept. To the best of our knowledge, our study is the first to identify users' mental
models of clickbait and leverage it to create contextualized educational content.

3 MENTAL MODEL STUDY

In line with our RQ1, we first conducted a study to understand the existing users' mental models of
clickbait. The study was approved by the Institutional Review Board at our university. We then leverage
the identified mental model and integrate it with learning science principles to create our educational
content (see §4).



3.1 Method

We conducted a study with 770 participants through Amazon Mechanical Turk, asking them, "What do
they understand by the term Clickbait?". Participants had to be 18 or older and live in the United States
or Canada to participate in our study. We removed 48 responses from our analysis due to three reasons-
1) lack of understandability (For instance, "Clickbait is the important is a post."), 2) extreme shortness
(For instance, "clickbait"), and 3) irrelevance (For instance, "l think it is a tv show"). We performed
thematic analysis on the responses of the remaining 722 participants [36], [37], [38]. Two independent
researchers coded each response, developed codes, and assigned a mental model. The inter-coder
reliability in the thematic analysis was 88.78%.

Our participant pool included 434 male, 326 female, and 19 non-binary users. The age range of the
participants varied from 18-24 years old to above 65 years old. Five hundred ninety-eight of our
participants were white, 56 were Asian, 41 were African American, 21 were Hispanic or Latino, and 57
were mixed or other.

3.2 Mental Model Identification

Based on our analysis, we extracted the users' mental models of clickbait. We observed that users'
mental models overlap partially, whereas new ideas may be added to this partial overlap. Therefore, we
conducted a mental model decomposition to derive the basic building blocks of the users’ mental models
(termed decomposed mental models). We found that users make sense of clickbait in terms of how it
works and what it aims to achieve. Our in-depth analysis revealed a set of mental models under each
sensemaking category.

We identified three decomposed mental models on users' perceptions of how clickbait works. 52.63%
of users believed that clickbait worked by exaggerating either the thumbnail or the headline, which is
termed as Sensationalization of Information. 64.95% of users believed that there is some trickery, lying,
or non-factual information involved in clickbait. Such an understanding of clickbait is termed as
Deception Mechanism. 9.14% participants thought clickbait works by hiding the most critical information
from the users, which we termed as Information Camouflage.

We identified three mental models under the users' sensemaking of a clickbait's goal. 58.72% of
participants believed clickbait's goal is to get more users to visit a website to generate traffic, which we
termed as Traffic Increment. 13.69% of participants thought that clickbait's goal was to get financial
benefit either by getting clickthrough traffic or showing ads on the websites they lead to. Such a mental
model was termed as Financial Benefit. 8.86% participants believed that the goal of clickbait was to
harm the users by introducing malicious software to their devices which we termed as Detrimental Effect.

These mental models are not mutually exclusive as users may have a combination of them. Users made
sense of clickbait through multiple lenses creating an aggregated mental model formed based on some
combination of the six mental models. For instance, a user may believe that clickbait works by both
exaggerating information and presenting non-factual information.

4 THEORETICAL FRAMEWORK BEHIND DESIGNS

We evaluate two design variations for security education in our study. First, the baseline design is an
article about clickbait based on learning science principles. Second, the treatment design is the
integration of mental models with the same learning science principles. Below, we will first discuss the
learning science principles we have used in both baseline and treatment design and then the integration
of mental models with these learning science principles in the treatment design.

4.1 Learning Science Principles

Principle of dual code effects [39], [13] states that information is remembered better when delivered in
multiple modes. Our designs use graphical presentations, textual explanations, and examples to provide
multiple delivery modes. Since computer security topics often involve abstract concepts, graphical
representations are particularly powerful for security education [14], [40]. They are also easier to
remember than text because of the picture superiority effect [14], [41]. Therefore, we use graphical
presentation in the two design variations that we use in our study (see Fig. 1). Since we are using
multiple modes of delivery, we follow the principles of segmentation [12] to present the information in
segments in both the baseline article and the treatment designs (see Fig. 1). The segmentation of



information aligns well with cognitive load reduction [15], [42] as the difficulty in processing the provided
information by a person is considerably reduced.

Treatment Condition When Mental Model is Incorrect: Baseline Condition

When Mental Model is Correct: Sensationalized Information |E—
Sensationalized Information E(|;;‘:«r:‘:'|[|:(:[,.,;rr;[|[u information in a way that isn't

Correct! Clickbait uses sensationalized thumbnails and/or titles.

Exaggerated headlines

Figure 1. Treatment and Baseline conditions used in the study

To arrange the information provided in the designs, we connect related text and graphics together to
adhere to the contiguity effect [39] for better learning (see Fig. 1). The presentation of associated ideas
contiguously complements the coherence effect [43] as a well-connected representation of the concept
is formed through contiguity. Further, the principle of discovery learning [44] states that people have
trouble discovering important principles on their own without careful guidance. Therefore, we provide
guidance in our designs to use the knowledge they acquire in a step-by-step approach. We provide
users with knowledge about how clickbait works (e.g., through deception) and then guide them in using
that knowledge to identify clickbait (e.g., by looking for unbelievable thumbnails and headlines) (see Fig.
1}). In doing that, we also combine the conceptual and procedural learning as we provide the users with
the correct concepts of clickbait and explain the procedural steps of applying that to identify clickbait.

4.2 Integrating Mental Models into Education Content

We use the six identified mental models in §3 to create a total of 12 educational designs. Since users
lose interest when provided information is contained within their mental models, we develop two
variations of the educational design for each of the six mental models (see Fig. 1). If a user has correct
knowledge about a mental model, we provide a short summary and applicability of that knowledge
(Variation 1). In contrast, if a user does not have the correct knowledge, we provide detailed conceptual
information along with its applicability (Variation 2). Such an approach contextualizes the education
content allowing the participants with the correct mental model to get affirmation while quickly going
through the educational material without losing interest. In contrast, the participants with the incorrect
mental model will be provided with detailed education on clickbait's working and goal.

5 DESIGN EVALUATION STUDY

In line with our RQ2, we conducted an online study comparing our treatment design using mental models
with our baseline design to understand the impact of mental models on online security education. The
study is approved by the Institutional Review Board at our university.

5.1 Method

We conducted a study with 64 participants (32 for treatment and 32 for baseline) through Amazon
Mechanical Turk. For our study, we designed a survey in Qualtrics. Participants were first asked to read
an Informed Consent Document (ICD). After agreeing to the ICD, the participants were first given a quiz
on clickbait to understand their existing knowledge (mental model). They were then either presented
with the baseline design- an article about clickbait using learning science principles without
contextualization through mental models, or the treatment design- contextualized educational designs
based on their responses to the clickbait quiz (mental models), which used the same learning science
principles.

Participants were then asked to rate the provided education content on a 7-point Likert scale (-3: strongly
disagree, 3: strongly agree). They were explicitly asked to evaluate the design based on its Perspicuity,
Efficiency, and Usefulness [45] using a validated scale (UEQ+ [46]). We also asked them about the
effectiveness of design in grabbing their attention (Attention) by adding custom questions similar to prior
studies [47], [48]. In order to understand the knowledge gained by the participants, we added additional
custom questions about applying their understanding in the future (Application), making them cautious
(Cautious), increasing their knowledge on clickbait (Knowledge), and increasing their ability to identify



clickbait (Identification). Then, the participants were asked an open-ended question to provide their
thoughts and feedback on the presented content. This was followed by the identical quiz the participants
took before the educational content was presented to them to measure their knowledge gain. They then
answered a set of demographic questions and were compensated with USD 2.0 for completing the
study, which took an average of 10-12 minutes.

Table 1. Demographic Information of Participants in the Evaluation Study (N=Number of Participants)

Demographic | Demographic Group N Demographic | Demographic Group N
Gend Male 25 55-59 years old 6
ender
Female 39 Age range 60-64 years old 4
(continued)

25-29 years old 1 Above 65 years old 3
30-34 years old 10 White 56

35-39 years old 14 Asian 1

Age range

40-44 years old 14 Race Black/African American 2

45-49 years old 6 Native American 1

50-54 years old 6 Mixed Race 4

The demographic information of the 64 participants who took part in the study is available in Table 1.

We used non-parametric Mann-Whitney U-test for the analysis since our study was between subjects
and our data was not normally distributed. We also report the parameters in our study as above average
or below average based on the recommendations from the UEQ handbook. We performed thematic
analysis [36], [37] on open-ended responses from participants. The inter-coder reliability in the thematic
analysis was 89.06%.

5.2 Design Evaluation Results

We start this section with an evaluation of knowledge gained by the participants from the education
content and then compare the treatment and baseline designs based on the parameters described in
§5.1. For consistency, we use these terms throughout this section based on the frequency of comments
in participants' responses: a few (0-10%), several (10-25%), some (25-40%), about half (40-60%), most
(60-80%), and almost all (80-100%).

Awverage ratings with standard devation (in a -3 to 3 scale)
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M=2.41 M=2.09 M=2.12 M=1.94 Below Average
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Figure 2. Average ratings in knowledge parameters for the treatment and the baseline designs

5.2.1 Knowledge Gain from the Educational Content

Since the baseline and the treatment designs both used learning science principles for clickbait
education, they effectively increased users' knowledge about clickbait. For the baseline condition, the
average score on the quiz increased from 19.68 to 23.06 points (+1 for correct answers and -1 for
incorrect) before and after presenting the educational article. The average improvement on the quiz was
3.37 points. For the treatment condition, the average score on the quiz increased from 18.09 to 21.68
points before and after presenting the designs. This resulted in an average improvement of 3.59 points.
When comparing the quiz scores before and after showing educational content, both baseline and
treatment designs significantly improved the knowledge gained by the users (p<.001 for both
conditions). This is supported by the average ratings for Knowledge, Identification, and Application, as
both of these conditions were rated above average (see Fig. 2). As the knowledge increased, the
participants also rated the two conditions above average in the Cautious parameter (see Fig. 2). The



average scores for all these four parameters are around two on a -3 to 3 scale, which is considered an
excellent rating.

Wariable 1 Wariable 2 p-values of significance test results
(Dreatment {Clentral .153 (T) J04(T) 244 (T) .824(T) Significance level:
- T Mot Significant
Application Cautious Knowledge Identification
D:nn.-.qtpr; )

Figure 3. Significance test results comparing treatment and baseline designs in knowledge parameters

When comparing the knowledge gained between treatment and baseline condition, there was a lack of
significant difference (p=.745) even though the average improvement was higher for treatment designs.
We see similar results in Knowledge, Identification, Application, and Cautious parameters, as all scores
are higher for the treatment design. However, no significant difference exists for any of the measures
(see Fig. 3).

The effectiveness of both baseline and treatment designs in increasing user knowledge about clickbait
can be attributed to the learning science principles, as evidenced by the open-ended responses. Some
participants liked the examples and the information provided through multiple modes (text and graphics)
in the explanation of clickbait. One participant talking about baseline said, “/ thought it gave great
examples and a detailed description of why it was clickbait. It was easy to follow.” Similarly, the
combination of conceptual and procedural knowledge worked well, as several participants found the
knowledge about the identification of clickbait useful. One participant mentioned, “There was a lot to
learn from the article. It had specific examples and gave me guidelines to identify clickbait. | will save it
to refer to in the future.” Another participant said, “They pointed out specific things from clickbait
article/ads which made me more aware and confident when trying to identify clickbait. | thought the
designs were clear and easy to understand.”

Moreover, the segmentation and contiguous presentation of information were effective, as about half of
the participants found the educational content concise and organized. One participant said, “/ think the
article was quick and easy to understand. | liked that it included images and would still be useful to
someone who wanted to scan the article and get information quickly because of how it is organized and
the important information is prominent.”

5.2.2 Impact of Integrating Mental Models with Learning Science

Open-ended responses highlighted the effectiveness of contextualizing the designs based on the mental
models. Some participants liked the provision of education based on their quiz answers. One participant
mentioned, ‘! liked that it took my answers from the test and put them into an easy-to-understand format.
I like that it showed the headlines from earlier as an example of what clickbait is.” Some participants
also liked the affirmation provided when their answers were correct. One participant said, “/ thought the
icons and check marks, along with the examples, were useful in helping to hold my attention.”
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Figure 4. Average ratings in user experience parameters for the treatment and the baseline designs
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Figure 5. Significance test results comparing treatment and baseline designs in user experience

Further, the treatment designs integrating the mental models with learning science principles were rated
above average on four out of five parameters- Perspicuity, Efficiency, Usefulness, and Attention (see
Fig. 4). However, the baseline was rated above average only in terms of Attention (see Fig. 4). While
both treatment and baseline performed well in increasing users' knowledge, treatment performed



significantly better than the baseline in terms of Perspicuity (p<.01), Efficiency (p<.01), and Usefulness
(p<.05) (see Fig. 5).

Regarding Perspicuity, the treatment design was rated more than one point higher than the baseline on
average (see Fig. 4). Open-ended responses support that mental model-based education leads to
higher understandability of the content as users can focus on the information that they do not already
know. About half of the participants mentioned the clarity and simplicity of the treatment design and how
it helps convey critical points they need to understand. One participant said, “I think they are pretty
simple and easily get across the information they intend to. This would be a good way to introduce
clickbait to someone that may not be aware of what it is like school kids or non-technically adept people.
| thought the images were straightforward, making the concept easy to understand and spot.”

For Efficiency, treatment scored almost a point higher than the baseline on average (see Fig. 4). While
both designs used images to improve the speed of gaining information, providing information based on
mental models helped the users gain only the relevant information, increasing the overall speed. In the
open-ended responses, some participants mentioned pinpointing information in the treatment design.
One participant said, “I felt they were clear and concise. Not too much information nor too little. The
pinpointed info at the main parts of the articles were very helpful.”

In terms of perceived Usefulness, treatment scored more than one point higher than the baseline (see
Fig. 4). Some participants found the selective provision of information based on their mental models
more valuable than the baseline article. One participant said, “They were easy to understand and helpful.
| always thought clickbait was annoying but harmless, but this helped to educate me. Overall, |
appreciated it. There's not much to say. The designs were clear and informative, so that was great.”
Another participant mentioned, “/ thought it was really informative and useful. | liked the presented
designs and | think they would be useful and help people avoid clickbait.”

6 DISCUSSION

Our findings show the effectiveness of integrating mental models with learning science principles in
clickbait education. Based on these findings, we discuss the possible implications of our study and
provide considerations to take into account in future designs.

Learning Science Principles in Education. Prior works point to the vulnerability of users in identifying
and understanding the importance of avoiding clickbait [10], [11]. However, using learning science
principles to educate users about clickbait can help increase user knowledge. The effectiveness of
learning science principles is apparent from the above average ratings for the knowledge parameters
and significant knowledge gain for both baseline and treatment designs (see §5.2.1). The study of Al-
Ameen et al. [49] analyzed online security training modules through the lens of learning science and
recommended strategies (e.g., graphical presentation and user interaction) for an online training module
to comply with the principles of learning science. Our study and literature together point to the direction
that learning science principles can be an effective tool in security education in the future.

Mental Models: Avenues for Exploration. Prior studies [33], [34], [35] argue that a system should be
adapted to varying mental models. However, there is a need to explore contextualizing educational
content based on users' mental models. To this end, our findings show promise in leveraging users'
mental models for online security education in general. However, mental models are not a standalone
principle and must be incorporated with theories and principles for effective education. In this study, we
used learning science principles together with the mental models of clickbait. The positive findings from
our study highlight that such an approach can be fruitful, leading us to recommend future works to
explore incorporating mental models beyond the learning science principles used in our study. Further,
our work also provides directions for future studies to explore the use of mental models in broader
educational contexts, including password creation and sharing, phishing, and malware.

Limitations and Future Work. Our study was limited to participants from the U.S. and Canada. Recent
HCl studies [23], [50], [51], [52], [53] highlight the importance of looking beyond Western contexts, where
the societal and cultural background, literacy rate, public policy, economic condition, and infrastructural
support could impact users' perceptions and behavior. Since mental models have worked well in the
Western context, future studies should involve participants from diverse geographic regions, including
developing countries, to understand and design personalized and effective mental model based
educational content for online security concepts.



7 CONCLUSION

The designs we presented in the study provide the directions for future works in creating educational
content for online security concepts, in general, to support users through awareness and education in
following a safer and more secure behavior. Based on our recommendations, there are still multiple
avenues for future work incorporating a mental model-based education approach. We conclude our
work by highlighting our positive findings on the effectiveness of our treatment design approach in
increasing the educational content's understandability, efficiency, and usefulness.
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