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A B S T R A C T

Modern machine learning algorithms aim to extract fine-grained information from data to provide accurate
predictions, which often conflicts with the goal of privacy protection. This paper addresses the practical
and theoretical importance of developing privacy-preserving machine learning algorithms that ensure good
performance while preserving privacy. In this paper, we focus on the privacy and utility (measured by excess
risk bounds) performances of differentially private stochastic gradient descent (SGD) algorithms in the setting
of stochastic convex optimization. Specifically, we examine the pointwise problem in the low-noise setting
for which we derive sharper excess risk bounds for the differentially private SGD algorithm. In the pairwise
learning setting, we propose a simple differentially private SGD algorithm based on gradient perturbation.
Furthermore, we develop novel utility bounds for the proposed algorithm, proving that it achieves optimal
excess risk rates even for non-smooth losses. Notably, we establish fast learning rates for privacy-preserving
pairwise learning under the low-noise condition, which is the first of its kind.

1. Introduction

Stochastic gradient descent (SGD) iteratively updates model param-
eters using the gradient information over a small batch of random
examples, which reduces the computation cost and makes it amenable
to solving large-scale problems. Due to its low computational overhead
and easy implementation, it has become the workhorse algorithm for
training many machine learning models [1–9].

On the other important front, we have witnessed a significant
risk of privacy leakage by sharing gradient information of machine
learning models because the gradient often embeds knowledge about
the training data. For instance, [10] provides paradigms for breaching
privacy and reconstructing training examples from publicly shared
gradients and [11] shows that the membership of a data record can be
inferred from a binary classifier trained on gradients. As SGD is widely
deployed in machine learning models, it is crucial to develop private
SGD algorithms to mitigate the privacy leakage posted by gradients.

In this paper, we are interested in differentially private SGD (DP-
SGD) for both pointwise and pairwise learning problems. Differential
privacy (DP) [12] is a de facto concept for designing private algorithms,
which defines a rigorous attack model independent of background
knowledge and gives a quantitative representation of the degree of
privacy leakage. There is a considerable amount of work [8,13–21]
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on analyzing the utility guarantee (i.e., statistical generalization per-
formance) of DP-SGD algorithms. In particular, [8,13,15,17,19] have
shown that private SGD algorithms can achieve the optimal excess pop-
ulation risk bound O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

for solving convex problems
in different settings. Here, n is the size of the training dataset, d is
the dimension, and (✏, �) are privacy parameters. One nature question
then arises: can DP-SGD algorithms achieve faster utility rates beyond
O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

?

We provide an affirmative answer to the above question under a
low-noise condition (also referred as a realizability condition in the
literature) [23–27], which assumes that there exists a model within
the considered hypothesis space perfectly fits the underlying data dis-
tribution. Under this condition, we conduct a comprehensive study
of DP-SGD for both pointwise and pairwise learning as well as both
smooth and non-smooth losses, which is able to provide faster utility
bounds in terms of the excess population risk. Our main contributions
are listed as follows:

• Firstly, we are concerned with the standard pointwise learning
problems where the loss function f (�; z) on a single datum z =
(x, y). For this case, we show that DP-SGD with gradient pertur-
bation algorithm can achieve the rate O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

for
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Table 1
Comparison of different (✏, �)-DP algorithms for pointwise learning. Here, ↵-Hölder denotes ↵-Hölder smooth losses.
Work Lipschitz Smooth Low-noise Gradient complexity Utility

[14] Ç Ç ù O
�

n1.5
˘

✏ + (n✏)2.5(d log(1_�))*1
�

O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

Ç ù ù O
�

n4.5
˘

✏ + n6.5✏4.5(d log(1_�))*2
�

O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

[13] Ç ù ù O(n2) O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

[19] ù Ç ù O(n) O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

ù ↵-Hölder ù O
�

n
2*↵
1+↵ + n

�

O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

Ours

Ç Ç ù O(n) O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

Ç Ç Ç O(n) O
� 1
n✏

˘

d log(1_�)
�

Ç ↵-Hölder ù O
�

n
2*↵
1+↵ + n

�

O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

Ç ↵-Hölder Ç O
�

n
2

1+↵
�

O
�

n*
1+↵
2 + 1

n✏

˘

d log(1_�)
�

Table 2
Comparison of different (✏, �)-DP algorithms for pairwise learning. We report the results for Gradient descent with output perturbation (Output
GD), Localized Gradient descent (Localized GD) and SGD with gradient perturbation (Gradient SGD).
Work Method Lipschitz Smooth Low-noise Gradient complexity Utility

[22] Output GD Ç Ç ù O
�

n2
�

O
� 1̆

n✏

˘

d log(1_�)
�

[21] Localized GD Ç Ç ù O
�

n3 log(1_�)
�

O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

[8] Localized SGD Ç Ç ù O
�

n log(1_�)
�

O
� 1̆

n
+ 1

n✏

˘

d log
3
2 (1_�)

�

Localized SGD Ç ù ù O(n2 log(1_�)) O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

Ours

Gradient SGD Ç Ç ù O(n) O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

Gradient SGD Ç Ç Ç O(n) O
� 1
n✏

˘

d log(1_�)
�

Gradient SGD Ç ↵-Hölder ù O
�

n
2*↵
1+↵ + n

�

O
� 1̆

n
+ 1

n✏

˘

d log(1_�)
�

Gradient SGD Ç ↵-Hölder Ç O
�

n
2

1+↵
�

O
�

n*
1+↵
2 + 1

n✏

˘

d log(1_�)
�

both strongly smooth and ↵-Hölder smooth losses, which match
the results in the recently work [19]. Under a low-noise condition,
we remove the term O

� 1̆
n

�

and achieve the excess risk bound of

the order O
� 1
n✏

˘

d log(1_�)
�

for strongly smooth losses. Further, a

better excess risk rate O
�

n*
1+↵
2 + 1

n✏

˘

d log(1_�)
�

is established for
↵-Hölder smooth losses.

• Secondly, we study the pairwise learning setting where the loss
f (�; z, z®) involves a pair of examples (z, z®). In this learning set-
ting, we propose a simple differentially private SGD algorithm for
pairwise learning with utility guarantees. Specifically, for strongly
smooth losses, our algorithm only requires gradient complexity
O(n) to achieve the optimal excess risk rate, while [8,21] require
O(n3 log(1_�)) and O(n log(1_�)), respectively. We also show that
this rate can be achieved even if the loss is non-smooth. Further,
for both strongly smooth and non-smooth pairwise losses, we
establish faster excess risk bounds under a low-noise condition. To
the best of our knowledge, this is the first utility analysis which
provides the excess risk bounds better than O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

for privacy-preserving pairwise learning.

1.1. Related work

In this subsection, we review the relevant work on DP-SGD which
are close to our work. We discuss them in the pointwise and pairwise
learning settings, respectively.

For pointwise learning, [14] established the excess population risk
bounds in the order of O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

for (✏, �)-differentially
private stochastic convex optimization algorithms for both strongly
smooth and non-smooth losses, which match the lower bound given
in [15]. However, their algorithms have a large gradient complexity
(measured by the total number of computing the gradient). Specifi-
cally, their analysis establishes gradient complexity O(n1.5

˘

✏ + (n✏)2.5

(d log(1_�))*1) and O(n4.5
˘

✏+(n)6.5✏4.5(d log(1_�))*2) for strongly smooth
and non-smooth losses, respectively. [17] proposed a private phased
SGD algorithm for strongly smooth losses, which can achieve the
optimal excess risk rate with a linear gradient complexity O(n). The
work [13] developed a DP-SGD algorithm with gradient perturbation
which improved the gradient complexity to O(n2) for non-smooth
losses. The work most related to our paper is [19], which studied DP-
SGD with gradient perturbation. They established the optimal excess
risk bounds for strongly smooth and ↵-Hölder smooth losses with
gradient complexity O(n) and O(n

2*↵
1+↵ + n), respectively, which recover

the results in [13,17]. However, they did not obtain the fast rates in the
low-noise case which is the main focus of our paper. For clarity, we list
in Table 1 the comparison of our work again other existing work in
terms of utility (excess risk) bounds, assumptions on loss function and
the gradient complexity of DP-SGD in the pointwise learning setting.

For pairwise learning, [22] studied private gradient descent (GD)
with output perturbation and proved that the proposed algorithm
can achieve the excess risk rate O( 1̆

n✏

˘

d log(1_�)) for Lipschitz and
strongly smooth losses. [21] proposed a private localized GD algorithm,
which can achieve the optimal excess risk rate with gradient complexity
O(n3 log(1_�)) for Lipschitz and strongly smooth losses. The work [8]
developed a DP-SGD algorithm with an iterative localization tech-
nique and derived the (nearly) optimal excess risk bounds for strongly
smooth and non-smooth losses with gradient complexity O(n log(1_�))
and O(n2 log(1_�)), respectively. In this work, we are interested in DP-
SGD for both strongly smooth and ↵-Hölder smooth losses as well as
the low-noise case. Table 2 summarizes the comparison of our work
against the existing methods in terms of the utility (excess risk) bounds,
assumptions on losses and the gradient of DP-SGD in the pairwise
learning setting.

Organization of the paper. The remaining parts of the paper are
organized as follows. In Section 2, we present the formulations of
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pointwise and pairwise learning together with basic concepts of dif-
ferential privacy. In Section 3, we introduce the DP-SGD algorithms in
the settings of pointwise learning and pairwise learning and present
our main results. The main proofs are given in Section 4. Section 6
concludes the paper.

2. Learning setting and preliminaries

Let ⇢ be a probability distribution defined on Z = X ù Y , where
X ” Rd and Y ” R. In the standard framework of statistical learning
theory [28,29], we consider the problem of learning from a training
dataset S = {zi}ni=1, where zi is independently drawn from ⇢. In
the subsequent subsections, we describe the settings of pointwise and
pairwise learning, the definition of differential privacy, and illustrate
the goal of utility analysis.

2.1. Pointwise and pairwise learning settings

In the task of pointwise learning such as classification and regres-
sion, we aim to learn a model w À W ” Rd from training data S and
measure the quality of w using a pointwise loss function f (w; z) on
a single datum z = (x, y). The expected population risk for pointwise
learning is given by F (w) = EzÌ⇢[f (w; z)]. Based on training dataset S,
the empirical risk minimization (ERM) problem can be formulated as
follows

min
wÀW

$

FS (w) =
1
n

n
…

i=1
f (w; zi)

%

. (1)

In contrast to pointwise learning, the performance of a model w for
pairwise learning is measured on a pair of examples (z, z®) by a loss
function f (w; z, z®) [8,30–32]. Many machine learning problems can
be formulated as learning with pairwise loss functions including AUC
maximization [33–37], metric learning [38–40], a minimum error en-
tropy principle [41] and ranking [42,43]. Let [n] := {1,… , n} and let
w< = argminwÀW{ ÑF (w) := Ez,z®Ì⇢[f (w; z, z®)]} be the best model. The
ERM problem on training data S is given by

min
wÀW

$

ÑFS (w) =
1

n(n * 1)
…

i,jÀ[n],iëj
f (w; zi, zj )

%

. (2)

2.2. Definition and property of differential privacy

As a privacy-preserving technology with a rigorous mathematical
guarantee, DP has been widely used in several areas [8,14,15]. Its
definition is stated formally as follows. Here, datasets S and ÉS differing
by only one datum are denoted as S Ì ÉS.

Definition 1 (DP [12]). Given a randomized algorithm M. If for any
S Ì ÉS and any event B À Range(M), there holds P(M(S) À B) f

e✏P(M( ÉS) À B) + �, then M satisfies (✏, �)-DP.

To show a randomized algorithm satisfies DP, we need the following
concept. Let Ò � Ò2 denote the Euclidean norm.

Definition 2. A function G : Z
n ô W has the l2-sensitivity �G if for

all S Ì ÉS, there holds ÒG(S) * G( ÉS)Ò2 f �G.

We resort to the Gaussian mechanism to achieve (✏, �)-DP.

Lemma 1 ([44]). Given a function G : Z
n ô W and a dataset S. Assume

G has l2-sensitivity �G. The Gaussian mechanism which satisfies (✏, �)-DP
is defined as follows:

MG(S) := G(S) + b with b Ì N (0, �2Id ).

Here � =
˘

2 log(1.25_�)�G
✏ , and Id is the identity matrix.

We are interested in DP-SGD with strongly smooth and ↵-Hölder
smooth losses, respectively.

Definition 3. Let )f (�) denotes a (sub)gradient of f . We say a function
w ô g(w) is �-strongly smooth with � > 0 if, for any w1,w2 À W , there
holds g(w1) f g(w2)+Í)g(w2),w1*w2Î+

�
2Òw1*w2Ò

2
2. We say a function

w ô g(w) is ↵-Hölder smooth with ↵ À [0, 1) and parameter � if for any
w1,w2 À W , there holds Ò)g(w1) * )g(w2)Ò2 f �Òw1 * w2Ò

↵
2 .

For a ↵-Hölder smooth loss g, the smoothness parameter ↵ À [0, 1)
characterizes its smoothness. In particular, ↵ = 0 implies that g is Lip-
schitz continuous (see Definition 4 below). This definition also covers
many non-smooth losses including the q-norm loss y * wÒxq [45] and
the q-norm hinge loss

�

1 * ywÒx
�q
+.

2.3. Target of utility analysis

We move on to describing the target of utility analysis of a random-
ized algorithmM to solve the ERM problems (1) or (2). For simplicity,
we elaborate this by taking pointwise learning as example and the same
procedure can apply to the case of pairwise learning.

To this end, let M(S) be the output produced by running M over
S for pointwise learning. Let w< = argminwÀW F (w). The utility ofM is
measured by the excess population risk F (M(S)) * F (w<). To study the
excess population risk, we resort to the following error decomposition:

E[F (M(S)) * F (w<)] = E[F (M(S)) * FS (M(S))]
+E[FS (M(S)) * FS (w<)], (3)

where the expectation E[�] is taken with respect to both the randomness
of S and the internal randomness of M. The first term E[F (M(S)) *
FS (M(S))] is called the generalization error. We will use algorith-
mic stability to control this term [13,26,28,46,47]. The second term
E[FS (M(S)) * FS (w<)] is the optimization error, we can use tools in
optimization theory to handle it.

Definition 4. We say a function w ô g(w) is convex if, for any
w1,w2 À W , there holds g(w1) g g(w2) + Í)g(w2),w1 * w2Î. We say a
function w ô g(w) is G-Lipschitz continuous with G > 0 if, for any
w1,w2 À W , there holds g(w1) * g(w2) f GÒw1 * w2Ò2.

Assumption 1. Assume the loss f is nonnegative and convex with
respect to the first argument.

Assumption 2. Assume the loss f is G-Lipschitz with respect to the
first argument.

3. Main results

The main results of the paper are presented in this section. In
Section 3.1, we first develop the privacy-preserving SGD algorithm for
pointwise learning, and then present a comprehensive study of its pri-
vacy and utility guarantees. In Section 3.2, we present a computation-
efficient differentially private SGD algorithm for pairwise learning and
provide its privacy and utility guarantees.

3.1. DP-SGD for pointwise learning

In this subsection, we are interested in differentially private SGD
for pointwise learning. To achieve (✏, �)-differential privacy, we resort
to the gradient perturbation mechanism, i.e., noising the stochastic
gradient by Gaussian noise in each iteration of the algorithm. The
detailed algorithm is given by Algorithm 1. The following theorem
provides the privacy guarantee of Algorithm 1.

Theorem 2 (Privacy Guarantee). Suppose Assumptions 1 and 2 hold. Then
Algorithm 1 with some � À (0, 1) satisfies (✏, �)-DP if �2 g 2.68G2 and
� * 1 f

�2
6G2 log

⇠

n

�
�

1+ �2
4G2

�

⇡

with � = log(1_�)
(1*�)✏ + 1.



Neurocomputing 585 (2024) 127557

4

P. Wang et al.

Algorithm 1 DP-SGD for pointwise learning
1: Inputs: Data S = {zi À Z : i = 1,… , n}, loss function f (w; z)
with Lipschitz parameter G, the convex set W ” Rd , step size {⌘t},
privacy parameters ✏, �, and constant �.

2: Set: w1 = 0
3: for t = 1 to T do
4: Sample it Ì Unif([n])
5: wt+1 =ProjW

�

wt * ⌘t()f (wt; zit )+bt)
�

, where bt ÌN (0, �2Id ) with
�2 = 14G2T

�n2✏

�log(1_�)
(1*�)✏ +1

�

6: end for
7: return: wpriv = 1

T
≥T

t=1 wt

Remark 1. In Algorithm 1, the variance �2 of the Gaussian noise bt
depends on a constant � À (0, 1), which should satisfy the conditions
�2 g 2.68G2 and � * 1 f

�2
6G2 log

� n

�(1+ �2
4G2 )

�

. [19] studied DP-SGD with

gradient perturbation for ↵-Hölder smooth losses and gave a sufficient
condition for the existence of � under a certain setting. Specifically,
they proved that under the setting n > 18, T = n and � = 1_n2, if
✏ g 7(n

1
3 * 1) + 4 log(n)n + 7_(2n(n

1
3 * 1)), then there exists at least one

� such that the privacy guarantee of DP-SGD can be promised. Indeed,
our algorithm can be considered as a special case of their algorithm
with ↵ = 0. Hence, we can also show the existence of � under the same
setting.

Now, we establish the utility guarantee for strongly smooth losses.
Part (a) in the following theorem provides the optimal utility bound
for a general setting, i.e., the ‘‘pessimistic’’ case F (w<) > 0. Part (b)
of Theorem 3 focuses on the low-noise setting, i.e., the optimistic case
F (w<) = 0, where the best possible model w< can achieve zero error.
This setting is particularly intriguing in the context of deep learning,
where models may possess more parameters than training examples.

Theorem 3 (Utility Guarantee for Smooth Losses). Suppose Assumptions 1
and 2 hold and f is L-smooth. Let wpriv be the output of Algorithm 1.

(a) For some constant c > 0, selecting ⌘t = cmin
� 1̆

n
, ✏
˘

d log(1_�)

�

f

min{2_L, 1} and T ˛ n, there holds

E[F (wpriv)] * F (w<) = O

⇠ 1̆
n
+

˘

d log(1_�)
n✏

⇡

.

(b) Assume F (w<) = 0. For some constant c > 0, selecting ⌘t =
c✏

˘

d log(1_�)
f min{2_L, 1} and T ˛ n, there holds

E[F (wpriv)] * F (w<) = O

⇠

˘

d log(1_�)
n✏

⇡

.

Remark 2 ([19]). established the optimal rate for DP-SGD algorithm
with gradient complexity O(n) when the loss is strongly smooth with a
bounded parameter space. Part (a) in Theorem 3 recovers their result
when the loss is strongly smooth and Lipschitz continuous. Compared
with [19], we need a further Lipschitz continuous assumption. How-
ever, this assumption can be removed when we assume the parameter
domain is bounded in our setting. Indeed, the smoothness of f implies
that the upper bound of the gradient can be controlled by the diameter
of parameter domain R, i.e., Ò)f (w; z)Ò2 f M + LÒwÒ2 f M + LR,
where L is the smoothness parameter andM = supz Ò)f (0; z)Ò2. Hence,
our result can achieve the optimal rate under the same assumptions
as [19]. For the optimistic setting, i.e., F (w<) = 0, Part (b) in The-
orem 3 removes the term O

� 1̆
n

�

and further improves the rate to

O
� 1
n✏

˘

d log(1_�)
�

for strongly smooth losses under a low-noise condi-
tion. A very recent work [48] provided the same rate for the private
gradient descent algorithm, while they focused on the non-convex
setting and assumed Polyak-äojasiewicz condition holds.

Algorithm 2 DP-SGD for pairwise learning (DP-SGD-pairwise)
1: Inputs: Data S = {zi À Z : i = 1,… , n}, loss function f (w; z, z®)
with Lipschitz parameter G, convex set W ” Rd , step size {⌘t},
privacy parameters ✏, �, constant �.

2: Set: w1 = 0
3: for t = 1 to T do
4: Sample (it, jt) uniformly over all pairs {(i, j) : i, j À [n], i ë j}
5: wt+1 = Proj

W

�

wt * ⌘t()f (wt; zit , zjt )+bt)
�

, where bt Ì N (0, �2Id )
with �2 = 56G2T

�n2✏

� log(1_�)
(1*�)✏ +1

�

6: end for
7: return: wpriv = 1

T
≥T

t=1 wt

Now, we turn to the non-smooth case. The following theorem
presents the utility bound of Algorithm 1 for ↵-Hölder smooth losses.

Theorem 4 (Utility Guarantee for Non-smooth Losses). Let ↵ À [0, 1). Sup-
pose Assumptions 1 and 2 hold and f is ↵-Hölder smooth with parameter
L. Let wpriv be the output of Algorithm 1

(a) Let c > 0 be a constant. If ↵ g 1_2, selecting ⌘t = cmin
� 1̆

n
,

✏
˘

d log(1_�)

�

f min{2_L, 1} and T ˛ n. If ↵ < 1_2, selecting

⌘t = cmin
�

n
3(↵*1)
2(1+↵) , ✏

˘

d log(1_�)

�

f min{2_L, 1} and T ˛ n
2*↵
1+↵ . There

holds

E[F (wpriv)] * F (w<) = O

⇠ 1̆
n
+

˘

d log(1_�)
n✏

⇡

.

(b) Assume F (w<) = 0. Selecting ⌘t = cmin
$

n
↵2+2↵*3
2(1+↵) , n✏

T
˘

d log(1_�)

%

f

min{2_L, 1} and T ˛ n
2

1+↵ , where c > 0 is a constant. There holds

E[F (wpriv)] * F (w<) = O

⇠ 1

n
1+↵
2

+
˘

d log(1_�)
n✏

⇡

.

Remark 3 ([19]). studied DP-SGD with gradient perturbation for ↵-
Hölder smooth losses and established the optimal excess risk bound
with gradient complexity O

�

n
2*↵
1+↵ + n

�

. Since gradient complexity is
the total number of times the algorithm computes the gradient, then
the gradient complexity of the SGD-type algorithm is equivalent to the
number of iterations. Our result (Part (a) in Theorem 4) matches their
bounds with the same gradient complexity. As discussed in Remark 2,
although we need a further Lipschitz condition, we can also recover
their result under the same setting when the parameter domain is
bounded. Analogous to the smooth case, Part (b) in Theorem 4 derives
the excess population risk bound better than O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

. To
the best of our knowledge, this is the first excess population risk bound
of the order O

�

n*
1+↵
2 + 1

n✏

˘

d log(1_�)
�

for private SGD when the loss is
non-smooth.

3.2. DP-SGD for pairwise learning

In this subsection, we focus on the differentially private SGD algo-
rithm for pairwise learning. The proposed differentially private SGD
algorithm is described in Algorithm 2. In particular, in iteration t, the
algorithm draws a pair {(it, jt)} from the uniform distribution over all
pairs {(i, j) : i, j À [n], i ë j}. Then the parameter is updated by the
noised gradient )f (wt; zit , zjt ) + bt with bt Ì N (0, �2Id ). The following
theorem establishes the privacy guarantee for Algorithm 2.

Theorem 5 (Privacy Guarantee). Suppose Assumptions 1 and 2 hold. Then
Algorithm 2 with some � À (0, 1) satisfies (✏, �)-DP if �2 g 2.68G2 and
� * 1 f

�2
6G2 log

⇠

n

2�
�

1+ �2
4G2

�

⇡

with � = log(1_�)
(1*�)✏ + 1.
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By combining the stability results and the optimization error bounds
(Lemmas 19 and 20 below) together, we establish the following utility
guarantees for Algorithm 2 for strongly smooth and non-smooth losses,
respectively.

Theorem 6 (Utility Guarantee for Smooth Losses). Suppose Assumptions 1
and 2 hold and f is L-smooth. Let wpriv be the output of Algorithm 2.

(a) Let c > 0 be a constant. Selecting ⌘t = cmin
$

1̆
n
, ✏
˘

d log(1_�)

%

f

min{2_L, 1} and T ˛ n, there holds

E[ ÑF (wpriv)] * ÑF (w<) = O

⇠ 1̆
n
+

˘

d log(1_�)
n✏

⇡

.

(b) Let c > 0 be a constant. Assume ÑF (w<) = 0. Selecting ⌘t =
c✏

˘

d log(1_�)
f min{2_L, 1} and T ˛ n, there holds

E[ ÑF (wpriv)] * ÑF (w<) = O

⇠

˘

d log(1_�)
n✏

⇡

.

Remark 4. Under the strongly smooth and Lipschitz continuous
assumptions, [22] proposed the gradient descent with output pertur-
bation algorithm to achieve DP and provided the excess population
risk bound in the order of O

� 1̆
n✏

˘

d log(1_�)
�

with gradient complexity

O
�

n2
�

. [21] proposed a localized gradient descent algorithm and proved
that with a large gradient complexity O

�

n3 log(1_�)
�

, the optimal risk
rate O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

can be achieved. [8] presented a simple

localized DP-SGD algorithm and showed that their algorithm achieves
the optimal rate up to a log(1_�) term. Their algorithm needs the
gradient complexity O

�

n log(1_�)
�

. Our result (Part (a) in Theorem 6)
shows that Algorithm 2 exactly achieves the optimal rate only with
T ˛ n iterations for strongly smooth losses, which significantly reduces
the computational complexity of the algorithm. Under a low-noise
condition, Part (b) removes the term O

� 1̆
n

�

and derives the excess pop-

ulation risk bound of the order O
� 1
n✏

˘

d log(1_�)
�

with T ˛ n iterations.
To the best of our knowledge, this is the first excess population risk
bound in the order of O

� 1
n✏

˘

d log(1_�)
�

for privacy-preserving pairwise
learning.

The following theorem establishes the utility bounds for Algorithm
2 when the loss is non-smooth.

Theorem 7 (Utility Guarantee for Non-smooth Losses). Let ↵ À [0, 1). Sup-
pose Assumptions 1 and 2 hold and f is ↵-Hölder smooth with parameter
L. Let wpriv be the output of Algorithm 2.

(a) Let c > 0 be a constant. If ↵ g 1_2, we choose ⌘t = cmin
$

1̆
n
,

✏
˘

d log(1_�)

%

f min{2_L, 1} and T ˛ n. If ↵ < 1_2, we choose

⌘t = cmin
$

n
3(↵*1)
2(1+↵) , ✏

˘

d log(1_�)

%

f min{2_L, 1} and T ˛ n
2*↵
1+↵ . There

holds

E[ ÑF (wpriv)] * ÑF (w<) = O

⇠ 1̆
n
+

˘

d log(1_�)
n✏

⇡

.

(b) Assume ÑF (w<) = 0. Selecting ⌘t = cmin
$

n
↵2+2↵*3
2(1+↵) , n✏

T
˘

d log(1_�)

%

f

min{2_L, 1} and T ˛ n
2

1+↵ , where c > 0 is a constant. There holds

E[ ÑF (wpriv)] * ÑF (w<) = O

⇠ 1

n
1+↵
2

+
˘

d log(1_�)
n✏

⇡

.

Remark 5. Part (a) shows that the optimal excess risk rate can be
achieved with T ˛ n if ↵ g 1_2. For the case ↵ < 1_2, the same rate can
be also achieved with T ˛ n

2*↵
1+↵ . For non-smooth losses (i.e., ↵ = 0), [8]

established the optimal excess population risk rate for localized DP-SGD

algorithm with T ˛ n2 log(1_�) for Lipschitz continuity losses. Under the
same assumptions, Part (a) with ↵ = 0 implies that the optimal rate can
be achieved with T ˛ n2. Our result reduces the computational cost
by a factor of log(1_�) for this case. Part (b) establishes the first excess
population risk bounds better than O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

in the case
with low-noise for privacy-preserving pairwise learning.

4. Proofs of main results

We first introduce some definitions and useful lemmas. To establish
a tighter privacy analysis of DP-SGD, we introduce the following defi-
nition of Rényi differential privacy (RDP). Given an algorithm M and
a dataset S, let PM(S)(✓) denote the density of M(S).

Definition 5 (RDP [49]). Given a randomized algorithm M. For
� > 1,  > 0, if for all S Ì ÉS, there holds D�

�

M(S),M( ÉS)
�

:=
1

�*1 log î
⇠ PM(S)(✓)
P
M( ÉS)(✓)

⇡�
dP

M( ÉS)(✓) f , then M satisfies (�, )-RDP.

The following lemma will help us develop privacy guarantees for
DP-SGD algorithms.

Lemma 8 ([50]). Given a function G : Z
n ô W . Let �G be the l2-

sensitivity of G. For a dataset S œ Z
n with size n, let MG(S) be a Gaussian

mechanism with MG(S) = G(S) + b, where b Ì N (0, �2Id ). Denote by
Ssub the subset of S randomly selected from the uniform distribution over
all subsets of S with size k. Let � = k_n be the subsampling rate. Then
applying MG to Ssub satisfies (�, 3.5�2��2

G
_�2)-RDP if �2 g 0.67�2

G
and

� * 1 f
2�2
3�2

G

log
� 1
��(1+�2_�2

G
)

�

.

The following lemma provides the composition result of RDP, which
is useful for analyzing the total privacy guarantee of an iterative
algorithm.

Lemma 9 ([49]). Let {Mk}tk=1 be a sequence of mechanisms, where each
Mk is chosen based on the outputs of M1(S),… ,Mk*1(S). If Mk satisfies
(�, k)-RDP for k À [t], then a mechanism M consists of {Mk}tk=1 is
(�,≥t

k=1 k)-RDP.
The connection between RDP and DP is given as follows.

Lemma 10 ([49]). If M is (�, )-RDP, then M is ( + log(1_⌫)_(� *
1), ⌫)-DP for any ⌫ À (0, 1).

A fundamental property of DP is called the post-processing prop-
erty, which implies that analyzing the output of an algorithm satisfies
differential privacy will not increase privacy leakage.

Lemma 11 ([49]). Let M : Z
n ô W1 satisfies (�, )-RDP. For any

f : W1 ô W2, there holds f˝M : Z
n ô W2 satisfies (�, )-RDP.

Let M = supzÀZ f (0; z). Define

M↵,1 =
T

(1 + 1_↵)
↵

1+↵ L
1

1+↵ , if ↵ > 0,
M + L, if ↵ = 0.

(4)

Our analysis needs the following self-bounding property for strongly
smooth and ↵-Hölder smooth losses [24,51].

Lemma 12 ([24,51]). Suppose f is nonnegative. For any w À Rd , z À Z,
if f is L-strongly smooth, then Ò)f (w; z)Ò2 f

˘

2Lf (w; z). Let ↵ À [0, 1). If
f is ↵-Hölder smooth with L > 0, then for M↵,1 defined in (4) there holds
Ò)f (w; z)Ò2 f M↵,1f

↵
1+↵ (w; z).

We will use the concept of on-average argument stability to study
the generalization error.

Definition 6 ([26]). Let S = {zi}ni=1 and ÉS = {z®i}
n
i=1, where zi, z®i

are independently drawn from ⇢. For any i À [n], let S(i) = {z1,… ,
zi*1, z®i , zi+1,… , zn}. We say M is on-average ⌫-argument-stable if
ES, ÉS,M

⌅ 1
n
≥n

i=1 ÒM(S) *M(S(i))Ò22
⇧

f ⌫,
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4.1. Main proofs for pointwise learning

The proof of Theorem 2 (privacy analysis of Algorithm 1) is given
as follows.

Proof of Theorem 2. To show wpriv satisfies DP, we first prove that
the output of each iteration, i.e., wt, satisfies RDP. Specifically, for any
t À [T ], consider the mechanism Mt = Gt + bt, where Gt = )f (wt; zit ).
For any zit , z

®
it
À Z, from the Lipschitz continuity of f we know that

Ò)f (wt; zit ) * )f (wt; z®it )Ò2 f Ò)f (wt; zit )Ò2 + Ò)f (wt; z®it )Ò2 f 2G.

Then from the definition of sensitivity (see Definition 2), we can show
that the l2-sensitivity of Gt is bounded by 2G. Note that

�2 = 14G2T
�n2✏

⇠ log(1_�)
(1 * �)✏ + 1

⇡

.

According to Lemma 8 with subsampling rate � = 1_n, we know
Mt is

�

�, ��✏
T ( log(1_�)(1*�)✏ +1)

�

-RDP as long as �2 g 2.68G2 and � * 1 f

�2
6G2 log

⇠

n

�
�

1+ �2
4G2

�

⇡

hold. Then by Lemma 11 we can show that wt+1

is
�

�, ��✏
T ( log(1_�)(1*�)✏ +1)

�

-RDP. Further, we can use Lemma 9 to composite

the output of T iterations and get that Algorithm 1 is
⇠

�, ��✏
log(1_�)
(1*�)✏ +1

⇡

-

RDP. By choosing � = log(1_�)
(1*�)✏ + 1, we can obtain that Algorithm 1 is

⇠

log(1_�)
(1*�)✏ + 1, �✏

⇡

-RDP. Finally, the relationship between RDP and DP
(Lemma 10) implies that Algorithm 1 is (✏, �)-DP if �2 g 2.68G2 and
� * 1 f

�2
6G2 log

⇠

n

�
�

1+ �2
4G2

�

⇡

hold, which completes the proof. ∏

To study the utility guarantee of Algorithm 1, we need to estimate
the generalization error E[F (wpriv) * FS (wpriv)] and the optimization
error E[FS (wpriv) * F (w<)], respectively. We consider using on-average
argument stability to control the generalization error. The relationship
between on-average argument stability and the generalization error is
given as follows [26].

Lemma 13 ([26]). Let M be on-average ⌫-argument-stable. Let  > 0.

(a) Assume f is L-smooth. There holds

E[F (M(S)) * FS (M(S))] f L

E[FS (M(S))] + (L + )⌫

2 .

(b) If Assumption 1 holds and f is ↵-Hölder smooth with parameter L
and ↵ À [0, 1), then

E[F (M(S)) * FS (M(S))] f
M2

↵,1
2 E[F

2↵
1+↵ (M(S))] + ⌫

2 .

When analyzing the stability of DP-SGD, we consider perturbing
the stochastic gradient by the same Gaussian noise sequence for the
neighboring datasets. Then the on-average argument stability of non-
private SGD equals that of private SGD. We can use the following
lemma directly to give the stability bounds of Algorithm 3.1 for both
strongly smooth and non-smooth losses [26].

Lemma 14. Suppose Assumption 1 holds. Let M be Algorithm 1 with T
iterations.

(a) If f is L-smooth and ⌘j f 2_L, then M is on-average ⌫-argument-
stable with

⌫ f
8e(1 + T _n)L

n

T
…

j=1
⌘2jE[FS (wj )].

(b) Let ↵ À [0, 1). If f is ↵-Hölder smooth with parameter L, then M is
on-average ⌫-argument-stable with

⌫ f M2
↵,3e

T
…

j=1
⌘

2
1*↵
j +

4eM2
↵,1(1 + T _n)

n

T
…

j=1
⌘2jE

⌅

F
2↵
1+↵
S (wj )

⇧

,

where M↵,3 =
t

1*↵
1+↵ (2

*↵L)
1

1*↵ .

The following theorem presents the generalization bounds of DP-
SGD for both smooth and non-smooth losses, which directly follows
from Lemmas 13 and 14.

Theorem 15. Suppose Assumption 1 holds. Let wpriv be the output of
Algorithm 1. Let  > 0.

(a) If f is L-smooth and ⌘t f 2_L for all t À [T ], there holds

E[F (wpriv) * FS (wpriv)]

f
L

E[FS (wpriv)] +

4e(L + )(1 + T _n)L
n

T
…

t=1
⌘2t E[FS (wt)].

(b) Let ↵ À [0, 1). If f is ↵-Hölder smooth with parameter L, there holds

E[F (wpriv) * FS (wpriv)] f
M2

↵,1
2 E[F

2↵
1+↵ (wpriv)]

+ 
2

⇠

M2
↵,3e

T
…

t=1
⌘

2
1*↵
t +

4eM2
↵,1(1 + T _n)

n

T
…

t=1
⌘2t E

⌧

F
2↵
1+↵
S (wt)

�⇡

.

Recall w< = argminwÀW F (w). Let

M↵,2 =
h

n

l

n

j

1*↵
1+↵

�

2↵_(1 + ↵)
�

2↵
1*↵ M

2+2↵
1*↵

↵,1 , if ↵ > 0

M2
↵,1, if ↵ = 0.

(5)

The following theorem establishes the optimization error for both
smooth and non-smooth losses.

Theorem 16. Suppose Assumption 1 holds. Let {wj} be produced by
Algorithm 1. Assume the step size ⌘j is nonincreasing.

(a) If f is L-smooth, then
t

…

j=1
⌘jE[FS (wj ) * FS (w<)] f

�1
2 + 3L⌘1

�

Òw<
Ò

2
2

+ 3L
t

…

j=1

�

3⌘3j �
2d + 2⌘2j F (w<)

�

+
t

…

j=1
3⌘2j �

2d.

(b) Let ↵ À [0, 1). If f is ↵-Hölder smooth with parameter L, there holds
t

…

j=1
⌘jE[FS (wj ) * FS (w<)] f 3

4M
2
↵,1

⇠

t
…

j=1
⌘2j
⇡

1*↵
1+↵

⌧

2⌘1Òw<
Ò

2
2

+
t

…

j=1

�

6⌘3j �
2d + 4⌘2j F (w<) + 3M↵,2⌘

3*↵
1*↵
j

�

�

2↵
1+↵ + 1

2Òw
<
Ò

2
2

+
t

…

j=1
3⌘2j �

2d.

Proof. Note the projection operator Proj is non-expansive. Then for
any ↵ À [0, 1], we have

Òwt+1 * w<
Ò

2
2 f Òwt * ⌘t()f (wt; zit ) + bt) * w<

Ò

2
2

= Òwt * w<
Ò

2
2 + ⌘2t Ò)f (wt; zit ) + btÒ22 + 2⌘tÍw< * wt, )f (wt; zit ) + btÎ

f Òwt * w<
Ò

2
2 +

3
2 ⌘

2
t Ò)f (wt; zit )Ò

2
2 + 3⌘2t ÒbtÒ

2
2

+ 2⌘tÍw< * wt, )f (wt; zit ) + btÎ

f Òwt * w<
Ò

2
2 +

3
2M

2
↵,1⌘

2
t f

2↵
1+↵ (wt; zit ) + 3⌘2t ÒbtÒ

2
2

+ 2⌘t
�

f (w<; zit ) * f (wt; zit )
�

+ 2⌘tÍw< * wt,btÎ, (6)

where in the second inequality we used (a+ b)2 f (1+�)a2 + (1+1_�)b2
with � = 1_2, and the last inequality is due to the self-bounding
property (Lemma 12) and the convexity of f . Rearranging the above
inequality, we get

2⌘t[f (wt; zit ) * f (w<; zit )] f Òwt * w<
Ò

2
2 * Òwt+1 * w<

Ò

2
2
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+ 3
2M

2
↵,1⌘

2
t f

2↵
1+↵ (wt; zit ) + 3⌘2t ÒbtÒ

2
2 + 2⌘tÍw< * wt,btÎ.

Taking a summation over j and noting w1 = 0, we know

2
t

…

j=1
⌘j [f (wj ; zij )*f (w

<; zij )] f Òw<
Ò

2
2 +

3
2M

2
↵,1

t
…

j=1
⌘2j f

2↵
1+↵ (wj ; zij )

+
t

…

j=1

�

3⌘2j ÒbjÒ
2
2 + 2⌘jÍw< * wj ,bjÎ

�

.

Note that wj is independent of ij , we can take an expectation and get

t
…

j=1
⌘jE[FS (wj ) * FS (w<)] =

t
…

j=1
⌘jE[f (wj ; zij ) * f (w<; zij )]

f
1
2Òw

<
Ò

2
2 +

3
4M

2
↵,1

t
…

j=1
⌘2jE[f

2↵
1+↵ (wj ; zij )] +

t
…

j=1
3⌘2j �

2d, (7)

where we used E[ÒbjÒ22] = �2d and E[Íw< * wj ,bjÎ] = 0 since bj
is a Gaussian vector with mean 0 and variance �2, and w< * wj is
independent of bj .

To control the right hand side of (7), we have to estimate
≥t

j=1

⌘2jE[f
2↵
1+↵ (wj ; zij )]. By Young’s inequality ab f �*1

a� + ⌫*1b⌫ with
a, b À R and �*1 + ⌫*1 = 1, for any t À [T ] we have

⌘tM2
↵,1f

2↵
1+↵ (wt; zit ) =

⇠ 1 + ↵
2↵ f (wt; zit )

⇡

2↵
1+↵

⇠ 2↵
1 + ↵

⇡

2↵
1+↵ M2

↵,1⌘t

f
2↵

1 + ↵

⇠ 1 + ↵
2↵ f (wt; zit )

⇡

+ 1 * ↵
1 + ↵

⇠

� 2↵
1 + ↵

�

2↵
1+↵ M2

↵,1⌘t
⇡

1+↵
1*↵

= f (wt; zit ) +M↵,2⌘
1+↵
1*↵
t .

Putting the above inequality back into (6) yields

Òwt+1 * w<
Ò

2
2 f Òwt * w<

Ò

2
2 + 3⌘2t ÒbtÒ

2
2 + 2⌘tf (w<; zit )

*1
2 ⌘tf (wt; zit ) +

3
2M↵,2⌘

2
1*↵
t + 2⌘tÍw< * wt,btÎ.

Rearranging the above inequality and multiplying both sides by ⌘t, we
get

⌘2t f (wt; zit )
f 2⌘t

�

Òwt * w<
Ò

2
2 * Òwt+1 * w<

Ò

2
2
�

+ 6⌘3t ÒbtÒ
2
2 + 4⌘2t f (w

<; zit )

+ 3M↵,2⌘
3*↵
1*↵
t + 4⌘2t Íw

< * wt,btÎ
f 2⌘tÒwt * w<

Ò

2
2 * 2⌘t+1Òwt+1 * w<

Ò

2
2 + 6⌘3t ÒbtÒ

2
2 + 4⌘2t f (w

<; zit )

+ 3M↵,2⌘
3*↵
1*↵
t + 4⌘2t Íw

< * wt,btÎ,

where we assume ⌘t g ⌘t+1 for all t À [T * 1].
Taking a summation over j and noting w1 = 0, we know

t
…

j=1
⌘2j f (wj ; zit ) f 2⌘1Òw<

Ò

2
2 +

t
…

j=1

�

6⌘3j ÒbjÒ
2
2

+4⌘2j f (w
<; zij ) + 3M↵,2⌘

3*↵
1*↵
j + 4⌘2j Íw

< * wj ,bjÎ
�

. (8)

Note x ≠ x
2↵
1+↵ is concave. Then Jensen’s inequality implies

t
…

j=1
⌘2j f

2↵
1+↵ (wj ; zij ) f

t
…

j=1
⌘2j

H≥t
j=1 ⌘

2
j f (wj ; zij )

≥t
j=1 ⌘

2
j

I

2↵
1+↵

=
⇠

t
…

j=1
⌘2j
⇡

1*↵
1+↵

⌧

t
…

j=1
⌘2j f (wj ; zij )

�

2↵
1+↵

f

⇠

t
…

j=1
⌘2j
⇡

1*↵
1+↵

⌧

2⌘1Òw<
Ò

2
2 +

t
…

j=1

�

6⌘3j ÒbjÒ
2
2 + 4⌘2j f (w

<; zij )

+ 3M↵,2⌘
3*↵
1*↵
j + 4⌘2j Íw

< * wj ,bjÎ
�

�

2↵
1+↵ . (9)

Plugging the above inequality back into (7) and noting that E[FS (w<)] =
F (w<), we have
t

…

j=1
⌘jE[FS (wj ) * FS (w<)]

f
1
2Òw

<
Ò

2
2 +

t
…

j=1
3⌘2j �

2d + 3
4M

2
↵,1

⇠

t
…

j=1
⌘2j
⇡

1*↵
1+↵ E

⌧

2⌘1Òw<
Ò

2
2

+
t

…

j=1

�

6⌘3j ÒbjÒ
2
2 + 4⌘2j f (w

<; zij ) + 3M↵,2⌘
3*↵
1*↵
j + 4⌘2j Íw

< * wj ,bjÎ
�

�

2↵
1+↵

f
1
2Òw

<
Ò

2
2 +

3
4M

2
↵,1

⇠

t
…

j=1
⌘2j
⇡

1*↵
1+↵

⌧

2⌘1Òw<
Ò

2
2 +

t
…

j=1

�

6⌘3j �
2d

+ 4⌘2j F (w<) + 3M↵,2⌘
3*↵
1*↵
j

�

�

2↵
1+↵ +

t
…

j=1
3⌘2j �

2d,

where the last inequality used Jensen’s inequality for concave mapping
and EA[Íw< * wj ,bjÎ] = 0. Part (b) is proved. From the definition we
know that ↵-Hölder smoothness with ↵ = 1 corresponds to the strongly
smoothness of f . Hence, Part (a) in the theorem directly follows by
setting ↵ = 1 in the above inequality. ∏

Now, we can establish the proofs of the excess population risk
bounds of DP-SGD for pointwise learning by combining Theorems 15
and 16 together.

Proof of Theorem 3. Part (a) in Lemma 14 implies

1
n

n
…

i=1
E
⌅

Òwt+1 * w(i)
t+1Ò

2
2
⇧

f
8e(1 + t_n)L

n

t
…

j=1
⌘2jE[FS (wj )].

Plugging the above stability bounds back into Part (a) of Lemma 13,
we get

E[F (wt+1)] f
⇠

1 + L


⇡

E[FS (wt+1)]

+ 4e(L + )(1 + t_n)L
n

t
…

j=1
⌘2jE[FS (wj )]. (10)

Note that wj is independent of bj and ij . Eq. (8) implies
t

…

j=1
⌘2jE[FS (wj )] =

t
…

j=1
⌘2jE[f (wj ; zit )]

f 2⌘1Òw<
Ò

2
2 +

t
…

j=1

�

6⌘3jE[ÒbjÒ
2
2] + 4⌘2jE[f (w

<; zij )]

+ 4⌘2jE[Íw
< * wj ,bjÎ]

�

f 2⌘1Òw<
Ò

2
2 +

t
…

j=1

�

6⌘3j �
2d + 4⌘2j F (w<)

�

, (11)

where we used E[ÒbjÒ22] = �2d, E[f (w<; zij )] = F (w<) and E[Íw< *
wj ,bjÎ] = 0.

Plugging (11) back into (10) and summing over t yield
T
…

t=1
⌘tE[F (wt)] f

⇠

1 + L


⇡

T
…

t=1
⌘tE[FS (wt)] +

8e(L + )(1 + T _n)L
n

ù
T
…

t=1
⌘t
⌧

⌘1Òw<
Ò

2
2 +

t
…

j=1

�

3⌘3j �
2d + 2⌘2j F (w<)

�

�

. (12)

Combining (12) with Part (a) in Theorem 16 we can get
T
…

t=1
⌘tE[F (wt)]

f

⇠

1 + L


⇡⇠

T
…

t=1
⌘tF (w<) +

⇠1
2 + 3L⌘1

⇡

Òw<
Ò

2
2 + 3

t
…

j=1

�

3L⌘j + 1
�

⌘2j �
2d

+ 6
t

…

j=1
⌘2j F (w<)

⇡

+ 8e(L + )(1 + T _n)L
n

T
…

t=1
⌘t
⌧

⌘1Òw<
Ò

2
2
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+
t

…

j=1

�

3⌘3j �
2d + 2⌘2j F (w<)

�

�

.

Let ⌘t = ⌘ f min{2_L, 1}. Further, we assume T g n. Note wpriv =
1
T
≥T

t=1 wt. Then according to Jensen’s inequality, there holds

E[F (wpriv) * F (w<)]

= O

⇠⇠ (1 + *1)
T ⌘

+ (1 + )T ⌘
n2

⇡

Òw<
Ò

2
2 +

�

1 + *1��2d⌘ + (1 + )T 2⌘3�2d
n2

+
⇠

*1 +
�

1 + *1�⌘ + (1 + )T 2⌘2

n2
⇡

F (w<)
⇡

.

Recalling that �2d = 14G2Td
�n2✏

⇠

log(1_�)
(1*�)✏ + 1

⇡

, we further have

E[F (wpriv) * F (w<)]

= O

⇠⇠ (1 + *1)
T ⌘

+ (1 + )T ⌘
n2

⇡

Òw<
Ò

2
2

+
⇠

*1 + T 2⌘2(1 + )
n2

+
�

*1 + 1
�

⌘
⇡

ù F (w<) +
⇠

�

1 + *1�⌘ + T 2⌘3(1 + )
n2

⇡Td log(1_�)
n2✏2

⇡

. (13)

(a) If we set T ˛ n and  =
˘

n, then Eq. (13) implies

E[F (wpriv) * F (w<)]

= O

⇠⇠ 1̆
n
+ ⌘2

˘

n + ⌘
⇡

F (w<) +
� 1
n⌘

+ ⌘
˘

n

�

Òw<
Ò

2
2

+
�

⌘ + ⌘3
˘

n
�d log(1_�)⌘

n✏2
⇡

.

Further let ⌘t = c_max
$

˘

n,
˘

d log(1_�)
✏

%

f min{2_L, 1} for some con-
stant c > 0, then there holds

E[F (wpriv) * F (w<)] = O

⇠ 1̆
n
+

˘

d log(1_�)
n✏

⇡

,

where we assume
˘

d log(1_�) = O(n✏) (otherwise the bound will not
converge).
(b) Consider the low noise case, i.e, F (w<) = 0. Let  = 1. We can choose
T ˛ n and get

E[F (wpriv) * F (w<)] = O

⇠

� 1
n⌘

+ ⌘
n
�

Òw<
Ò

2
2 +

d log(1_�)⌘
n✏2

⇡

.

Let ⌘t =
c✏

˘

d log(1_�)
f min{2_L, 1} for some constant c > 0, then

E[F (wpriv) * F (w<)] = O

⇠

˘

d log(1_�)
n✏

⇡

.

The proof is completed. ∏

Now, we establish the utility guarantee of Algorithm 1 for non-
smooth losses.

Proof of Theorem 4. Recall that wpriv = 1
T
≥T

t=1 wt. Jensen’s inequality
implies that

E[F (wpriv)] * F (w<) =
�

T
…

t=1
⌘t
�*1

T
…

t=1
⌘tE[F (wt) * F (w<)]

=
�

T
…

t=1
⌘t
�*1

T
…

t=1
⌘tE[F (wt) * FS (wt)]

+
�

T
…

t=1
⌘t
�*1

T
…

t=1
⌘tE[FS (wt) * F (w<)]. (14)

We first estimate
�

≥T
t=1 ⌘t

�*1 ≥T
t=1 ⌘tE[F (wt) * FS (wt)]. Putting part (b)

in Lemma 14 back into part (b) of Lemma 13, we get

E[F (wt+1) * FS (wt+1)]

f

M2
↵,1

2 E[F
2↵
1+↵ (wt+1)] +

2eM2
↵,1(1 + t_n)

n

t
…

j=1
⌘2jE

⌧

F
2↵
1+↵
S (wj )

�

+
eM2

↵,3

2

t
…

j=1
⌘

2
1*↵
j .

Let ⇠j = max
�

E[F (wj )]*E[FS (wj )], 0
�

. Since x ≠ x
2↵
1+↵ is concave, then

there holds

E[F
2↵
1+↵ (wt+1)] f

�

E[F (wt+1)] * E[FS (wt+1)] + E[FS (wt+1)]
�

2↵
1+↵

f ⇠
2↵
1+↵
t+1 +

�

E[FS (wt+1)]
�

2↵
1+↵ .

Combining the above two inequalities together yields

⇠t+1 f
M2

↵,1
2

�

⇠
2↵
1+↵
t+1 +

�

E[FS (wt+1)]
�

2↵
1+↵

�

+ e
t

…

j=1

�

M2
↵,3
2 ⌘

2
1*↵
j

+
2M2

↵,1(1 +
t
n )⌘

2
j

n
�

E[FS (wj )]
�

2↵
1+↵

�

.

The solution of the above inequality is

⇠t+1 = O
�


1+↵
↵*1 + 1


�

E[FS (wt+1)]
�

2↵
1+↵ + 

t
…

j=1
⌘

2
1*↵
j

+ 
� 1
n
+ T

n2
�

t
…

j=1
⌘2j
�

E[FS (wj )]
�

2↵
1+↵

�

.

We assume T g n and set ⌘t = ⌘. From the definition of ⇠t+1 we can get

�

T ⌘
�*1

T
…

t=1
⌘tE[F (wt) * FS (wt)] = O

⇠


1+↵
↵*1 + T ⌘

2
1*↵

+T n*2
T
…

t=1
⌘2
�

E[FS (wt)]
�

2↵
1+↵ +

�

T ⌘
�*1

T
…

t=1
⌘
�

E[FS (wt+1)]
�

2↵
1+↵

⇡

. (15)

Since E[Íw< * wt,btÎ] = 0, Eq. (8) with ⌘t = ⌘ implies
T
…

t=1
⌘2
�

E[FS (wt)]
�

2↵
1+↵ f

T
…

t=1
⌘2
⇠

≥T
t=1 ⌘

2E[FS (wt)]
≥T

t=1 ⌘2

⇡

2↵
1+↵

f
�

T ⌘2
�

1*↵
1+↵

⇠

2⌘Òw<
Ò

2
2 + 6T ⌘3�2d + 4T ⌘2F (w<) + 3M↵,2T ⌘

3*↵
1*↵

⇡

2↵
1+↵

= O

⇠

�

T ⌘2
�

1*↵
1+↵

⇠

⌘ + T ⌘3�2d + T ⌘2F (w<) + T ⌘
3*↵
1*↵

⇡

2↵
1+↵

⇡

.

Dividing both sides by ⌘, we get
T
…

t=1
⌘
�

E[FS (wt)]
�

2↵
1+↵

= O

⇠

T
1*↵
1+↵ ⌘

1*3↵
1+↵

⇠

⌘ + T ⌘3�2d + T ⌘2F (w<) + T ⌘
3*↵
1*↵

⇡

2↵
1+↵

⇡

.

Now, plugging the above two inequalities back into (15), we have

�

T ⌘
�*1

T
…

t=1
⌘tE[F (wt) * FS (wt)]

= O

⇠

�

T ⌘
�*1T

1*↵
1+↵ ⌘

1*3↵
1+↵

�

⌘ + T ⌘3�2d + ⌘2F (w<) + T ⌘
3*↵
1*↵

�

2↵
1+↵ + 

1+↵
↵*1

+ T n*2
�

T ⌘2
�

1*↵
1+↵

�

⌘ + T ⌘3�2d + T ⌘2F (w<) + T ⌘
3*↵
1*↵

�

2↵
1+↵ + T ⌘

2
1*↵

⇡

= O

⇠

�

*1T
*2↵
1+↵ ⌘

*4↵
1+↵ + n*2T

2
1+↵ ⌘

2*2↵
1+↵

��

⌘ + T ⌘3�2d + T ⌘2F (w<)

+ T ⌘
3*↵
1*↵

�

2↵
1+↵ + 

1+↵
↵*1 + T ⌘

2
1*↵

⇡

. (16)

Part (b) in Theorem 16 with ⌘t = ⌘ implies

�

T ⌘
�*1

T
…

t=1
⌘E[FS (wt) * F (w<)] =

�

T ⌘
�*1

T
…

t=1
⌘E[FS (wt) * FS (w<)]

= O

⇠

T
*2↵
1+↵ ⌘

1*3↵
1+↵

�

⌘ + T ⌘3�2d + T ⌘2F (w<) + T ⌘
3*↵
1*↵

�

2↵
1+↵ + 1

T ⌘
+ ⌘�2d

⇡

.

(17)

Plugging (16) and (17) back into (14) yields

E[F (wpriv)] * F (w<)
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= O

⇠


1+↵
↵*1 + T ⌘

2
1*↵ +

�

n*2T
2

1+↵ ⌘
2*2↵
1+↵ + T

*2↵
1+↵ ⌘

1*3↵
1+↵ + *1T

*2↵
1+↵ ⌘

*4↵
1+↵

�

ù
�

⌘ + T ⌘3�2d + T ⌘2F (w<) + T ⌘
3*↵
1*↵

�

2↵
1+↵ + 1

T ⌘
+ ⌘�2d

⇡

. (18)

Now, we can prove part (a) by choosing suitable , ⌘ and T . Let  =
˘

n
and ⌘ = cmin

$

1̆
n
, ✏
˘

d log(1_�)

%

. Recall that �2d = O

⇠

Td log(1_�)
n2✏2

⇡

. Note

we assume ⌘T g 1. Then

⌘ + T ⌘3�2d + T ⌘2 + T ⌘
3*↵
1*↵ = O

⇠T 2⌘3d log(1_�)
n2✏2

+ T ⌘2
⇡

= O

⇠

T 2n*2⌘ + T ⌘2
⇡

.

Combining the above equation with Eq. (18), we get

E[F (wpriv)] * F (w<)

= O

⇠

�

T
*2↵
1+↵ ⌘

1*3↵
1+↵ + n*

1
2 T

*2↵
1+↵ ⌘

*4↵
1+↵ + n*

3
2 T

2
1+↵ ⌘

2*2↵
1+↵

�

ù
�

T 2n*2⌘ + T ⌘2
�

2↵
1+↵ + n

1+↵
2(↵*1) + 1̆

n
+

˘

d log(1_�)
n✏

⇡

.

If we further choose T ˛ n, then for any ↵ À [1_2, 1) there holds

E[F (wpriv)] * F (w<) = O

⇠ 1̆
n
+

˘

d log(1_�)
n✏

⇡

.

For the case ↵ À [0, 1_2), let  =
˘

n and ⌘ = cmin
$

n
3(↵*1)
2(1+↵) ,

✏
˘

d log(1_�)

%

f min{2_L, 1}, where c > 0 is a constant. Similar to the

discussion of Part (a), this choice of ⌘ implies

⌘ + T ⌘3�2d + T ⌘2 + T ⌘
3*↵
1*↵ = O

⇠T 2⌘3d log(1_�)
n2✏2

+ T ⌘2
⇡

= O

⇠T 2⌘2
˘

d log(1_�)
n(n✏) + T ⌘2

⇡

.

Further setting T ˛ n
2*↵
1+↵ , then combining the above equation with

Eq. (18) implies

E[F (wpriv)] * F (w<)

= O

⇠ n
*5↵2+4↵*3
2(1+↵)2

˘

d log(1_�)
n✏

+ n
1+↵

2(↵*1) +
˘

d log(1_�)

n
2*↵
1+↵ ✏

+ 1̆
n
+

˘

d log(1_�)
n✏

⇡

= O

⇠ 1̆
n
+

˘

d log(1_�)
n✏

⇡

,

where the last equality used ↵ < 1_2. The proof of part (a) is completed.

Finally, we consider the low noise case. Let ⌘ = cmin
�

n
↵2+2↵*3
2(1+↵) ,

n✏
T
˘

d log(1_�)

�

such that ⌘ f min{2_L, 1}, where c is a positive constant.

Then (18) with F (w<) = 0 implies

E[F (wpriv)] * F (w<)

= O

⇠

�

n*2T
2

1+↵ ⌘
2*2↵
1+↵ + T

*2↵
1+↵ ⌘

1*3↵
1+↵ + *1T

*2↵
1+↵ ⌘

*4↵
1+↵

�

ù
�

⌘ + T ⌘3�2d + T ⌘
3*↵
1*↵

�

2↵
1+↵ + 

1+↵
↵*1 + T ⌘

2
1*↵ + 1

T ⌘
+ ⌘�2d

⇡

.

Note

⌘ + T ⌘3�2d + T ⌘
3*↵
1*↵ = O

⇠

⌘
⇠

1 + T 2⌘2d log(1_�)
n2✏2

⇡⇡

= O(⌘),

where we used T 2⌘2 = O
�

n2✏2_(d log(1_�))
�

. Further, if we choose
� = n

1*↵
2 and T ˛ n

2
1+↵ , there holds

E[F (wpriv)] * F (w<) = O

⇠ 1

n
1+↵
2

+
˘

d log(1_�)
n✏

⇡

,

which completes the proof. ∏

4.2. Proofs for pairwise learning

Now, we give the proofs for the pairwise learning algorithm (Algo-
rithm 2). We first give the proof of its privacy guarantee.

Proof of Theorem 5. For each t À [T ], let Mt = Gt + btwith Gt =
)f (wt; zit , zjt ). Similar to before, we can show that the l2-sensitivity of
Gt is upper bounded by 2G by using Lipschitz continuity of f . Notice
that

�2 = 56G2T
�n2✏

⇠ log(1_�)
(1 * �)✏ + 1

⇡

.

Since zit and zjt are drawn uniformly without replacement from the
training set S, then according to Lemma 8 with � = 2_n, we know Mt
satisfies

⇠

�, ��✏
T
� log(1_�)

(1*�)✏ +1
�

⇡

-RDP if �2 g 2.68G2 and � * 1 f

�2
6G2 log

⇠

n

2�
�

1+ �2
4G2

�

⇡

hold. Now, let � = log(1_�)
(1*�)✏ +1. Then we getMt satis-

fies
⇠

log(1_�)
(1*�)✏ +1, �✏T

⇡

-RDP. According to Lemmas 11 and 9, we can show

that Algorithm 2 is
⇠

log(1_�)
(1*�)✏ + 1, �✏

⇡

-RDP. Finally, Lemma 10 implies

Algorithm 2 is (✏, �)-DP if �2 g 2.68G2 and � * 1 f
�2
6G2 log

⇠

n

�
�

1+ �2
4G2

�

⇡

hold. The proof is completed. ∏

To establish the generalization analysis of Algorithm 2, we first in-
troduce the following lemma which addresses the connection between
stability and generalization error.

Lemma 17. Let M be on-average ⌫-argument-stable. Let  > 0.

(a) Assume f is nonnegative. If f is L-smooth, there holds

E[ ÑF (M(S)) * ÑFS (M(S))] f L

E[ ÑFS (M(S))] + 2(L + )⌫.

(b) Let ↵ À [0, 1). If Assumption 1 holds and f is ↵-Hölder smooth with
parameter L, there holds

E[ ÑF (M(S)) * ÑFS (M(S))] f
M2

↵,1
2 E

⌅ ÑF
2↵
1+↵ (M(S))

⇧

+ 2⌫.

Proof. Part (a) can be found in [32]. We give the proof of Part (b).
Recall that S = {z1,… , zn} and ÉS = {z®1,… , z®n} are drawn indepen-
dently from ⇢. For any i À [n], denote S(i) = {z1,… , zi*1, z®i , zi+1,… , zn}.
Further, let

S(i,j) = {z1,… , zi*1, z®i , zi+1,… , zj*1, z®j , zj+1,… , zn}.

From the symmetry between zi, zj and z®i , z
®
j , there holds

ES, ÉS,M[ ÑF (M(S)) * ÑFS (M(S))]

= 1
n(n * 1)

…

i,jÀ[n]:iëj
ES, ÉS,M[ ÑF (M(S(i,j))) * ÑFS (M(S))]

= 1
n(n * 1)

…

i,jÀ[n]:iëj
ES, ÉS,M[f (M(S(i,j); zi, zj )) * f (M(S); zi, zj )]

f
1

n(n * 1)
…

i,jÀ[n]:iëj
ES, ÉS,M

⌅⇣

)f (M(S(i,j); zi, zj )),M(S(i,j)) *M(S)
⌘⇧

, (19)

where the second equality follows from Ezi ,zj [f (M(S(i,j)); zi, zj )] =
ÑF (M(S(i,j))) by noting that zi, zj are independent of M(S(i,j)), and in
the last inequality we used the convexity of f .

By the Schwartz’s inequality and self-bounding property (Lemma 12)
we know

Í)f (M(S(i,j); zi, zj )),M(S(i,j)) *M(S)Î

f
1
2 Ò)f (M(S(i,j); zi, zj ))Ò22 +


2 ÒM(S(i,j)) *M(S)Ò22

f

M2
↵,1

2 f
2↵
1+↵ (M(S(i,j); zi, zj )) + ÒM(S(i,j)) *M(Si)Ò22

+ ÒM(S(i)) *M(S)Ò22.
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Plugging the above inequality back into Eq. (19) we get

ES, ÉS,M[ ÑF (M(S)) * ÑFS (M(S))]

f
1

n(n * 1)
…

i,jÀ[n]:iëj
ES, ÉS,M

⌧M2
↵,1

2 f
2↵
1+↵ (M(S(i,j); zi, zj ))

+ ÒM(S(i,j)) *M(Si)Ò22 + ÒM(S(i)) *M(S)Ò22
�

=
M2

↵,1
2n(n * 1)

…

i,jÀ[n]:iëj
ES, ÉS,M

⌅

f
2↵
1+↵ (M(S(i,j); zi, zj ))

⇧

+ 2
n(n * 1)

…

i,jÀ[n]:iëj
ES, ÉS,M

⌅

ÒM(S(i)) *M(S)Ò22
⇧

,

where the last equality is due to ES, ÉS,M
⌅

ÒM(S(i,j)) * M(Si)Ò22
⇧

=
ES, ÉS,M

⌅

ÒM(S(j)) *M(S)Ò22
⇧

.

Since x ≠ x
2↵
1+↵ is concave and zi, zj are independent of M(S(i,j)),

we know

ES, ÉS,M
⌅

f
2↵
1+↵ (M(S(i,j); zi, zj ))

⇧

f ES, ÉS,M
⌅�

Ezi ,zj [f (M(S(i,j); zi, zj ))]
�

2↵
1+↵

⇧

= ES,M
⌅ ÑF

2↵
1+↵ (M(S))

⇧

.

Combining the above two inequalities together implies

ES, ÉS,M[ ÑF (M(S)) * ÑFS (M(S))]

=
M2

↵,1
2n(n * 1)

…

i,jÀ[n]:iëj
ES,M

⌅ ÑF
2↵
1+↵ (M(S))

⇧

+ 2
n(n * 1)

ù
…

i,jÀ[n]:iëj
ES, ÉS,M[ÒM(S(i)) *M(S)Ò22]

=
M2

↵,1
2 ES,M

⌅ ÑF
2↵
1+↵ (M(S))

⇧

+ 2
n

n
…

i=1
ES, ÉS,M[ÒM(S(i)) *M(S)Ò22].

The proof of Part (b) is completed. ∏

Our stability analysis for ↵-Hölder smooth losses requires the fol-
lowing lemma.

Lemma 18 ([26]). For all z, z® À Z, suppose w ≠ f (w; z, z®) is convex,
w ≠ )f (w; z, z®) is ↵-Hölder smooth with parameter L and ↵ À [0, 1). Then
for any w,w® and ⌘ > 0, there holds

Òw * ⌘)f (w; z, z®) * w® + ⌘)f (w®; z, z®)Ò22 f Òw * w®
Ò

2
2 + ÑM2

↵,3⌘
2

1*↵ .

The stability results of Algorithm 2 are established in the following
lemma.

Lemma 19. Suppose Assumption 2 holds. Let M be Algorithm 2 with T
iterations.

(a) If f is L-smooth and ⌘t f 2_L for all t À [T ], then M is on-average
⌫-argument-stable with

⌫ f
16L(1 + 2T _n)e

n

T
…

j=1
⌘2jE[FS (wj )].

(b) Let ↵ À [0, 1). If f is ↵-Hölder smooth with parameter L, then M is
on-average ⌫-argument-stable with

⌫ f

8eM2
↵,1(1 + 2T _n)

n

T
…

j=1
⌘2jE

⌅

F
2↵
1+↵
S (wj )

⇧

+ ÑM2
↵,3e

T
…

j=1
⌘

2
1*↵
j ,

where ÑM↵,3 =
t

e(1*↵)
1+↵ (2*↵L)

1
1*↵ .

Proof. Since adding noise to gradient will not change stability results,
then we only need to address the on-average stability bounds of non-
private SGD for pairwise learning. The proof of part (a) can be found
in [32]. We only give the proof of part (b). For any i À [n], let S,S(i)

and ÉS be constructed as Definition 6. For any S and i À [n], we discuss
three different cases.

Case 1. If it ë i and jt ë i, it then follows from the update rule of wt+1
and Lemma 18 that

Òwt+1 * w(i)
t+1Ò

2
2 f Òwt * ⌘t)f (wt; zit , zjt ) * w(i)

t + ⌘t)f (w
(i)
t ; zit , zjt )Ò

2
2

f Òwt * w(i)
t Ò

2
2 + ÑM2

↵,3⌘
2

↵*1
t .

Case 2. If it = i, the update rule and the standard inequality (a + b)2 f
(1 + �)a2 + (1 + 1_�)b2 imply that

Òwt+1 * w(i)
t+1Ò

2
2

f (1 + �)Òwt * w(i)
t Ò

2
2 + (1 + 1_�)⌘2t

�

fl)f (wt; zi, zjt )

* )f (w(i)
t ; z®i , zjt )fl

2
2
�

f (1 + �)Òwt * w(i)
t Ò

2
2 + 2(1 + 1_�)⌘2t

�

Ò)f (wt; zi, zjt )Ò
2
2

+ Ò)f (w(i)
t ; z®i , zjt )Ò

2
2
�

f (1 + �)Òwt * w(i)
t Ò

2
2 + 2M2

↵,1(1 + 1_�)⌘2t
�

f
2↵
1+↵ (wt; zi, zjt )

+ f
2↵
1+↵ (w(i)

t ; z®i , zjt )
�

.

Case 3. If jt = i, similar to Case 2, we have

Òwt+1 * w(i)
t+1Ò

2
2

f (1 + �)Òwt * w(i)
t Ò

2
2 + 2M2

↵,1(1 + 1_�)⌘2t
�

f
2↵
1+↵ (wt; zit , zi)

+ f
2↵
1+↵ (w(i)

t ; zit , z
®
i)
�

.

Note Pr(it ë i and jt ë i) = (n*1)(n*2)
n(n*1) and Pr(it = i and jt = j) = 1

n(n*1)

for any j ë i. Combining Cases 1–3 together yields

Eit ,jt
⌅

Òwt+1 * w(i)
t+1Ò

2
2
⇧

f
(n * 1)(n * 2)

n(n * 1)

⇠

Òwt * w(i)
t Ò

2
2 + ÑM2

↵,3⌘
2

↵*1
t

⇡

+ 1
n(n * 1)

…

jÀ[n]:jëi

�

(1 + �)Òwt * w(i)
t Ò

2
2 + 2M2

↵,1(1 + 1_�)⌘2t

ù
�

f
2↵
1+↵ (wt; zi, zj ) + f

2↵
1+↵ (w(i)

t ; z®i , zj )
��

+ 1
n(n * 1)

…

jÀ[n]:jëi

�

(1 + �)Òwt * w(i)
t Ò

2
2 + 2M2

↵,1(1 + 1_�)⌘2t

ù
�

f
2↵
1+↵ (wt; zj , zi) + f

2↵
1+↵ (w(i)

t ; zj , z®i)
��

f

⇠

1 + 2�
n

⇡

Òwt * w(i)
t Ò

2
2 + ÑM2

↵,3⌘
2

↵*1
t +

2(1 + 1_�)M2
↵,1⌘

2
t

n(n * 1)

ù
…

jÀ[n]:jëi

⌅

f
2↵
1+↵ (wt; zi, zj ) + f

2↵
1+↵ (w(i)

t ; z®i , zj ) + f
2↵
1+↵ (wt; zj , zi)

+ f
2↵
1+↵ (w(i)

t ; zj , z®i)
⇧

.

Taking an average over i we have

1
n

n
…

i=1
Eit ,jt

⌅

Òwt+1 * w(i)
t+1Ò

2
2
⇧

f

⇠

1 + 2�
n

⇡1
n

n
…

i=1
Òwt * w(i)

t Ò

2
2 + ÑM2

↵,3⌘
2

↵*1
t

+
2(1 + 1_�)M2

↵,1⌘
2
t

n2(n * 1)

n
…

i=1

…

jÀ[n]:jëi

⌅

f
2↵
1+↵ (wt; zi, zj )

+ f
2↵
1+↵ (w(i)

t ; z®i , zj ) + f
2↵
1+↵ (wt; zj , zi) + f

2↵
1+↵ (w(i)

t ; zj , z®i)
⇧

.

Further, taking an expectation over both sides yields

1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt+1 * w(i)
t+1Ò

2
2
⇧

f

⇠

1 + 2�
n

⇡1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt * w(i)
t Ò

2
2
⇧

+ ÑM2
↵,3⌘

2
↵*1
t
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+
2(1 + 1_�)M2

↵,1⌘
2
t

n2(n * 1)

n
…

i=1
ES, ÉS,M

⌧

…

jÀ[n]:jëi

⌅

f
2↵
1+↵ (wt; zi, zj )

+ f
2↵
1+↵ (w(i)

t ; z®i , zj ) + f
2↵
1+↵ (wt; zj , zi) + f

2↵
1+↵ (w(i)

t ; zj , z®i)
⇧

�

.

Due to the symmetry between zi and z®i we know

ES,M

⌧

…

jÀ[n]:jëi

⌧

f
2↵
1+↵ (wt; zi, zj ) + f

2↵
1+↵ (wt; zj , zi)

��

= ES, ÉS,M

⌧

…

jÀ[n]:jëi

⌧

f
2↵
1+↵ (w(i)

t ; z®i , zj ) + f
2↵
1+↵ (w(i)

t ; zj , z®i)
��

.

It then follows that

1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt+1 * w(i)
t+1Ò

2
2
⇧

f

⇠

1 + 2�
n

⇡1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt * w(i)
t Ò

2
2
⇧

+ ÑM2
↵,3⌘

2
↵*1
t

+
4(1 + 1_�)M2

↵,1⌘
2
t

n2(n * 1)

n
…

i=1
ES,M

⌧

…

jÀ[n]:jëi

⌧

f
2↵
1+↵ (wt; zi, zj ) + f

2↵
1+↵ (wt; zj , zi)

��

=
⇠

1 + 2�
n

⇡1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt * w(i)
t Ò

2
2
⇧

+ ÑM2
↵,3⌘

2
↵*1
t

+
8(1 + 1_�)M2

↵,1⌘
2
t

n
ES,M

⌧ 1
n(n * 1)

n
…

i=1

…

jÀ[n]:jëi
f

2↵
1+↵ (wt; zi, zj )

�

,

where we used
n
…

i=1

…

jÀ[n]:jëi
f

2↵
1+↵ (wt; zj , zi) =

n
…

i=1

…

jÀ[n]:jëi
f

2↵
1+↵ (wt; zi, zj ).

Further, according to Jensen’s inequality and w1 = w®
1, we know

1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt+1 * w(i)
t+1Ò

2
2
⇧

f

⇠

1 + 2�
n

⇡1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt * w(i)
t Ò

2
2
⇧

+ ÑM2
↵,3⌘

2
↵*1
t

+
8(1 + 1_�)M2

↵,1⌘
2
t

n
ES,M

⌧

F
2↵
1+↵
S (wt)

�

,

Now, we can apply the above inequality recursively and get

1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt+1 * w(i)
t+1Ò

2
2
⇧

f

8(1 + 1_�)M2
↵,1

n

t
…

j=1

⇠

1 + 2�
n

⇡t*j
⌘2t ES,M

⌧

F
2↵
1+↵
S (wj )

�

+ ÑM2
↵,3

t
…

j=1

⇠

1 + 2�
n

⇡t+1*j
⌘

2
↵*1
t .

Finally, we can set � = n
2t and use (1 + 1_t)t f e to get

1
n

n
…

i=1
ES, ÉS,M

⌅

Òwt+1 * w(i)
t+1Ò

2
2
⇧

f

8e(1 + 2t_n)M2
↵,1

n

t
…

j=1
⌘2t ES,M

⌧

F
2↵
1+↵
S (wj )

�

+ ÑM2
↵,3e

t
…

j=1
⌘

2
↵*1
t ,

which completes the proof. ∏

As discussed in [32], the proof of optimization error for Algorithm
2 is the same as Algorithm 1. Hence, the optimization error of Algo-
rithm 2 directly follows from Theorem 16, which is established in the
following lemma. Here, ↵ = 1 corresponds to the strongly smooth case.

Lemma 20. Let ↵ À [0, 1]. Suppose Assumption 1 holds and f is ↵-Hölder
smooth with parameter L > 0. Let {wj} be produced by Algorithm 2. Then
t

…

j=1
⌘jE[ ÑFS (wj ) * ÑFS (w<)] f 1

2Òw
<
Ò

2
2 +

3M2
↵,1
4

⇠

t
…

j=1
⌘2j
⇡

1*↵
1+↵

⌧

2⌘1Òw<
Ò

2
2

+
t

…

j=1

�

6⌘3j �
2d + 4⌘2j ÑF (w<) + 3M↵,2⌘

3*↵
1*↵
j

�

�

2↵
1+↵ +

t
…

j=1
3⌘2j �

2d

and
t

…

j=1
⌘2jE[ ÑFS (wt)] f 2⌘1Òw<

Ò

2
2 +

t
…

j=1

�

6⌘3j �
2d + 4⌘2j ÑF (w<) + 3M↵,2⌘

3*↵
1*↵
j

�

.

Now, we move on to utility guarantees for strongly smooth and
non-smooth cases. We first present the proof for strongly smooth case.

Proof of Theorem 6. Combining part (a) in Lemmas 17, 19 and 20
together we have

E[ ÑF (wt+1)]

f

⇠

1 + L


⇡

E[ ÑFS (wt+1)] +
32e(L + )(1 + 2t_n)L

n

⌧

2⌘1Òw<
Ò

2
2

+
t

…

j=1

�

6⌘3j �
2d + 4⌘2j ÑF (w<)

�

�

.

Multiplying ⌘t+1 and taking a summation yield
T
…

t=1
⌘tE[ ÑF (wt)]

f

⇠

1 + L


⇡

T
…

t=1
⌘tE[ ÑFS (wt)] +

32e(L + )(1 + 2T _n)L
n

T
…

t=1
⌘t
⌧

2⌘1Òw<
Ò

2
2

+
t

…

j=1

�

6⌘3j �
2d + 4⌘2j ÑF (w<)

�

�

. (20)

Lemma 20 with ↵ = 1 implies
T
…

t=1
⌘tE[ ÑFS (wt)] f

T
…

t=1
⌘tE[ ÑFS (w<)] + 1

2Òw
<
Ò

2
2 + 3L

⇠

⌘1Òw<
Ò

2
2

+
T
…

t=1

�

3⌘3t �
2d + 2⌘2t F (w<)

�

⇡

+
T
…

t=1
3⌘2t �

2d. (21)

Plugging (21) back into (20) we can get
T
…

t=1
⌘tE[ ÑF (wt)]

f

⇠

1 + L


⇡⇠

T
…

t=1
⌘t ÑF (w<) +

⇠ 1
2 + 3L⌘1

⇡

Òw<
Ò

2
2 + 3

t
…

j=1

�

3L⌘j + 1
�

⌘2j �
2d

+ 4
t

…

j=1
⌘2j ÑF (w<)

⇡

+ 32e(L + )(1 + 2T _n)L
n

T
…

t=1
⌘t
⌧

2⌘1Òw<
Ò

2
2

+
t

…

j=1

�

6⌘3j �
2d + 4⌘2j ÑF (w<)

�

�

.

Let ⌘t = ⌘ f min{2_L, 1} and assume T g n. Recall that �2d =
O
� Td log(1_�)

n2✏2
�

. According to Jensen’s inequality, there holds

E[ ÑF (wpriv) * ÑF (w<)]

= O

⇠⇠

*1 + T 2⌘2(1 + )
n2

+
�

*1 + 1
�

⌘
⇡

ÑF (w<) +
� (1 + *1)

T ⌘

+ (1 + )T ⌘
n2

⇡

Òw<
Ò

2
2 +

⇠

�

1 + *1�⌘ + T 2⌘3(1 + )
n2

⇡Td log(1_�)
n2✏2

⇡

. (22)

Now, we give the proof of part (a). We set T ˛ n,  =
˘

n and
⌘ = c_max

�
˘

n,
˘

d log(1_�)
✏

�

f min{2_L, 1}, where c > 0 is a constant.
Then from (22) we obtain

E[ ÑF (wpriv) * ÑF (w<)] = O

⇠ 1̆
n
+

˘

d log(1_�)
n✏

⇡

,

where we also assume
˘

d log(1_�) = O(n✏).
(b) For the low-noise case, setting  g 1, T ˛ n and ⌘ = c✏

˘

d log(1_�)
f

min{2_L, 1} yields the desired result. ∏
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Finally, we establish the utility guarantee for the non-smooth case.

Proof of Theorem 7. Similar to Theorem 4, we can plug part (b) in
Lemma 19 back into part (b) in Lemma 17 and get that

�

T
…

t=1
⌘t
�*1

T
…

t=1
⌘tE[ ÑF (wt) * ÑFS (wt)] = O

⇠


1+↵
↵*1 + T ⌘

2
1*↵

+
�

T ⌘
�*1

T
…

t=1
⌘
�

E[ ÑFS (wt+1)]
�

2↵
1+↵ + T n*2

T
…

t=1
⌘2
�

E[ ÑFS (wt)]
�

2↵
1+↵

⇡

. (23)

Further, combining Eq. (23) and Lemma 20 together we can obtain

�

T
…

t=1
⌘
�*1

T
…

t=1
⌘E[ ÑFS (wt) * ÑF (w<)]

= O

⇠

T
*2↵
1+↵ ⌘

1*3↵
1+↵

⇠

⌘ + T ⌘3�2d + T ⌘2 ÑF (w<) + T ⌘
3*↵
1*↵

⇡

2↵
1+↵ + 1

T ⌘
+ ⌘�2d

⇡

.

(24)

Plugging (23) and (24) back into (14) we can get

E[ ÑF (wpriv) * ÑF (w<)]

= O

⇠

� (1 + *1)
T ⌘

+ (1 + )T ⌘
n2

⇡

Òw<
Ò

2
2 +

⇠

*1 + T 2⌘2(1 + )
n2

+
�

*1 + 1
�

⌘
⇡

ÑF (w<) +
⇠

�

1 + *1�⌘ + T 2⌘3(1 + )
n2

⇡Td log(1_�)
n2✏2

⇡

.

(25)

The rest of the proof is similar to Theorem 4. We omit it for simpli-
city. ∏

5. Simulations

In this section, we present experimental results to verify our the-
oretical results. Especially, we take Algorithm 1 with f being either
the least square loss or the logistic loss as examples to show that DP-
SGD algorithm performs better under the low noise setting compared
to general settings.

5.1. Experimental setting and datasets

For the least square loss, consider coefficient w< = [0.5, 0.3, 0, 0.1, 0.2,
0, 0, 0, 0, 0.1] À Rd with dimension d = 10. Let data size n = 5000. For
i = 1,… , n, we simulated zi = (xi, yi) with x À Rd such that ÒxiÒ2 = 1
and

yi = xÒi w
< + �i

such that yi f 0.5, where �i Ì N (0, 2Idùd ) is the Gaussian error
with variance 2. Here, Idùd À Rdùd is the identity matrix and we
consider  = 0, 0.1 and 0.15. The setting  = 0 corresponds to the low
noise setting, i.e., L(w<) = 0, and the settings  = 0.1 and  = 0.15
correspond to the noise setting. We run non-private SGD and DP-SGD
with step size ⌘ = 0.01, � = 1_n2 and T = 1000. Note that for DP-SGD
we need to choose a constant � À (0, 1) such that the algorithm satisfies
(✏, �)-DP. We search � from 0.0001 to 0.9999 and choose the best one
that corresponds to the smallest variance �2. We aim to clarify how
the behavior of DP-SGD would change w.r.t. the privacy parameter ✏
under the low-noise and noise settings. To this aim, we very ✏ over
the set {0.5, 1, 1.5, 2, 2.5, 3, 3.5, 4, 4.5, 5, 5.5}. Due to the randomness of
the privacy algorithm, we repeat 500 runs of the randomized training
procedure for each parameter setting and report the average of the
mean square error as the experimental results.

For the logistic loss, we simulated {zi = (xi, yi)}ni=1 with n = 5000,
w< = [5, 3, 0, 0.1, 0.2, 0, 0, 0, 0, 0.1] À R10 such that ÒxiÒ2 = 1 and yi = 1 if
p(x) = 1

1+exp(*yi(w<)Òxi+�i)
> 0.5 and yi = *1 else. Here, �i Ì N (0, 2I10ù10)

is the Gaussian noise, and we consider  = 0, 0.4 and 0.6 for this case.
Similarly, we run non-private SGD and DP-SGD with � = 1_n2, step size
⌘ = 0.01 and T = 1000. We search � from 0.0001 to 0.9999 and choose

Fig. 1. Mean square error versus privacy parameter ✏ with the least square loss and
� = 1_n2 for different noise setting.

Fig. 2. Misclassification rate versus privacy parameter ✏ with the logistic loss and
� = 1_n2 for different noise setting.

the best one with the smallest variance. The privacy parameter ✏ is
varied over the set {1.5, 2, 2.5, 3, 3.5, 4, 4.5, 5, 5.5, 6}. We repeat 500 runs
of the randomized training procedure for each parameter setting and
report the average misclassification rate as the experimental results.

5.2. Experimental results

In Fig. 1, we compare the behavior of non-private SGD and DP-
SGD under different privacy levels and the low-noise/noise settings
for the least square loss. The dotted lines correspond to the results
of non-privacy SGD under different noise settings, and the solid lines
correspond to the results of DP-SGD under different noise settings.
Fig. 1 shows that under the same privacy level, i.e., the same ✏,
DP-SGD performs better in the low-noise setting ( = 0) compared
with the noise settings ( = 0.1 and  = 0.15). Our theoretical
analysis (see Theorem 3) also indicates that DP-SGD under the low-
noise case enjoys a stronger theoretical guarantee than DP-SGD under
the general case, which is consistent with the experimental results. In
addition, we can see clearly the trade-off between the utility and the
privacy parameter. The average mean square error decreases as we
relax the privacy requirements when ✏ becomes larger. Fig. 2 presents
the behavior of non-private SGD and DP-SGD under different privacy
levels and the low-noise/noise settings for the logistic loss. Similar to
Fig. 1, Fig. 2 shows that both non-privacy SGD and DP-SGD have better
performances under the low-noise case ( = 0) than those under the
general settings ( = 0.4 and  = 0.6), which are consistent with our
theoretical results. Besides, the misclassification rate decreases as the
privacy parameter ✏ increases.
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6. Conclusion

In this paper, we conducted a systematic analysis of DP-SGD with
gradient perturbation for both pointwise and pairwise learning prob-
lems. For pointwise learning, we introduced a low-noise condition
and derived sharper excess population risk bounds. Specifically, we
achieved bounds in the order of O

� 1
n✏

˘

d log(1_�)
�

and O
�

n*
1+↵
2 +

1
n✏

˘

d log(1_�)
�

for strongly smooth and ↵-Hölder smooth losses, respec-
tively.

Regarding pairwise learning, we presented a computationally effi-
cient DP-SGD algorithm with utility guarantees. Our analysis demon-
strated that our algorithm achieves the optimal excess risk bounds of
the order O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

for both strongly smooth and ↵-Hölder
smooth losses. Furthermore, we established faster excess risk bounds
for both strongly smooth and ↵-Hölder smooth losses under a low-
noise condition. Notably, our work represents the first utility analysis
for privacy-preserving pairwise learning that provides excess risk rates
tighter than O

� 1̆
n
+ 1

n✏

˘

d log(1_�)
�

.
There are several open questions that remain for further study.

Firstly, it would be interesting to explore whether our analysis of DP-
SGD with uniform sampling can be extended to DP-SGD with Markov
sampling, which poses a more challenging task. Secondly, an unex-
plored area for us is to investigate the utility analysis of DP-SGD
with a neural network structure. Addressing these questions would
contribute to a deeper understanding of privacy-preserving machine
learning algorithms.
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