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Abstract—Side channel attacks (SCA) have been shown to be
very effective in breaking cryptographic engines. In this paper,
we present a new power obfuscation switched capacitor (POSC)
DC-DC converter. To a first order approximation, it equalizes
the charge such that the same amount of charge is drawn
from the input power supply in each cycle. We evaluated the
design by analyzing the power supply to an Advanced Encryption
Standard (AES) unit powered by the proposed converter. CPA
fails after evaluation with 10k traces. Two different topologies of
the switched capacitor circuit are analyzed for their contribution
to side channel power information leakage. The three phase
POSC is designed with both switched capacitor converters (SCC1
and SCC2) and achieves efficiency of 77% and 70%.

Index Terms—Hardware Security, Side-channel Attack, Regu-
lators, Switched-capacitor Converters, Power Management.

I. INTRODUCTION

Cryptographic algorithms like Advanced Encryption Stan-
dard (AES) are used to protect the confidentiality of sensitive
data. However, unprotected implementations of cryptographic
engines show vulnerabilities to side channel attacks (SCA).
Several countermeasures against power analysis attacks have
been proposed. Domain Oriented Masking (DOM) or Thresh-
old Implementations are popular digital logic based imple-
mentation. However, area of AES implementation increases
by almost 3x with unsecured AES taking about 2.3 kilo-gate
equivalent (KGE) and an efficient DOM taking 6.6 KGE [1].
Charge recycling adiabatic logic [2] has been successfully used
to prevent DPA attacks but it incurs higher area overhead.
Other efforts involve masking [3], and hiding [4]. Other
works use multi-phase interleaved switched capacitor convert-
ers (SCC) with randomized activation pattern [5], [6] and
switched-capacitor current equalizers [7].

The first step in alleviating side channel power leakage is
to integrate the AES power supply on-chip. Inductive voltage
regulators (IVR), digital LDO and shunt regulator have been
used to suppress the AES current signature. Switched capacitor
(SC) converters are a better alternative for power obfuscation
as they are easily integrated, achieve high power density, and
efficiency but they can easily leak. Fig. 1-(a) shows the charge
transfer operation in a SC converter. In the phase ¢1, Cp is
charged from V;y, and in phase ¢, the charge is transferred
to Coyr. Since CF is directly connected to the load in ¢s, it
carries information about the load current through sampling.
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Fig. 1: (a) Conventional SC Converter’s vulnerability to DPA attacks
(b) Modified converter with shunt switch to prevent leakage

01 Operation

When CF reconnects with the input in the next cycle, the
load current information carried by CF is available at the
input node, which can be probed by the attacker. It can be
secured by discharging Cr to ground in each cycle [7] as
shown in Fig. 1-(b), ensuring that same charge is drawn in
each cycle. However, recharging C'r leads to increased power
loss, reducing the efficiency of the converter.

In this paper, we propose a new power obfuscation switched
capacitor (POSC) converter that prevents side-channel leakage
by drawing the same amount of charge using charge recycling.
The POSC is designed with two switched capacitor converters
(SCCI1 and SCC2) to asses the effect of converter topology
on leakage. Simulations on 10k AES traces did not reveal any
byte of the secret key after Correlation Power Analysis (CPA).

II. PROPOSED SWITCHED CAPACITOR CONVERTER
The proposed architecture is shown in Fig. 2. It consists
of a typical SC converter to power the AES load, a charge-
equalization circuit, and a charge-recycling circuit to prevent
excessive power loss and improve efficiency.

A. Architecture Overview

The proposed POSC converter works in three phases. In
the first two phases (¢4,p), a typical 2:1 converter provides
the power to the AES load, and the third phase (¢¢) is used
for power obfuscation. In the beginning of ¢¢c, Cgry 2 are
at Vpp/2 while CF is at Vpp. The comparator compares the
voltage on Cr, Vg with Vyppr and enables switch S3 which
connects Cr to the parallel combination of Cg7; and Cgrs.
Hence, Vg starts discharging and raising the level of Vgr
as shown in Fig. 2-(b). Once Vg crosses Vrgp, switch Ss
is disabled. In the next cycle, ¢4, Cr connects to Vyy, while
Csr1 and Cgro are connected in series to dump the extra
charge back on Vpp. As Cr is always set to a fixed voltage
before drawing charge from V7, it will draw the same charge
in each switching cycle. The design also uses a charge-pump

Authorized licensed use limited to: Northeastern University. Downloaded on July 19,2024 at 13:29:45 UTC from IEEE Xplore. Restrictions apply.

© 2024 |IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems. This is the author's version which has not been fully edi

content may change prior to final publication. Citation information: DOI 10.1109/TCAD.2024.3394752

Inside the
Accessible i chip

—_
to attacker

<1:5>

v Comparator | Power Obfuscation Voo T O s & bc ida
P | REE Circuit
Vin é V. ; S ... .
-.—/: SW : i Vst
in| ¢ da OB ! Nt et e
LT coge/ | o |
H = \ Equalization : ,_/%_ :
L S NS : Y : L
Converter /i [ A Csni Charge Pump Voo E EV
Charge Recycling ¢ H Vst : —
\ Circuit (1:2 Converter )i ____ w2~ | : / Voo/2} —
: i Charge
(@ H + Recycling
: it
Cr stz Ceps Cerz SC Converter| Charge Eq. |Charge Recyl.|Charge Pump (b)
150pF | 13pF | 3pF | 6.5pF
14.9% 4.3% 10.5% <1%
Coo | Vi | Voo | Ve i ° 0 )
2nF 2V 095V |0936V

(c) (d)

Fig. 2: (a) Proposed POSC converter circuit for power obfuscation, (b) transient waveforms showing operation of POSC circuit, (c) device
sizes, and (d) percentage power-loss of each block in the POSC converter.

to realize 2 x Vpp supply and level-converters to generate
control voltages at Vpp and 2 % Vpp levels. This is done to
avoid using V7 for generating control signals which can pose
a potential leakage point. The design of various circuit blocks
for the POSC converter is described below.

SCA Resilience: The circuit achieves SCA resilience by both
suppressing the signal as well as introducing additional ran-
dom noise in the signal. The comparator and other circuits in
the charge equalization block presents large gain (> 60dB) in
a negative feedback loop. Due to this negative feedback, the
SCA signal which will appear at Vgyy, is suppressed. Addi-
tionally, the comparator and other circuits will also present an
input referred noise due to their device noise. The combined
effect of these two factors reduces the signal to noise ratio
(SNR) making SCA more difficult to accomplish.

B. 2:1 Converter

The architecture of the 2:1 converter can affect the side
channel leakage of the POSC, and is discussed in Section III.
The first two phases (¢ 4 and ¢ ) implement typical operation,
and no charge is transferred to the load in the third phase (¢¢).
In steady state, flying capacitor C'r draws only small amount
of charge from the input node in each phase ¢ 4.

C. Charge Equalization

The comparator performs a critical part in charge equal-
ization, ensuring Vgyy is discharged to the same voltage in
every cycle. However, nonidealities in the comparator create
second-order effects which can cause variation in the Vgy,
value. If the comparator delay is large and varies with load
current, the amount of charge taken from Cp will vary,
leaking both timing and power information. Similarly, if Vgy
is higher due to offset, the comparator won’t trip in some
load scenarios leading to leakage. If Vgy, is lower due to
offset, the efficiency will decrease. The circuit architecture of
the comparator is shown in Fig. 3-(a). The first two stages
are fully differential resistive load amplifiers, drawing a DC
current from Vyy. They provide gain of 38dB and consume

12u4A bias current. The third stage is powered from Vg for
additional compensation and reduced power consumption. The
comparator is only enabled in phase ¢, and is disabled once
it trips. Fig. 3-(b) shows the variation in input current of the
POSC showing an equalized input current being drawn from
Vin. Fig. 4-(a) shows the variation in Vg, ; (final value of
Vsw after equalization in phase ¢¢). It shows a low variation
of less than 650uV for load variation of 5.5mA to 6.5mA.

Noise enhances side channel resilience by adding random-
ness to the side channel measurements. We simulated the
variation of Vg, r at 6mA load with transient noise integrated
up to 200MHz. Fig. 4-(b) shows that Vsyy, ¢ shows standard
deviation of 377uV in the presence of noise. Fig. 4-(a)
shows the variation of Vsw,; with AES load variation. The
AES leakage point corresponds to the load range of 5.5-
6.2mA (inset histogram) corresponding to a Vgyy, ¢ variation of
400uV . The level of noise seen on Vgyy, ¢ is comparable to its
variation with AES load. The noise source is the comparator
which randomizes the trip point for Vgyy.

In phase ¢¢, capacitors Cr and Cgry 2 are connected. In
the absence of control from the comparator, node Vs reaches
a final value of V{, which is equal to WVSW-
Since Vgw is load dependent, Vrgr must be in the range
[VéT,VSW] for all possible load currents. A lower value of
VrEer results in lower efficiency.

D. Charge Recycling Block

The extra charge from the switching node is stored on
storage capacitors C'sp; and C'spg connected in parallel. In
phase ¢4, they are connected in series to raise their voltage
above Vpp, to enable charge transfer to Vpp.

E. Control Logic and Level Converter

Switch S3 turns on at the start of phase ¢¢, and is turned off
once the comparator output FQ oy goes low. The comparator
output and control signals operate on a supply of less than
Vin/2, which is the voltage of Cr in phases ¢p and ¢¢.
This voltage is too low to drive the gate of switch S3. Hence,
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a level converter is designed to shift the control logic output
voltage level from Vpp to 2V level.

F. Charge Pump

Switch S5 is directly controlled by the level converter. If the
level converter is supplied by the external power Vi, power
information will be leaked out. Hence, an internal supply is
provided by a two stage charge pump shown in Fig. 2-(a). The
input of the charge pump is provided by Vpp (= 1V), and an
output voltage of 1.65V is obtained, which is enough to drive
switch S3 implemented using deep-nwell n-MOS.

ITI. DESIGN CONSIDERATIONS
A. Switched Capacitor Converter Topology

The choice of 2:1 converter plays a critical role in preventing
side channel leakage. The conventional 2:1 switched capacitor
converter (SCC1) is shown in Fig. 5-(a). In phase ¢4, the
input Vyy is directly connected to the output node Vpp
through the capacitor Cr. Hence, even though capacitor Cg
has the same charge on it at the start of the cycle in phase
¢4, the POSC can leak information as there is a direct path
between Vin and Vpp. To prevent this leakage, V;y and
Vpp should be isolated from each other. One such design is
shown in Fig. 5-(b). Capacitors Cr; and Cpo are equal, and
are connected together in phase ¢ 4. In this phase, the AES
load is disconnected from the input. In phase ¢, both Cpy
and Cpg are connected in parallel and supply the AES load.
In this phase, Vyy is disconnected from the 2:1 converter.
In phase ¢¢, the charge equalization operation takes place,
discharging Vg to Viyger. In all phases of operation, Vi
and Vpp are isolated, and hence there is no path for leakage
current to flow through V5. We have used SCC2 in the POSC
converter to reduce leakage at the expense of efficiency.
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Fig. 5: (a) High efficiency 2:1 SC converter (SCC1) (b) Leakage
resilient 2:1 SC converter (SCC2)

400 - - . 45

S0 p=77.13% @ 40 = 76%
o 9
o c =001% | 35 ¢ =1.08%
8 250 g s
8 825
Z 200 =
S 20
] ]
2150 4 "
100 -
10
50 - > "
0 =] [ S
774 7742 7744 7746 7148 L 74 75 76 7 78 79
Efficiency (%) Efficiency (%)
(a) (b)

Fig. 6: (a) Efficiency histogram after 5k traces for POSC Converter
designed using SCC1 (b) Efficiency histogram of POSC Converter
with process variation for 200 samples.

B. Input Resistance

The amount of current drawn from the input node Vjn
depends on the input resistance of the SC converter. To obtain
constant peak current, Roy must be constant in phase ¢4.
Fig. 5 shows SCC1 and SCC2, along with the voltage swings
of the control signals. A voltage swing of Vpp to Vyy is
sufficient for switch M to turn on in phase ¢ 4. The channel
resistance Rpy of switch M; is given by

1
1pCox ¥ (Vin = Vpp — Vin)

As the load current varies, Vpp varies as well, varying Ron.
Hence, the POSC starts to leak information at the input node.
Constant Rp in ¢ 4 is achieved by making the control signal
for M; swing from O to V. It removes the dependency of
input resistance on the load current at the cost of efficiency.

)

Ron =

C. Switch Design
The second order effects resulting from the switch design

in the SCC2 also contribute to the side channel leakage. In
phase ¢¢c, both Cpy and Cpy get discharged to C'sp; and
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Cg7s. Since My and My are both on, the on resistances of
these two switches affect the amount of current flowing out of
Cr1 and Cra. To ensure both the capacitors get discharged
at an equal rate, switches My and My must be designed such
that their on resistances are equal.

IV. RESULTS
A. POSC Performance Evaluation

We designed the POSC converter in 65nm CMOS with
a switching frequency of 50 MHz. It combines 5 parallel

converters each optimized to drive a 1.2mA load. Fig. 6-(a)
shows the variation of POSC efficiency with SCCI1 across
5k power traces, achieving an efficiency of 77.1%. Fig. 6-
(b) shows the efficiency variation of the POSC converter
across statistical process variation showing a 3-o variation of
3%. The comparator, charge-pump, 1 : 2 converter and the
control circuit incur an overhead of 25% over the SCCI1 2 : 1
converter.

B. SCA Evaluation

We implemented an unmasked AES on FPGA and obtained
the power traces. Fig. 7-(a) shows the power traces obtained
from an unmasked AES implementation on a Sasebo-GII
board, with a Xilinx Virtex-5 FPGA. These are used as a load
current for the POSC converter. To recover the last-round AES
key from the power traces byte by byte, we performed CPA
with a power model of Hamming distance between the output
cipher byte and the last round input state byte. The most leaky
time-point is at 4.226us, and CPA is applied at this point from
all the traces. By finding the maximum correlation between the
power consumption and predicted power under different key
byte guesses, the correct key byte value is retrieved.

When the FPGA was powered using a DC supply, 100
power traces were sufficient to recover the key bytes, as seen in
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Fig. 10: Correlation coefficient of the correct and incorrect keys as
a function of number of traces for all 16 bytes of the SCC2 POSC.

Fig. 7. To evaluate the performance of POSC, we applied the
power traces obtained from FPGA (Fig. 7-(a)) as load to the
POSC as these capture the power variation of an unmasked
AES. Limited by the prohibitively long simulation time (1
trace took approx. 1 hour to simulate) of the POSC converter,
SCC1 was evaluated with 5k traces, while SCC2 was evaluated
with 10k traces as it is more robust against SCA. When the
AES unit is powered from the POSC converter with SCCI,
the key cannot be extracted even with 5k traces, as seen in
Fig 8. The equivalent noise current sampled at the input Vi
is estimated from the noise variation seen at Vsw, (Fig. 4-
(b)). Transient noise is enabled while evaluating the POSC
converter and added to the traces prior to CPA evaluation. We
introduce noise in the traces which captures device and set-up
noise. Normally distributed random numbers were generated
to generate a 75 V-rms equivalent noise which was added to
the traces. The POSC converter is also evaluated for leakage
with the SCC2 converter, which is more leakage resilient as it
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JSS’10| CIC’20 JSS’20 VLS’15| TVLS’21 | This work*
71 [8] 91 [2] [10]*
Topology SC CDSA | Dig. LDO BBL SC SC
Tec.(nm) 130 65 130 65 28 nm 65
ML- CPA
Attack DPA SCA TVLA DPA TVLA CPA/TVLA
AES 128b 256b 128b 128b 256b 128b
Pow.(mW) 33.3 0.8 10.9 138 6
Area
Over.(%) 25 36.7 36.9 25 16 25
Power . 32 15 13-20
33 49.8 30
Over. (%) n =68 n~ 85 n = "77-70
MTD >10M| >10M 6.8M 0.52M 2K 5K / 10K
CPA
Trace#
/ t-Peak NA NA 100K/21 NA 2K 2K/14

*Simulation-based Results

has no direct path for current between V;n and Vpp. Fig. 9
shows the correlation coefficient for both correct and incorrect
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keys for all 16 key bytes for 10k traces when the POSC was
evaluated with SCC2. Fig. 10 shows the correlation coefficient
for all 16 key bytes against number of traces.

Table I compares the proposed work with state-of-the-art
power side channel resilient hardware designs. Simulation
result of our work indicates that POSC can achieve highest
reported efficiency of 77% with significantly lower power
overhead. The POSC shows no leakage after evaluating 10k
traces. Fig. 11-(a) shows the layout of the proposed POSC
circuit. Compared to a conventional SC converter, POSC
uses additional comparator, charge-recycling and charge-pump
circuits which consume additional 25% area. Further, owing
to the power consumption in these circuits, the efficiency of
the converter further decreases by 13% and 20% compared to
a conventional SC. The additional area and power overhead
helps in achieving high SCA resilience.

Fig. 11-(b) shows the Monte-Carlo process variation simu-
lation of critical Vg node which carries the leakage informa-
tion. The Monte-Carlo simulation includes normal distribution
of total variation for all transistors. The simulation is carried
out with a long duration of ¢¢ to enable comparator switching
across corners. Results show only a few mV variation across
process and min-max load variation. This high stability of
Vsw will help in achieving high SCA resilience. To further
improve the performance, conventional calibration methods
can be used to tune the comparator across process corners
to operate it at optimized frequency for best output efficiency.

We also evaluated our design using test-vector leakage
analysis (TVLA). Fig. 12 shows that POSC achieves a TVLA
peak of 14 with 2k traces compared to 152 obtained from
unprotected AES. Our design achieves comparable or bet-
ter TVLA result compared to other SCA resilient designs.
Measurement of SCA resilient regulator designs have shown
TVLA peak of 41 with 1K trace [11], 21 with 100K trace [9]
and shows leakage with 2K traces in [10].

V. CONCLUSION

This paper presents a 2:1 switched capacitor converter with
power obfuscation to protect against SCA. Two topologies of
the SCC are evaluated. A charge equalization circuit ensures
that the flying capacitor is always charged from a fixed
voltage level which prevents internal switching patterns to

t-value
<)

T T A

Time (us)
Fig. 12: TVLA simulation results with 2k traces

leak outside. A charge recycling technique recycles the extra
charge drawn from the flying capacitor back to the AES supply
improving the efficiency of the POSC converter. It achieves an
efficiency of 70% and has an area overhead of 25%. SPICE
simulation based CPA on the POSC showed no side channel
leakage with 10k-traces and peak TVLA of 14 with 2k traces.
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