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Secure Aggregation for Clustered Federated
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Abstract— Clustered federated learning is a popular paradigm
to tackle data heterogeneity in federated learning, by training
personalized models for groups of users with similar data
distributions. A critical challenge is to protect the privacy
of individual user updates, as the latter can reveal extensive
information about sensitive local datasets. To do so, a recent
promising approach is information-theoretic secure aggregation,
where parties learn the aggregate (sum) of user updates,
but no further information is revealed about the individual
updates. In this work, we present the first single-server secure
aggregation framework in the context of clustered federated
learning, to learn the aggregate of user updates for any clustering
of users, but without learning any information about the
local updates or cluster identities. Our framework can achieve
linear communication complexity under formal information-
theoretic privacy guarantees, while providing key trade-offs
between communication and computation complexity, adversary
tolerance, and resilience to user dropouts.

Index Terms— Clustered federated learning, secure aggrega-
tion, distributed learning, coded computing.

I. INTRODUCTION

EDERATED learning (FL) is a distributed learning
framework to train machine learning models over the
data stored and processed locally across a large number of
wireless devices (users) [1]. Unlike traditional centralized
training architectures, where all data is collected by a central
party who performs training, FL keeps the data on device.
Instead, each user updates the trained model locally on their
local data, and then the local updates (e.g., gradients) are
aggregated (often by a central server) to form a global model.
In doing so, users always keep the data on device, and send
only the intermediate computations (e.g., local gradients).
Due to this on-device learning architecture (data never
leaves the device, but only the local updates are commu-
nicated), FL has been highly popular in privacy-sensitive
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applications, such as healthcare. On the other hand, recent
gradient inversion attacks have shown that the local updates
sent by the users (such as gradients) can still reveal extensive
information about the local datasets [2], [3], [4]. Secure
aggregation (SA) protocols have been introduced to address
this challenge, by revealing only the sum of the local
updates to the server during training, while hiding the
contents of individual updates sent from each user using
information-theoretic or cryptographic tools [5], [6], [7],
[81, [9], [10], [11], [12]. In doing so, SA ensures that no
further information is revealed beyond the sum of the local
updates, preventing the server from associating the aggregated
updates with any particular user. SA can further be combined
with complementary privacy-preserving mechanisms such as
differential privacy [13], [14] and can even benefit the
latter [15], [16].

A major challenge of FL is the severe data heterogeneity
across the users, which slows down training, and degrades
model accuracy [17]. More importantly, training a single
model (across the entire network) may disproportionately
penalize the performance of underrepresented users [18].
Clustered FL is a recent approach to tackle this challenge by
training multiple models, each adapted to a group of users with
similar data distributions [19], [20], [21], [22], [23], [24], [25].
The training process alternates between clustering the users
with respect to their data distributions, and training a distinct
model within each cluster. For the latter, the server collects
and aggregates the local updates (gradients) from the users
assigned to each cluster, to update the model designated for
that cluster. Several complementary approaches also explore
addressing data heterogeneity by designing a personalized
model for each user through fine-tuning or meta-learning [26],
[27], [28], [29]. In contrast, clustered FL targets group-
level personalization, where the server maintains personalized
models to serve groups of users with similar characteristics,
while avoiding excessive memory and storage costs to handle
a large number of models.

In this work, our goal is to develop an SA framework for
clustered FL. A naive approach is to leverage conventional SA
protocols to aggregate the local gradients of the users assigned
to each cluster (independently from other clusters). On the
other hand, doing so requires the server to learn the cluster
identity of each user, which itself is highly sensitive informa-
tion, revealing which users have similar data distributions [23].
An adversarial user can further infer sensitive information
about the characteristics of honest users assigned to the
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same cluster, simply by leveraging the similarity between the
distributions. Importantly, underrepresented users are the most
vulnerable to these types of attacks, due to the lack of a large
number of honest users with similar data distributions, i.e.,
same cluster identity. Moreover, clusters may vary throughout
the training, using which one may reveal the local gradients by
comparing the aggregated updates received at different training
rounds [30]. As such, here we ask the following question:

e How can we enable SA for clustered FL, for the server
to learn the aggregate of local gradients for each cluster,
but without learning any information about the local
gradients or cluster identities of individual users?

To address this challenge, in this work we propose the first
single-server SA frameworks for clustered FL. In all proposed
frameworks, the server can perfectly recover the aggregate
of local gradients for each cluster, but without learning
any further information about the cluster identities or local
gradients of the users. All proposed frameworks ensure strong
information-theoretic privacy guarantees, while providing
a trade-off between the communication and computation
overhead, round complexity, and resilience to user dropouts
(e.g., due to poor channel conditions). Our contributions can
be summarized as follows:

o« We propose SA in the context of clustered FL, where
the server aggregates the local gradients from multiple
clusters of users simultaneously, without learning any
information about the cluster identities or local gradients.

o« We propose the first single-server SA framework for
clustered FL. By introducing an offline-online trade-off,
our framework can achieve a linear online communi-
cation complexity, while offloading the communication-
intensive operations to a data-agnostic offline phase.

e For all proposed frameworks, we demonstrate the
formal information-theoretic privacy guarantees and
identify the key performance trade-offs between the
communication/computation overhead, privacy against
adversaries, round complexity, and resilience to user
dropouts.

II. RELATED WORKS

For group-level personalization, a hierarchical clustering
approach is proposed in [19] by partitioning the users into
clusters according to the similarity of their local model
updates, and a distinct model is trained for each cluster.
Reference [20] determines the clusters according to the cosine
similarity between different local updates. References [21],
[22], and [23] propose an alternating optimization approach,
which alternates between clustering users based on the
similarity of their local data distributions, and training a
distinct model for each cluster. Reference [24] considers the
setting where local datasets are from a mixture of distributions,
whereas [25] considers fairness across the clusters. In contrast,
[26], [27], [28], [29], [31] adopt a user-level personalization
approach. To this end, [32] adds a proximal term to the
local objectives to improve performance in the presence
of data heterogeneity. A multi-task learning approach is
proposed in [26] to simultaneously tackle data and system
heterogeneity. A meta-learning approach is proposed in [27],

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 72, NO. 7, JULY 2024

[28], and [31] to provide user-specific models based on local
dataset distributions.

Secure aggregation (SA) was introduced in [5] and [6],
where the local gradients are obfuscated by pairwise additive
random masks. The masks cancel out upon aggregation,
allowing the server to recover the aggregate of the true
gradients. While these works focus on cryptographic security
(against adversaries with bounded computational capability),
more recent works consider information-theoretic SA, where
adversaries have unbounded computational power [7], [8],
[9], [10], [11], [12]. To this end, [7] proposes a circular
aggregation strategy, whereas [8] introduces a one-shot
aggregation technique. Reference [9] considers efficient
randomness generation with low storage cost, whereas [10]
provides a trade-off between communication load and active
communication links, and [11] introduces resource-aware SA
with quantization.

These works are agnostic to the data heterogeneity across
users, and focus on training a single model. Concurrent
work [33] considers a two-server secure multi-party computing
protocol to aggregate the local updates from different
clusters of users. However, unlike SA (which is based on a
single-server architecture), this work requires two honest (non-
colluding) servers who interact with the users and each other
to carry out a secure two-party protocol, but do not share any
sensitive information with each other in an attempt to breach
user privacy. In contrast, our goal is to develop a single-server
secure aggregation framework, to facilitate privacy-preserving
training architectures for clustered FL. Compared to the two-
server setting, the single server setting carry the additional
challenge where the aggregation is handled by a single server,
while still being able to keep the individual models and the
cluster identities of the users private.

A. Organization

The remainder of the paper is organized as follows.
Section III introduces the system model, Section IV presents
our frameworks. Sections V and VI provide the theoretical
analysis and experiments, respectively. Section VII discusses
extensions to different adversary models, and Section VIII
concludes the paper. Throughout the paper, « denotes a scalar,
x is a vector, X represents a matrix, and X denotes a set,
where [N] is the set {1,...,N}.

III. PROBLEM FORMULATION
A. Clustered FL

We consider a distributed network of /N users and a server.
The local dataset D; of user i € [N] is realized from one of
K distributions denoted by P, ..., Pk. The goal is to train
K models w1, ..., wg, where model w;, € R? is trained to
minimize the loss function,

Fe(wi) £ Eeop, [f(Wr,€)]  Vk € [K], (1)

where ¢ is a data sample realized from distribution Py and
f(wy, &) denotes the stochastic loss function computed on the
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data sample ¢ and model wy. Then, the optimal model is given
by,

wj = arg miny, Fi(wi) Vk € [K]. 2)

To solve (1), clustered FL [21], [22], [23] takes an iterative
approach, that alternates between partitioning the users into
K clusters with respect to the similarity of the local datasets,
and training K global models (one for each cluster). At each
iteration ¢, the server broadcasts the current state of the K
global models {wy () }re(x) to all users. Then, user i € [N]
computes a local empirical loss,

Filwa(®) 2 o 3 Flwi(6),)

Dil &3,

3)

for each model {w(t)} e[k, and selects the cluster with the
minimum loss,

(t) a .
N = 1 t .
¢ = arg min filwi(t))

“4)

Next, user ¢ € [N] computes a local gradient for the model of
the selected cluster,

gilt) £ V filw,00 (1)) )

and sends the local gradient from (5), along with the cluster
index from (4), to the server. Then, the server updates
the global model for each cluster, by aggregating the local
gradients received from users assigned to that cluster,

> el

IE€S, ()NU(t)

wk(t+1):wk(t)—% Vk € [K], (6)

where 7 is the learning rate, and Sy (t) = {i : i

. = k,i €
[N]} denotes the set of users assigned to cluster k at iteration ¢.
At each training iteration, up to D out of IV users may drop out
from the protocol due to various reasons, such as poor channel
conditions or low battery. Accordingly, ¢(t) C [N] denotes
the set of surviving users at iteration ¢, who successfully send

their local gradient g;(¢) to the server, where |U/(¢)| > N —D.

Remark 1. The key intuition behind the clustered learning
mechanism is that when user datasets are sampled from K
different distributions, the optimal model for each distribution
should minimize the local loss for the corresponding
users [23]. Accordingly, at each training round, the clustering
mechanism identifies the group of users for which a given
(global) model performs the best, and then further updates
the model using the local datasets of the corresponding users.

B. Threat Model

We consider an honest-but-curious (passive) adversary
model (as is the most common threat model in SA), where
adversaries follow the protocol, but try to reveal additional
information about the local datasets of honest users from
the messages exchanged during training [7], [9]. Out of NV
users, any set of up to 7" users can be adversarial. Adversarial
users may collude with each other, and the adversaries from
one cluster may collude with the adversaries from different
clusters. The server is also honest-but-curious and may collude
with the adversarial users.
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Fig. 1. Secure aggregation for clustered FL. The server learns the aggregate
of the local gradients Zieskmu gi(t) for each cluster k € [K], without
learning which users belong to which cluster, or the local gradients g;(¢) of
the individual users.

C. Information-Theoretic Secure Aggregation

Our goal is to enable the server to compute the sum of the
local gradients 3_; s, (1)ru(r) 8i(t) for each cluster k € [K],
in order to update the model from (6) correctly, but without
learning any further information about the local gradients or
the cluster identities of the users. Formally, this condition can

be stated as follows:
(@ mrm {2 w0}
1€SK()NU(t)

{gi(t), " Ve, QT) =0 (7

for any set of adversarial users 7 such that |7| < T, where
M denotes the collection of all messages received by the
adversaries and the server, and G is the set of randomness
generated by the adversaries during training. We then ask the
following question:

o« How can the server compute the aggregate of local
gradients from (6) for all K clusters, under the
information-theoretic privacy guarantees from (7)?

To address this challenge, in this work we propose
three SA protocols, with different trade-offs in terms of
communication/computation overhead, round complexity, and
dropout resilience. Similar to [5], [7], and [9], our frameworks
are bound to finite field computations, where each user
converts their local gradient g;(t) € R? from the real
domain to a finite field F, of integers modulo a large
prime ¢q. The details of this conversion is provided in
Appendix A. In the sequel, g,;(t) € FZ denotes the finite
field representation of g;(t). All computations are then
performed in F,. Our system model is illustrated in Fig. 1.
Similar to [7], [10], and [34], we assume that there exists
direct (peer-to-peer) communication links between the users,
in addition to the user-to-server links. In scenarios where peer-
to-peer links are not available, one can utilize cryptographic
encryption mechanisms to forward all messages through the
server [5], [6].
We next present the details of our frameworks.

IV. CLUSTERED SECURE AGGREGATION

We next present three approaches to SA for clustered FL.
For notational clarity, we omit the iteration index ¢ in our
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exposition. In all frameworks, a new set of randomness is
generated at each training round. The randomness generation
in the offline phases can be carried out when the network load
is low, or can be overlapped with other components of training.

A. Clustered Secret Gradient Sharing (CSGS)

In our first framework, users encode their local gradients by
partitioning them into multiple shards, and combining them
with T random masks. Then, each user sends an encoded
gradient to every other user. The random masks hide the
true gradient and cluster identity against up to T adversaries,
while the encoding mechanism provides a trade-off between
communication complexity and resilience to user dropouts.
We next describe the details of this procedure.

Initially, the server generates N distinct public parameters
aq,...,an independently and uniformly at random (without
replacement) from F,, and sends them to the users prior to
training. Then, each user ¢ € [N] partitions its local gradient
g, into L equal-sized shards,

gL]’, ®)

and generates Tdindependent (uniformly) random vectors

Vily---,ViT € ]qu. Then, user ¢ forms a degree KL + T —
1 polynomial,

g = [g;rl

T

Za(clfl LJrl 17 + ZQKL+l 1V'Ll7 (9)

=1

and sends to each user j € [N] a coded gradient,

gij = filoy). (10
In doing so, some users may drop out from the protocol
and fail to send their coded gradients. We denote the set
of surviving users at the end of this stage (i.e., users who
successfully send their coded gradients from (10)) by U; C
[N]. To recover the aggregate of the local gradients of these
surviving users, the server then requests the aggregate of the

coded gradients,
gz £ Z gji

JEUL

(1)

from each user ¢ € [N]. Note that the computations from (11)
can be viewed as evaluations of a degree KL + T —
1 polynomial,

a)éij Z Zak 1)L+1— 1( Z gﬂ)

JeUs ke[K]le[L] JESKNUL
T
4 ZQKLHA( Z Vﬂ) (12)
=1 JEU
at an interpolation point o = «;, where g; = f(«;). The set

of surviving users at the end of this stage (i.e., users who
successfully send the sum of the coded gradients in (11)) is
defined as Us, where Us C U; C [N]. Since any polynomial
f of degree deg f can be uniquely reconstructed from at least
deg f+1 evaluation points, upon receiving the evaluations (11)
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from the users in Uy, where |Us| > KL + T, the server can
reconstruct the aggregate of the local gradients,

Z g; = [Z Zjeskml,{l ggT'L]Ta (13)

JESKNUL

=T
jespruy 81 T

for each cluster k¥ € [K], using polynomial interpolation.
Parameter L controls a trade-off between communication
complexity and resilience to user dropouts. Specially, as will
be detailed in Section V, the communication overhead is
O(dTN) per user, which is inversely proportional to L, whereas
the maximum number of user dropouts that can be tolerated
is given as D < N — (KL +T), which increases by selecting
a smaller L.

B. Clustered Masked Gradient Aggregation (CMGA)

Our second framework builds on an online-offline trade-off,
by dividing the communication into online (data-dependent)
and offline (data-agnostic) phases. The former depends on
the datasets, hence can only be carried out after training
starts. The latter is independent from data (such as randomness
generation), and can be carried out flexibly in advance when
the network load is low (accordingly, we assume that the user
dropouts occur in the online phase.). The key intuition is then
to transfer the intensive communication overhead incurred by
large N to the offline phase, by increasing the number of
communication rounds. As demonstrated next, one can achieve
an online communication overhead of O(dK') (independent
from the number of users) while keeping the offline overhead
as O(%Y). We next describe the details of the offline and
online phases, respectively.

1) Offline: In the offline phase, the server generates N
distinct public parameters «j,...,an independently and
uniformly at random (without replacement) from IF;, and sends
them to the users. User ¢ € [N] then generates K random
masks {rix}re[x] of size d uniformly at random from F,,
and partitions each mask into L equal-sized shards,

rik = [Ty o I'iTkL]T- (14)
Using the random masks generated, user ¢ constructs a
polynomial of degree KL+T-1,

Zza(k DL+I-1,. kl+ZaKL+l Lva, (15)

k=11=1

where v;; € IFqZ are generated uniformly at random for all
I € [T}, and sends an encoded mask,

Ty = fi(ay)
to each user j € [NV]. The random masks {r;}re(x) Will be
utilized to hide the true content of the local gradients in the
online phase, whereas the random vectors {v;; };c[7 will hide
the true value of the masks against up to 1" adversaries.

2) Online: In the online phase, each user ¢ € [N] sends to
the server a masked gradient,

g +riy, ifiesSk
Xik = .
! Tk otherwise ,

(16)

a7
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for each cluster k € [K]. We define U; to represent the set of
users who successfully send their masked gradient from (17)
to the server. Then, the server aggregates the received masked
gradients {X; }icy, from the surviving users U, by evaluating
the sum ., x; for each cluster & € [K]. On the
other hand, to recover the aggregate of the true gradients
> ies.ru, 8 from the masked gradients >, ,, X;x, the server
has to remove the aggregate of the random masks Zz‘eul Tik
from the latter. To do so, the server requests the aggregate of
the coded masks,
E YT

JEUL

(18)

from each user ¢ € U;. The computations from (18) can be
viewed as evaluations of a degree KL + T — 1 polynomial,

K L
a Z fia) = Zza(kfl)LJrlfl( Z rjkl)

JEU k=11=1 JEUL
T
KL+1-1
+3 ke (§ vjl> (19)
=1 JEUL

at an interpolation point @ = «;, where ¥; = f(a;). We let
U denote the set of users who successfully send the aggregate
of the coded masks in (18) to the server, where Uy C U; C
[N]. Then, upon receiving the evaluations in (18) from any
set of at least KL + T" users, the server can reconstruct the
aggregate of the random masks,

T
Do = [Cicwn Tha - Yiew The]  for k€ [K] (20)
€Uy

via polynomial interpolation. Then, the server can recover the

aggregate of the true gradients for each cluster, by removing
the random masks in (20) from the masked gradients

ZiGUI Xik 48,
S m= Yo Y r for ke K]
€U 1€U,

1€SKNU,

21

CMGA achieves a per-user online communication overhead
of O(dK), by offloading the O(%Y¥) (online) overhead of
CSGS to the offline phase, while providing equal resilience
against user dropouts D < N — (KL + T). On the other
hand, when the number of clusters K is large, as is often the
case in highly heterogeneous networks, the O(dK') overhead is
still significant. Our next framework overcomes this challenge
by reducing the online overhead to O(d 4+ K), achieving a
linear communication complexity in both the model size d and
the number of clusters K, by trading-off the communication
overhead with tolerance to user dropouts.

C. Secure Aggregation With Masked Clusters (SAMC)

Our last framework also builds on an online/offline trade-
off, where we offload the communication intensive operations
to the offline phase. On the other hand, instead of aggregating
the masked gradients for each cluster, each user now sends
a one-shot masked gradient along with a masked cluster
identity. The two are then combined with encoded random
masks generated in the offline phase, in a way that the server
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can correctly recover the sum of the true gradients for each
cluster, without learning any information about their true
value. We next describe the details of the offline and online
phases.

1) Offline: In this phase, users generate three Lagrange
interpolation polynomials, where the first two will be
used to mask the local gradients and cluster identities
in the online phase, while the third one will be used
to ensure information theoretic privacy during the final
reconstruction of the sum of local gradients. Initially, the
server generates 2(IN+ K L+T)—1 distinct public parameters
{aitienys ABm tmek L+1) 10m}me{KL+1,... 2(KL+T—1)+1}»
and {A,}me;nv—7) independently and uniformly at random
(without replacement) from [F,, and sends them to the users.
Next, each user i € [IN] generates a random mask,

[I>

(22)

d

where r;; € FZ for all [ € [L] are generated uniformly at
random (and independently from other elements), and then
forms a Lagrange polynomial of degree KL +T — 1,

S IEDVD | (I e

le[L] | me[KL+T] Ble-1)L+1 = Bm
\{(k 1)L+1}
KL+T

E Vil

I=KL+1

H M, (23)
me[KL+TI\{1} B = Bm

where v; € IFq% are uniformly random vectors for all [ €
{KL+1,...,KL + T}, where each element is generated
independently from the other elements. Then, user ¢ sends an
encoded mask,

Ti; £ fi(ay)

to each user j € [N]. In addition, user ¢ generates K random
masks z1,...,2;x € Fgy (uniformly at random), forms a
second Lagrange polynomial of degree KL + T — 1,

Yy Yy I[ gt

ke[K]  IE[L] mE[KL+T) Ble-1)L+1 = Bm
\{(k—1)L+1}

o= B
H ﬂl ﬂm

me[K L+T\{l}

(24)

KL+T

+Zuil

I=KL+1

(25)
where u;; € [, are generated uniformly at random for all
le{KL+1,...,KL+T}, and sends an encoded mask,

Zij £ hi(ay) (26)

to user j € [N]. Finally, user ¢ generates a third Lagrange
polynomial of degree 2(KL + T — 1),

a— 0,
H 97”

0, —

2KL+T—1)+1

vi(a) = Z n;

27

I=KL+1 meE[2(KL+T—1)+1]\{l}
where 0, 2 B forl € [K L] and n,; is a random vector of size
TN T T) forle{KL+1,...,2(KL+T—1)+1}, where each
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element is generated independently and uniformly at random
from F,. User ¢ then sends an encoded vector,

ﬁij £ ’Ui(Oéj) (28)

to user j € [N]. After receiving {n;;};e[n], user ¢ computes,

=~ A )\j*lNT )\ -1 =T T
n; = [Zje[N] 1 My ZJe[N] N— Tn]l]

which can be viewed as evaluations of a Lagrange polynomial
v(a) of degree 2(KL+T — 1),

(29)

2(KL+T—1)+1

> om

I=KL+1

v(a) &

—0,,
I1 L (30)
91 - om
me[2(KL+T—1)+1]\ {1}
such that the computation at user ¢ € [N] is given by n; =
v(ey;), whereas v(6;) = 0 for all [ € [KL]. Hence, the first
K L coefficients are equal to 0, and

- — T
v(f) =n; = Zje[N] X an-z Zje[N] )‘gv—Tan'z}

€29

forallle {KL+1,...,2(KL+T—1)+1}.
2) Online: In the online phase, each user i € [N] initially
broadcasts a masked local gradient,

X 28— (32)

along with a masked cluster index for each cluster k € [K],

Yik = bik — Zik, (33)
where b;; is a binary indicator variable,
1 ifies
b, 2 LrE ok (34)
0 otherwise

representing whether user 4 is assigned to cluster k € [K].
Let Uy C [N] denote the set of surviving users at the end of
this stage, i.e., users who successfully send their masked local
gradient and cluster index from (32) and (33). To reconstruct
the aggregate of local gradients, the server requests from the
surviving users ¢ € U,

a;
al*ﬁm ~
éZ(Z%kZ 11 ﬁ"’zﬂ)
jeth ke[k]  1e[L] me[KLT) RTDIHTEm
\{(k=1)L+1}
—Bm N -
(T )
Z jk;ﬂ me| E+T]6k 1)L+l_ﬂ'm J
\{(k—=1)L+1}
(33)

where the masked gradient x; = [XJT-l e XJT»L] Tis partitioned
into L equal-sized shards. The computations from (35) can be
viewed as evaluations of a degree 2(K'L+T — 1) polynomial,

0) 2 (3 ds@)y(a)) ~ vla)

JEUL

(36)
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TABLE I

COMPARISON OF COMMUNICATION COMPLEXITY (PER-USER) AND
DROPOUT RESILIENCE (MAXIMUM NUMBER OF USER DROPOUTS)
FOR THE THREE FRAMEWORKS

Communication complexity Dropout resilience
csgs | omine OWN/L) | p< N — (KL +T)
cvon | e | T N i)
samc | omine g((‘fl;\; /[L()) D<N-2KL+T)+1

such that a; = f(«;), and

apIRZD ||

o — ﬁm
| Bk—1)L+1 — Bm

ke[K] le[L] me[KL+T
\{(k=1)L+1}
KL
- iT ; 11 &= P (37)
o Bi— B’
I=KL+1  me[KL+T\{l} m
Oé_ﬁm
g
Z J Z mE[ngT ﬂ(k—l)L-‘rl*ﬂm
\{(k L) L+1}
KL+T o— B,
+ Z Vi H m, (38)
I=KL+1  me[KL+T)\{l} m

where g; = [g], - EJT-L]T denotes the local gradient of user
7 partitioned into L equal-sized shards. We denote the set of
surviving users who successfully send their local computation
from (35) to the server as Us, where Uy C U; C [N]. Since
FBr-1)L11) = Zjeul bjrgj1 = Zjeskmul g, correspond
to the true sum of the local gradients for each cluster k € [K]
and shard [ € [L], after receiving the local computations (35)
from any set of at least 2(K'L +T — 1) + 1 users, the server
can reconstruct f(«) through polynomial interpolation, and
recover the sum,

Z gj:[f(ﬁ

JESKNU,

FBenyrsr)™]"

T
(k—1)L+1)

(39
of the local gradients for each cluster k € [K].

Remark 2. SAMC reduces the per-user online communica-
tion overhead to O(d+ K) (down from the O(Kd) overhead
of CMGA), while keeping the offline overhead the same. This is
achieved by a trade-off between communication overhead and
dropout resilience; SAMC slashes the online communication
complexity, while requiring a larger number of surviving users
for correct recovery of aggregated gradients. A comparison of
the communication complexity and dropout resilience of the
three frameworks is given in Table I, which will be further
detailed in Section V.

Remark 3. The key intuition behind the polynomial v(«)
in (36) is to ensure privacy during the reconstruction of the
final outcomes by the server. Since v(ﬁ(k,l)LH) = 0 for
all k € [K|,l € [L], in principle, the final outcomes
in (39) can be recovered by interpolating the polynomial
Y jeu, @i()y;(a) directly, by collecting the evaluations
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> jeu, $ilci)vj(a;) from the users, however, additional
information may be leaked (beyond the desired outcomes)
from the intermediate polynomial coefficients. The masking
with n; = v(«a;) prevents such information leakage, as will
be demonstrated in Theorem 4.

V. THEORETICAL ANALYSIS

We first analyze the per-user communication/computation
complexity, privacy against adversaries, and resilience to user
dropouts. The dropout resilience of a given framework is
quantified by the recovery threshold, defined as the minimum
number of surviving users required for correct recovery of the
aggregate of local gradients.

Theorem 1. CSGS has a per-user communication complexity
O(%), per-user computation complexity O(% log?(KL +
T)loglog(KL +T)), and a recovery threshold of N — D >
KL+T.

Proof: (Communication) The per-user communication over-
head consists of: 1) O(%) for sending the encoded gradient
from (10) to N users, 2) O(%) for sending (11) to the server.

(Computation) Interpolating a polynomial of degree x, and
evaluating it at x points has a computational complexity
of rlog? kloglogk [35]. Then, the per-user computation
overhead consists of: 1) (%Y log®(K L+T) log log(K L+T))
for evaluating the polynomial of degree K L+T —1 from (10)
at N evaluation points, 2) O(|U;|4) for aggregating the coded
vectors received from the surviving users in (11).

(Recovery threshold) To recover the aggregate of the local
gradients from (13), the server has to reconstruct the degree
KL+ T —1 polynomial f(«) from (12), which requires the
evaluations from any set of at least KL + T' surviving users,
leading to a recovery threshold N — D > KL +1T. |

Theorem 2. CMGA has a per-user communication complex-
ity of O(dK) online and O(%) offline, per-user computation
complexity of O(%) online and O(% log?(K L+T)loglog
(KL + T)) offline, and a recovery threshold of N — D >
KL+T.

Proof: (Communication) The per-user communication over-
head consists of the following components. (Online): 1)
O(dK) for sending (17) to the server, 2) O(%) for sending
(18) to the server. (Offline): O(%) for sending the coded
masks from (16) to /N users.

(Computation) The per-user computation overhead consists
of the following components. (Online): 1) O(d) for computing
the masked gradient in (17), 2) O(|Uf1|4) for aggregating the
masks in (18). (Offline): O(% log?(KL + T)loglog(KL +
T)) to evaluate the degree KL + T — 1 polynomial from (15)
at N points.

(Recovery threshold) To recover the aggregated gradients,
the server interpolates the degree K L+T —1 polynomial f(«)
from (19), which requires evaluations from N —D > KL+T
surviving users. |

Theorem 3. SAMC has a per-user communication complexity
of O(d + K) online and O(%X) offline, along with a per-
user computational complexity O(N(K + d)) online and
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O(4X log?(KL+T)loglog(KL+T)) offline, and a recovery
threshold of N — D > 2(KL+T) — 1.

Proof: (Communication) The per-user communication
overhead consists of the following. (Online): 1) O(d)
for broadcasting the masked gradient (32), 2) O(K) for
broadcasting the masked cluster identity (33), 3) O(%) for
sending (35) to the server. (Offline): 1) O(div ) for sending
(24) to N users, 2) O(N) for sending (26) to N users,
3) O(%) for sending (28) to IV users.

(Computation) The per-user computation overhead consists
of the following components. (Online): 1) O(d) for computing
the masked local gradient from (32), 2) O(K) for computing
the masked cluster assignments in (33), 3) O(|U|(K +
d)) for computing (35). (Offline): 1) O(% logz(KL +
T)loglog(KL + T)) for evaluating the polynomial f;(«)
of degree KL + T — 1 from (23) at N evaluation points,
2) O(Nlog*(KL + T)loglog(KL + T)) for evaluating the
polynomial h;(«) of degree K L+T —1 from (25) at N points,
3) O(% log?(K L +T)loglog(K L +T)) for evaluating
the polynomial v;(«) of degree 2(K L+ T — 1) from (27) at
N points, 4) O(%) for computing n; from (29).

(Recovery threshold) To aggregate the local gradients, the
server interpolates the degree 2(KL + T — 1) polynomial
from (36), using the evaluations (35) of N — D > 2(KL +
T — 1)+1 surviving users. O

Remark 4. The three frameworks provide a trade-off between
the online/offline communication complexity, computation
cost, and recovery threshold. CMGA reduces the online
communication overhead of CSGS by introducing an offline
phase. SAMC reduces the online communication by a factor
of K compared to CMGA, while increasing the recovery
threshold by a constant factor.

Remark 5. There is a fundamental trade-off between the
privacy against adversaries (T) and dropout resilience (D)
in a given network of size N, characterized by the recovery
threshold, where one has to decrease T in order to increase
D (and vice versa). For both CSGS and CMGA, the maximum
number of user dropouts that can be tolerated is given by
D < N—KL — T from the recovery threshold. As a result,
increasing the adversary tolerance T by 1 comes at a cost
of reduced dropout resilience D by 1. On the other hand, for
SAMC, the maximum number of user dropouts that can be
tolerated is D < N + 1 — 2K L — 2T, hence increasing the
adversary tolerance T by 1 comes at a cost of reducing the
dropout resilience D by 2.

We next demonstrate the information-theoretic privacy
guarantees from (7) for all the three frameworks.

Theorem 4. (Information-theoretic privacy) All three frame-
works CSGS, CMGA, and SAMC provide information-theoretic
privacy guarantees from (7) against any set T of up to
|7| < T adversarial users,

I({giaci}[N]\ﬂMTH Z gi}kE[K]a{givci}ieTagT) =0

1€SENUL
(40)
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Fig. 3. Test accuracy vs number of iterations (CIFAR-10 dataset).

where M1 denotes the collection of all messages received by
the server and adversarial users during the protocol, and G
is the set of randomness generated by the adversarial users.

Proof: The proof is provided in Appendix B. (]

Remark 6. An upper bound on the mutual information
between the local dataset of user i € Si(t) and the gradient
aggregate for cluster k € [K| can be obtained from [36,

Theorem 1] as,
I(Dz-; > > EG)}, )

) - . JE[t—1]
1€8k (J)NUL(J)

1€8y (t)NU4 (t)
1
<O ——
- (Nk(t)B>

where Ny(t) 2 |Sk(t) N U (t)|, and B is the batch size for
local training at the users. Accordingly, a larger cluster size
(i.e., larger number of users within a cluster) reduces the
information leakage from the aggregated gradients.

50){

VI. EXPERIMENTS

In this section, we evaluate the performance of our
frameworks with respect to key performance measures;
communication overhead, dropout tolerance, and model
accuracy.

A. Setup

We consider clustered FL for image classification on the
MNIST [37] and CIFAR-10 [38] datasets. Each user holds
a local dataset sampled from one of K source distributions,
where the data samples for each source distribution are
realized from two distinct classes. Specifically, for both
MNIST and CIFAR-10 datasets, which contain 10 classes,
the data samples with labels {2j,2j 4+ 1} are distributed
uniformly at random across the users {105 +1,...,105 + 10}

# Global Rounds

(c) Cluster 3.

120 180 0 60 120 180 0 60 120 180

# Global Rounds # Global Rounds

(d) Cluster 4. (e) Cluster 5.

for j = 0,...,4. Training is then performed using the CNN
architectures from [1], where the number of model parameters
is d = 21840 for MNIST and d = 62006 for CIFAR-10.
The maximum number of adversarial and dropout users are
T = D = L%J For user dropouts, we consider the
worst-case scenario for training, where maximum number of
dropouts occur in the first round of online communication,
ie., |Ui| = [Uz] = N — D, as a result, the local gradients
of the dropped users do not contribute to the global model at
that iteration. At each iteration, D users drop out uniformly
at random. The remaining hyperparameters are L = 3,
n = 0.001, and ¢ = 232 — 5.

B. Model Accuracy

We first evaluate the performance of our frameworks in
terms of the test accuracy, with respect to the clustered
FL benchmark (clustered FL. without SA) from [23], which
serves as our target accuracy, and the conventional (non-
clustered) FL benchmark (FedAvg) from [1]. The accuracy
of our frameworks is depicted as clustered FL with SA,
as all our frameworks preserve the correctness of the secure
computations, leading to the same final result. In Figs. 2 and 3,
we report the average test accuracy of the users within each
cluster for the MNIST and CIFAR-10 datasets, respectively.
Our frameworks (clustered FL with SA), where the local
gradients are aggregated in the finite field, achieve comparable
test accuracy to the target benchmark (clustered FL without
SA). In Fig. 2, we observe that clustered FL (with or
without SA) achieves an average accuracy of 99% across
all clusters, whereas FedAvg achieves 81.7% accuracy on
average with a worst case accuracy of 48.1% (cluster 5). The
performance improvement is even more significant for CIFAR-
10 as observed in Fig. 3, where clustered FL (with or without
SA) achieves an average accuracy of 87.8%, compared to the
46.91% accuracy of FedAvg.
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C. Communication Overhead

In Fig. 4(a), we compare the total online communication
overhead (across all users) for the proposed frameworks with
varying N while letting K = 5, and L = 3. We observe
that CMGA significantly reduces the online communication
overhead compared to CSGS, by up to 15.8x since the
intensive point-to-point communication overhead is transferred
to the offline phase. The communication overhead is further
reduced by SAMC by 4.12x since the overhead of SAMC is
O(N(K+d)), compared to the O(N K d) overhead of CMGA .
In Fig. 4(b), we further observe the impact of the multiplicative
factor K on the per-user online communication overhead of
CMGA, by letting N = 200, and varying K. We then set L

accordingly to satisfy the recovery threshold L = % for
N—-D—-1
CSGS and CMGA, and L = —2——* for SAMC. As K

increases, the communication overhead of CMGA increases
linearly (as d is fixed), while having negligible impact on the
communication overhead of SAMC (since d > K). As such,
SAMC reduces the per-user online communication overhead
by up to 15.1x compared to CMGA.

D. Dropout Tolerance

In Fig. 4(c), we illustrate the maximum number of user
dropouts that can be tolerated by each framework with varying
number of users N, while keeping K and L fixed (K = 5,
L = 3). We observe that CSGS and CMGA achieve a
higher dropout tolerance compared to SAMC, which again
reflects the trade-off between the dropout resilience and online
communication overhead for the three frameworks.

E. Membership Inference Attacks
In Fig. 5, we demonstrate the impact of membership
inference attacks [39] on the global model trained for each

Number of users

(c) Cluster 3.

Number of users Number of users

(d) Cluster 4. (e) Cluster 5.

Membership inference attack on the gradient aggregate of the clusters.

cluster (on CIFAR-10). Similar to [39], [40], and [41],
we consider a worst case scenario and perform the attack on
the final model obtained for each cluster, as the attack performs
better in the latter rounds of training (when models start to
overfit to training data). Following [39], we report the attack
performance in terms of precision, by measuring the fraction
of samples interpreted as members that are actually members
of the training dataset. In Fig. 5 we demonstrate the attack
performance with varying number of users per cluster, with
500 data points per user, sampled from two distinct classes for
each cluster. We observe that the attack performance degrades
as the cluster size increases.

VII. DISCUSSION

In this work, we focus on the honest-but-curious (passive)
adversary model, as a first step for understanding more
capable active (malicious) adversaries [42]. An interesting
future direction is to extend our frameworks to the latter, who
can modify the messages exchanged during protocol execution.
One approach to achieve this is by leveraging Byzantine-
resilient and verifiable secure multi-party computing mech-
anisms [42]. Verifiable secret sharing frameworks can ensure
the correctness of the encoded messages sent from each user
to the other parties [43]. The correctness of the polynomial
computations sent from the users to the server, on the other
hand, can be ensured by Reed-Solomon decoding, which can
correctly identify the errors in the polynomial evaluations sent
from the users to the server [44]. To ensure correct decoding
in a network with up to A active adversaries, Reed-Solomon
decoding requires two messages per error, hence the server
needs 2A additional evaluations from the surviving users.

In addition to the encoding/decoding protocol, adversaries
can also target the machine learning/training mechanism,

Authorized licensed use limited to: Univ of Calif Riverside. Downloaded on July 30,2024 at 20:24:02 UTC from IEEE Xplore. Restrictions apply.



4126

by modifying their local datasets to inject unwanted behaviour
into the global model [45]. Defending against such attacks
requires secure outlier detection mechanisms as the local
gradients are hidden during training (to preserve privacy),
where local gradients from different users are compared with-
out revealing their true value, and then outliers are removed
during the aggregation of the local gradients at the server [42].
For clustered FL, doing so requires effective mechanisms for
distinguishing the outliers that emerge from adversarial attacks
from those that emerge from data heterogeneity.

VIII. CONCLUSION

In this work, we propose SA for clustered FL, to aggregate
the local gradients for any cluster of users, without learning
any information about the local gradients or cluster identities
of the users. Our framework can achieve linear communica-
tion complexity, while ensuring formal information-theoretic
privacy guarantees. Future directions include extending our
mechanisms to active (malicious) adversaries who can modify
the messages or datasets adversarially [42], and integrating
our frameworks with authenticated key agreement mechanisms
to ensure the integrity and authenticity of the messages
exchanged against malicious adversaries. Another interesting
direction is to further enhance the computational efficiency
by offloading the computational overhead of polynomial
interpolations to the offline phase, by leveraging trusted
execution environments or crypto-service providers [46].

APPENDIX A
FINITE FIELD REPRESENTATIONS
The local gradlent g; of user ¢ is represented in the finite
field F, as g; = p(g;) mod g, using a stochastic quantization
function [42], [47],

with probability

o [ lia t (i)
p(r) = { [lz] +1 with probability

lx — |lz|
(4D

operating element-wise, where [ controls the quantization loss
(set to 220 in the experiments), and the modulo operation maps
the negative integers in the second half of the finite field. Prime
q is selected large enough to avoid a wrap-around which may
cause overflow errors. After recovering the aggregate of the
gradients for each cluster, the server updates the models,

W — Wi, — &p-l(iegugi) vk € [K]

(42)

where p=! : F, — R is a demapping function that converts

the gradients back to the real domain,

(43)

APPENDIX B
INFORMATION-THEORETIC PRIVACY

We now demonstrate the information-theoretic privacy of

each framework against any set 7 of |7| = T adversarial
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users (the proof for any |7| < T follows the same steps). The
set of honest users is denoted by H = [N]\7. Without loss of
generality, we let 7 = [T'], as the same analysis holds for any
set 7 C [N] of size T'. For the analysis, we consider the worst-
case scenario where all messages are communicated across the
users, i.e., users declared as dropped are only delayed, and
their messages are eventually received by the adversaries [9].
The number of surviving users at the final communication
round, denoted by |Uf2], is assumed to be equal to the recovery
threshold of the corresponding framework (the same analysis
also holds for a larger number of surviving users). We next
demonstrate the privacy analysis for each framework.

A. CSGS

For this framework,
in (40) can be written as,

the mutual information condition

({gm Cz}’zG?—h {gl}lEZx[z7 {glj}ZG N] {O‘z}’ze[N]‘
JET

x{ > Bitrei) {8 citier, {VatieTeim)

1€SNUL

= I({gi, citier; {8iticuns {835 bieiv { Z 8 thelr)s

JET 1€SENUL
{g: citier {vutier e {aitieny) + 1({8;, citiens
{aitiev Z 8t hek)) 18:» CitieT \Vit bieT 1e[m))

1€SKNU,
44)
= I({8;, citien; {8iticus, {8ij bieim I Z 8 thelr)s
JET 1€SENUL
{g: citier AvutieT e {i}ievy) +0 (45)

—H({gz}zeuzv{gm}zeH\{ > Eheex) {8 citier,
1€SKNU,
{viu} ie[T Aaitieny) —

H({gi}icu,, {Eij}z‘_en\
< { D Bitrew) {8 citien, {Vzl}zeTy{az}ze[N])
1€SENUL
(46)

where (44) follows from the chain rule of mutual information,

and (45) holds since the public parameters {c;},cn) are

generated independently from the locally generated gradients

and random masks, (46) follows from the chain rule of entropy

and the fact that there is no uncertainty in {g,]}zeT given
JET

{vau} zeT , {8;, ¢i }ieT. For the second term in (46) we have,
1€[T)

({gz}zeuw{gu};ev%l{ > Bitrerxy {8 citicvs

1€SENU
{va} ieT Aaitien)

= H({gl}leuz |{ Z gz}kG [K]» {gw Cl}zG[N] {Vzl} zGT )
1€SKNU1

{gzj}zeHu {az}ze[N]) + H({gm}zEH'{ § gz}ke
JET
1€SENU,

{8 citieny, Avirtiet , {aitieiny) (47)
le[T]
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=H{ Y Sleewp{ Y viheml{ D Bilrex,

1€SENUy €U 1€SNU;p
{giv Ci}ie[N]7 {Vu} iET ) {gij}@em {ai}ie[N])

+H({Vzl}zEH|{ Z 8 tre[k)> {8 Citie[N)»
le[T 1€SKNUL

{va}ier , {aitieiny) (48)
[T
=H{Y_ viheml{ D 8ilrexy {8 citie)
1€U; 1€SENU,
{vityier ;{8ijYien, {aitiein) + H{vi} ien) (49)
1€[T) JET le[T]
=0+ H({Vit}ier,em) (50)
= (N - T)T% log ¢ (51)

where (47) is from the chain rule. By denoting
Uy ={Us,...,Ukryt},
[§U1 EUKLJrT}
Z 8i1 Z 8io
1€S1NU; 1€S1NU,
Z gL Z Vil - Z ViT}Q (52)
1€ESKNUL €U i1€U

where Q is a (KL +T)x(KL+T) MDS (maximum distance
separable) matrix,

KL—1 KL KL+T—1qT
1 aUl DR aU aUl e aUl
Q2 : : :
. _KL-1 _KL KL+T-1
1 AUk 47 aUKL+T Ukrtr Ukr+r

hence {g;}icu, is invertible to {> ;s v 8itre(x)icL)
{Zieulvil}ZE[T]’ from which (48) follows. Equation (49)
holds since {Vvii}icw () is generated uniformly at random
from [F, (and independently from other elements). Note
that given {g;,c;}ic7 and {Vi}ic7 c7), One can compute
{8i;}ieT jer from (10). Since 7 = [T, one can find
from (11) and (12) that,

T
~ (k—1)L+1—-1 _T
Yicu8h — Doke[K] 2otelz] @1 (Zieskmulgil>
7 (k—1)L+1—1 T
YicuBir — 2 kelK] ZZG[L] Qr (Ziesmulgil)
= [ D va e Y vir]a, (53)
1€UL €Uy
where
QKL kst
AL : (54)
KL+T—-1 KL+T 1
oy Qr

is a T x T MDS matrix (hence invertible). Therefore,
there is no uncertainty in {> ;. Vit given
{ZLesmul gz}kE[K {gia Cz‘}z‘eT, {Vil}iET,lE[T]v
(& }ierjers {aitiey from  which  (50)  holds.
Equation (51) holds as the entropy of a uniform random

4127

variable over the alphabet B is log|B| [48]. Next, the first
term in (46) can be bounded as:

({g1}16U27 {ng}zeH ‘{ Z g }k:e [K]» {gzv cz}zETa
€T 1€SENUL
{vir} jeT s {aiticiny)

—H({gm}zeHH > Bihrex

1€SENU,

{oitie) + H{8hiawl{ Y. Bitreix)s {8 citier
1€SNUL

{vir} %G[T {gw}ZEHv {aitie N])
= H({&}ienll Z Bitkelx

1: 18 citieTs {Va}ieT
le[T]

(55)

1: 18 citieT, {Va}ieT
l€[T)

1€SENU,
{oitie) + HE D Elwerr: Y vithem|
1€SENU €Uy
X { Z gz}ké [K]» {gw Cz}z€T7 {Vzl} ZET ) {gij}ze')'b
1€SNUL

{aitien) (56)

< H({gij}ien) (57)
JeT

< (N — T)T% log q (58)

where (55) is from the chain rule of entropy; (56) follows
from (52) as {g;}icu, is invertible to {> ;s s\ 8itre(x)s
{2 icw, Vithieir)s (57) holds since there is no uncertainty
in {3 5w, Virhern given {3 ics, ru, Bitre(x) {8 citier,
{Vatierieim)» {8ijtienjer {®iticiny from (53), and that
conditioning cannot increase entropy; (58) holds since uniform
distribution maximizes entropy. By combining (46), (51), (58)
with the non-negativity of mutual information,

0 < I({8;, citiern; {8i}icus> 18ij FielN), {1 biein|
JeT
x{ > Biteewy {8 citier, {Vatieraer) (59)
1€SENU,
<(N-T)T g logg — (N — T)Tg lo (60)
I g4 I gq
0 (61)

which completes the proof.

B. CMGA

For this framework, the mutual information from (40) can
be written as,

I({g;, citier{Xik} ic|N) ATitieus {rzj}ze N {aitien]
kelK]

{ Z gz}ké (K] {gzvci}le’fa{rlk}LETa{Vzl}zeT)

1€SKNUL

= I({g;, citiers{Xir}ien)
kE[K]

x{ Y Bitrexs {gz7cz}zET7{rzk}z€Ta{Vzl}zeTy
1€SKENUL

{aitiern) + 18 citierns {ai el Y ibweins

1€SENU,

a{ri}iEUQ ) {rij }iE[N] |
JET

{8, citier , {rir} ieT ., {vir}ier) (62)
kelk] le

(7]
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({sz}ze[N] {rz}zeuga{rzj}zeHl{ Z gz}ke

ke[K] zESkﬁZ/ﬁ
{g: citier, {ric} ie’T Avat ieT ) {ai}ie[N])
kelk] Le[T]
H({xik}ieny» 1T }zeu2,{rm}zeﬁ\{ > gl
ke[K] 1€SKNUL
{8, citierny, {ran} ier ,{va} ieT {itien) (63)
ke(k] 1€[T)

where (63) follows from the chain rule, along with the fact

that there is no uncertainty in {E-j}ieT given {vil}ieT,

IS €[T]

{rlk}le’z’, and that the public parameters {az}le[N] are
€[k

generated independently from the locally generated gradients
and random masks. For the second term in (63), we have,

({sz}ze[N {rz}z€U27{r2]}l€H|{ Z gz}ke

1€SENU,
{g: Ci}ie[N]a {rix} ity {vat T {aitien)
= H({rzk} zEH {rz}zEU27 {rzj}ze’HH Z gz}ke[K
1€SENUL
{g; Ci}ie[N]a {rzk} ieT ,{vi}tieT {ai}ie[N])
kelk] Le[T)

= H({Tlicwl{ Y &ilreiw {8 citierw

1€SENU,
{vitier ATijlien {aitievy) + H({Fij}i_eH|
le[T) JET
<) &hen) {8 it {sz}re {sz} ieT
eSS, le[T)
{aitien) + H({rir} ien )
ke[K]

=H{D ritrew: { Y viheml{ Y, &ilrelxs

i€UL 1€EU 1€SNUY
{gwcz}ze[N] {rzk}ze o {Vzl}leG[T] {ru}zeTh {az}ze[N])
ek

+H({Vzl}z€€7Ti|{ Z g tre(k)> 18i» Citie[N)»

1€SENU,
{rzk}ze {Vll} zeT ) {al}zE[N )+ H({ri} zeH]) (66)
ke k]

=0+ H({Vzl}zeH |{ > Bilrein) {8 citien:
le 1€SENUL
{rzk}ze

IRAZS; zeT {aitieny) + H({rix} ze'H ) (67)
ke k K]

- H({Vll} i€H ) + H({rzk} i€H )
1€]T ke[K]

(64)

B {rik}ie[N]v
kelk]

(65)

(68)

— (N—T)T%logq-i— (N —T)Kdlogq (69)

where (64) holds since given g;, c;, the uncertainty in X
is due to r;, for all &k € [K]; (65) is from the chain rule
of entropy and that the random vectors {rix};cs ke[x] are
generated independently; (66) holds since similar to (52),
{Fi}iEUQ is invertible to {Zieul rik}ke[K]’ {Zieul vil}le[T}
and given {rix}ic(n)ke[k]> {Tijlien,jer 1is invertible
to {Vitien,cir)- Note that given {rix}icr re(x) and
{Vi}ieT 1ciT) one can compute {T; }ic7 jer from (16), and
given {rik}ic[n)ke(x]> ONE can compute {> ., Tik}tke[K]-
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Then, by using (18) and (19), one can find that,
~T (h—1)L+1—1 r \17
Zieul T — Zke[K] ZlE[L] @y Zieur Liki

Zleul T Zke[K Zle
= [Zvﬂ ZWT}A’

1€UL 1€UL

k—1)L+1—1
( ) (Zieul r?kl)
(70)

where A is the T x T MDS matrix (invertible) from (54),
hence there is no uncertainty in {);c;, Vittierr) given

{rzk}ze[N] ke[k]» {Vzl}zETle[T]’ {rlj}ZGH JjeT> {az}ze[N],
from which (67) holds. Equation (68) is from the indepen-
dence of generated randomness, (69) is from the entropy
of uniform randomness. The first term in (63) can be
bounded as,

({sz}zG[N] {r; }Z€U27{Y-l]}2€7‘l‘{ Z gz}kG K]

1€SKENUL
{g; Ci}ieT» {ran} it {va} T {aitien)

= H({sz} zE'H {~z}1€Uzv {rlj}le?z'd{ Z gz}ke[K];

1€SENUL
{gia Ci}ieT7 {rik} z‘e[T ) {Vil} ieT ) {ai}ie[N])

- H({sz} ZGH |{ Z gz}kG[K {gm cz}zETa {rzk:} 1€T 5
[ 1€SENU,

{vit} i eT,{az}ze[N)+H({rzg}zev%|{ Y Eidkeix:

1€SENUL
{Eiaci}ie% {Tik} iE[T ) {Vil} ie[T ) {Xik} ie[H ,{ai}ie[N])

+ H({I‘ }ZEUQ |{ Z gz}kE[K {gw 61}1677 {rzk} ZGT 5
1€ESENUL ]

(71

{va} Ty {xir} e {rij}iEHv {aitieiny) (72)

= H({xix} IEH H Z gz}kE[K {8, citier, {rix} ZET )
kel 1€SENUL (k]

{Vu}zem{%}ze[z\f)+H({rzg}ze771|{ Z 8 thelk]s

1E€ESKENUL
{8, citier {ric} ier Ava}ier , {Xin} ien ,{ai}ie[N])
kelk] le[T] ke[K]
+H{  riteewp A vitheml{ D 8itwerx:
1€Uq €Uy 1€SENUY
{8, citier {rin} ier AV} ieT , {Xik} ien {Fij}i_e’Hv
kek] 1e[T) ke[K] JjeET
{aitien) (73)

= H({sz} zGH |{ Z gz}kG[K] {gwcz}ze’f, {rzk} zGT;
1€SKNU, ]

{var} T {aitieny) + H({r”}qg%I{ > Bilheex

1€SENU,
{Ei’ Ci}ie’h {rik} i€T {Vil} i€T {Xik} i€H ,{Oéi}ie[N])
ke(k] le[T) ke[K]
H({ Z Vit }ier) \{Zgi}lee[K]
i€Uy &S UL

{var}ieT AXir} ien 7{Fij}i_e7-{7 {ai}ie[N])
le[T) k€E[K] JET

7{@1’) Ci}fET? {rik} 11613— 5
lin[k]
(74)
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({sz} zE[H |{ Z gz}ke[K {gza Cz}zE’T7 {rzk} ZET )

1€SENUL

{Vzl}zGT {az}ze[N])“‘H({ru}zg?z'éH Z gz}k)G[K

1€SKNUL
{8 citier Arin} ier , {vir}ier s {Xir} ien s {aitien)
ke(k] le[T) ke[K]

+0 (75)

< H({xir} iene ) + H({Tsj}ien) (76)
ke[K) JET

§(N7T)Kdlogq+(N7T)T%logq )

where (71) holds since given {g;,ci}icT, {Tir}ieT ek
there is no uncertainty in {Xi}ie7 ke[x); (72) is from
the chain rule; and (73) holds as {T;};cy, is invertible to
{2 icw, Tiktreirx)s and {> ., Vithieir)- Note that given
{8, citieT. {rir}ieT kepk)» One can compute {Xix }icT ke[
from (17), and given {Xix};c[n]ke[K], ONE can compute
{2 icu, Xiktrer)- Finally, {D ;o Tik}re(x) can be com-
puted from {37, Xir}reix) and {Xics, vy 8ibrelk]
by using (21). Therefore, there is no uncertainty in
{2 icw Tiktrerr) given {3 ics, v Bitkelk) {8 Citier
{rir}tieT ker)s {Xiktier,ke(x)» from which (74) holds.
Similarly, as can be observed from (70), there is no uncertainty
in {3 ;cq, Vithiern given {3 ics, cu, Bitrex)s {8 citier,
{rixYier ke Vit tieT ieim)s {Xik Yier, ke[ k] 1Tij Vien,jeTs
{ai}ie[n, from which (75) holds; (76) holds as conditioning
cannot increase entropy; (77) holds as uniform distribution
maximizes entropy. By combining (63), (69), and (77) with
the non-negativity of mutual information, we have that,

0<I({g;; citieri{Xir}ien) ATibicttn AT Ficin 1 Fic ]

ke[K] JET
x{ > Bitreix) {8 citier, {rin} it Avi} T )
i€8, M
<(N —-T)Kdlogq+ (N—T)T% log q
— (N—T)Kdlogq— (N — T)T% log q (78)
=0 (79)

which completes the proof.

C. SAMC
In the following, we let C' £ 2(KL+T—1)+1 and,
A £ {{ai}iG[N]7 {ﬁm}mG[KL+T]7
{OmYmetxri1,.. 2(KL+T—1)+1} {Am tme -1} }  (80)

Then, the mutual information from (40) can be written as:

I({g;, bik}ieH?{Xi}ie[N]v {yik}ie[N] 7{3ij}ig[N],{5i}ieu2a

{rlj}ze[N {nw}ze[zv]w‘u Z gz}ke (x> {8, bik } ST

1€SENUL
{I'i, sz} i€T {Vil, Uil}
ke[K]

{nil} i€T
le{KL+1,...,C}

= H({xi}ien), (Wir}iev) A Zij Yier {@iicun {Ti; Fien,
ke[K] JET JET

€T )
I€{KL+1,.,KL+T}

4129

{nzj}zg?z-d{ Z gz}ke [K]» {gz7 zk} zET {rzazzk} zET]a

1€SENUL
{Vila Uil} ieT a{nil} ieT s A)
1e{KL+1,....,KL+T} le{KL+1,...,C}

- H({Xi}ie[N]a {yik}ie[[N] 7{513'}1‘_671, {511}7161/{2’ {Fij}i_eHa

{nzg}zg#{ > 8ibkeix) {8 binierny» {ris 2k} ST

i€SENlh kelK] K]
{vir, uir} ieT Ani} ieT A) (81)
le{KL+1,....KL+T} le{KL+1,...,C}

For the second term in (81), we find that:
H({xi}ieny, {yik}ie[[N] 7{2’]’}2’_67‘[3{51}2’60{27 {Fij}iE?%a

{nw}zEHH > Bitkeix) {80 lk}ze[N {ri, zin} ST
7 ieSenun ke[K] K]
ieT

a{nil} aA)
le{KL+1,...,.C}

= H({r:}icn, {zir} ie[H 7{51'3'}1;671,{52'}1'@{2, {fij}v;eH,

{va, ua ieT
le{KL+1,....KL+T}

{nZJ}ZE'HH E gz}ke [K]» {gzv Zk}ve[N {I‘Z, sz} zE'T s
JET K]
1€SKNUL

) {nil}

ieT
le{KL+1,...,KL+T} l1e{KL+1,...,C}
= H({zij}i,em{ﬁi}ieuy {Fij}ieHa {ﬁij}zjeH\

X {Zgl}ze[zq {8 lk}?E

€T ’
&S UL I KLA,.... KLAT}
{nil} €T

J {ri}ie[N]a {zik}ieny, A)
le {KL+17 ,C kG[K]

({sz}aeH |{ Zgz}kg

TESkﬁxﬁ

A) (82)

{vir, uir}

{Vzla ull}

A8is bir }ie[n)
ke[K]
) {ri}iG[N]v

{Vzla uzl} {nil} i€T

lE{KL+1,T,KL+T} le{KL+1,...,C}
{Zik}kiee%;}; A+ H({ri}ien{ D 8lreins

1€ESKENUL
{g7,7 zk}ze[N] {Vzl7 U'Ll}

€T
ke[K) KL—i—l7 ,KL+T}
{ni}

€T 7{ri}i€Ta {sz} €T aA) (83)
ke[K]

1e{KL+1,....C}

= H({Eij}i_g%,{ﬁi}ieuz : {Fij}z;en, {ﬁij}z‘_eH \
J

x Zgi}ké

{gz» zk}ze[N] {Vzlauzl} €T
kel K l€{KIH,....KIAT}

&S UL
{ny} €T Ariten), {Zik}ie[N]a A)
E{KL+1,..., Cc} K]
+ H({zir} iernt ) + H({ri}ien) (84)
ke[K]
= H({gij}iéﬁv{gi}i€U27 {ﬁij}iEHv {mij}zjeH\
X {Zgl}kEK] {gu lk}ﬂE[N] {vllvull} T 3
P le{KILH,. KL{T}
{nu} ieT ) {ri}ie[N]v {zik}ieny, A)
le{KL+1,...,.C} ke[K]
+ H({zik} ien ) + H({ri}ien)
ke[K]
(85)
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({ZZJ}ZGHv{aZ}ZEUw {nm}ZEHH Z i kelk];

1€SENUL

eT
KL+1, LKL+T}

{gm zk}1€ [N]>» {Vzl7uzl}
ke[K]

{ny} ieT Aritierny; {zintieny, {mij fien, A)

le{KL+1,...,C} ke[K] JET

+ H({mz‘j}z;ez;M) + H({zir} ien ) + H{ri}ien)
je ke[K]
(86)
({ew}zEHa{az}zeuza {nw}zEHH Z 8 tre(K)

1€SENUL

€T )
(KL, ., KLIT}

{g:; zk}ﬁ[N] {vir, war}
kelK)
{nq} Aritiew)s {zik}ievy s {mij bier, A)
le{KL+1,....C} ke[K] JeET

€T
+ H({my; }ien|A) + H({zir} ien ) + H({ri}ien)
JjeT ke[K]
87)
H({a}icus {nw}zﬁil{ Z 8i}trke(x), {8 zk}ze
1€SENU

{Vil,uil} €T ,{ il} i€T
le{KL+1,....KL+T} le{KL+1,...,C}

X {sz}WE[N] {mu}@'ﬁ {elj }Zg'ﬁ )+H({€U }%|A)

ke[K]
+ H({myjtien|A) + H({zin} ier ) + H({ritien)
JET ke[K]
(88)
=H({ Z ¢j(i)vj(aq) — M bicrs,, {4 Fien|
jeu JET
X {2:8 }ke[K {g: zk}qE[N] {vir, wir} T )
ESih kel K] Bo{KLHL,..K 4T}
{nil} €T 7{ri}ze {sz}ze {mz]}'Le?'b
le{KL+1,...,C} eT

(eubicy A)+ Hlle g+ H((m byl
+ H({zik} iern ) + H({ri}ien)
ke[K]

(39)
({HZ}ZEUW {n’LJ}ZeH‘{ Z gz}kG[K {gz’ lk}l€
1€SENUL
{vir, wir} ieT Ang} ieT , {ri}ie[N]v
1e{KL+1,....KL+T} Ie{KL+1,...,C}

{zik};i%%’ {m;; }31%7;, {eij }3‘@2—1, A) + H({ei; }ggyM)
+ H({mis e A) + H({zin}iem ) + H({ridien)
(90)
= H({ﬁij}i%yHﬁi}iebﬁa {nil}l kIST oy A)
,,,, oy A) + H({eij}ggy\v‘l)
+ H({mj; }75%7Z-L|A) + H({sz}kzee&i(]) + H({ritien)
on

=0+ H({ni}iew, |{nzl} ieT ,A)
KL+1,...,C}

+ H({eijbien|A) + H({mw}z,eHIA) + H({zik} ien )
JET JET ke[K]

+ H({ri}ien) (92)

) {ri}ie[N] )
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= H({m}ietrr+1,....cr {na} ieT ,A)
le{KL+1,...,C}

+ H({eij}ég%\fl) + H({mij}§%771|¢4) + H({zik} ier )

ke[K]
+ H({ri}ien) ©3)

. . -
:H({[Z M 1an'1 Z)\g\,_lTn}l] }le{KL+l,...,C}|

JE[N] JE[N]
x{ni} et ;A) + H({eij bien|A)
le{KL+1,...,C} JET

+ H({mij};eggM) + H({zir} ien ) + H({ri}ien)
je kE[K]

%94)
- . T
=H({] Z A anTl Z A?vanaTl] }ze{KL+1,...,C}|
JEH JEH
x A) + H({eij }ien|A) + H({my; }icr|A)
JET JET
95)

+ H({zir} ien ) + H{ri}icn)
ke[K]
= H({ [n(T+1)l o an]B}le{KL-;-l,m,c}‘A)
+ H({eijbien|A) + H({mg; }ien|A) + H({2zix} ien )
JET JET kE[K]
+ H({ri}ien) (96)
= H({nu}
le
+ H({va} ieH
Ie{KL+1,..,KL+T}
+ H({ri}ien)
= (C - KL)(N —T)

i€H
L

)+ H({uu} ieH
+1,...,C} le{KL+1,....KL+T}

)+ H({zik} ien )
ke[K]
CH)

d
— ] N-T)T1
LN =) ogq + ( )T'log q

log g+ (N — T)K log ¢+ (N — T)dlog g
(98)

d
+(N =TT

where (82) holds since given g; and {bi}re[k). the
uncertainty in x; and {y;x }re[x] is due to the uncertainty in
r; and {2t }re(k); (83) follows from chain rule of entropy;
(84) holds since {zik }icr ke[x] and {r;}iex are independent
uniformly random vectors in IFy. In (85), we define:

O‘j_ﬂm
H ﬁl_ﬂm

me[KL+T\{l}

KL+T

A
l’l’lij = Vil

I=KL+1

VieH,jeT

99)

and (86) is from the chain rule and independence of generated
randomness. In (87), we define:

KL+T a 6
;A u; -3 _Fm (100)
1= g-&-l lme[KHT]\{z} P = Bm

whereas (88) follows from the chain rule and indepen-
dence of generated randomness. We next let v, :=

me[KLATI\{1} % denote the Lagrange coefficients
in (100)-(99). Then,

[myy m;r| = [Vi kL1 Vi, kL+1| M,
(101)

lea eir| = [uikL+1 ui k1| M,
(102)
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where

Y1,KL+1 YT, K L+1

M 2 , (103)

Y1,KL+T VYT, KL+T

is a T x T MDS matrix (hence invertible) from the
MDS property of Lagrange -coefficients [49]. Hence,
one can recover {Viy, Ui lien,le{KL+1,. ,KL+T} given
{mij}ieﬁ’jeq’, {eij}ieﬁ,jef, and A. Then, (90) holds as
there is no uncertainty in {>_,, ¢;(c:)¥j()}ieu, given
{8 birtieny, Vi, ua ieT o A{myjtien,

ke [K] le{KL+1,....KL+T} JET
{em}le’}—{, and A since ¢;(;), ¥;(a;) can be computed
from (37) and (38) given g;, {Vji}ic(xr+1,. .kKL+T) and
bik{uji b ie{KL+1,....KL+T}, TeSpectively. Equation (92)
holds since {n;};cy, correspond to evaluation points of
the degree of C' — 1 polynomial v(«) from (30). As any
polynomial of degree C'—1 can be uniquely interpolated from
any set of C evaluation points, v(«) can be reconstructed
from |Us| = C evaluations {n;};cz,, from which one can
recover n; = v(f;) for all [ € {KL +1,...,C}. Then, given
{nhiexr+t,....cy> ANji}jeTie{xL+1,....c}> and A, one can
reconstruct {n;;}jex ic{KL+1,....C} S,

071y ny;| B

=n - [ZJG[T] Moy

= [Zje[N] >‘17 nj ZjE[N] Ag\ri—lTnjl}
- [Zjem Mg 2 el *?V_anjl}

. N j—1 N j—1
= [Zj:T-H Al ng e Zj:T+1 )‘N—Tnjl}

i—1
Zje[T] gvanjl}

forall l € {KL+1,...,C}, where
AP s AN
B2 | : (104)
R

isan (N—=T)x (N —T) MDS matrix (invertible). Equation (93)
holds since polynomial v(«) has degree C' — 1, which
can be uniquely constructed from any set of C' evaluation
points. Hence, there is a bijective mapping between any C
interpolation points, {v(6;)};e[c]. where v(6;) = 0 for [ €
[KL],and v(0;) =mn,; forl € {KL+1,...,C}, and the set of
local computations {n; };czy, Where |Us| = C. Equation (97)
holds from (101) and (102). Finally, (98) is from the entropy
of uniform random variables. Next, the first term in (81) can
be bounded as follows:

H({xi}ien), {¥ir}iev) ,{Ez‘j}z‘_g%,{ai}ieuw {Fij}i,ev%,

ke[K]
{nlj}zeHH Z gz}ke [K]» {gm zk} ZET {ruzvk} zETa
1€SENUL
{var, war} ieT Ang} ieT , A)
le{KL+1,.. . KL+T} 1e{KL+1,....C}

= H({xi}ien, {yar} ie[H ,{5ij}¢e71,{5i}ieu2, {Fij}ieﬁa

{nlj}zeﬁH Z gz}ke [K]» {gw zk} ZET {rzazlk} zET;

1€SENUL

4131
{Vil, Uil} i€l s {nil} i€T s -A)
1e{KL+1,... ., KL+T} le{KL+1,...,C}
(105)
< H({xi}tien) + H({yic} ien ) + H({Zij}ien)
ke[K] JET
+ H({Fz‘j}z‘_eH) + H({ﬁz‘j}z‘_en) + H({ai}icu, |
x{ Z gz}ke[K {g:, bir} ze’T {ri, zir} zeT )
1€SNUY
{Vil, il} i€T s {nil} i€T s {Xi}iEHa
1e{KL+1,...,KL+T} le{KL+1,...,C}
(106)

ik} ien AZijtier, {Tijtier, {0 tien, A)
ke[K] JET JET JET
= H({xi}iern) + H{Yir} icrw ) + H({Zij}ien)
ke[K] JET
+ H({?ij}ieH) + H({ﬁij}zjeH) + H{f(0) hec-1
{f (@) biem il Z 8itke(k)> {8 bir ) ST {ri}ieT,

1E€SK MU

{Zik} i€l ;{Vilauil} ieT ;{nil} i€T ,
kE[K] l1e{KL+1,....KL+T} le{KL+1,...,C}

{xitiern, {vin} iern {Zijien, {Tijlier, {Mij}ien, A)
ke[K] JET JjET JjET

= H({x:}ien) + H{yir} iern ) + H({Zij}ien)
ke[K] JET
+ H({Tijlien) + H({nij}ien)
JET JjeT
+H{ O hetxrr,..o-mpl{ Y Bitrelxs
1€SENUL
{8, bit} ict {ritier, {zit} icT ,
k€[K) ke[K]
{ni} Axitien,

{Vila Uil} i€l

ze{KLJrif.T,KLJrT}’ le{KL1,....C}
Wik} ien s AZijtier, {Tijtier, {0 tier, A)
ke[K] JET JET jeT
< H({xitien) + H{yir} ien ) + H{Zij}ien)
ke[K] JeT
+ H({Tis}ien) + H({D55}icn)
JET JjET
+ H({f(0) }hieqxr+1,...c-T}) (109)
< (N —=T)dlogg+ (N —-T)Klogg+ (N —T)Tlogq
d
+ (N — T)Tf logg+T(N —-1T)

(108)

LV =) %81

log q (110)

+c-1-k0)2

L

where (106) is from the chain rule and that condition-
ing cannot increase entropy. Equation (107) holds since
{@;}icu, correspond to C evaluations of a degree C' —
1 polynomial, f(«) from (36) for o« € {;}icus,-
Since a polynomial of degree C' — 1 can be uniquely
reconstructed from any set of C' evaluation points, there
is a bijective mapping between the C' interpolation points
{f(0) hiejc—m15 {f (i) Yierr) and the C local computations
{ai}icu,. Note that there is no uncertainty in {f(6;)}icixr)
given {> s, s, 8itre(k)> and A, which follows from (39)
and that §; = [; for [ € [KL]. Next, note that one can
compute {Fij}ieT, {Eij}ie'f, and {ﬁij}iGT given {ri}ieT»

icT jET JET
i€T )

{zik} ieT , {vi, ua}t €T s AN}
k€E[K] l le{KL+1,...,C}

€{KL+1,.. KL+T}
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and A from (24), (26), and (28). Moreover, given
{ny;}ien), one can compute {n;};cr from (29), and

JET
given {g;,bix} icT » {ri}icT, {2k} icT , One can compute
kE[K ke[K
{x:}ier, {yir} ier from (32) and (33). Therefore, there
ke[K]

is no uncertainty in {f(a;)}tieiry = {ailicir) given
{8 bir} ieT . {ritier, {2} ieT . {Xitier {vir} ien
kE[K] ke[K ke[K

{vi,uir} T , {ng T ,» {Zijlien,

B le{KL+1,....KL+T} le{KL+1,...C} JET

{rij}ien, {Mi;}ien, and A according to (35), from
€T icT

€ =
whicﬁ (108) hofds. Finally, (110) holds since uniform
distribution maximizes entropy. By combining (98), (110),
and (81) with the non-negativity of mutual information,

0 < I({8;, bikfier; {xitie vy {Yintie vy {Zij e
ke(K] ke[K] JET

Z gi}kE[K]v

{&iticun {Tij bieivyy A04j Fierny, A
JeT ¥IS 1€SENUL

{8, bir} ieT Ari, zin} et s {Vii, ua} ieT ,
ke[K] ke[K] le{KL+1,...,.KL+T}
ieT

{nir}
Ie{KL+1,...,C}
<(C- KL)Zlogq + (N -T)Tlogq+ (N — T)T% log ¢
+ K(N—-T)logq+ (N —T)dlogqg— (N —T)dloggq
—(N—-T)Klogqg— (N —-T)Tlogqg— (N — T)T%logq

—(C—KL)%logq (111)
=0

(112)

which completes the proof.
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