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Abstract—Optimizing edge caching is crucial for the advance-
ment of next-generation (nextG) wireless networks, ensuring
high-speed and low-latency services for mobile users. Existing
data-driven optimization approaches often lack awareness of
the distribution of random data variables and focus solely on
optimizing cache hit rates, neglecting potential reliability con-
cerns, such as base station overload and unbalanced cache issues.
This oversight can result in system crashes and degraded user
experience. To bridge this gap, we introduce a novel digital twin-
assisted optimization framework, called D-REC, which integrates
reinforcement learning (RL) with diverse intervention modules
to ensure reliable caching in nextG wireless networks. We first
develop a joint vertical and horizontal twinning approach to
efficiently create network digital twins, which are then employed
by D-REC as RL optimizers and safeguards, providing ample
datasets for training and predictive evaluation of our cache
replacement policy. By incorporating reliability modules into
a constrained Markov decision process, D-REC can adaptively
adjust actions, rewards, and states to comply with advantageous
constraints, minimizing the risk of network failures. Theoretical
analysis demonstrates comparable convergence rates between D-
REC and vanilla data-driven methods without compromising
caching performance. Extensive experiments validate that D-REC
outperforms conventional approaches in cache hit rate and load
balancing while effectively enforcing predetermined reliability
intervention modules.

Index Terms—Data-driven optimization; Cache replacement;
Digital twin; Reliable learning; Wireless networks

I. INTRODUCTION

N the rapidly evolving scheme of wireless communication,

the advent of next-generation (nextG) wireless networks
holds the promise of transforming connectivity by enabling
unparalleled data transfer speeds and capacities. However, the
exponential growth in data transmission poses a formidable
challenge in effectively managing network resources to ensure
optimal performance. In this context, edge caching, a tech-
nique that involves strategically storing frequently accessed
data closer to end-users, has emerged as a critical solution to
enable more efficient content delivery and low-latency services
in nextG wireless networks [1], [2].

The role of caching in meeting the escalating demand
for high-quality, real-time services within wireless networks
cannot be overstated. By caching popular content, such as
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videos, images, and applications, in close proximity to users,
the time and resources required for data retrieval are sig-
nificantly reduced [3]-[5]. This not only enhances the end-
user experience by minimizing latency but also alleviates
the strain on network infrastructure, thereby enhancing its
overall efficiency. Additionally, caching plays a crucial role
in enabling the seamless delivery of data-intensive services,
including augmented reality (AR), virtual reality (VR), video
streaming, and autonomous vehicles, which are anticipated to
become increasingly prevalent in the coming 6G era [6]—[8].
Traditional caching methods, such as least-recently-used
(LRU) and least-frequently-used (LFU), are based on manually
engineered heuristics to capture the most common cache
access patterns. Their efficacy can be significantly reduced,
due to the storage limitation of access points (APs) and the
high heterogeneity of user equipment (UE) preference. In the
wireless caching optimization problem, certain parameters or
variables, such as user demands and preferences, are subject
to randomness and variability. This introduces challenges for
classical mathematical optimization solutions, as the spatial-
temporal shift characteristics make it difficult to guarantee con-
sistent optimality. To tackle this challenge, stochastic optimiza-
tion and robust optimization methodologies are designed to
address scenarios involving random or uncertain data streams
and parameters, e.g., in the context of wireless caching.
However, stochastic optimization requires knowledge of the
exact distribution of random data and variables, while robust
optimization, often considered conservative, maximizes worst-
case pay-offs and may underperform in practical situations.
Recently, several efforts have been put into data-driven opti-
mization approaches. [9] investigates ultra-dense edge caching
under spatial-temporal demand and network dynamics, where
each user can request cached content from multiple small-cell
base stations (BSs). A caching algorithm weaving together
notions of mean-field game theory and stochastic geometry
is proposed to maximize local caching gain and minimize
the replicated content caching. Besides, [10] explores a de-
centralized caching policy where popular contents are cached
on UEs and can be shared with other users. To alleviate the
heavy BS burden in mobile wireless networks, data-driven
recommendation techniques like collaborative filtering and
latent factor modeling are incorporated into edge caching. [11]
proposes an online proactive caching approach to predict time-
series content requests and update edge caching, where the
future UE requests are predicted using convolutional recurrent
neural networks. [12] further models UE preference over time
at both local and global scales by Markov chain. Q-learning-
based linear approximation function is designed to derive the
optimum caching strategy in an online way, which can scale up
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to large wireless networks. Building on these prior researches,
we introduce a novel approach termed DT-assisted data-driven
optimization, utilizing a constrained Markov decision process
(CMDP), which bridges the gap between stochastic optimiza-
tion, lacking robustness to distribution errors, and robust opti-
mization, which overlooks available problem data. Notably, the
utilization of created DTs enables the identification of specific
moments through rich pre-generated data distributions and
density functions. This approach also addresses the challenges
associated with conventional data-driven methods, especially
in scenarios where the precise distribution of random data
variables remains unknown.

In the field of wireless caching, extensive data-driven studies
have been made to improve the cache hit rate, save energy, and
reduce transmission latency. However, the reliability of edge
caching, one of the stringent requirements of nextG networks,
is rarely explored. Cache replacement decisions must prioritize
system reliability by ensuring that BSs are balanced and not
overloaded. For instance, if a specific BS is operating near its
capacity limit, it becomes crucial to distribute or replace the
corresponding content among other BSs that have sufficient
capacity. This action ensures a balanced and optimized net-
work, preserving the system’s efficiency and stability. Failure
to do so may result in severe consequences, including system
crashes (e.g., resource exhaustion and network congestion)
that jeopardize the overall network operations and significantly
degrade the user experience. Therefore, for the sake of the sus-
tainability of network operations, it is imperative to integrate
robust intervention mechanisms into data-driven optimization,
being able to continuously monitor environment conditions,
dynamically adjust caching strategies, and distribute the load
efficiently among BSs.

Motivated by the above limitations of traditional caching
methods and conventional optimization approaches, as well as
the insufficient attention given to reliability concerns within
caching network systems, we make the first attempt at reliable
edge caching optimization, by combining reliable reinforce-
ment learning (RL) with DTs. Multiple effective intervention
modules are embedded into the data-driven optimization model
to avoid network instability. Reliable RL algorithms facilitate
trustful decision-making by accounting for reliability con-
straints and minimizing risks, which are learned from current
input data and interactions with the environment. In parallel,
DTs [13]-[15], the virtual replicas of physical networks, can
be created and employed as RL optimizers and safeguards
within the caching process. By imitating network behavior
and accurately predicting the impact of caching decisions,
DTs enable the optimization of caching strategies within a
controlled environment. Furthermore, they act as reliability
nets by actively monitoring and verifying the integrity of
cached content, ensuring immunity to malware and other
potential threats. For example, DT can be employed to create
rare network scenarios, anticipating potential future challenges
and aiding the network’s transition from a data-driven to a
knowledge-driven paradigm.

Specifically, the contributions of this work are fourfold:

o In this work, we introduce D-REC, the DT-assisted reliable

RL mechanism for wireless caching optimization. Unlike
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Fig. 1. Overall caching optimization framework in cellular networks.
existing approaches, our algorithm emphasizes incorporat-
ing on-demand constraints, including state, reward, and
action safety modules, to prioritize network reliability and
sustainability. This is the first work to investigate reliable
data-driven method for caching optimization in nextG wire-
less networks.

e We pioneer the creation and use of network DTs as
data-driven optimizers and safeguards for wireless caching
tasks. The diverse data distributions generated by DTs make
the network aware of potential risks, allowing proactive
countermeasures using our D-REC framework. This novel
application highlights the versatility and potential of DT
techniques in networking areas.

o« We present rigorous theoretical evidence demonstrating
that the integration of reliability intervention modules into
the caching optimization process does not affect the con-
vergence performance of data-driven models. This confirms
that our approach sustains optimal wireless caching perfor-
mance while prioritizing network reliability.

o The efficacy of our D-REC framework is validated through
experiments on various modules and datasets. Results show
that D-REC significantly improves the balance between
BS load and resources without degrading cache hit rate,
even under diverse user request distributions. These findings
confirm the effectiveness of our data-driven optimization in
practical network scenarios.

II. PRELIMINARIES AND RELATED WORK

In this section, we provide an overview of the considered
problem, relevant technologies, and related works, which in-
cludes the following topics: i) cache replacement problem, ii)
relevant research on edge caching optimization, iii) reliable
reinforcement Learning for caching, and iv) digital twins and
data generation. Important notations used in the paper can be
found in Table I.

A. Cache Replacement and Problem Formulation

Emerging nextG cellular networks are expected to employ
dense deployments of small-cell BSs. Consider a network
composed of N BSs, each interconnected with the same data
center via low-bandwidth, high-delay backhaul links. Every
BS is equipped with a cache unit of capability cap, capable
of storing content retrieved from the data center. We introduce
a symmetric cache scheme that assumes that all caching slots
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TABLE I
RELATED NOTATIONS AND DEFINITIONS.
Notation Description

A Action space in CMDP

at Cache decision at time slot ¢

b Base Station (BS) Load

B Unreliable action intervention threshold

cap Cache capacity of each BS

d Specific content requested

HY Cache status of BS n at time slot ¢
hfz i Content stored in the ¢-th slot of BS n at time ¢
M Frequency measure of requested content

N Number of BSs

n Index of current BS

P Probability of random variable under particular distribution
p Shape parameter of Zipf distribution

T Policy at time ¢ in Markov Decision Process

Q™ Action-value function corresponding to policy 7k

T Instantaneous reward function in CMDP

S State space in CMDP

T State transition probability matrix in CMDP

w Instantaneous penalty function in CMDP

X Random variable representing the rank of content

are of equal size and that each cache unit occupies the same
amount of space. For the sake of simplicity, the contents are of
cache capability, and in every time slot ¢, a certain number of
contents will be requested by end users. As illustrated in Fig.
2, if the requested content is already cached in the BS cache
unit (a situation referred to as a cache hit), the content can be
immediately downloaded. If not, the content must be fetched
from the data center via backhaul links, inevitably leading
to a higher communication cost and an increased transmission
delay. The concept of cache replacement involves preemptively
fetching certain contents via backhauling and storing them in
the BSs before they are requested by users. Particularly, the
optimization objective of this problem is twofold: 1) maximize
the average cache hit rate and 2) minimize the peak traffic load
on backhaul links. In this regard, we address the problem of
wireless edge caching as a joint optimization problem, aiming
to maximize the cache hit rate while minimizing the overall
delay and costs within the wireless network.

Specifically, each BS n is equipped with a cache unit pos-
sessing a capacity of cap slots, designed to store contents for
faster accessibility. A central server in the backend processes
requests from local BSs. A request refers to a read or write
operation made to a cache unit in network settings. We define
the cache status H! of BS n at time slot ¢ as follows:

Hrtz = {ht h:zj? AR hﬁL,cap}7 (1)

n,1

where hfm- represents the content d; stored in the ¢-th slot
of the cache unit at BS n at time ¢. Initially, all cache slots
are empty at £ = 0. In the operational phase, if BS n has
vacant slots in its local cache unit, it automatically accepts
new requests and stores the corresponding content d! in the
empty slot. When the cache slots of BSs reach full capacity,

the central server first decides whether to accept incoming

requests. If a request is approved, the server then determines
which specific slot should accommodate the new content d*.
The cache decision a! is formulated as:

a*=1{0,1,2,...,c x n}. 2)

A decision a® = 0 implies retaining the current state of all
cache slots unchanged. For a? # 0, the designated cache slot
will be cleared to make room for new content. The strategic
objective for optimal cache decisions involves displacing less
frequently accessed contents d from the cache units to enhance
the overall hit rate and reduce latency in the network.

In line with previous research, the frequency of requested
contents occurrence, denoted as M, typically follows a Zipf
distribution, also known as a Zeta distribution [16]. Formally,
the Zipf distribution for a random variable X is represented
as:

1/kP

S (1/np)’
where k > 1 represents the rank of the frequency of requested
content occurrence, and P(X = k) is the probability that
the random variable X assumes the rank k. The exponent p,
which characterizes the shape of the distribution, is always
greater than zero. N, denotes the total number of contents
in the historical record. The term 1/k? in Eq. (3) signifies
a power-law function, indicating that the probability is in-
versely proportional to the rank raised to the power of p. The
denominator, Zf:[;l(l /n®), acts as a normalization factor to
ensure that the sum of the probabilities across all ranks from
1 to N.. While the Zipf distribution is a common model in
practical applications, other less frequent scenarios do exist. To
enable data-driven optimization with knowledge of the diverse
frequency of content occurrence distributions of data variables,
DTs become a remedy for simulating those rarer cases, thereby
enhancing the generality of the optimization model.

P(X=k)= 3)

B. Related Work on Edge Caching

Edge caching strategies have transitioned from conventional
methods to sophisticated machine learning-based approaches.
Traditional caching mechanisms, such as Random Caching
[17], Least Recently Used (LRU) [18], Least Frequently Used
(LFU) [19], and Most Frequently Used (MFU) [20], serve as
foundational methods for addressing edge caching challenges.
These strategies employ various selection criteria for caching
or replacing content, ranging from random selection to prior-
itization based on access frequency or recency. Despite their
simplicity and widespread adoption, these methods may not
effectively adapt to the dynamic nature of network conditions
and user demands.

Recent advancements in edge caching have increasingly uti-
lized deep reinforcement learning (DRL) to optimize caching
decisions in wireless networks. A notable study [21] introduces
a DRL-based edge caching scheme that dynamically adjusts
cache content in response to network conditions and user
demands, leading to enhanced cache hit rates and reduced
latency. Wang et al. [22] propose an intelligent cooperative
caching strategy at the mobile edge, leveraging offline DRL
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Fig. 2. Example of a cache replacement problem.

to improve the performance of cooperative caching in mobile
edge networks. Additionally, Basic DQN [23] employs a
DQN model for cache replacement decisions, showcasing
the potential of advanced DRL approaches in edge caching.
Beyond DRL-based methods, collaborative and content-based
caching strategies have also been explored. [24] presents an
online collaborative data caching framework for edge com-
puting, enabling edge nodes to share cached content and
thereby enhance system performance. In [25], a wireless
edge caching scheme is proposed to capitalize on content
similarity for boosting cache hit rates in dynamic environ-
ments. Moreover, the integration of federated learning in edge
caching, as explored in [26], offers a promising avenue for
optimizing caching while preserving user privacy through
distributed learning techniques. The exploration of multi-agent
reinforcement learning (MARL) for edge caching represents
another significant direction. Research in [27] employs MARL
to facilitate cooperative caching in the Internet of Vehicles,
demonstrating the efficacy of distributed learning approaches
in complex network scenarios. Collectively, these studies
highlight the critical role of intelligent caching mechanisms,
whether through collaboration, content analysis, or distributed
learning, in improving the performance of edge networks. By
contrast, our work introduces a versatile framework designed
to seamlessly integrate with a broad range of existing DRL
models. As a foundational model, we employ basic DQN to
construct a more advanced, data-driven, and reliable optimiza-
tion framework specifically tailored for edge caching.

C. Reliable Reinforcement Learning as a Primer

Numerous cache replacement policies have been proposed
over decades of research. Three of the most well-known
heuristic approaches are Least Recently Used (LRU), Least
Frequently Used (LFU), and Most Recently Used (MRU),
which operate based on the principles of recency and fre-
quency, respectively [28]. These traditional methodologies can
be categorized as reactive caching approaches. However, they
neither account for the patterns of content frequency nor the
cooperative interactions among BSs, leading to potential inef-
ficiencies. In contrast, proactive caching strategies have gained
increasing popularity in recent years, which first estimate
content request patterns, and then determine the optimal policy
accordingly. Typically, the cache replacement problem can be
formulated as a Markov decision process and resolved using
deep RL as we consider herein. Deep RL is an effective data-
driven optimization method for complex nonlinear mapping re-
lationships between states, actions, and other constraints. Such
intelligent approaches can accommodate more complex and

varying input data and scenarios, including considerations of
content frequency in both temporal and spatial domains [12],
cooperation between BSs [29], [30], and the particularities
of heterogeneous mobile edge networks [31]. However, the
deployment of RL models in real-world applications often
raises reliability concerns. Without timely intervention and
appropriate safeguards, RL models may exhibit unexpected
behaviors in certain circumstances, e.g., overloading a BS
or repeating caching the same contents. Such irregularities
possess the potential to undermine the efficacy of the caching
policy. In more severe scenarios, they could even strain the
network’s traffic handling capabilities and consequently jeop-
ardize the overall network stability and operation.

To address this concern, safety-oriented RL approaches [32],
[33] have been developed to ensure reliability and stability
throughout both the learning and deployment stages of data-
driven systems. Safe RL aims to develop intelligent agents that
can not only maximize their performance over time but also
operate within specific safety constraints, minimizing harmful
actions and mitigating risks [34], [35]. These constraints may
arise from a variety of contexts, including avoiding damage
to the learning agent itself, preventing harm to other entities
in the environment, or adhering to predefined operational
guidelines. The ultimate goal of safe RL is to create a
balance between exploration (learning about the environment
to improve future performance) and exploitation (using current
data and knowledge to maximize immediate performance),
while keeping the system within safe operational boundaries,
which can be well applied to various high-stake areas such
as robotic systems and autonomous vehicles [33], [36], [37].
Motivated by these previous findings, this work aims to
tackle the challenge of designing and implementing reliability
intervention models into our wireless caching optimization
problem. These models should be capable of understanding
and adhering to specific reliability boundaries, even when
exploring unknown and edge cases.

D. Digital Twin as Data Generator for What-if Analysis

While safe RL offers a pathway to addressing some of the
security concerns associated with edge caching, its efficacy is
heavily contingent upon the availability of extensive data that
accurately reflects the dynamic state of real-world wireless
networks. Collecting such data poses significant challenges,
not only due to the associated costs but also because of
the practical difficulties in capturing a comprehensive repre-
sentation of network conditions. Furthermore, validating the
reliability of RL models before their deployment requires
the simulation of a wide array of scenarios, a task that is
both resource-intensive and operation-complex. In this context,
DTs emerge as a highly promising solution to resolve these
challenges.

Specifically, DTs can be conceptualized as virtual replicas
of physical systems within the real world, capturing their key
features and dynamic characteristics with two-way commu-
nications. These digital counterparts facilitate a continuous
flow of data to and from their physical analogs, enabling
real-time decision-making and improvements [38]-[41]. The
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effectiveness of DTs hinges on seamless communication and
precise modeling. In pursuit of these objectives, cutting-
edge techniques such as machine learning and multi-physics
simulations have been employed in DT development, which
enable real-time status monitoring while simulating potential
future states and delivering predictive insights [15], [42], [43].

In wireless networks, the emergence of network DTs holds
significant potential for the rapid development of 6G and
beyond networks, particularly within the framework of Indus-
try 4.0. With the expected proliferation of devices in nextG
networks, there is a growing need to establish a scalable,
reliable architecture rooted in DT technology. For instance,
in [44], the authors propose a wireless edge model that
marries DT technology with edge networks. This integration
yields novel functionalities such as hyper-connectivity and
low-latency edge computing. Furthermore, in [45], a mobile
offloading scheme is introduced for DT-enabled networks to
reduce offloading latency, adhering to constraints surrounding
the accumulated service migration costs incurred during user
mobility. Blockchain, in conjunction with DTs, could enhance
the security measures within 6G networks as outlined in
[46]. In another significant contribution from [47], the authors
introduce a DT designed for industrial automation and control
systems. They also articulate the security requirements for data
sharing and control based on DTs, underlining the need for
robust data-driven security measures. However, current studies
on DTs tend to focus more on their applications rather than
the processes involved in creating and synchronizing DTs with
physical networks. In this work, our emphasis is on a complete
cycle of employing DTs in wireless network optimization,
encompassing creation, synchronization (Sec. III), applications
(Sec. V), and validation (Sec. VII).

III. CREATION AND SYNCHRONIZATION OF NETWORK
DIGITAL TWINS

Prior to utilizing DTs for our data-driven optimization,
this section introduces a novel framework for creating and
synchronizing network DTs, extended from [15]. The overall
approach is structured around three main stages: dynamic con-
nectivity segmentation (DCS), vertical twinning (V-Twinning),
and horizontal twinning (H-Twinning). Specifically, DCS is
employed periodically to ensure effective clustering on densely
deployed BSs, V-Twinning is performed at the beginning to
initialize a concrete global network digital twin (G-NDT), and
H-Twinning is later performed to update the twins regularly.

A. Dynamic Connectivity Segmentation

The DCS algorithm, as outlined in Algorithm 1, is designed
to cluster multiple BSs responsible for network service areas
with similar communication characteristics and networking
configurations. This clustering step is integral to the efficient
creation and updates of multiple distributed network DTs,
i.e. cluster network digital twin (C-NDT), which demonstrate
distinct behaviors and perform paralleled synchronization with
the G-NDT. This algorithm is executed periodically, ensuring
dynamic clustering and thereby enhancing the twinning perfor-
mance in real-time. In the DCS algorithm, clusters are based

Algorithm 1 Dynamic Connectivity Segmentation (DCS)

Require: relationship matrix {g, k, 8, 7}, attribute weights w,
number of clusters C', number of BSs IV
Ensure: Clusters c
1: Initialize ®;
2: forny =1,2,...,N do
3: for no =1,2,...,N do

4: (I)nl,ng <~ 97:12 + wy - knl,nz + wg /87L1,77,2

5 FWr Ty ny

6: end for

7: while desired C' clusters not reached do

8: Calculate betweenness centrality for all edges;

9: Remove edge with highest betweenness centrality;
10: Recalculate the communities;

11: end while

12: end for

13: return c

on an attribute sequence of BSs {g, k, 8, 7}, which represents
their geological distances, capacity of backhaul links, coverage
area overlaps, and similarity of frequency of occurrence dis-
tribution, respectively. Each BS and its corresponding NDT
have their designated coverage area to provide services to
clients. Overlapping coverage areas between BSs and NDTs
indicate potential similarities in the services and requests from
clients within these network regions. Additionally, similarity
in the frequency of occurrence distribution suggests that client
requests serviced by both BSs and NDTs are comparable. Typ-
ically, when both BSs and NDTs handle similar client requests,
it increases the efficiency of wireless network management.
This involves optimizing edge caching strategies to enhance
network efficiency, reduce latency, and ultimately improve
the overall user experience. Initially, a relationship matrix
incorporating these attributes, weighted by w, is constructed.
For BS n; and BS nj, the algorithm calculates a metric ®,,, ,,,
to quantify their correlations using the formula as:

w
g
= —— FWwg- knl,ng +wg '/B’n,l me TWr Thnyng, “4)

ni,n2

ni,n2

where w is the weight to balance the significance of each
attribute. Betweenness centrality is then computed based on &,
which measures how often an edge, i.e. connectivity relation-
ship, acts as a bridge along the shortest paths in the network.
Edges with high betweenness centrality typically connect dif-
ferent communities. The algorithm clusters BSs by iteratively
removing edges with the highest betweenness centrality until
the desired number of clusters C is reached, which is similar
to the Girvan-Newman method [48]. This clustering process
is crucial in determining how twinning models from local
BSs are shared with their corresponding C-NDTs, ultimately
contributing to the update of G-NDT, as discussed in the
subsequent subsections. In general, regularly clustering in
dynamic environments offers significant advantages, including
reduced communication overhead. By grouping similar devices
or clients, the frequency of communication with the central
server is minimized, leading to more efficient network usage.
In this way, enhanced model performance can be achieved
as local models, trained on data from each cluster, are better
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Algorithm 2 Vertical Twinning (V-Twinning)

Algorithm 3 Horizontal Twinning (H-Twinning)

Require: Local models af, ab, ..
C
Ensure: Updated G-NDT a!*!
1: forc=1,2,...,C do
2 P+ BSin Igluster c
3 Al Y, al
4: end for
5
6

., oy, number of clusters

PNAS| 1 C t
s — & D ey O
. return aft!

representative of the specific data distribution within that
cluster. Besides, resource utilization is naturally optimized by
allocating computational resources to groups of clients with
similar data distributions, which accelerates convergence and
lowers operational costs. Furthermore, such clustering process
enhances the robustness of non-IID data by grouping clients
with similar data distributions, resulting in more stable and
reliable twin models.

B. Vertical Twinning for Initialization

The V-Twinning stage aims to create initial network DTs
with historical data on caching requests and their frequency.
It employs a federated learning (FL) strategy, specifically
tailored for wireless networks with multiple BSs organized
in clusters. FL is a machine learning technique where model
parameters are shared among BSs instead of raw data, enabling
collaborative training of a global model. This approach effi-
ciently distributes twinning tasks across BSs while ensuring
content data privacy. As depicted in Algorithm 2, historical
caching data from each BS n are used to train C-NDTs
for each cluster c first. With local twin models shared from
BSs within the same cluster, denoted as af, ab, ..., aly, the
corresponding C-NDT « aggregates the models to reach a
consensus. The most common aggregation rule FedAvg [49]
can be used to compute the dimension-wise arithmetic mean
of each twinning model parameter.

G-NDT, represented as afT!, is the averaged aggregator
of multiple C-NDTs at C clusters, ie., a!t! = % Zle al,
where C' is the number of clusters. Then, the model parameters
of G-NDT are sent back to each cluster for synchronizing C-
NDTs after the twinning aggregation process.

Specifically, V-Twinning employs synchronous FL, ensuring
that all DTs update their twinning models simultaneously. This
mechanism is crucial for maintaining a consistent and stable
twinning process across the network areas. By synchronizing
the model updates from all participating clients at regular
intervals, a collaborative learning process is guaranteed, lead-
ing to potentially more stable and predictable performance.
Additionally, the use of synchronous FL for twinning can
simplify the management of model updates and reduce issues
related to stale or incompatible data, making it suitable for
scenarios where uniformity and coordination among BSs are
critical.

C. Horizontal Twinning for Evolution

To ensure the network DTs remain relevant, H-Twinning
stage is designed to periodically synchronize between the

Require: Local models o}, ab, ..., aly, current G-NDT &,
number of clusters C, threshold v
Ensure: Updated G-NDT af+!
1: for c=1,2,...,C asynchronously do
2: P < BS in cluster ¢

. t 1 P t
3' aC < F Zp:l ap
4: € — (aﬁ + Ozt)2
5: if € > ¢ then
. t+1 1 C t
6: « — rel Zc:l (o
7: else
8: attl — af
9: end if
10: end for

11: return aft!

physical twin and DT with real-time data. Unlike V-Twining, it
adopts an asynchronous FL approach to update with dynamics
from the physical twin, aiming to provide a scalable and
flexible solution for wireless networks composed of multiple
clusters.

As described in Algorithm 3, H-Twinning begins with N
local models af,ad,..., af; from respective BSs and the
current G-NDT at. The use of the threshold v serves as a
criterion to decide whether the G-NDT should be updated. It
assesses the deviation between a C-NDT «!, and the current
G-NDT o, quantified by € = (a’, — )2, If € surpasses the
threshold ), indicating a significant change in the physical
network, the G-NDT is updated to reflect the fresh informa-
tion. The updated G-NDT, attl is calculated as an average
of C-NDTs at the current time slot, a'*! = £ Y al.
If € is within the threshold ), the G-NDT remains with the
current model, i.e. a!*! = at. This threshold-based update
mechanism enhances the network’s efficiency by ensuring that
only significant changes will lead to twin updates, thereby
reducing unnecessary computational overhead and preserving
bandwidth.

Compared with V-Twinning, H-Twinning does not require
simultaneous updates from all clusters, although the overall
procedure to compute C-NDT and G-NDT is quite similar.
Each BS n stores the real-time data stream first and trains the
twin model when the amount of data reaches a threshold in
batches. Asynchronous FL naturally offers several advantages
over its synchronous counterpart in such a twinning problem.
Primarily, it allows for greater flexibility in participation, as
BSs and network DTs can contribute to the model training
process at their own pace and availability, without being bound
to a strict synchronization schedule. This feature is particularly
beneficial in wireless scenarios with BSs having varying
computational resources or backhaul connectivity, ensuring
that the twinning process is inclusive and efficient even in
less ideal conditions.

With the above three-stage twinning process, we imple-
ment a complete case study to create network traffic twins
for caching optimization using real-world wireless data, as
detailed in [50]. This case study demonstrates the capability
of a network DT to accurately simulate and predict wireless
traffic patterns. This predictive capability paves the way for
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anomaly detection and system protection purposes. Due to
space constraints, we omit details here, but interested readers
can refer to our technical repository at [51].

In summary, the overall distributed NDT system can ef-
fectively address the challenges of heterogeneity, randomness,
and variability of user devices in wireless networks. By
employing the DCS technique, BSs and NDTs sharing similar
characteristics and data patterns are grouped together, thereby
reducing the heterogeneity within each C-NDT. This facilitates
the creation of more homogeneous and representative local
twin models. Following this segmentation, the appropriate
aggregation techniques are adopted to achieve a consensus
across these clusters and local twin models. This aggregation
process can further reduce heterogeneity within the network.
Specifically, by combining the local models of each cluster
into a global twin model, which is G-NDT, we can address the
disparities between different clusters and local twin models.
This not only harmonizes the network’s overall behavior but
also enhances the efficiency and accuracy of the mapping pro-
cess. By mitigating such heterogeneity, the aggregation in the
proposed FL framework ensures that the global model is more
representative and robust, leading to enhanced performance
and reliability in the network operations.

IV. CACHING OPTIMIZATION WITH CONSTRAINED
MARKOV DECISION PROCESS

In this section, we formulate the data-driven optimization
problem of cache replacement using a constrained Markov
decision process (CMDP) and then present an RL-based
solution.

A. Problem Formulation with CMDP Model

A constrained Markov decision process (CMDP) extends the
traditional MDP framework, commonly utilized in modeling
decision-making within stochastic environments. Diverging
from standard MDPs that primarily aim to maximize cumu-
lative reward, CMDPs integrate additional constraints into the
decision-making framework. These constraints, typically in the
form of limits on specific metrics or resource usage, ensure
solutions not only optimize the primary objective but also
comply with predefined bounds. CMDPs are thus ideal for
scenarios necessitating a balance between multiple objectives
or adherence to operational constraints [52], as in our wire-
less caching context. The process is characterized by states,
actions, transition probabilities, a reward function, and con-
straints on expected cumulative costs or rewards. Particularly,
the objective of a CMDP is to maximize long-term cumulative
reward while adhering to these constraints. In this regard, we
formulate our caching optimization problem, as introduced in
Sec. II-A, into a CMDP model {S, A, r,w, T, s’} comprising
the following elements:

« S is the state space, comprising a tuple (n, ¢,, f,), where

n denotes BS index. t,, and f, represent the last time the
content was cached and its frequency, respectively. This
can be expressed as S = {(n,tn,fn) | n € N,t, €
tlotala fn S N}

o A is the action space, detailing the possible cache deci-
sions as outlined in Sec. II. The central server decides
whether to accept a request and subsequently selects a
cache slot to store the request d'. Mathematically, it can
be represented as A = {0, 1,2,...,cxn}, where 0 means
skipping this request, while other values represent the
index of the cache slot for caching.

e 1 is the instantaneous reward function, quantifying the
number of cache hits between two request acceptances,
which are hit(t) and hit(t + 1). It can be formulated as:

r(s,a) = v - (hit(t + 1) — hit(t)), (5)

where v is a hyperparameter to adjust the significance of
the reward.

« w represents the instantaneous penalty, accounting for
cache misses caused by prior actions, which can be

defined as: 1

[r(s,a)]" +1°
where k is a hyperparameter to control the significance
of the penalty.

o T denotes the state transition probability matrix, describ-
ing the probabilities of moving from one state to another
based on specific actions.

o s¥ € S signifies the initial state after all cache units are
full, serving as the starting point of the CMDP sequence.

(6)

w(s,a) =

In this way, given caching policy 7, the long-term cumula-
tive reward I? and long-term cumulative cost W can be derived
as follows:

trotal

R, (s°) = E[Z(r(st,atﬂso,w], (7)
t=0

W (s°) = ]E[i(w(st,atﬂso,w]. (8)
t=0

Furthermore, to determine a set of reliable intervention policies
that satisfy the specific constraints in CMDP, an approximated
auxiliary cost parameter ;. can be added to derive a Lyapunov
function as follows:

trotal

L,=E Zw(st,at)—&—u o 9)
t=0

B. RL-based Solution

Edge caching involves managing the storage and retrieval
of data at the edge of a network, positioned closer to end-
users, with the aim of reducing latency and alleviating network
congestion. This requires the optimization of several factors,
including cache placement, sizes, replacement policies, and
content popularity, all of which can vary over time and across
different network conditions. RL excels in optimizing such
complex mapping relationships due to its ability to learn and
adapt from dynamic, non-linear interactions within an environ-
ment, effectively navigating and optimizing decisions based
on trial and error without requiring predefined models. This
makes RL such as Deep Q Networks (DQN) particularly adept
at handling intricate, multi-dimensional optimization problems
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where traditional algorithmic approaches might struggle to
capture the nuanced interdependencies and variations. Our
objective is to offer a comprehensive solution for edge caching
challenges and to implement dependable modules that are
compatible with various RL algorithms. We utilize DQN as our
foundational model to address the formulated problem as in
Sec. IV-A. Additionally, the developed optimization approach
can be readily adapted to accommodate other RL algorithms,
ensuring versatility and broad applicability in solving edge
caching issues.

Specifically, the state-action reward function (), and the
state-action cost function (),, are pivotal in navigating this
optimization landscape, mapping state-action pairs to expected
rewards and costs, respectively. The reward function @,., cen-
tral to our approach, aims to quantify the expected cumulative
reward from a specific state-action pair over the remaining
time horizon. This is formalized as:

trotal

Qr(sm;am) =E [Z Y ()]s, aﬂ , (10
t=m

where v € [0, 1] is the discount factor, moderating the value of
future rewards and embodying the principle of time preference.
This temporal weighting is crucial in our edge caching prob-
lem, where immediate access to frequently requested content
is more valued, thus prioritizing cache decisions that cater to
current demand patterns.

The expected reward and cost value functions, V,™ and V],
respectively, are determined by both immediate returns and the
discounted value of future states, guiding the policy towards
optimal caching strategies. For instance:

Qr(s,a) = 1(s) +V,7 (), (11)

highlighting how immediate rewards and anticipated future
benefits inform the caching decisions to ensure content avail-
ability and optimal resource allocation.

Similarly, the cost function @), considers both immediate
costs and future expenses under a policy m, reflecting the
cumulative cost impact of caching decisions:

Qu(s,a) =w(s) +vV](s),

This aspect is vital in managing resource constraints within the
considered edge network, ensuring that caching strategies do
not exceed storage capacities or degrade network performance.

The Lyapunov function L, integral to maintaining system
stability and adherence to operational constraints, further re-
fines this optimization process by incorporating the cumulative
cost and above constraints, making it particularly suitable for
dynamic caching environments.

Vse S,a€ A,

Vs e S,a €A, (12)

Lu(s,a) =w(s)+p+~L;(s), VseSacA (13)

The ultimate goal is to identify an optimal policy 7* that
not only maximizes expected rewards but also complies with
the network’s constraints, crucial for sustaining edge caching
efficacy and reliability:

7 (-|s) = arg 77(-|s)TQT(s, ), Vses, (14)

max
w(|8)EFL, (s)

Through this refined approach, we can effectively address
the heterogeneity, randomness, and variability of user devices
in wireless networks by leveraging a data-driven, adaptive
framework that optimizes edge caching decisions, enhancing
both content delivery and network performance.

V. D-REC: RELIABILITY MODULE INTEGRATION

Despite the promising capabilities of the RL model as a
solution for our reliable edge caching (REC) problem, we
have encountered persistent challenges concerning its relia-
bility in practice network operations. Consequently, there is
a substantial need for incorporating reliability interventions
specifically designed to safeguard the efficiency, stability, and
overall reliability of the entire network system. To tackle
these issues, we propose four innovative reliability intervention
modules integrated into our DT-assisted data-driven optimiza-
tion. Each module is meticulously designed to bolster system
reliability and efficiency without compromising achievable
network performance. The design and operational details of
these reliability modules are presented in Fig. 3.

A. REC with Network Digital Twin (D-REC)

We employ the built network DT in our optimization frame-
work as both an RL optimizer and a safeguard, where real-time
synchronization can be ensured through two-way communi-
cations between the physical network and DTs through the
proposed V-H twinning methods. Specifically, the V-Twinning
framework detailed in Sec. III involves supplying network
DTs with historical caching data, including information about
requests, contents, frequency, and other essential attributes.
Then, through the utilization of data-driven techniques, such
as long short-term memory, DTs are capable of producing
one-step forecasts for the subsequently requested contents.
Following content forecasts, we analyze the distribution of
content occurrences. Various sets of historical caching data can
be employed to feed DTs, generating datasets that cover both
common and rare wireless scenarios. Leveraging the frequency
distribution of content occurrences, we can then generate
content based on their likelihood of occurrence. These contents
and their associated attributes serve as inputs to the RL model
as detailed in Sec. IV-A, acting as states within the algorithm.
Upon the decision-making process of the RL model, real-time
data is transmitted to network DTs for the execution of the H-
Twinning stage, to maintain an accurate twinning model in a
closed loop. The DT-assisted approach is further enhanced by
incorporating the following reliability intervention modules,
specifically designed to proactively address potential network
risks and ensure a robust optimization process.

B. D-REC with State Intervention Module

In Sec. IV-A, we define the state s in the CMDP as
(ny Gn, fn), which represents the BS index, the last time
that the cache line was cached, and its caching frequency,
respectively. Here, a reliability module is added to extend the
state space of our RL-based solution. As shown in Fig. 3(a),
we incorporate two additional variables into the cache state,
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Fig. 3. A zoom-in view of intervention modules. The grey box indicates the effective area of reliability intervention modules.

namely, the client index j that is currently requesting content,
and the normalized load [ for the n-th BS. The normalized
load d,, is the proportion of requests handled by the n-th
BS out of all requests at time ¢. These additional variables
force the policy model to consider the load of BSs in the
wireless network. Therefore, the RL model can detect potential
overloading issues of BSs, leading to more effective and
balanced cache management.

C. D-REC with Reliable Action Module

As illustrated in Fig. 3(b), the caching actions taken by the
RL model can be secured with a manually designed backup
policy, i.e., dividing them into mute actions and proceed
actions. When a target BS is overloaded, the action generated
by the RL model will be muted by chance. Formally, the n-th
BS is regarded as overloaded if

Bﬂrgnby > B, (15)
where the unreliable action intervention threshold B (e.g.,
set as 0.2) is a hyperparameter and b represents the current
BS load. In particular, BS load quantifies the volume of
requests handled by a given BS at any specific moment and
is expressed in percentage. Such a flexible design ensures that
the decisions of the RL model are not blindly enforced but
allow for effective intervention when necessary.

D. D-REC with Reward Intervention Module

Furthermore, an additional penalty term is integrated into
the original reward function in Eq. (10) (see Fig. 3(c)) to
safeguard the caching process. After computing the reward
from the RL model, we penalized the model by the average
difference between n-th BS and the minimum BS load, which
can be formulated as follows:

r(s,a) =r(s,a) — |]q\§7;(b—myinbyﬂ7 (16)
where N is the total number of BSs in the network, ¢ is a
hyperparameter to balance the significance of this additional
term, s and a are the corresponding state and action, respec-
tively. Such a penalty term instructs the RL model to prioritize
both balance in BS load and caching efficiency throughout the
optimization process.

Overall, all the aforementioned intervention modules have
different positive impacts on the data-driven optimization pro-
cess, which will be analyzed and evaluated in the subsequent
sections.

VI. THEORETICAL ANALYSIS OF D-REC OPTIMIZATION

This section provides a theoretical analysis of the proposed
reliability intervention modules. We demonstrate that these
integrated modules have no impact on the convergence rate
of the data-driven model training while ensuring reliability
guarantees.

Consider a deep neural network f(z) with L hidden layers
and a sequence of widths {dj}~'] using ReLU activation.
The network f(x) can be represented as:

f@) =wryio(wr ... o(wao(wrz+v1)+v2)...4+vg), (17)

where o(u) = max(u,0) denotes the ReLU activation func-
tion, w; is the weight matrix for layer [, and v; is the
corresponding bias vector.

Assuming the network weights are uniformly bounded by
one (a standard simplification), the weights w are limited to be
sparse. We denote the family of sparse neural networks with
ReLU activation as F(L, {dx}}Z,,s). Thus, F is defined as:

F={f:SxA—=R: f(-,a) € F(L,{dy}155,5)}. (18)

Similarly, let G({p;,t;,3;, H;};c[q) be the set of composi-
tions of Holder smooth functions defined on a subset S C R".
These functions facilitate the demonstration of continuity and
smoothness in neural networks with ReLU. Defining ¢ € N,
the class G is:

G={f: SxA—=R: f(,a) € G{p),t;, 8, Hj})}. (19)

Specifically, the set F' comprises ReLLU networks commonly
used in Q-networks, while G covers a wide range of smooth
functions on S x A. To proceed with further analysis, we
introduce two assumptions:

Assumption 1: For any f € F, it’s assumed that Of € G,
where O is the Bellman optimality operator. This means the
composition (Of)(s,a) can be expressed as a composition of
Holder smooth functions.

Assumption 2: With probability measures 14 and v on S X
A that are absolutely continuous with respect to the Lebesgue
measure, and a sequence of policies 7;;>1, we define the m-th
concentration coefficient as:

291/2
} . (20)

This coefficient measures the similarity between vy and vs
based on action sequences from policies my,...,T,,, and is
applicable to a broad class of MDPs.

d(P™m ... PTiyy)
dVQ

k(m;vy, 1) = sup {Euz

TTY yeens T
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Theorem 1: Let F' and G be given in Eq. (21)-(22), with
{H;}jciq being absolute constants. For any j € [¢ — 1],
we define 37 = Hz—]+1 min(5, 1), B; = 1, and
a* = Max;e[q) t; /(26 + t;). For the parameters of G, the
sample size n is sufﬁcwntly large such that there exists a

constant £ > 0 satisfying

q
e { Dt + 8+ 1),

j=1

2D
Z log(t; + B;) mz[z)](pj} < (logn)S.

For any K € N, let Q™% be the action-value function
corresponding to policy mg, which is returned based on
function class F'. Then, there exists a constant C' > 0 such
that

* T d) o Y
Q" —@Q KHLM <C-: (1/17 7)2 A
(22)
(log n) 2" . ple™=1/2 | R
(1—=9)?

Theorem 1 provides a crucial insight into the convergence
rates of the action-value function in DQN-based data-driven
frameworks. Essentially, this theorem demonstrates that under
specific regularity conditions, the action-value function ap-
proximated by a sparse ReLU network-based function will
converge to the optimal action-value function. The proof
sketch follows a similar structure to the details provided
in [53], but is omitted here due to space constraints. Based on
the above theorem, we conclude the upper bound of the vanilla
data-driven model, where the designed reliability modules are
linear equations that will not affect the upper bound of the
RL model, thereby achieving the same convergence rate as
the data-driven model without any intervention modules. For
instance, when we consider the rewards in the RL model, in-
corporating our reward intervention module alters the expected
reward to become:

r(s,a) =7r(s,a) — (23)

236~ minb,)|.
n

where b is BS load. Notably, the addition of this reliability
reward module has no impact on the convergence bound as
compared to Eq. (18). In this regard, we demonstrate that our
integrated intervention modules have no negative impact on
the data-driven optimization process and model training. For
a more comprehensive analysis of their positive impact, the
following evaluation section will delve into multi-dimension
performance validation within the wireless networks.

VII. IMPLEMENTATION AND EVALUATION RESULTS

A. Implementation and Experiment Setup

In this section, extensive experiments are conducted to
evaluate the performance of the D-REC framework, aiming
to achieve reliable edge caching in wireless networks.

1) Evaluation Environment and Data Forecasting: We con-
sider a cellular wireless network consisting of five BSs. Each
BS is equipped with a local cache unit with a capability of
150 cache slots. A BS can only access its local cache unit and
is forbidden to retrieve any cache units from its neighboring
BSs. Each BS provides service for eight clients. The service
can be overlapped, e.g., one client can be served by up to two
BSs. In this case, the cache decision is determined based on
the current loads of both BSs.

For the reliability intervention modules, DT and state mod-
ules (see Fig. 3(a)) are integrated into D-REC by default.
The DT module generates user requests and the state module
extends the state space. In the DT, the frequency of con-
tent occurrence distribution follows the Zipf distribution with
p = 0.8 by default. In the V-H twinning process of DT, we
set the learning rate to 0.1, batch size to 64, and asynchronous
update threshold to 0.01. In the RL optimization process,
we set the learning rate to 0.1, the batch size to 64, and
the reward discount factor v to 0.95. The unreliable action
mutation threshold L in the action intervention module is set
to 0.2.

2) Evaluation Metric: We evaluate the performance of our
proposed D-REC schemes using three main metrics:

o Cache Hit Rate: This metric measures the percentage of
requests that the corresponding content has been stored in
the cache unit at the time of request. A higher cache hit rate
indicates effective management of the cache replacement
problem by the optimization process.

o Action Mutation Count: It evaluates the number of ac-
tion mutations to avoid invalid replacements, reflecting
the effectiveness of the action intervention module in D-
REC. This metric only works for D-REC schemes when
equipped with the action module (see Fig. 3(b)), since
other intervention modules do not perform unreliable action
mutations. Reduced mutations indicate the reliability of D-
SEC optimization and decrease its dependence on external
interventions from the action module.

o BS Load: This metric is employed to evaluate the network
risks arising from imbalanced traffic load and BS overload.
BS load refers to the level of resource usage and demand on
a particular BS within a wireless network. It is a measure
of the traffic or user requests managed by a specific BS at
any given time, typically expressed as a percentage of the
BS’s capacity or resource utilization. For example, an ideal
BS load with 5 BSs would be approximately 20%.

3) Baseline Methods: In our evaluation, we compare our
proposed optimization method with several baseline caching
strategies, which are listed as follows:

« Basic DQN [23]: This approach primarily utilizes a DQN
for making cache-replacement decisions. The DQN model
is adept at predicting the most suitable content to cache,
taking into account the prevailing network conditions and
user requests. Nonetheless, this method differs from ours in
a significant aspect — it does not incorporate any intervention
module to ensure the reliability of cache decisions. REC is
a modified version of Basic DQN that integrates with the
state module only.
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« Random Caching [17]: This strategy randomly selects
cache slots for replacement without considering the patterns
of user requests or content popularity. This naive approach
does not adapt to changing network conditions or user
behavior.

« Least Recently Used (LRU) [18]: This widely-used caching
strategy replaces the least recently accessed content, based
on the assumption that items not used recently are less likely
to be needed in the future.

o Least Frequently Used (LFU) [19]: LFU operates by
evicting the least accessed content. It meticulously records
the access frequency of each data item, ensuring that those
accessed more often are given priority for retention.

o Most Frequently Used (MFU) [20]: MFU operates con-
trary to the LFU, assuming that content accessed frequently
in the past is unnecessary in the future. It prioritizes the
replacement of the most frequently accessed data content.

B. Evaluation Results

1.0

0.8
7 cooo
) / ccccc
aoaa cooo
B 0.6 / wwwy = ooooq
aoaa
o oy ccooccooc
= awate o000
To4 wawy  _— ooood
aoaa cooo
%%y = = oo0o0o0c¢
aoaa cooo0
0.2 ToEy . 2 oo0o00c¢
" aoaa cooo
ao®y _|[]]] _ == oo0o0o0c
aoaa cooo
wev®y | |]] == ooo0o0c
0.0
S & & & & & & & N
X9 o o > & L
2 & \ A 7
P N Q K
" & &
& <5 &S
N < >

Fig. 4. Cache hit rate when incorporating reliability intervention modules.

1) D-REC achieves higher cache hit rate: We first evaluate
cache hit rates under different caching policies. Figure 4
demonstrates that D-REC outperforms other baseline algo-
rithms with its noticeably higher cache hit rate and rapid con-
vergence. In contrast, other algorithms converge significantly
slower and achieve lower cache hit rates. D-REC excels in its
ability to adapt to environment dynamics. This is achieved by
training the RL-based optimization model under varying user
requests generated from the network DT. The high cache hit
rate and fast convergence rate of D-REC make it a compelling
backbone for our reliability interventions.

2) Reliability modules have no negative effect on caching
optimization: The encouraging outcomes from our exper-
iments have led us to incorporate the reliability modules
detailed in Sec V into our D-REC optimization, thereby bol-
stering network stability. As depicted in Fig. 4, the integration
of these modules to D-REC does not adversely affect the cache
hit rate. These results align with our theoretical predictions in
Sec. VI, confirming that the integration of D-REC modules
does not diminish the network performance.

3) Reliable action module significantly improves load bal-
ance between BSs: Our analysis of D-REC, integrated with
a reliable action module, is depicted in Fig. 5, illustrating
the correlation between the number of action mutations and
running steps. This highlights the occurrence of unreliable

1000

—— D-REC
D-REC w/ action
800 —— D-REC w/ reward
—— D-REC w/ action&reward

6001

4001

Action Mutation Count

o 1000 2000 3000

Step

Fig. 5. Unreliable action mutation count with different reliability modules.
Note that the pure D-REC and D-REC with the reward intervention module
do not perform any action mutations, resulting in a count that remains at 0.

actions, underscoring our proposed approach’s ability to detect
and rectify them through mutation. A lower mutation count
indicates a reduction in any unreliable actions, crucial for
mitigating network risks like BS overload issues. Notably, the
mutation count for both pure D-REC and D-REC with the re-
ward intervention module remains zero, as they do not modify
unreliable actions during the optimization process. However,
D-REC equipped solely with the action module demonstrates a
substantially higher mutation rate — 74% greater at the 1000%"
step — compared to when both action and reward intervention
modules are implemented. As Fig. 3(c) highlights, the reward
module significantly influences the RL model during training,
effectively reducing action mutations and thereby enhancing
network reliability with fewer unreliable decisions.

Next, we delve into how D-REC deals with the network risk
arising from the load imbalance and the BS overload. Fig. 6
measures the BS load among the five BSs. In an ideal load-
balancing case, the normalized load of each BS is expected
to be close to 0.2. In Fig. 6, we observe that D-REC without
reliability intervention modules has the most unbalanced BS
load, while D-REC with both action and reward modules
can achieve near-optimal load balance through the strategic
mutations. In terms of the BS load performance of BS;, D-
REC with only the reward intervention module shows a 1%
performance improvement, while D-REC with either the action
module or both modules results in a substantial 31% to 39%
improvement. To provide further clarity, Fig. 7 demonstrates
that D-REC with the reward module exhibits improved load
balance, but it is not as effective as the configuration with
only the action module or both modules. In particular, in-
tegrating both action and reward modules balances the load
performance significantly, maintaining an almost ideal traffic
load among deployed BSs over time. On the other hand, by
adding reliability intervention modules, we observe that D-
REC can converge at a reasonable pace, which shows a similar
convergence rate to D-REC without any intervention modules.
This observation further aligns with our theoretical analysis as
derived in Sec. VL.

4) Network digital twin enhances the stability of D-REC
optimization under diverse wireless caching scenarios: DTs
play a pivotal role in enhancing the distribution of client re-
quests within the D-REC framework, specifically by modeling
the frequency distribution of client request occurrences over
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Fig. 7. Traffic load across different base stations.
1.0 —— network scenarios. Notably, parameters such as the mean value
o — ;:z; g:g:; and standard deviation for the normal distribution, as well as
' | Nomaimean=z0] the predefined expected rate of occurrences in the Poisson
Yo6 —— Uniform distribution, were meticulously set to ensure comprehensive
_S Afg;?—i? evaluation. Validation of D-REC’s performance under different
T client request distributions is presented in Fig. 8 and Fig. 9,
0.2 focusing on cache hit rates and action mutation counts, re-
spectively. D-REC achieves its highest cache hit rate, out-
0.05 1000 3000 3000 performing the normal distribution by 28% when employing
Step a Zipf distribution with p = 0.9. However, it’s essential to
note that the Zipf distribution leads to more frequent action
Fig. 8. Cache hit rate with the D-REC optimization. interventions compared to the normal distribution. D-REC’s
- 600 — zprp=0s adaptability to diverse and rare caching scenarios contributes
% 500 — Zntpoos to a more balanced network through this training process.
© 400 T b Furthermore, we validate D-REC’s optimization perfor-
-% 200 — e mance in a normal distribution context using data from DTs,
5 particularly focusing on rare scenarios of user requests. As
iZOO demonstrated in Fig. 10, the pure REC exhibits significant
'%100 load imbalance among BSs. In contrast, the inclusion of
< == — both action and reward modules results in the optimal load
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Fig. 9. Action mutation count of different datasets using D-REC with both
action and reward intervention modules.

time intervals. The validation of algorithms on DTs before
their direct deployment in real-world networks significantly
mitigates the risk of system instability.

In the preceding subsection, we intentionally varied the
shape parameter p of the Zipf distribution, exploring values
from 0.5, 0.7, to 0.9. We also evaluated client requests using
normal, uniform, and Poisson distributions to evaluate D-
REC’s capability to maintain system stability across diverse

balance. Fig. 11 illustrated that D-REC, equipped with both
reward and action modules, effectively mitigated the overload
issue. This configuration outperforms setups where only one
of the modules is utilized. In addition, as shown in Fig.
12, the action mutation count can be significantly reduced,
particularly when compared to the network scenario with the
Zipf traffic distribution (as shown in Fig. 5). This underscores
the versatility of the network DT, which can be leveraged to
validate models in both common and rare scenarios before
actual network deployment.

5) Network digital twin enhances caching performance
and decision-making in real-world scenarios: To evaluate
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TABLE 11
AVERAGE HIT RATE AMONG ALL BSS UNDER DIFFERENT DT MODULE
CONFIGURATIONS

Configuration Hit Rate
REC 0.833
D-REC 0.878
REC w/ action 0.846
D-REC w/ action 0.878
REC w/ reward 0.839
D-REC w/ reward 0.880
REC w/ action & reward 0.838
D-REC w/ action & reward 0.881

D-REC w/ action
& reward

REC w/ action &
reward

Configurations

Fig. 13. BS load under different DT module configurations.

details key access information, including the operation type
(e.g., get, set, delete) and the size of the associated values.
For our reliable caching configurations that incorporate the
DT module, we initially train the model in the scenarios
generated by our constructed NDT system before applying
it to the real-world dataset. Conversely, the configurations
without DT modules are trained directly on the real-world
dataset. As a comparison point, REC in this evaluation case
refers to a basic DQN with only the state intervention module,
without the integration of the DT module. Table II shows

the effectiveness of our reliability designs, particularly the
integration of DT modules, we employed real-world cache
request traces from Twitter’s Memcached production envi-
ronment. Memcached is a widely-used in-memory key-value
store designed for caching data to alleviate database load and
enhance application performance. The dataset encompasses
access logs over 7 days, providing insights into the dynamic
nature of cache usage in the Twitter platform. Each log entry

the substantial impact of integrating the DT module into the
D-REC framework for wireless caching optimization. The
addition of the DT module to the base D-REC configuration
resulted in an increase in the average cache hit rate from 0.833
to 0.878, indicating enhanced cache utilization efficiency.
Besides, when the DT module is combined with the action and
reward intervention modules, the average hit rate can reach
its peak at 0.881, underscoring the effectiveness in refining
the optimization process. Furthermore, as depicted in Fig. 13,
the incorporation of the DT module leads to a more balanced
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BS load distribution in the network. The maximum BS load
decreases from 0.534 in the basic REC configuration to 0.490
with the DT module and further reduces to 0.347 when
including all designed intervention modules. This decline in
maximum BS load indicates a more equitable allocation of
network resources, resulting in enhanced sustainability of
network operations. Additionally, the minimum BS load also
raises from 0.086 to 0.126 with all intervention modules in
the framework, emphasizing the role of reliability modules in
fostering a more uniform distribution of network load.

VIII. CONCLUSION

This work presents D-REC, an innovative optimization
framework that merges reliable RL with digital twins to boost
edge caching performance in nextG wireless networks. It
tackles the crucial problem of overlooking reliability consider-
ations in current data-driven optimization approaches, which
can potentially cause BS overloads, imbalances, and dimin-
ished user experiences. By incorporating strategic intervention
modules into the CMDP process, D-REC ensures adaptive
modifications to the modules of actions, rewards, and states,
aligning them with reliability constraints to minimize the
likelihood of network failures. Our theoretical analysis shows
that such reliability designs do not affect the convergence rate
of the RL optimization process. Additionally, the inclusion of
DTs as RL optimizers and safeguards in D-REC allows the
utilization of diverse data patterns for predictive evaluation
of cache replacement policies. This enhances the network’s
adaptability and efficacy in managing cached content across
densely deployed small-cell BSs. Comprehensive experiments
confirm that D-REC outperforms traditional approaches in
cache hit rate, and load balance, and effectively enforces a
reliable optimization process.
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