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ABSTRACT

As online spaces facilitate increasingly immersive and embodied
experiences, concerns about how these emerging spaces may am-
plify and extend existing online harms and even lead to new harms,
and how HCI researchers and developers can work to mitigate such
harms also grow. Typical examples of these new and understudied
forms of harm range from embodied harassment in social Virtual
Reality (VR) to racist Zoombombing, new Al-powered online at-
tacks such as hate raids on Twitch, and harmful virtual world design
to manipulate users. This workshop aims to bring together a set
of interdisciplinary researchers and practitioners from HCI and
adjacent fields to explore further how these new harms continue
to shape the current research discourse of online safety, cyberse-
curity, and immersive and embodied interactions in HCI, and to
collectively identify what new technologies and mechanisms can
be envisioned, designed, and implemented to better understand and
mitigate these harms.
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1 BACKGROUND AND MOTIVATION

Trigger Warning: In this workshop description, we explain emerging
new harms in various immersive and embodied virtual spaces, such
as: simulated physical violence, embodied harassment, zoombombing,
hate raids on Twitch, and harmful user- or developer-generated virtual
spaces/applications.

How diverse online users encounter, experience, and manage
various forms of toxic, problematic, and harmful interactions (e.g.,
harassment, verbal abuse, hate speech, and flaming on social me-
dia platforms and online forums) remains a severe and pervasive
issue in today’s online social spaces, which seriously damages vic-
tims’ mental, emotional, and physical well-being [6, 22, 51]. Moving
towards gaming and virtual world contexts paints an even more
direct picture. Indeed, as early as in 1993, Dibbell’s ”A Rape In Cy-
berspace” detailed sexual assaults of women users in one of the
first virtual worlds called LambdaMOO [13]. Now toxicity is largely
accepted and normalized in online gaming [5, 21, 54] with statistics
suggesting that 83% of adult gamers experience harassment in on-
line multiplayer games with severe effects like causing distress [3].
With the rise of new immersive technologies such as Augmented
and Virtual Reality which heavily rely on immersion, presence
and embodiment, these toxic behaviours have the potential to be
amplified or even take completely new shapes. Typical examples
of these new and understudied forms of harm in immersive and
embodied virtual spaces range from embodied harassment in social
Virtual Reality (VR) [20] to new forms of online racism such as
racist Zoombombing [34] and Ugandan Knuckles in VRChat [2],
new Al-powered online attacks such as hate raids on Twitch [11],
user- or developer-generated harmful design to manipulate people’s
actions [29], and new types of perceptual manipulations leveraging
the core abilities of XR technology to create illusions to the user
[10, 24, 50]. In the following, we will outline some specific examples
of these new potential harms.

New Embodied Harassment. In social VR, multiple users can
interact with one another through VR head-mounted displays in
3D virtual spaces while also leveraging other technological features
(e.g., partial-to-fully body-tracked avatars, predominate voice com-
munication, and body language and gestures) to simulate offline-
like social interactions (e.g., touching and grabbing others) [19, 32].
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These unique features thus allow users to meet, interact, and so-
cialize in more embodied (i.e., experiencing a virtual body repre-
sentation as one’s own [45]) and immersive (i.e., being enveloped
by, included in, and interacting with the virtual environment [55])
ways than in other, screen-mediated online social spaces (e.g., social
media and gaming). However, this focus on embodied and immer-
sive experiences has also led to intensified and more physicalized
forms of harassment in social Virtual Reality (VR) compared to
other online contexts, ranging from trash talking women, draw-
ing penises, and virtual “groping” to the most recent "rape” in the
metaverse [7, 8, 16, 17, 20, 35, 39-43, 46, 47, 56]. Prior work in HCI
has thus identified several new characteristics of online harassment
in social VR and highlighted this type of embodied harassment as
an emerging but understudied form of harassment in novel online
social spaces [20]. In this context, harassing behaviors are both
conducted and experienced through a sense of embodiment about
one’s virtual body with a higher awareness of body ownership and
more physical and transformative interactive experiences [45].
New Forms of Online Racism. As HCI continues to advocate
an anti-racism/racist research agenda [1, 15], significant works
have begun to explain how social technologies may enable various
new forms of racism against non-white populations in ways that
are “inherent and foundational to Internet and gaming cultures”
[34]. These explorations have uncovered several insidious patterns
of racial abuse, including how African American gamers’ bodies
are labeled as deviant in online gaming (e.g., Xbox Live) through
a process of questioning, provoking, instigating, and ultimately
racism [23], occurrences of online harassment of Asian Americans
during COVID-19 [49], and incidents of racist Zoombombing (i.e.,
using Zoom, the videoconferencing software, to attack unsuspect-
ing users with racist content [34]). As racism remains a severe
and pervasive issue in today’s world, these works thus highlight
the urgent need for designing new socio-technical platforms for
racial minorities in a white-dominated society to better cope with
interpersonal racism-based harm both online and offline [48].
New Al-powered Online Attacks. Advanced Artificial Intelli-
gence (Al) technologies, such as Al-based moderation [26, 33, 52,
53], are often considered an effective approach to help mitigate
online harms by automatically filtering certain keywords to block
posts or comments that include specific harassing terms and phrases
(e.g., the AutoModerator bot on Reddit [9, 12, 14, 27, 30, 37]) or by
using Natural Language Processing techniques to automatically
detect cyberbullying content [4, 38]. Yet, if not used appropriately
with caution, Al technologies could also be used to cause new on-
line harms rather than mitigating such harms. One most recent
example is the so-called “hate raids” in live streaming communities,
which is a form of human-bot coordinated group attack in real-time
[11, 25]. During such a “hate raid,” massive bot accounts start to
follow and/or unfollow a given streamer to intentionally create the
notification sound, which significantly harms people’s streaming
and viewing experience; these bots also produce massive hate mes-
sages in the live chat within a very short time frame, making the
moderator too overwhelmed to remove these accounts/messages
in time [11, 25]. In this case, Al is intentionally used to perform
new online attacks in an interactive and immersive online space
(i.e., live streaming) at a larger scale and at a much faster pace that
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goes beyond the capacity of existing traditional harm mitigation ap-
proaches (e.g., human-based moderation). This type of Al-powered
hate may even exacerbate harm if applied to a context like social
VR, in which embodied bots with hateful messages could attack a
victim in virtual space.

New User- Or Developer-Generated Harmful Design to
Manipulate People’s Actions. Additionally, with the increasingly
popular trend to support and promote user-generated virtual worlds
and immersive experiences (e.g., Roblox’s business model), there is
a growing concern about how these user-generated virtual worlds
can be extremely harmful and manipulative, which are also hard
to moderate [29]. For instance, research has shown that Roblox,
a game platform primarily used by child players, allows for sev-
eral patterns to design virtual worlds that harm players’, especially
children’s, online and even offline experiences, ranging from micro-
transaction design that causes financial harm and social interaction
design that encourages inappropriate interpersonal interactions to
virtual world design that promotes harmful ideologies [29]. Like-
wise, immersive technology is generating new unique types of
threats that are grounded in its inherent ability to control the visual
perception of the user [24]. Tseng et al. [50] and Bonnail et al. [10]
demonstrated how developers or content creates might leverage
known perceptual manipulation techniques (e.g., redirected walk-
ing [36]) to negatively impact the memory or even physical actions
of a VR user.

Therefore, we believe that seeking novel approaches to under-
stand and mitigate these emerging and understudied new forms of
online harm in immersive and embodied social spaces in the broader
sense (including but not limited to XR, gaming and virtual worlds,
live streaming, and video-conferencing) is a critically needed HCI
research agenda for achieving a safer online environment in the
future.

2 GOALS OF THE WORKSHOP

In recognition of these new and understudied harms in immer-
sive and embodied online spaces, there is an emerging research
agenda in HCI that seeks to understand and mitigate such harms
in various ways. For example, focusing on embodied harassment in
social VR, several design directions for new harassment mitigation
mechanisms for social VR spaces have been proposed, including
various platform-embedded new safety features such as voice mod-
ulators for users to conceal their gender, sexual, and racial identity
[20], better reporting and documentation mechanisms [20], and
consent mechanics to address interpersonal harm [42, 57]. In par-
ticular, these works have begun to explore how advanced Artificial
Intelligence (AI) technologies can be leveraged to mitigate said
harassment in social VR, including through Al-based moderation
systems [41], Al moderator avatars for protecting children [16], and
Non-Player Characters (NPCs) to educate social VR users about
harassment mitigation [56]. Likewise, research on Al-powered hate
raids on live streaming has warned that existing moderation tools
are insufficient to stop massive bot accounts and bot-generated hate
messages and can even be abused to fuel Al-powered online attacks
[11]. Therefore, these works have suggested designing several new
tools to particularly mitigate human-bot coordinated hate raids,
such as using non-text-based communication and crowdsourcing
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moderation with up and down votes [11]. Additionally, researchers
have proposed a shift from content moderation to design moder-
ation to help better regulate user-generated virtual worlds/expe-
riences [29]. Slater et al. [44] opened the discussion among VR
researchers about how increasing realism in VR might lead to even
more threats to the user and make them susceptible to perceptual
manipulations (e.g., memory source confusion in VR dominantly
relies on the ability of the user to leverage visual cues that are
associated uniquely to one source [28])

While this small body of existing work has begun to attend to
these new harms emerging in various immersive and embodied
online spaces, we argue that there exists an urgent need to explore
further how these new harms continue to shape the current research
discourse of online safety, cybersecurity, and immersive and em-
bodied interactions in HCI, including: how the design of immersive
and embodied virtual spaces may invite or discourage these new
online harms, emerging online social norms that influence percep-
tions of these new harms, and how these harms can be understood
and experienced in various ways across different populations and
communities, and what new technologies and mechanisms can be
envisioned, designed, and implemented to better understand and
mitigate these harms. Investigating these questions requires more
cross-disciplinary, community-wide discussion and collective re-
flections. CHI is the place where interdisciplinarity flourishes, and
our goal of the workshop is to gather researchers and practitioners
from various domains, including online safety, policy-making, Al
development, cybersecurity, games and virtual worlds, and XR, to
exchange knowledge on unpacking challenges to understand vari-
ous forms of new online harms in immersive and embodied virtual
spaces as well as identifying potential opportunities and limitations
of leveraging new technologies such as Al to mitigate such harms.
We will solicit research from all approaches and disciplines to cover
topics such as:

o Identifying various forms of new online harms across differ-
ent immersive and embodied virtual spaces

e Creating frameworks, taxonomies, and definitions to de-
scribe these new online harms

o Explaining potential sociotechnical causes of these new on-
line harms

o Investigating how harms in immersive and embodied spaces
can also be translated to physical harms in the offline world

e Understanding various stakeholders’ perspectives when en-
countering these new harms in immersive and embodied
virtual spaces

o Unpacking how these new online harms may especially dam-
age marginalized technology users’ online experiences

o Building a fundamental understanding of how metrics of
immersive online experiences, such as presence and embod-
iment, that are traditionally considered as positive might
amplify the negative impact of these new online harms

e Synthesizing existing strategies and recommendations to
deal with these new online harms

o Articulating coping approaches for managing exposure to
harms that can be integrated into system designs
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o Evaluating how, if at all, existing harm mitigation strategies
(e.g., moderation) can or cannot be used to mitigate these
new harms in immersive and embodied online spaces

o Identifying both opportunities and risks of leveraging Al to
detect and mitigate these new online harms

e Describing how Al can be used to create new and more
severe forms of online harm in immersive and embodied
virtual spaces rather than mitigating harms

e Brainstorming alternative novel approaches to understand
and mitigate new online harms in immersive and embodied
online spaces

As experts in human computer interaction, we hope to build
a community of researchers interested in taking a proactive and
pioneering approach to collectively discuss and reflect upon how
we can leverage new approaches, technologies, and mechanisms
to better understand and mitigate intensified and potentially more
severe forms of new online harms in immersive and embodied
virtual spaces to protect online users, especially those who are
often considered marginalized and vulnerable, before such harms
start to plague our future online social spaces.

3 ORGANIZERS

Our team of organizers represents experts in the area of games,
live streaming, XR, and social VR with diverse research approaches
(e.g., qualitative, experimental, design, and machine learning). Each
brings unique expertise and vision to the topic.

Guo Freeman (main contact) is an Associate Professor of Human-
Centered Computing at Clemson University. Her work focuses on
how interactive technologies such as multiplayer online games,
esports, live streaming, and social VR shape interpersonal relation-
ships and group behavior; and how to design safe, inclusive, and
supportive social VR spaces to combat emergent harassment risks
especially for marginalized users.

Julian Frommel is an Assistant Professor in Interaction/
Multimedia at Utrecht University. He is interested in the design and
implementation of interactive digital systems that provide enjoy-
able, meaningful, safe, and healthy experiences for users, including
research on how to mitigate negative effects of toxicity and harass-
ment in online games and other online spaces.

Regan Mandryk is a Professor of Computer Science at the
University of Victoria, Canada. Her work focuses on how people of
all ages use playful technologies for social, cognitive, and emotional
wellbeing, how toxicity, discrimination, and harassment thwart the
connection and recovery benefits provided by multiplayer games,
and how we can design playful collaborative systems that benefit—
not harm—player wellbeing.

Jan Gugenheimer is an Assistant Professor at TU-Darmstadt
and Telecom-Paris, working on HCI-related topics in the field of
Extended Reality. His focus is on understanding how new unique
properties of immersive technologies can be used to deceive and
manipulate a user’s actions and beliefs and how we have to design
the technology to prevent such potential misuse.

Lingyuan Li is a Research Associate of Human-Centered Com-
puting at Clemson University. She delves into the intricacies of
mediated experiences shaped by emerging technologies such as so-
cial VR, digital peer-to-peer payments, esports, and live streaming,
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and how we can design more inclusive, safer, and supportive spaces
within social VR.

Daniel Johnson is a Professor of Computer Science at Queens-
land University of Technology. His work focuses on how videogames
influence wellbeing, often through the lenses of Self-Determination
Theory and the Dualistic Model of Passion. His current focus in-
cludes better understanding and minimising toxic and disruptive
behaviour in online settings, including with children.

4 WEBSITE AND PRE-WORKSHOP PLANS

We will create a website to advertise the CFP, provide details about
the workshop and submissions, and introduce the organizers. Lead-
ing up to the workshop, we will add the list of accepted workshop
submissions with PDFs, a schedule of workshop activities, and in-
formation related to accessibility accommodation. Following the
workshop, we anticipate continuing to use the website for com-
munity building by hosting outcomes of the workshops, white
papers, plans to publish the workshop papers, and special calls for
participation in events related to the topic.

Prior to the workshop, we will make this workshop broadly
visible in our community and further increase the awareness of
the critical need for exploring novel approaches to understand and
mitigate new online harms in immersive and embodied virtual
spaces. We will especially focus on including participants who rep-
resent diverse backgrounds and reach out to our connections in
communities that focus on working with specific populations of
underrepresented individuals. We will also reach out via mailing
lists and other communities on Slack and Discord, not only asso-
ciated with communities and universities in North America and
Europe, but also via global networks. Additionally, we will point
potential attendees to SIGCHI resources on financial support for
attendee participation (e.g., Gary Marsden Travel Awards) in the
CHI conference.

5 HYBRID PLANS AND ASYNCHRONOUS
ENGAGEMENT

We are planning a hybrid workshop. Because of the interactive na-
ture of the planned activities, we feel that attendees would benefit
from in-person attendance over an online-only format. However,
due to the various considerations of reduced travel (e.g., sustainabil-
ity, financial or visa restrictions, and ongoing travel restrictions due
to pandemic and global mobility issues), we support participation
from those unable or unwilling to travel. Plenary sessions and break-
out sessions will be supported using videoconferencing tools (e.g.,
Zoom). Depending on the ratios of in-person and remote attendees,
we will form remote breakout groups or integrate participants into
hybrid groups during the interactive workshop activities, a format
that we successfully implemented in our prior workshop at CHI
2023 [31]. We will ask about accessibility requirements long before
the conference, arrange auto-captioning (which benefits everyone),
and also arrange live captioning or an interpreter, if requested.
For those unable to participate synchronously, the website will
be a repository of submissions of the workshop. Further, we will
employ a Discord or Slack group that participants can use to chat
leading up to the workshop, on the day, and following the event.
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6 WORKSHOP ACTIVITIES

The workshop will contain four main themes of activities, demar-
cated by coffee breaks and lunch.

Theme One: Building Community. At the beginning of the
workshop, the organizers will communicate the goals for the day.
Participants and organizers will also introduce themselves to sit-
uate the knowledge that people are offering and expect to gain
throughout this workshop. The ultimate goal of this theme is to foster
a sense of community and for participants and organizers to get to
know each other, understand why we are interested in this problem
space, and comprehend our shared group knowledge, concerns, and
approaches.

Theme Two: Collective Reflections. After participants and
organizers start to have a sense of community and build mutual
understanding of each other’s work, we will engage in collective
reflections on what we know and what we do not know (yet) about
how to better understand and mitigate various new forms of on-
line harms in immersive and embodied virtual spaces. Participants
will share what they know about and do not know about these
new online harms in their own research, such as in light of (1)
the complicated nature and various forms of such harm across
various immersive and embodied virtual spaces (e.g., live stream-
ing, video conferencing, and XR); (2) how various populations,
especially marginalized technology users (e.g., women, racial mi-
norities, LGBTQ+ individuals, children, older adults, and disabled
users), experience and manage such harms; and (3) existing and
envisioned approaches (e.g., leveraging Al and consent mechan-
ics) to detect, moderate, and prevent such harms and limitations
of these approaches, among others. We will use this exercise to
form breakout groups of participants interested in similar issues
(e.g., understanding the phenomenon itself; understanding differ-
ent populations’ and communities’ unique experiences; and harm
mitigation strategies) but from differing perspectives (e.g., policy-
making, psychology, sociology, education, computer science and
engineering). Groups will be formed prior to the lunch break to
encourage people to share their lunch break with new contacts. The
ultimate goal of this theme is to establish collective reflections on our
existing interdisciplinary efforts to understand and mitigate emerg-
ing new online harms in immersive and embodied virtual spaces for
diverse user groups and identify the challenges that face us—both as
a community and individually, which will orient Theme 3 workshop
activities.

Theme Three: Black Mirror Writers’ Room. Built upon our
collective reflections on both opportunities and risks of existing
or proposed approaches to detect and mitigate various forms of
emerging online harms in immersive and embodied virtual spaces,
we will then work in our breakout groups to brainstorm alterna-
tive novel approaches to understand and mitigate such harms in
new and more inclusive ways. In particular, we will use a struc-
tured exercise, “Black Mirror Writers’ Room” [18], which has been
successfully used for teaching and discussing technology ethics
through speculation. In this exercise, participants will work as
breakout groups, and each take one issue regarding new online
harms in immersive and embodied virtual spaces and take a step
further: What if this issue escalates to a point that would be worthy
of a Black Mirror episode? And what can we do to prevent this from
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happening? These speculations may lead to valuable conversations
about different stakeholders, responsibilities, policies and regula-
tions, and novel technological solutions. One member will take
notes for asynchronous participants, and each group will report
back to the plenary session on their discussion.

Theme Four: Steps Toward the Future. We will wrap up by
summarizing the day and defining future directions. We will use
tools such as the Stop-Start-Continue exercise to map out how
our community should move forward in both research and prac-
tice. As a community, what activities need to stop? What needs
to start? What should we continue to do? Finally, we will discuss
post-workshop plans for continued community building, progress,
and opportunities to work together (see section 8). The ultimate goal
of this theme is to collaboratively speculate on future novel technolo-
gies, approaches, and solutions as a proactive response to the growing
online risks in the increasingly popular immersive and embodied vir-
tual spaces and to articulate tangible steps on moving forward in
establishing our community concerned with people’s online safety in
these spaces.

7 ACCESSIBILITY

We are firmly committed to accessibility and will ensure that all
posted submissions are accessible, including alt text of figures. See
section 5 for a description of how we plan to accommodate accessi-
bility needs in the workshop itself.

8 PLANS TO PUBLISH WORKSHOP
PROCEEDINGS

Our workshop materials will be hosted on our conference website,
providing a repository for the discussion. The organizers will also
collaboratively author a summary that will be pitched to Interac-
tions magazine for publication or will be posted to Medium.com
and cross-listed to SIGCHI. The organizers of this workshop have
previously taken both of these approaches, and the outcome will de-
pend on what types of discussion unfold at the workshop itself. We
will also plan to publish the content participants submitted, such
as publishing a collection of the submitted papers as workshop
proceedings via https://ceur-ws.org or arXiv.

The longer-term plan is to publish a special issue of a journal
or an edited book of contributions. We will bring options that we
have researched in advance to the participants. At the end of the
workshop, we will gather options and begin to develop the call for
participation. Contribution to a special issue or edited book would
not be limited to workshop participants, and the workshop organiz-
ers would not be the de facto editors. Rather, the workshop would
act as a catalyst for one or more research collections, including the
editorial team. In addition to research outputs, we also aim for the
workshop to motivate future events (e.g., panels/workshops at other
SIGCHI venues), research collaborations, and grant applications.

9 CALL FOR PARTICIPATION

Immersive and embodied virtual spaces are increasingly prevalent.
Such environments are also generally beneficial, facilitating con-
nection with others and allowing for novel experiences. However,
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the paradigm shifts introduced by such environments (e.g., immer-
sion, embodiment, or technological advancements) can also lead
to new harms for users, such as embodied harassment in social VR
[20], racist Zoombombing [34], human-bot coordinated hate raids
in live streaming [11], harmful user-generated virtual world de-
sign [29], and new types of perceptual manipulations leveraging
the core abilities of XR technology to create illusions to the user
[10, 24, 50].

In this workshop, we want to bring together a set of interdis-
ciplinary researchers and practitioners from HCI and adjacent
fields to better understand these new harms and develop novel
strategies to mitigate them. We invite interested researchers and
practitioners to submit a short position statement (2 pages max-
imum in CHI submission format) via the workshop website:
https://sites.google.com/view/chi-2024-workshop-newharms/, in
which they describe why they are interested in the area, which
work they have already done, and if they are interested in specific
topics related to the workshop, including but not limited to:

o Identifying various forms of new online harms across differ-
ent immersive and embodied virtual spaces

e Creating frameworks, taxonomies, and definitions to de-
scribe these new online harms

e Explaining potential sociotechnical causes of these new on-
line harms

o Investigating how harms in immersive and embodied spaces
can also be translated to physical harms in the offline world

o Understanding various stakeholders’ perspectives when en-
countering these new harms in immersive and embodied
virtual spaces

e Unpacking how these new online harms may especially dam-
age marginalized technology users’ online experiences

e Building a fundamental understanding of how traditionally
considered positive metrics of immersive online experiences
such as presence and embodiment might amplify the nega-
tive impact of these new online harms

e Synthesizing existing strategies and recommendations to
deal with these new online harms

e Articulating coping approaches for managing exposure to
harms that can be integrated into system designs

o Evaluating how, if at all, existing harm mitigation strategies
(e.g., moderation) can or cannot be used to mitigate these
new harms in immersive and embodied online spaces

o Identifying both opportunities and risks of leveraging Al to
detect and mitigate these new online harms

e Describing how Al can be used to create new and more
severe forms of online harm in immersive and embodied
virtual spaces rather than mitigating harms

e Brainstorming alternative novel approaches to understand
and mitigate new online harms in immersive and embodied
online spaces

We will accept submissions in the scope of the workshop in
which participants have prior expertise. The workshop will be or-
ganized as a hybrid event at CHI 2024. One participant from each
submission must register for the workshop and at least one day
of the CHI conference. All submissions will be published on the
workshop website and a collection of workshop papers.
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