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Abstract—This paper presents a robust, energy efficient, and
spectrum aware infrastructure to support the IoT system de-
ployed for precision agriculture to reduce the power consumption
to a level where they can be powered through harvested energy.
We present system modeling-based approach to identify key
optimizations which are then translated to a more feasible
ultra-low power (ULP) IoT system realization. We present the
measurement results of ULP infrastructure for the information
receiver (Rx) comprising of ULP received signal strength detector
(RSSI) and wake-up-radio (WuRx) which have been implemented
in a 65-nm CMOS technology and have power consumption in
few nano-watts. We present a lightweight energy-detection-based
countermeasure against energy depletion attacks (EDA) in the
IoT network. We also propose how the IoT sensor node can
co-exist in the increasingly congested network of devices while
also opportunistically gaining to strengthen its energy system to
potentially achieve a self-powered and self-perpetual IoT system.

Index Terms—Internet of things (IoT), received signal strength
indicator (RSSI), wake-up radio, hardware security, spectrum
sensing, jamming attacks, energy harvesting, beamforming, sys-
tem modeling, precision agriculture.

I. INTRODUCTION

In recent years, an unprecedented growth of Internet of
Things (IoT) sensors deployed for precision agriculture and
smart farming has revolutionized the agriculture sector [1]-
[7]. In Fig. 1, we visualize one such IoT network deployed
for sensing-monitoring application in an agricultural field. A
majority of these IoT sensors have to operate in a resource
constrained environment where the energy system to support
key communication and computation capabilities is expected
to either operate from harvested energy [8] or have several
years of battery lifetime. An all-time connectivity which
requires these sensors to remain connected in the network for
the exchange of useful information, comes at the expense of
power hungry radios. In addition to this, not only do these
system have limited security capability when compared to a
more conventional computing system, they are also prone to
attacks where available resources can be further exhausted to
effect new kinds of security attacks [3], [6], [9], [10]. Further,
scaling of this IoT network to realize a comprehensive sensing-
monitoring system leads to an increased congestion in the
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Fig. 1. IoT sensor system deployed for precision agriculture. IoT node drops-
out of the network when its limited energy system is exhausted.

shared wireless medium and disrupts network services. The
resulting unavailability of spectrum for communication, con-
straints the IoT node to stay in active mode further depleting
its limited available energy. Therefore, to prolong the lifetime
of the deployed IoT system and fulfill the 'deploy and forget’
mission, we propose an energy efficient, secure and spectrum
aware infrastructure for the IoT system to address the existing
shortcomings.

We summarize the main contribution as follows:

1) We present a generalized system graph of IoT system de-
ployed for precision agriculture and identify critical sys-
tem optimizations aimed to enhance energy efficiency,
security and spectral awareness of the IoT system.

2) We translate these model-based key optimizations to
a practical IoT sensor system and propose circuits to
implement a robust IoT system driven by an enhanced
energy system to potentially enable a self-powered IoT
system infrastructure for precision agriculture.

The rest of paper is organized as follows. In Section II, we
present a generalized system model of the ultra-low power
(ULP) IoT system, identify key optimizations, and establish
a feasible ULP IoT system framework. Section III discusses
the design of ULP infrastructural blocks to improve the energy
efficiency, security and spectrum awareness of the information
receiver. Section IV presents an energy receiver for the ULP
IoT system which can boost the IoT node’s energy system.
Finally, conclusions are presented in Section V.
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(a) System graph model to identify key system components and interconnections for holistic optimization of the ULP IoT system, (b) Proposed

framework for the ULP IoT system to enhance energy efficiency, security and co-existence in the network.

TABLE I
SYSTEM GRAPH MODEL AND PROPOSED OPTIMIZATIONS

Graph Nodes (V)

System Component Proposed System/Model

Energy System (S 4) Efficient Rectifier (S4.1)

Communication System RSSI and WuRx design optimization
(Sc.3) (Sc.3.1)

Actuator Hub (Sac71) -

Gateway Hub (Sg1, Sg2) -

Network Adversary

Constant and Deceptive Jammer
(Sattack)

Graph Edges (E)

Gateway-loT node link

Distributed Beamforming (S¢g, , S
(B, , — Stor) & (86 S62)

Attacker-IoT node link

Energy detection-based countermeasure
(Eattack - SIOT) 24

II. SYSTEM ARCHITECTURE

We have applied the generalized system’s theory, which
has considerably optimized physical [11], and socio-economic
systems [12], [13], to model the ULP IoT system deployed
for precision agriculture. We then translate the identified key
optimizations to develop the infrastructure for the IoT system.

A. Generalized System Model

In Fig. 2(a), we present the generalized system model for
the ULP IoT system. We have limited the system components
in our model without compromising the generalized represen-
tation to illustrate the systems philosophy [11] applied to ULP
IoT system optimizations.

The system model comprises of ULP IoT node (Si.r)
which interacts with the gateway devices (Sa1, Sg2). Relevant
physical parameters (soil, water, air, crop quality) are routed,
upon request (Fg,—s,..), t0 (Sg1) through the communica-
tion system (Sc.3). (Sg1) performs analysis on the gathered
data from the multiple IoT sensors. Actuator hub (Sacr1)
comprises of in-field stationed or unmanned aerial vehicles

(UAV) actuators and performs an appropriate action (irrigation,
pest spray etc.) based on the command received from (S¢i1).
This process of sensing-communication-processing-actuation
is modeled by the graph edges (Eg,-s,,, — Fc3.1-2) =
Esior—c, = Ec,—acty — Eacti—Si0r)-

(S1or) activates sleep mode for its power hungry subsys-
tems particularly primary radio (Sc.3.2) which otherwise in
an always-on mode would significantly overload the energy
system (S 4) and decrease IoT node’s lifetime. Wake-up Radio
(WuRx), a subsystem of (S¢.3.1), wakes-up (S¢.3.2) upon gate-
way request. Once it communicates the sensed data, (S¢.3.2)
re-enters into sleep mode to conserve it’s limited available
energy. Recent PHY/MAC layer attacks like energy depletion
attack (EDA) target this energy-saving mechanism of (Sy,r)
by sending commands over the network forcing frequent wake-
ups and depriving them the energy savings of sleep mode.
Presence of such adversary (Sg;iqck) necessitates additional
lightweight countermeasure which can provide defense against
such attacks (£ a¢tack—S;,) While ensuring a minimal loading
of (S4). An extensive monitoring of agricultural field is
accomplished through a network of multiple gateway devices
which cater to their allocated IoT nodes. This consequential
network scaling implies an increased level of radio frequency
(RF) energy and congestion in the shared wireless channel.
Apart from a disrupted quality of service, IoT node is forced
to stay in the awake state continuously monitoring for the
availability of channel further draining its limited available
energy.

We propose to address this spectral congestion by a fast-
spectrum sensing across a wide range of spectral band and
opportunistically transmit in the first available spectral band.
Further, we propose to opportunistically benefit by efficiently
harvesting this increased RF energy from gateway hub (Sg1,
Sg2) through (Eg,—s,,;» Ea,—s,,r) to enhance/replenish
(S4). Therefore, we observe that lifetime of the IoT node not
only depends on the nature of its subsystems but a crucial
factor in the design of robust and reliable energy system is
the due considerations to its systemic interactions which can
either adversely diminish or enhance it opportunistically.
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Fig. 3. Proposed information receiver comprises of energy efficient WuRx
and RSSI circuit.

B. Proposed ULP IoT System Architecture

In Table I, we enumerate the key optimizations and corre-
sponding circuit and system implementation. In Fig. 2(b), we
present the proposed infrastructure for the ULP IoT system.
The information receiver comprises of energy detection-based
WuRx and received signal strength indicator (RSSI) circuit
to perform signal detection and strength characterization. To
impart security to the IoT node, we utilize the RSSI circuit to
detect an unusual energy pattern in the system and mitigate the
energy depletion attack. To co-exist in the congested network
of devices, spectrum sensor locates the available channel
for communication by fast scanning a wide spectral band.
Together with information receiver, harvesting energy from
multiple transmitters in the network enables the IoT radio to
also function as an energy receiver. Through a closed loop
beamforming technique, we efficiently harvest the available
RF energy in the network.

III. ULTRA-LOW POWER INFORMATION RECEIVER
A. Received Signal Strength Indicator

In [14], we present the circuit implementation of our RSSI
circuit which is one of the first reported method to combine
comparator, rectifier, and digital reset technique to detect
the power level of the incoming signal directly into the
digital domain. Fig. 3 shows the architecture of our RSSI
circuit. The RSSI circuit is implemented in a 65-nm CMOS
process with a 1V supply. Measurement results show that our
RSSI circuit achieves a dynamic range of 26dB, accuracy of
+0.5dB and consumes a power of 6nW. Our ULP RSSI circuit
enables an accurate link assessment of the wireless channel
which generally suffers from spatio-temporal fluctuations. In
addition to this, it can be deployed to monitor the level of RF
monitoring of harvested energy otherwise expensive due to a
high power consumption of the conventional RSSI circuit. We
also propose a lightweight hardware security system to detect
and mitigate PHY layer attacks, implemented using our energy
efficient RSSI circuit.

B. Wake-up Radio

System with WuRx can cut down the power consumption
by turning-on the primary radio only upon communication
request [15], significantly enabling lower power consumption
than currently available radios leveraging the duty-cycling
technique. In Fig. 3, we present energy detection based passive
front-end-based WuRx with an ultra-low power consump-
tion of 10nW. The proposed WuRx is based on co-design
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Fig. 4. Wireless setup for characterizing WuRx with RF passive front-end.

TABLE I
MEASUREMENT RESULTS OF WURX WITH PASSIVE FRONT-END

Technology 65nm CMOS

Sensitivity (dBm) -607% | -45*
Frequency 850MHz

Supply Voltage(V) 1
Data Rate 10kbps

Power consumption 10nW

Silicon Area (mm?) 0.04

Bandwidth (GHz) 0.75

#Measured at 850MHz using off-chip matching network, * Measured at
900MHz without off-chip matching network

methodology with the RF front-end which comprises of low
impedance antenna and MEMS resonator [16]. In Fig. 4, we
show the measurement setup for over-the-air experiment with
=~ 12-feet distance between the transmitter and receiver. We
have tabulated the measurement results in Table II.

C. Hardware Security

An adversary in the IoT network can launch jamming attack
where IoT device is forced to transmit repeatedly. This leads
to frequent wake-ups which drains its limited available energy.
Energy detection-based mechanism which use RSSI circuit
to indicate jamming attacks [17], [18] can consume several
milliwatts (mWs) of power which overloads the energy limited
ULP IoT system. We extend the application of ULP RSSI
circuit discussed in Section III-A as a lightweight hardware
security solution to mitigate effect of constant and deceptive
jamming attacks on the information receiver.

1) Constant Jamming Attack: Fig. 5-(a) shows the measure-
ment result for a constant jammer. Under a constant jamming
attack, the rectifier circuit output settles to its correspond-
ing DC voltage level which is filtered through AC-coupling
(Fig. 3). Thus, the proposed RSSI circuit only responds to
the primary RF signal and toggle count/wake up signal is
unaffected even in the presence of constant jammer.

2) Deceptive Jamming attack: Deceptive jammer sends a
continuous stream of data bits to deceive the ULP IoT into
assuming a legitimate communication-request depriving the
desired sleep mode with frequent wake-ups. Fig. 5-(b) shows
the measurement results of the proposed ULP RSSI circuit
under a deceptive jamming attack. In the presence of deceptive
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Fig. 5. Measurement results of our RSSI circuit to be deployed as a
lightweight security system to mitigate (a) Constant jamming attacks, (b)
Deceptive jamming attacks.

jammer, for low power of primary RF signal, the output
toggles are entirely attributed to deceptive jammer (jammer
power characterization in Fig. 5-(b)). This toggle count is set
as threshold in the digital correlator to prevent frequent wake-
up of the primary radio (jammer correction in Fig. 5-(b)). At
higher power of the primary RF signal, the toggle count is
unaffected because of the increased signal to interfere ratio
(SIR) (Resilience in Fig. 5-(b)).

D. Spectrum Sensing

Spectrum sensing is needed for co-existence in the con-
gested spectrum to sense a broad RF spectrum for the presence
of RF signals from the primary user. Spectrum sensing tech-
niques reported in the literature [19]-[25] include sampling
of the RF signal using a high bandwidth ADC followed by
a digital FFT block [24]. Energy detection-based techniques
measure the power level of RF signal in the band of interest
and compare it with expected noise power in the absence of
RF signal [25]. An analog implementation is more suitable for
high frequency application but accurate sensing of noise level
is needed. In Fig. 6, we present the simulation results of a
narrow-band, programmable, on-chip filter for spectrum sens-
ing. The on-chip filter performs energy detection in a narrow
band around the selected (programmed) frequency. We propose
a fast convergence (< 10us) spectrum sensing technique to
sense (0.4 —6GHz) frequency band for communication. A fast
sensing enables [oT node to identify available channel and
use it for communication with the gateway device reducing
its waiting time which can enable a better co-existence in the
shared spectrum and an extended battery lifetime.

IV. ENERGY RECEIVER

In Fig. 7, we present the energy receiver for the ULP
IoT system which comprises of a high-efficiency passive RF
rectifier and distributed beamforming technique to opportunis-
tically harvest an increased level of RF energy from the
congested network of IoT devices and gateways.

A. High Efficiency Rectifier

The proposed Self-biased gate (SBG) rectifier topology
[26] mitigates the “dead zone” of Dickson multiplier in low
input power by forming a high impedance path to bias the
gate of the pumping transistor and also, prevents the reverse
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Fig. 6. Simulation results of the proposed narrow-band programmable on-
chip spectrum sensor.
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Fig. 7. The proposed energy receiver consists of a high-efficiency rectifier
and distributed beamforming technique to boost the IoT node’s energy system.

leakage in high input power condition. Hence, it realizes the
high efficiency operation over a wide input power range. The
measured peak efficiency is 31% at 1dBm input power with
100£€2 load.

B. Distributed Beamforming

Distributed RF beamforming is a promising technique to
transfer energy to a remotely located receiver [27]-[33] how-
ever, its efficacy depends on how well the transmission phases
are aligned at the receiver. Commonly used techniques based
on channel state information (CSI) and RSSI have higher
power consumption and require baseband signal processing
capability often not viable in low power, low-cost sensing
devices. In Fig. 7, we visualize a closed-loop RF beamforming
wireless power transfer scheme using a ULP received power
sensing technique and backscattering communication to enable
feedback-based optimization. These techniques can enable
closed-loop beamforming with nano-watts power overhead
leading to enhanced energy system for the ULP IoT system.

V. CONCLUSIONS

This paper presented an energy efficient, secure, and spec-
trum aware infrastructure for ULP IoT system to support
sensing-monitoring for precision agriculture. We presented
a system graph model and identified critical optimizations
for the ULP IoT system. We presented measurement results
of energy detection-based infrastructural blocks (WuRx and
RSSI) which improve energy efficiency and security of the
IoT system. We proposed a fast-scanning spectrum sensor for
better spectrum co-existence. Finally, we presented an energy
receiver which can potentially enable IoT system to be driven
by the harvested energy leading to self-powered and self-
perpetual system.
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