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ABSTRACT 
Cybersecurity expertise continues to be relevant as a means to 
confront threats and maintain vital infrastructure in our 
increasingly digitized world. Public and private initiatives have 
prioritized building a robust and qualified cybersecurity 
workforce, requiring student buy-in. However, cybersecurity 
education typically remains siloed even within computer and 
information technology (CIT) curriculum. This paper’s goal is to 
support endeavors and strategies of outreach to encourage interest 
in cybersecurity. To this end, we conducted a survey of 126 CIT 
students to investigate student perceptions of cybersecurity and 
its major crosscutting concepts (CCs). The survey also 
investigates the prevalence of preconceptions of cybersecurity 
that may encourage or dissuade participation of people from 
groups underrepresented in computing. Regardless of prior 
learning, we found that students perceive cybersecurity as a 
relatively important topic in CIT. We found student perspectives 
on conceptual foundations of cybersecurity were significantly 
different (p<.05) than when simply asked about “cybersecurity,” 
indicating many students don’t have an accurate internal construct 
of the field. Several previously studied preconceptions of 
cybersecurity were reported by participants, with one 
misconception — that cybersecurity “requires advanced math 
skills” — significantly more prevalent in women than men (p< 
.05). Based on our findings, we recommend promoting 
cybersecurity among post-secondary students by incorporating 
elements of cybersecurity into non-cybersecurity CIT courses, 
informed by pedagogical strategies previously used for other 
topics in responsible computing. 

CCS CONCEPTS 
• Social and professional topics • Computer science education 
• Security and privacy 
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1 INTRODUCTION 
The relevance of cybersecurity expertise (e.g., in adversarial 
thinking and risk assessment/management) has never been more 
clear, both with respect to securing new technologies and 
protecting older ones (e.g., public infrastructure).  Though 
knowledge of cybersecurity is critical for specialists, it is also 
relevant across a wide range of computer and information 
technology (CIT) topics, since lack of knowledge in fundamental 
cybersecurity concepts among CIT professionals can introduce 
vulnerabilities in essential digital infrastructure. However, within 
CIT, cybersecurity courses are typically upper division 
electives—if they are offered at all—which means that it is 
possible if not likely that undergraduate CIT students will not 
learn about the topic [6, 42]. In graduate education, students 
pursuing a master’s degree in CIT with an emphasis in a non-
cybersecurity topic are likely to not even have a course available 
to them in cybersecurity, despite potential interest or relevance. 

Therefore, incoming post-secondary students who are 
interested in CIT often must make decisions about whether to 
pursue optional cybersecurity courses based on previously 
existing biases and preconceptions about the topic, as well as 
underdeveloped conceptual understandings of what coursework 
and careers in cybersecurity entail. If student preconceptions of 
this topic do not line up with students’ understandings of 
important or useful knowledge in CIT, their own self-efficacy, 
and/or desire for belonging, students may not choose to take 
courses in cybersecurity, depriving the field of valuable 
contributors, students of potentially enriching careers, and the 
public of safe and dependable CIT systems. 

The study presented here investigates students’ perceptions of 
cybersecurity. Thus, we ask the following research questions: 

1. To what degree do students believe learning about 
cybersecurity is important to becoming a CIT 
professional?  

https://creativecommons.org/licenses/by-nd/4.0/
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2. To what degree is interest in cybersecurity different 
between students who have taken cybersecurity courses 
and those who haven’t? 

3. To what degree do students consider crosscutting 
concepts (CCs) of cybersecurity important for learning 
about and working in CIT, individually and when 
compared with cybersecurity in general? 

4. To what degree do students believe preconceptions of 
cybersecurity that may dissuade or encourage 
participation of people from groups underrepresented 
in computing? 

For each research question, we also investigated to what degree 
group differences (e.g., gender) influenced respondents’ results. 

 To answer these questions, we conducted a survey of 126 
students at the University of Colorado Boulder — a large public 
research university in the United States — using descriptive 
statistics and hypothesis tests to answer our research questions. 
We found that students consider cybersecurity to be important, 
regardless of prior experience. Students reported CCs to be 
significantly more important than cybersecurity, pointing to a 
lack of conceptual understanding of the subject. We also 
identified several previously studied preconceptions of 
cybersecurity in our sample, with one misconception more 
prevalent among women (“requires advanced math”). Finally, we 
recommend strategies of cybersecurity outreach and integration, 
motivated by our findings and strategies previously used in other 
topics in responsible computing. 

2 BACKGROUND AND MOTIVATION 
Cyberthreats are a real and growing problem to our societal 
infrastructure, with profound negative impacts to economic 
output, the information space, and personal privacy [10, 15, 19, 
25, 27, 38]. This has encouraged large, public secure computing 
initiatives in the USA and Europe [32, 37]. “Cybersecurity” 
education has also been a recent topic of interest within the ACM 
research community, with a 2020 literature review finding 71 
relevant papers published in SIGCSE and ITICSE from 2010 to 
2019 [35]. This is apt, as the development of a well-qualified 
cybersecurity workforce must start with student buy-in. While 
research has been conducted measuring student attitudes towards 
CIT (and has consistently found a gender gap between men and 
women) [2, 39, 40], it is also important to understand to what 
degree cybersecurity is considered important by post-secondary 
CIT students as a subtopic within the larger field.  

In 2017, a Joint Task Force (JTF) of computing professional 
organizations ACM, IEEE, AIS SIGSEC, and IFIP released 
global guidelines on cybersecurity curricula composed of both 
conceptual knowledge and practical skill to create “the leading 
resource of comprehensive cybersecurity curricular content for 
global academic institutions seeking to develop a broad range of 
cybersecurity offerings at the post-secondary level” [20]. These 
guidelines are based on previously existing curricular 
recommendations along with new developments and have since 
been adopted as the standard for cybersecurity accreditation by 
ABET, the preeminent post-secondary accreditation organization 

of CIT programs in the USA, the country from which our sample 
was drawn [31, 46]. They are designed to be interdisciplinary, to 
mirror the nature of cybersecurity in the contemporary world [9]. 
To this end, the guidelines name six crosscutting concepts (CCs) 
which make up the basic foundation of the study and practice of 
cybersecurity [3, 20]: Confidentiality: “Rules that limit access to 
system data and information to authorized persons”; Integrity: 
“Assurance that the data and information are accurate and 
trustworthy”;  Availability: “The data, information, and system 
are accessible”; Risk: “Potential for gain or loss”; Adversarial 
Thinking: “A thinking process that considers the potential actions 
of the opposing force working against the desired result”; Systems 
Thinking: “A thinking process that considers the interplay 
between social and technical constraints to enable assured 
operations”. 

These CCs are prevalent among the national and international 
cybersecurity higher education community, and accepted as a 
framework for teaching and accreditation [18, 46]. In addition to 
their theoretical relevance to cybersecurity, it is reasonable to 
assume the six CCs are representative in understanding how 
cybersecurity as a discipline is conceptualized and taught in post-
secondary education in the USA. It is unclear, however, whether 
post-secondary students with and without cybersecurity 
experience also conceptualize the discipline through these CCs. 
For instance, an incoming student may think cybersecurity is very 
important to becoming a CIT professional but believe none of the 
CCs are important to the same goal, or vice versa. Probing student 
understanding of the CCs is a precise way of ensuring valid 
constructs when asking questions about cybersecurity. In 
addition, by understanding students’ perspectives on the 
usefulness of these CCs and comparing them to their perspectives 
of cybersecurity as a whole, we can gain insight as to the accuracy 
of students’ perceptions of what work in the discipline 
conceptually entails. This is important to quantify, as a lack of 
clarity about cybersecurity can allow the development of 
potentially harmful misconceptions. 

Prior work has found that students tend to have pre-existing 
conceptions about cybersecurity even if they have yet to take a 
course in the subject. In a study by Ojha et al., the authors 
interviewed undergraduate CS majors about their perceptions of 
cybersecurity and found that students had specific beliefs 
regarding the types of people who are in cybersecurity, the kind 
of work they do, and the social impact of this work [30]. In 
particular, they found that students believed cybersecurity is a 
challenging field and that it is largely for men. Students reported 
believing that cybersecurity has the potential to impact society, 
albeit not always in good ways, with students citing stereotypes 
about “hackers”. These findings align with documented 
stereotypes about the field of computing more broadly; that it 
requires brilliance [23], is largely the domain of men [5], and may 
not positively impact society [11]. Preconceptions such as these 
may differentially impact women and students from historically 
underrepresented groups in CIT, which may affect efforts to 
broaden participation in computing and in cybersecurity [30]. As 
curricular recommendations for post-secondary CIT programs are 
reworked [47], understanding the student conception of 
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cybersecurity is valuable both in understanding how current 
practices impress upon students different topics in CIT, and in 
developing strategies of encouraging student interest and 
participation. 

3 METHODS 
To conduct this research, we fielded an anonymous survey to 
undergraduate students enrolled in CIT courses at a large, public 
US university in May and June 2023 using Qualtrics software. 
This study was approved by a university IRB, and no financial or 
academic incentive was offered for participation. 

Survey Items. The survey questions can be divided into four 
categories, described below, plus participant 
information/demographics. Survey items included either a Likert 
scale (“To what extent to you agree or disagree with the following 
statement”) or nominal choices, with a “don’t know” option that 
was placed outside of the scale to minimize the ambiguity of 
midpoints [29]. Following best practices to avoid question 
ordering effects, questions are presented from most general to 
most specific [12]. Survey items included:  

CIT Topic Importance: Participants were prompted to choose 
three most and least important CIT subject areas, using the ACM 
computing classification system as a basis [8]. This was slightly 
modified to increase accessibility to participants and to improve 
construct validity (“security and privacy” -> “cybersecurity”).  

General Cybersecurity: Participants reported to what extent 
they “expect computer and information technology programs to 
teach about cybersecurity”, consider cybersecurity “important to 
securing a job” in CIT, and “expect to use cybersecurity 
throughout a career” in CIT. Participants were also asked whether 
they had previously learned about cybersecurity in their 
coursework. 

Preconceptions of Cybersecurity: The interview results found 
by Ojha et al. [30] were operationalized into questions for this 
survey (e.g., “Cybersecurity requires advanced math skills”). 

Crosscutting Concepts of Cybersecurity: CCs were each 
defined for participants per best practices in survey design [12]. 
The questions about each CC were identical to the general 
cybersecurity questions, except participants also reported to what 
degree they thought each concept applied to cybersecurity.  

Participant Information / Demographics: Participants 
reported relevant information to the survey (e.g., year in school) 
as well as demographic categories (e.g., race, gender). 

Sample Development. Participants were recruited from the 
University of Colorado Boulder. All instructors teaching a 
computer or information science class were contacted in Spring 
2023 with an email prompt explaining this research and asking 
them to share the survey with their students.  

Sample Profile. 126 CIT students responded to the survey, 
with 81 participants completing the survey in its entirety and 45 
partially completing the survey. Thus, the number of responses 
presented in the results will vary. At the beginning of the survey, 
participants were asked if they were “a current or prospective 
major or minor in Information Science, Computer Science, or 
another field which makes use of computer and information 

technologies?” Students who answered no to this question were 
disallowed from taking the survey. Only students who answered 
affirmatively proceeded to the rest of the survey. 

Previous Experience in Cybersecurity: 26% of participants 
reported currently taking or having taken a “course covering 
cybersecurity topics”, while 74% did not. This question was 
asked before the CCs were described to participants, capturing 
students’ preconceptions of “cybersecurity topics”. 

Majors of Participants:  Nearly all participants were 
computer science (49.6%) or information science majors (42.1%), 
with a small number of computational math/physics (3%) and 
engineering majors (5.3%).  

Participants’ Courses: Our participants were sampled from 
24 information science and computer science courses. Our sample 
skewed towards advanced courses (56%), with participants 
sampled from intermediate courses (28%), and introductory 
courses (16%), making up comparatively less of the sample. 

Year in School: 6.3% participants reported being a first year, 
11.3% sophomore, 26.3% Junior, 31.3% Senior, 10% 5th/6th year 
undergraduate, and 10% graduate students. 

Race: For participants who reported race, 72.5% reported 
being white, 10% South Asian / Indian, 8.8% Hispanic/Latino, 
7.5% East Asian, 5% Black, 2.5% Prefer not to answer, 1.3% 
American Indian, and 1.3% Not listed. 

Gender: For participants who reported gender, 67.1% 
reported as men, 30.4% reported as women, 2.5% preferred not 
to answer, and zero reported as non-binary/gender queer. A larger 
proportion of women responded to this survey (30.4%) than the 
national average in CIT majors (18-22%) [4, 36, 43]. 

Analysis. We used hypothesis testing to compare group 
differences, investigating group perceptions of the importance of 
cybersecurity, importance of CCs, and preconceptions about the 
field. Significant differences were found related to prior 
experience in cybersecurity (Chi-Squared Test [28]) and gender 
(Fisher’s Exact Test [44]) with p-values and effect sizes 
(Cramer’s-V [45]) noted. The sample for this survey was too 
small to allow for effect comparisons of racial groups 
underrepresented in computing. We found no notable results 
related to major or level of schooling, thus those relations are not 
discussed in the result section. Finally, we used paired t-tests to 
compare average total student perspectives of cybersecurity’s 
importance to those of the CCs (and CCs to each other), with p-
values and effect sizes (Cohen’s-D [26]) displayed. 

Limitations. It is important to note that this research is 
preliminary, and findings in this study need to be interpreted with 
a degree of caution consummate with their sample size. This is a 
descriptive/correlational study, preventing causal conclusions. 
Since decisions to share the survey were made by instructors, we 
cannot determine a response rate, and the sample was not random. 
Students who felt more warmth towards instructors may have 
been more likely to take this survey. The sample was not diverse 
in all potentially relevant dimensions (i.e., race/ethnicity). 
Additionally, as the sample was taken from a single university it 
may not be generalizable to other institutional contexts, 
particularly those with different student demographics or CIT 
curricular standards. 
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4 RESULTS 
The tables based on Likert scale questions (all except 1a) 
correspond to ordinal 4-point scales coded from 1-Strongly 
Disagree to 4-Strongly Agree. Means (x̄), standard deviations (σ) 
and number of responses (N) are included for all scale items. To 
show distribution, we include sparklines (small column charts).  

4.1 Students Consider Cybersecurity an 
Important Topic, Irrespective of Prior 
Experience 

With respect to CIT topic importance, as displayed in figure 1, 
27.7% of participants report cybersecurity as a top three most 
important subject (6th out of the 12 subjects surveyed) when 
compared to other CIT topics. Only 12.3% report cybersecurity 
as one of the three least important subjects—only greater than 
software engineering. The differential between students who view 
cybersecurity as one of the three most important subjects and one 
of the three least important subjects is 4th highest among CIT 
subjects (+13.4%). However, most participants (60%) do not 
consider cybersecurity a top three most or least important topic. 
This all indicates students consider cybersecurity a subject of 
relatively non-controversial (but not top) import within CIT. 

Figure 1: Importance of Cybersecurity as Compared to other 
Computing Subjects 

 
Students also consider cybersecurity to be reasonably 

important to learn about in CIT, to get a job, and to use throughout 
their careers, as displayed in table 1. Participants who reported 
taking cybersecurity courses reported that they had learnt about 
cybersecurity (x̄ = 3.35) while those who had not taken 
cybersecurity courses reported that they had not (x̄ = 1.78), with 
statistical significance and a high effect size (p-value <.05, 
Cramer’s V >.29), as expected. However, we found no 
statistically significant relationship between students who took 
cybersecurity courses and those who hadn’t, and in whether 
students feel that CIT programs should teach about cybersecurity, 

whether understanding cybersecurity is important to getting a job 
in CIT, and whether students would expect to use cybersecurity 
in their careers. This indicates that explicit instruction in 
cybersecurity is unrelated to student attitudes of its importance, 
as students consider cybersecurity important regardless of 
classroom experience. 

Table 1: Importance of Cybersecurity in General 
Survey Item N x̄ σ 
I have learned about cybersecurity in 
my coursework so far.  

 
100 2.2 1.08 

I would expect computer and 
information technology programs to 
teach about cybersecurity.   

100 3.2 .70 

Understanding cybersecurity is 
important to securing a job in CIT. 

 
100 2.8 .83 

 I would expect to use cybersecurity 
throughout a career in CIT. 

 
100 2.9 .93 

4.2 Prior Experience in Cybersecurity is 
Related to Knowledge of CCs, Excluding 
Systems Thinking 

Students who had previously taken classes in cybersecurity were 
more likely to report learning about all but one (systems thinking) 
of the CCs than students who had not, with statistically significant 
relationships in the chi-squared test (p<.05) and high effect sizes 
(df=3, Cramer’s V>.29). This finding suggests that cybersecurity 
classes are teaching the CCs more so than non-cybersecurity 
classes, except for systems thinking. Additionally, participants 
were significantly less likely to understand how system thinking 
applied to cybersecurity (p<.05) as compared to all other CCs, 
with medium-small to medium effect sizes in t-tests (Cohens-D’s 
from .30 to .57). This indicates that systems thinking may require 
special attention from other concepts when considering how to 
increase student understandings of cybersecurity. 

4.3 Participants Reported CCs as more 
Important than Cybersecurity as a Whole 

Although few participants reported taking a course covering 
cybersecurity topics (26%), nearly all recognized the importance 
of CCs to their future careers and had an expectation that they will 
or should learn about them. In fact, respondents reported that all 
the CCs were more important to learn about in CIT, to get a job, 
and to use in their careers, than cybersecurity in general, 
regardless of prior cybersecurity experience. As shown in the 
table 2, many of these differences met the criteria of statistical 
significance (colored red). All the CCs were reported to be 
significantly more important than cybersecurity for trying to get 
a job in CIT (p<.05), and in all but one of them (systems thinking) 
participants were significantly more likely (p<.05) to expect to 
use these concepts throughout a career. These significant results 
generally paired with medium (Cohen’s D~.5) but varied effect 
sizes (colored orange). Additionally, participants were 
significantly more likely (p<.05) to report having learned about 
three of the CCs (confidentiality, integrity, availability) than 
cybersecurity, with the respective effect sizes (D=.32, .56, .43), 
indicating some participants learned about these concepts without 
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attributing them to cybersecurity. In our survey CC’s were each 
defined to participants — as many terms are used in other contexts 
— to ensure construct validity [12]. 

Table 2: Cybersecurity Concepts 
CC    Survey Item N x̄ σ P-Value Cohen’s-D 

C
on
fid
en
tia
lit
y 

I understand how this 
concept applies to 
cybersecurity. 

 
91 3.5 .79   

I have learned about this 
concept in my 
coursework so far. 

 
91 2.6 1.13 .006 .324 

I would expect CIT  
programs to teach about 
this concept. 

 
91 3.4 .75 .151 .161 

Understanding this 
concept is important to 
securing a job in CIT. 

 
91 3.2 .93 .0002 .445 

I would expect to use 
this concept throughout a 
career in CIT. 

 
91 3.4 .81 .0004 .427 

In
te
gr
ity
 

I understand how this 
concept applies to 
cybersecurity. 

 
88 3.6 .68   

I have learned about this 
concept in my 
coursework so far. 

 
87 2.9 .97 .00001 .560 

I would expect CIT  
programs to teach about 
this concept. 

 
87 3.5 .59 .030 .254 

Understanding this 
concept is important to 
securing a job in CIT. 

 
86 3.4 .73 <.00001 .717 

I would expect to use 
this concept throughout a 
career in CIT. 

 
87 3.5 .65 <.00001 .596 

A
va
ila
bi
lit
y 

I understand how this 
concept applies to 
cybersecurity. 

 
87 3.3 .77   

I have learned about this 
concept in my 
coursework so far. 

 
86 2.7 .96 .0003 .429 

I would expect CIT  
programs to teach about 
this concept. 

 
87 3.3 .65 .779 .033 

Understanding this 
concept is important to 
securing a job in CIT. 

 
86 3.2 .75 .0001 .495 

I would expect to use 
this concept throughout a 
career in CIT. 

 
87 3.4 .64 .0003 .461 

R
isk

 

I understand how this 
concept applies to 
cybersecurity. 

 
85 3.3 .90   

I have learned about this 
concept in my 
coursework so far. 

 
85 2.4 1.05 .35 .108 

I would expect CIT  
programs to teach about 
this concept. 

 
85 3.3 .71 .665 .052 

Understanding this 
concept is important to 
securing a job in CIT. 

 
85 3.2 .83 .004 .375 

I would expect to use 
this concept throughout a 
career in CIT. 

 
83 3.4 .75 .001 .429 

A
dv
er
sa
ri
al
 T
hi
nk
in
g  

I understand how this 
concept applies to 
cybersecurity. 

 
82 3.6 .77   

I have learned about this 
concept in my 
coursework so far. 

 
82 2.3 1.19 .635 .056 

I would expect CIT  
programs to teach about 
this concept. 

 
82 3.2 .83 .409 .101 

Understanding this 
concept is important to 
securing a job in CIT. 

 
82 3.3 .81 .00002 .585 

I would expect to use 
this concept throughout a 
career in CIT. 

 
81 3.4 .75 .013 .322 

 
CC    Survey Item N x̄ σ P-Value Cohen’s-D 

Sy
st
em
s T
hi
nk
in
g 

I understand how this 
concept applies to 
cybersecurity. 

 
82 3.0 .99   

I have learned about this 
concept in my 
coursework so far. 

 

82 2.4 1.07 .493 .081 

I would expect CIT  
programs to teach about 
this concept. 

 

82 3.2 .75 .409 .101 

Understanding this 
concept is important to 
securing a job in CIT. 

 

82 3.2 .83 .001 .433 

I would expect to use 
this concept throughout a 
career in CIT. 

 

82 3.2 .75 .167 .177 

4.4 Participants Confirmed Preconceptions of 
Cybersecurity from Prior Work 

Participants overall confirmed many — but not all — previously 
observed preconceptions of cybersecurity. As demonstrated in 
table 3, participants generally agreed that “working in 
cybersecurity is difficult,” “time consuming,” “cool,” “dominated 
by men,” and “will have a large societal impact”. That 
cybersecurity requires “advanced math skills” and is “accessible 
to anybody who wishes to learn about it” had more tepid 
agreement. Participants slightly disagreed that work in 
cybersecurity requires “a brilliant mind”. 

Women were more likely than men to assent that work in 
cybersecurity requires “advanced math skills”, with statistical 
significance and a large effect size (p < .05, Cramer’s V >.29). 
We also found a result slightly below the threshold of significance 
with a large effect size (p = .054, Cramer’s V >.29), that men were 
more likely than women to consider cybersecurity “accessible to 
anybody who wishes to learn about it”. We encourage other 
researchers to investigate this result in future work.  

We also found that participants who reported previous 
learning in cybersecurity were more likely to consider the topic 
“cool” (p=.011, Cohen’s d = .53) and “accessible to all” (p=.034, 
Cohen’s d = .51), with moderate effect sizes. We cannot 
determine causation; participants may have chosen to take 
cybersecurity classes because they already held these positive 
preconceptions, developed these positive preconceptions in their 
cybersecurity class(es), or some combination of the two. 

Table 3: Student Preconceptions of Cybersecurity 
Survey Item N x̄ σ 
Work in cybersecurity is 
difficult. 

 
116 3.3 .68 

Work in cybersecurity is time-
consuming. 

 
116 3.3 .67 

To do work in cybersecurity, it 
is important to have advanced 
math skills.   

115 2.8 .88 

Cybersecurity is accessible to 
anyone who wishes to learn 
about it.  

115 3.0 .81 

To do work in cybersecurity, it 
is important to have a brilliant 
mind.  

115 2.2 .83 

Cybersecurity is cool. 

 
115 3.2 .76 

Cybersecurity is a male-
dominated discipline. 

 
115 3.5 .68 

Work in cybersecurity will 
have a large societal impact. 

 
115 3.6 .59 
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5 DISCUSSION 
Multiple stakeholder groups, including governments, tech 

companies, and educational institutions, have publicly 
emphasized cybersecurity’s importance. Our findings suggest 
that this messaging may have had its intended impact, as even CIT 
students without direct experience with cybersecurity recognize 
the importance of the topic. However, because this perception of 
importance was unrelated to the choice to take a cybersecurity 
course (even for students who were done or nearly done with their 
coursework), we can also speculate that merely emphasizing the 
importance of the topic may not be sufficient to motivate students 
to study cybersecurity.   

Our findings offer a potential alternative explanation for 
barriers to student enrollment in cybersecurity; Many students 
don't have a clear conception of what exactly cybersecurity is. 
This is supported by our results on participant perceptions of the 
relative importance of CC’s when compared with cybersecurity. 
A lack of clarity about what cybersecurity entails leaves the door 
open for misconceptions to take hold. 

Our results expand prior research on preconceptions of 
cybersecurity that may dissuade participation, particularly from 
people from groups underrepresented in computing. Several 
discouraging preconceptions of cybersecurity (“difficult,” “time-
consuming,” “dominated by men”) were reported as prevalent 
among participants, with one (“requires advanced math skills”) 
more prevalent among women. The discouraging preconception 
that cybersecurity requires “a brilliant mind” was largely not 
agreed with by participants. Two more positive preconceptions of 
cybersecurity (“cool,” “will have a large societal impact”) were 
observed, with one more mixed result (“accessible”). We 
recommend making active efforts to counter negative 
preconceptions and promote positive ones when speaking about 
and advocating for cybersecurity to students. 

To clarify cybersecurity to potential students as well as 
leverage the perceived importance of the CCs, classes could be 
marketed to students with CCs (definitions included) in course 
descriptions, as well as in other outreach efforts. Additionally, 
teaching about CCs in non-cybersecurity CIT classes may be an 
accessible introduction to cybersecurity and pique students’ 
interest in the topic. Similar to adjacent areas of responsible 
computing such as ethics [16, 33] and accessibility [14], 
cybersecurity has the potential to be integrated throughout CIT 
curriculum rather than silo-ed in standalone classes, as suggested 
by prior work [1, 41]. For topics that are highly relevant to other 
parts of computing professional practice, such integration has the 
benefit of ensuring all students have some basic knowledge 
relevant to their own areas of expertise [13, 33]. 

For students who may never take a cybersecurity course, there 
are a number of ways in which these individual components may 
be incorporated into their other coursework. Prior work has 
shown how technical assignments in introductory programming 
courses can be recontextualized to incorporate issues of 
responsible computing [13]; a simple coding assignment on string 
matching could be designed to also teach about password 
strength, introducing concepts of confidentiality. Adversarial 

thinking can be relevant to any CIT topic where things might go 
wrong, and can be explored in creative ways [21]. Group projects 
for topics such as software engineering are often designed to 
emulate real world scenarios and development work [24] where 
systems thinking is important for students to practice.  

Also, cybersecurity concepts are critical for many areas of 
emerging technology that may attract students to upper-division 
coursework. Inside Higher Ed reported in mid-2023 that 
universities are racing to hire and offer coursework in artificial 
intelligence amid an “AI gold rush” [7]. At the same time, the 
U.S. government has acknowledged that cybersecurity is an 
important component of AI education, given how essential it is to 
leverage cybersecurity practices to guard AI technologies from 
unintended uses and hostile exploitation [34] and ideas and 
practices at the intersection of AI and cybersecurity education are 
beginning to emerge [17, 22]. 

As revealed by prior work on ethics education in CIT, there 
may be challenges to this type of integration, including incentive 
misalignment, lack of training and/or support, and inadequate 
subject matter knowledge. However, the availability of open 
resources, community, and departmental support can mitigate 
many of these challenges [33]. Our results also indicate that one 
concept, systems thinking— defined as: “a thinking process that 
considers how a variety of social and technical constraints 
intermingle to ensure systems run smoothly” — may need to be 
treated differently than the other CCs, given particular attention 
to ensure students understand it is important individually and as a 
component of cybersecurity. We recommend that educators 
consider collaboration and discussion towards a more holistic 
approach to cybersecurity across their curriculum.  

6 FUTURE WORK 
Cybersecurity outreach making use of CCs can be investigated 
through surveys, focus groups, or experimental methods to gain 
insight to their impact and efficacy in motivating opinions of and 
enrollment in the topic. The impact of curriculum changes and 
learning interventions aimed at integrating relevant aspects of 
cybersecurity in non-cybersecurity CIT classes can also be 
investigated through these methods. Additionally, future work 
may aim to understand why participants viewed CCs as more 
important than cybersecurity by gathering rich qualitative data 
through interviews or focus groups. Further investigation is also 
needed to understand the impact of negative preconceptions on 
students’ interest in pursuing cybersecurity (e.g., a quantitative 
study investigating the relationship between endorsing these 
views and opting to take a cybersecurity course).  Finally, 
conducting a similar study with a larger sample of students 
underrepresented in CIT and/or in different institutional contexts 
is an avenue for future work. 
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