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ABSTRACT

The Internet of Medical Things (IoMT) is a network of intercon-
nected medical devices, wearables, and sensors integrated into
healthcare systems. It enables real-time data collection and trans-
mission using smart medical devices with trackers and sensors.
IoMT offers various benefits to healthcare, including remote pa-
tient monitoring, improved precision, and personalized medicine,
enhanced healthcare efficiency, cost savings, and advancements in
telemedicine. However, with the increasing adoption of IoMT, se-
curing sensitive medical data becomes crucial due to potential risks
such as data privacy breaches, compromised health information
integrity, and cybersecurity threats to patient information. It is nec-
essary to consider existing security mechanisms and protocols and
identify vulnerabilities. The main objectives of this paper aim to
identify specific threats, analyze the effectiveness of security mea-
sures, and provide a solution to protect sensitive medical data. In
this paper, we propose an innovative approach to enhance security
management for sensitive medical data using blockchain technol-
ogy and smart contracts within the IoMT ecosystem. The proposed
system aims to provide a decentralized and tamper-resistant plat-
form that ensures data integrity, confidentiality, and controlled
access. By integrating blockchain into the IoMT infrastructure,
healthcare organizations can significantly enhance the security and
privacy of sensitive medical data.

CCS CONCEPTS

« Security and privacy — Database and storage security; «
Applied computing — Health care information systems.
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1 INTRODUCTION

The Internet of Medical Things (IoMT) ecosystem is a network
of interconnected medical devices and systems that generate and
exchange patient data in real-time [20]. The proliferation of IloMT
devices has led to a surge in sensitive medical data, including pa-
tient records, diagnostics, treatment plans, and more. This data,
if mishandled or accessed by unauthorized parties, could lead to
severe privacy breaches and compromise patient safety [18]. How-
ever, these devices are incorporated into healthcare systems to
facilitate healthcare operations and better patient outcomes. IoMT
has the potential to completely transform the healthcare business
by improving data-driven decision-making, personalized treatment,
and accessibility to healthcare services. It is possible to monitor
patients remotely, do predictive analytics, and make advances in
telemedicine with this technology, among other advantages. To
fully realize the potential benefits of IoMT, it is necessary to take
precautions to protect the confidentiality and security of sensitive
medical information.

Several vulnerabilities and data privacy risks could threaten
medical data security in the context of IoMT [2]. Unencrypted
IoMT-central system communication channels allow attackers to
grab data. Data breaches and privacy violations arise from weak
authentication and authorization procedures. Unprotected IoMT
devices enable attackers to tamper with or steal sensitive data. Cy-
bercriminals may attack IoT devices with obsolete firmware or
default passwords. Data leakage and improper data reduction lead
to data breaches. Unauthorized data change raises data integrity
and patient safety issues. Healthcare providers outsource services to
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Figure 1: An overview of IoMT system.

companies with poor security risk data breaches [4]. These vulnera-
bilities and threats demand a thorough IoMT security management
process. Strong encryption, authentication, and frequent software
upgrades can secure sensitive medical data and patient privacy in
the IoMT ecosystem.

Traditional centralized data management systems have proven
vulnerable to data breaches and cyberattacks. Blockchain technol-
ogy offers an innovative solution to address these vulnerabilities
by introducing decentralization, transparency, and immutability
to data management [10]. Combining blockchain with smart con-
tracts [9] provides an automated way to enforce access controls and
data-sharing permissions. Therefore, in this paper, we present a
blockchain-enabled IoMT system to address the critical challenges
of security and privacy in handling sensitive medical data. The pro-
posed work aims to enhance the security management of sensitive
medical data in the IoMT ecosystem using blockchain technology
and smart contracts. The system utilizes a private blockchain net-
work to ensure data privacy and permissioned access. It provides
a robust and decentralized framework to securely manage medi-
cal data access while preserving patient confidentiality [8]. With
these measures in place, healthcare providers and patients can con-
fidently share and access medical data within the IoMT ecosystem.
The main objectives of this research are as follows:

o To identify the specific security threats and vulnerabilities
associated with the IoMT ecosystem.

e To analyze the effectiveness of different security measures
in preserving the confidentiality, integrity, and availability
of medical data.

e To strengthen the security of sensitive medical data by us-
ing blockchain’s cryptographic hashing and immutability
features.

e To implement robust access controls using smart contracts
to grant permissioned access to authorized stakeholders.

o To develop a scalable solution to manage a high volume of
data transactions in the IoMT ecosystem by allowing health-
care providers to access patient data quickly and efficiently.

The rest of the paper is organized as follows: Section 2 describes
security threats and vulnerabilities associated with the loMT ecosys-
tem. In section 3, the proposed system model is described and im-
plemented. Section 4 gives the experiment results of the proposed
method. Section 5 depicts some performance metrics of the pro-
posed system. Finally, Section 6 concludes the paper by giving
future directions.
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2 THREATS AND SECURITY REQUIREMENTS
IN IOMT

2.1 Threats

Existing IoMT applications face several threats that can compromise
data security, patient privacy, and the overall integrity of healthcare
systems [13, 19, 23].

Data Breaches: Data breaches occur when unauthorized individu-
als gain access to sensitive medical data stored within IoMT appli-
cations. This could include patient health records, medical histories,
treatment plans, and other personally identifiable information. Data
breaches can have severe consequences, such as identity theft, fi-
nancial fraud, and damage to the reputation of healthcare providers.
Cyber-Attacks: [oMT devices are susceptible to various cyber-
attacks, including ransomware, malware, and DDoS attacks. Ran-
somware can encrypt data on IoMT devices and demand payment
for decryption, disrupting healthcare operations and patient care.
Malware can compromise the confidentiality and integrity of med-
ical data. DDoS attacks can overwhelm IoMT systems, causing
service outages and rendering them inaccessible.

Data Tampering: Manipulating medical data within IoMT appli-
cations can lead to incorrect diagnoses or treatment plans. Data
tampering may alter vital signs, lab results, or medication dosages,
compromising patient safety and care quality.

IoMT Device Vulnerabilities: Weaknesses in IoMT devices’ se-
curity, such as default passwords or outdated firmware, can make
them susceptible to exploitation. Attackers can gain unauthorized
access to devices and the data they collect, leading to potential data
breaches and misuse of sensitive information.

Lack of Encryption: Insufficient data encryption leaves sensi-
tive medical data vulnerable to interception during transmission
or storage. Without encryption, attackers may eavesdrop on data
exchanges and gain access to patient’s private health information.
Lack of Authentication and Authorization: Inadequate authen-
tication and authorization mechanisms allow unauthorized indi-
viduals to access and modify medical data. Without proper access
controls, malicious actors can gain entry to sensitive information
and manipulate it for malicious purposes.

2.2 Effectiveness of Security

The deployment, setup, and ongoing monitoring of security mea-
sures in IoMT applications are essential to determine how well
these measures work. The efficacy of security measures in IoMT
applications relies on various factors [6, 12, 24]. Regarding the ef-
ficiency of the security measures used in IoMT, the following are
some important considerations to take into account:

Encryption: Data encryption is the process of converting sensitive
information into a coded form that can only be accessed with the
correct decryption key. Proper data encryption ensures that even
if unauthorized individuals gain access to the data, they cannot
interpret its content without the decryption key. Strong encryption
algorithms, such as Advanced Encryption Standard (AES), com-
bined with secure key management practices, significantly reduce
the risk of unauthorized access and help safeguard sensitive medical
data during storage.
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Table 1: A comparison analysis of existing blockchain-based IoMT methods

Ref. | Year | Method | Description Pros Cons
Decentralized patient health record | Improved data integrity, and pa- | Scalability challenges, reliance on
[5] 2010 | MedRec . .
management. tient control over data. blockchain consensus.
(21] | 2022 | FarmaTrust Drl.lg su.pply chain tracking and Increased.tr.ansp.arency, reduced | Data .privacy.con.cerns,.potential
verification. counterfeiting risk. adoption barriers in the industry.
(17] | 2016 Gem Health data exchange and consent | Interoperability, patient consent | Integration complexity, regulatory
Health management. control. compliance.
[15] | 2019 | Mediledger Ph.a.rmaceutical supply chain trace- | Provenance flnd audibility of Inte.grat.ion with legacy systems, to-
ability. drug transactions. kenization challenges.
[16] | 2017 | Patientory Secure health data storage and shar- Ftnhanced data security, and pa- A{ioption barriers, regulatory com-
ing platform. tient engagement. pliance.
[1] | 2019 | EncrypGen Genetic data marketplace with pri- Patient-conltrol'led data sharing, | Data accuracy concerns, potential
vacy control. data monetization. legal complexities.
(14] | 2019 | Tierion Anchoring 'data to the blockchain Tar?lper-.proof audit trails, data | Limited scalability for high-
for verification. verification. frequency data.
Decentralized health data storage | Data security, patient-controlled | Technical barriers, adoption chal-
[11] | 2021 | Iryo .
and access. access. lenges in the healthcare sector.
3] | 2021 Coral Health data exchange for providers | Improved interoperability, and | Regulatory compliance, network
Health and patients. data access control. consensus overhead.
(25] | 2018 SimplyVita] Care coordination and data sharing | Data integrity, streamlined | Scalability concerns, potential re-
Health platform. healthcare workflows. sistance from existing systems.
[22] | 2018 | MediBloc Health data ecosystem with patient Data. owner.ship, medical data Integ‘rat%on challenges, data stan-
control. sharing efficiency. dardization.

Authentication and Authorization: Authentication is the pro-
cess of verifying the identity of a user or device trying to access
the system, while authorization determines what actions that au-
thenticated user or device is allowed to perform. Implementing
robust authentication and authorization mechanisms ensures that
only authorized users with valid credentials can access and modify
medical data.

Access Controls: Granular access controls enable healthcare or-
ganizations to define precisely which users or user groups have
access to specific data or functionalities within IoMT applications.
This fine-grained control minimizes the potential for data breaches
and unauthorized access, as users are granted access only to the
information they need to perform their roles.

Auditing and Monitoring: Regular security audits and continu-
ous monitoring of IoMT systems are essential to identify real-time
vulnerabilities and security gaps. Security audits assess the effec-
tiveness of implemented security measures, while continuous mon-
itoring detects and alerts for any suspicious activities in real time.
This proactive approach allows for timely responses to security
threats, helping to prevent or mitigate potential breaches.

3 PROPOSED METHODOLOGY
3.1 System Model

The proposed system utilizes a private blockchain network to en-
sure data privacy and permissioned access. The blockchain will
store hashed medical data, and access controls will be governed
by smart contracts. Healthcare providers, patients, doctors, and
authorized stakeholders will be granted unique cryptographic keys
to access specific data segments. Fig. 2 shows the overall system
model. Each entity is described in the following:
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3.1.1  Private Blockchain Network. The system will employ a pri-
vate blockchain network rather than a public one to ensure data pri-
vacy and control over network participants. In a private blockchain,
only authorized entities can join the network participate in the con-
sensus process, and maintain a high level of confidentiality. This
is required in the healthcare domain, where sensitive patient data
must be protected from unauthorized access.

3.1.2  Hashed Medical Data Storage. Sensitive medical data (i.e.,
patient records, test results, and treatment plans), stored in Inter-
planetary File Systems (IPFS), will be converted into cryptographic
hashes before being stored on the blockchain. Hashing is a one-way
cryptographic function that converts data into a fixed-length string
of characters. It represents the original data without revealing its
content. By storing only the hashes on the blockchain, the actual
sensitive data remains off-chain for enhancing data security.

3.1.3  Access Controls Through Smart Contracts. Smart contracts
are self-executing scripts with predefined rules and conditions writ-
ten in code. In the proposed system, smart contracts will be used to
manage data access controls. These smart contracts will be deployed
on the blockchain and act as automated intermediaries between
data providers and consumers. They will enforce data-sharing per-
missions based on predefined rules to ensure that only authorized
individuals can access specific medical data. However, authorization
will be done by smart contracts automatically.

3.1.4 Data Encryption and Decryption. Before sensitive medical
data is uploaded to the blockchain, it will undergo encryption us-
ing advanced encryption algorithms. Encryption transforms the
data into an unreadable format, and only those with the correct
decryption keys can access and read the original data. This step
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Figure 2: Proposed system model.

adds another level of protection to the data, ensuring that even if
unauthorized parties manage to access the data, they will not be
able to understand it without the decryption keys.

3.1.5 Data Ownership and Consent Management. With the help
of smart contracts, patients will have more control over their med-
ical data. They can specify who can access their data, for what
purposes, and for how long. Patients can grant or revoke access
to specific healthcare providers, doctors, insurance companies, or
hospitals. This can help promote transparency and patient-centric
data management.

3.1.6 Transaction Validation and Consensus Mechanism. In a pri-
vate blockchain network, a consensus mechanism can be employed
to validate and agree on the transactions to be added to the blockchain.
The choice of consensus mechanism depends on the specific require-
ments of the system, but common ones include Proof-of-Authority
(PoA) or Practical Byzantine Fault Tolerance (PBFT). These mecha-
nisms ensure that data integrity is maintained, and all participants
in the network reach a consensus on the validity of medical records
and transactions.

3.2 Data Security Management

This section provides an overview of how data encryption, decryp-
tion, and access control using smart contracts can be implemented
in the proposed system. The process of converting sensitive medical
data into cryptographic hashes can be represented using a hashing
function. One commonly used hashing function is the SHA-256
(Secure Hash Algorithm 256-bit). SHA-256 takes an input message
and produces a fixed-length 256-bit (32-byte) hash value.

3.2.1 Data Encryption and Decryption. To explain the process of
data encryption, decryption, and access control using smart con-
tracts, we’ll break it down step by step. Let’s consider three stake-
holders in the system (see Fig. 2): patient (P), healthcare provider
(H), and researcher (R).

Assume we have an encryption algorithm represented as E() for
encryption and D() for decryption. P wants to encrypt their sensitive
medical data (Dpatient) before storing it on the blockchain. H
and R have their respective encryption keys (KgandKg) for data
access. data encryption can be represented as equation (1), where
Encryptedpgtap is the encrypted medical data of P.
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Algorithm 1: Data access granted or denied

Input: address
Output: Access granted / denied;
Requestaddress = Addressy;

Requestedpatayash = HﬂShEncryptedDamH ;

[

3 if Requestaddress in SCp.Permissions then
4 Decrypt(Encryptedpatap,kp);

5 allowedAccess[H] = true;

6 Access granted;

7 else

8 Access Denied;

9 allowedAccess[H] = false;

10 end

E”C"yptedDatap = E(Dpatient, Kp) (1)

Similarly, the healthcare provider (H) and researcher (R) can also
encrypt their data shown in equations 2 and 3 respectively.

Encryptedpatay = E(Dheulthcureprovider)KH) (2

EncryptedDataR = E(Dyesearchers KR) (3)

3.2.2  Access and Permissions Using Smart Contracts. Now, we im-
plement smart contracts to enforce access controls and permissions.
The smart contracts will define who can access specific encrypted
data and under what conditions.

a) Patient (P) Smart Contract (SCp): The patient will deploy a
smart contract (SCp) on the blockchain that contains the following
information (see equation 4):

e Addressp: The blockchain address of P.

® Hashpneryptedp, rap’ The hash of the encrypted data stored
off-chain.

e Permissions: A list of authorized addresses (addresses of H
and R) allowed to access the data.

SCp(Addressp, Hashgpe, yptedpatap’ [Addressy, Addressg]) (4)

b) Healthcare Provider (H) and Researcher (R) Smart Contracts
(SCrandSCg): Similarly, the healthcare provider and researcher
will deploy their respective smart contracts (SCyandSCR) (see
equations 5 and 6)on the blockchain specifying their addresses,
their encrypted data hashes, and any other relevant permissions.

SCy (Addressy, HaShEncryptedDamH’ [Addressp]) (5)

SCr(Addressg, HaShEncryptedDamR’ [Addressp]) 6)

3.2.3 Data Access. When H or R needs to access the patient’s
data, they must interact with the respective smart contract (SCp)
deployed by P. The smart contract will verify their address and
permissions before granting access. let’s say H wants to access
the patient’s data. The smart contract will check if the requesting
address (Addressy) is authorized to access the data and then allow
or deny access accordingly. The decryption key (Kp) required for
decrypting the data will only be possessed by the patient (see Al-
gorithm 1). It ensures that only authorized parties can access the
original sensitive medical data.
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(f) P doesn’t have access to this feature.

Figure 3: Data access management in the proposed system.

4 EXPERIMENT RESULTS

We experiment with our proposed system using Remix IDE for
smart contract development [7]. We can write, compile, deploy, and
interact with smart contracts using Solidity language within the
Remix IDE. In this experiment, we create a basic smart contract
to represent a patient’s medical data record. The contract allows
the patient to grant access to healthcare providers and researchers.
We use the contract to store the patient’s hashed medical data and
manage access permissions.

We deploy the “MedicalData” smart contract (as shown in Fig.
3a), which has the functionality to manage access permissions for
the patient’s medical data. Assume that the contract is successfully
deployed and the contract address is stored in a variable called
“medicalDataContractAddress” (see in Figure 3a). The patient (P)
(see in Figure 3b) wants to grant access to their medical data to
the healthcare provider (H). For this, P will call the “grantAccess”
function by passing the address of H as an argument, as shown in
Fig. 3b. The “grantAccess” function allows the P to grant access
to the H by setting the “allowedAccess” mapping value for H to
true. After calling this function, H will have access to the patient’s
medical data, as shown in Fig. 3c. H can now access the patient’s
medical data by calling the “getHashedData” function of the Medi-
calData smart contract. If at any point, P wants to revoke access
from H, they can call the revokeAccess function, which would set
the “allowedAccess” mapping value for H to false (see Fig. 3d). Fig.
3e shows that P can only grant access to his own data to the H. And,
Fig. 3f depicts that Unauthorized H cannot access P’s medical data.

However, our experiment focuses on the basic functionality of
granting access to the healthcare provider. In a real-world scenario,
we would need to consider additional security measures, data en-
cryption, and validation checks to ensure the proper management
of permissions and access to sensitive medical data broadly.
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5 SECURITY AND PRIVACY
CONSIDERATIONS

Let’s explain the security and privacy considerations related to
data integrity, confidentiality, scalability, and performance in the
proposed system.

5.1 Data Integrity

Data integrity is the accuracy and consistency of data throughout
its lifecycle. In the proposed system, data integrity is maintained
through the immutability of the blockchain. Once sensitive medical
data is hashed and added to the blockchain, it becomes a part of
the distributed ledger and cannot be altered or deleted without
consensus from the network participants. Any attempt to tamper
with the data after it has been added will result in a change in the
hash value. The cryptographic nature of blockchain ensures that
each block is linked to its previous block through a cryptographic
hash. This linkage ensures that any modification to a previous
block will break the chain. This tamper-resistant property of the
blockchain provides a robust solution for maintaining data integrity
in the IoMT ecosystem.

5.2 Confidentiality

Confidentiality is crucial when dealing with sensitive medical data.
To ensure that only authorized individuals can access the data,
the proposed system employs encryption and smart contracts. As
discussed earlier, sensitive medical data is encrypted before be-
ing stored on the blockchain. This encryption ensures that even if
unauthorized parties manage to gain access to the blockchain, they
will only see the encrypted data that is meaningless without the
decryption keys. Smart contracts play a central role in controlling
data access. Each stakeholder (patient, healthcare provider, and
researcher) has their respective smart contracts specifying who
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can access their data. Access permissions are enforced through
these contracts. Only individuals with the correct keys and autho-
rized addresses listed in the smart contracts can decrypt and access
sensitive medical data. This strict access control mechanism helps
maintain the confidentiality of the data and prevents unauthorized
access.

5.3 Scalability and Performance

Scalability and performance are crucial aspects when considering
the implementation of blockchain in the IoMT ecosystem. Health-
care systems generate vast amounts of data, and blockchain must
handle a high volume of transactions efficiently to remain practical.
To address scalability, the proposed system should focus on the
following approaches:

e Sharding: Sharding involves breaking the blockchain net-
work into smaller, more manageable pieces called shards,
each capable of processing its transactions. This approach
can significantly improve transaction throughput in our pro-
posed system.

e Off-chain solutions: Not all data needs to be stored on the
main blockchain. Off-chain solutions, like state channels or
sidechains, can be utilized to handle less critical or real-time
data. It reduces the load on the main blockchain.

6 CONCLUSION

In this paper, we proposed an approach to enhance security man-
agement for sensitive medical data within the IoMT ecosystem
using blockchain technology and smart contracts. By utilizing the
advantages of decentralization, data integrity, and access controls,
our system offers a robust solution to safeguard patient data and
maintain privacy. The proposed system can evolve into a robust and
transformative solution that enhances data security, patient privacy,
and healthcare collaboration in the IoMT ecosystem. Ultimately,
this improves the quality of healthcare services in the digital age.
Future research could focus on optimizing blockchain protocols and
exploring layer 2 scaling solutions to handle the ever-increasing
volume of medical data generated by IoMT devices. Solutions like
sharding, state channels, or sidechains could be investigated to
improve transaction throughput.
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