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ABSTRACT

Recent advances in cross-technology communication can support
direct communication among heterogeneous IoT devices (i.e., WiFi,
ZigBee, and BLE) without requiring any modifications to the hard-
ware, which has significantly improved the communication effi-
ciency and shown great advantages for supporting smart applica-
tions. However, until now a key establishment protocol to support
secure and reliable asymmetric cross- technology communication
(CTC) is missing, which introduces severe privacy and security is-
sues. Existing solutions are not designed for CTC, since they mainly
focus on the symmetric communication among homogeneous IoT
devices. In this work, we present a Key Establishment Protocol
(KEP), which explores and lever- ages the unique feature of CTC -
Possibility PN Sequence Reception (PSR) to not only perform key
establishment between heterogeneous IoT devices with different
physical layers (i.e., WiFi and ZigBee) but also improve the com-
munication reliability at the same time. Our extensive real-world
experiments show that KEP can finish the key establishment in
seconds and effectively defend against multiple types of attacks.
Furthermore, KEP doubles the packet reception ratio compared to
the state-of-the-art solutions.
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Figure 1: Due to the lack of security protocol for CTC, Eve
can easily eavesdrop the cross-technology communication
between WiFi and ZigBee. Moreover, Eve may also take over
the control of IoT devices.

1 INTRODUCTION

With the exponential growth of Internet of Things (IoT), a huge
number of smart devices are crowded in the same Industrial Scien-
tific Medical (ISM) Band, including WiFi, Bluetooth and ZigBee [1].
On one hand, it is a common belief that the coexistence of these
IoT devices reduces the spectrum utilization efficiency [32]. On the
other hand, the coexistence of IoT devices also brings new opportu-
nities for these devices to collaborate with each other [21, 22]. This
double-sided recognition leads to the emerging of Cross-technology
Communication (CTC) techniques which supports direct communi-
cation among heterogeneous IoT devices without a gateway. Cur-
rently, researches have shown that CTC can provide many benefits
and support lots of smart applications. For example, CTC can sig-
nificantly reduce the energy consumption [21, 36], provide efficient
channel coordination [35], and reduce the network delay [32] for
IoT devices. Furthermore, with the help of CTC techniques, the oc-
cupants in a smart building or smart home can directly use WiFi to
control smart ZigBee devices, such as smart light, smart thermostat,
and other IoT devices [11, 22].

To enable WiFi and ZigBee communication, recent advances in
cross-technology communication (CTC) mainly utilize WiFi signals
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to emulate ZigBee waveforms (i.e., WEBee [22]). To do this, the
WiFi device controls the payload of a WiFi frame so that a portion of
the frame can be recognized by commodity ZigBee devices transpar-
ently as a legitimate ZigBee frame. This technique can achieve high
throughput and long distance communication from WiFi to Zig-
Bee without any hardware modifications. However, a fundamental
problem that limits the applications for WiFi and ZigBee CTC is the
vulnerability to various attacks, such as eavesdropping, spoofing,
etc. Specifically, due to the lack of cross-technology communication
security protocols, an attacker (Eve) can easily eavesdrop the com-
munication between legitimate WiFi (Alice) and ZigBee devices
(Bob) and even take control of legitimate ZigBee devices, which
introduces severe privacy leakage and security issues. For example,
as shown in Figure 1, when occupants control the smart lighting
system, smart thermostat, or other smart devices in a smart home,
sensitive information including occupants behavior data is exposed
to Eve who is located outside the smart home. Eve can even con-
trol occupants’ thermostat to change the temperature of the house,
which can be fatal to the elderly [7, 8]. Similarly, by leveraging
CTC techniques, it is easier for the patient to directly update their
health data to the server. However, Eve may also get the personal
heath data of the patient and control the health sensor at the same
time. In smart factory or smart logistics scenarios, the coexistence
of heterogeneous IoT devices (i.e., WiFi and ZigBee) requires these
devices collaborate with each other to improve the manufactur-
ing efficiency. For instance, by using CTC techniques, the WiFi
server (Alice) can directly communicate with the flow force sensor
to control the machine tools in a smart factory while the packages
with embedded ZigBee sensors can directly update the warehouse
storage information to Alice for efficient delivery. However, due
to the lack of security protocols, Eve can easily eavesdrop the sen-
sitive information transmitted through these sensors and further
control the entire factory. Therefore, to protect legitimate commu-
nication, a key establishment process among heterogeneous IoT
devices (i.e., WiFi and ZigBee) is the critical first step to secure the
cross-technology communication channel.

However, due to the limitations of the physical layer, current key
establishment approaches cannot be utilized for asymmetric CTC
(i.e., CTC between WiFi and ZigBee). Specifically, for pre-shared
key-based (PSA) approaches, the pre-shared secret key may be
lost or leaked. In addition, PSA-based approaches normally suffer
scalability issues, which is not suitable for heterogeneous IoT net-
works [17, 29]. Conventional public key cryptography approaches
(e.g., Diffie-Hellman) [15, 27] is considered more secure, which
requires the sender and receiver to accurately exchange the secret
information. However, in CTC, due to the limitations of the 802.11
physical layer, the emulated ZigBee signal cannot perfectly match
the desired ZigBee signal. In the worst case, some specific emulated
ZigBee signals will never be recognized by the ZigBee receiver,
which introduces inevitable errors and results in key exchange
failure. On the contrary, physical layer-based key establishment ap-
proaches are secure and scalable. They mainly utilize the Received
Signal Strength (RSS), the Channel Impulse Response (CIR), and the
Channel State Information (CSI) to extract secret bits. Specifically,
these approaches require Alice and Bob to measure the variations
of the wireless channel by sending the same probe signal to each
other [25, 31, 33]. According to the reciprocity theory [4, 25], the
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Figure 2: Distortions in the signal emulation process.

measurements of the wireless channel from Alice and Bob are ex-
pected to be similar and can be used for key establishment. However,
in CTC, since Alice (WiFi) and Bob (ZigBee) have different phys-
ical layers, they cannot transmit the same probe signal to each
other, which makes existing approaches useless for key establish-
ment. Therefore, to conduct key establishment, the first challenge
is how to extract and measure the features of the asymmet-
ric channel between WiFi and ZigBee for key establishment.
Moreover, we need to answer the question of how to convert
these features into secret bits. Besides these two challenges, it is
also important to improve the communication reliability for
WiFi-to-ZigBee CTC.

To overcome the above challenges, we introduce a novel security
protocol called KEP that can perform key establishment and im-
prove communication reliability for WiFi and ZigBee asymmetric
CTC simultaneously. The key idea of KEP is to leverage the imper-
fect emulated ZigBee signal for key establishment. Specifically, by
deeply exploring CTC techniques and conducting real world experi-
ments, we found that the imperfect emulation in ZigBee signals and
the randomness of the wireless channel increases the demodulation
uncertainty at the ZigBee receiver side. As a result, even if the WiFi
broadcasts the same emulated ZigBee signal, the PN sequences
received by ZigBee devices will be different. In this paper, we name
this unique feature as the Possibility PN Sequence Reception
(PSR). Since the imperfect emulation is determined by the fixed
physical layer while the wireless channel varies from location to
location, PSR is location-specific and can be utilized for secret
key establishment. Moreover, by analyzing the PSR, WiFi can com-
pensate the WiFi-to-ZigBee CTC and improve the communication
reliability at the same time.

We summarize the contributions of KEP as follows:

o To the best of our knowledge, KEP is the first work that focuses on
the security and reliability of the asymmetric CTC between WiFi
and ZigBee at the same time. It fills the gap of secure CTC and
opens a promising direction for future secure CTC techniques.

o To the best of our knowledge, KEP is the first work that in-depth
explores WiFi-to-ZigBee CTC and discovers an unique feature,
PSR, in CTC. It also answers the question of how to leverage PSR
to perform key establishment and improve the communication
reliability at the same time.

e We extensively evaluate our design under various real-world
settings. The evaluation results show that KEP can finish the key
establishment in seconds and double the WiFi to ZigBee packet
reception ratio.

2 OBSERVATION AND SYSTEM MODEL

In this section, we first analyze and show the observation of Possi-
bility PN Sequence Reception (PSR). Then, we define the System
and Security Model of KEP.
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2.1 Analysis and Observation

Normally, to generate the emulated ZigBee signal, the WiFi device
controls its payload so that the transmitted RF signal is similar to
the ZigBee signal. However, as illustrated in Figure 2, due to the
limitation of the 802.11 physical layer, the emulated signal is not
exactly the same as the desired ZigBee signal for the following
reasons: First, WiFi should select the nearest QAM constellation
point according to the desired ZigBee signal. The Minimum Eu-
clidean Distance between the selected QAM point and the desired
point introduces distortions. Second, the WiFi uses the Cyclic Pre-
fix (CP) to eliminate the Inter-Symbol Interference (ISI) and the
Inter-Carrier Interference (ICI) while the ZigBee signal does not
have cyclic prefix, which introduces imperfect emulation. Third,
the duration of one WiFi symbol is 4us while the duration of one
ZigBee symbol is 16us. Therefore, a WiFi device needs to use four
WiFi symbols to emulate one ZigBee symbol. The discontinuity
between each WiFi symbol also introduces distortions.

For the ZigBee device, it uses a 32 Pseudo-random Noise Chip
Sequence (PN Sequence) to express a 4-bit symbol for chip error
tolerance. This technique is also known as the Direct Spreading
Spectrum Sequence (DSSS). In practice, although hardware defects,
multipath effects and the imperfect wireless environments (i.e.,
noise and interference) introduce distortions to ZigBee signals, as
long as the number of chip errors is lower than the threshold, the
ZigBee communication still remains reliable. However, in CTC,
the imperfect emulation introduces additional distortion, which
makes it challenging for the ZigBee device to detect and receive
the emulated ZigBee signal. In this work, we found that the errors
of the received ZigBee PN sequence vary from location to location.
In fact, these errors reveal the channel conditions and can be used
for key establishment.

To prove our analysis, we conduct experiments in both outdoor
(line-of-sight) and indoor (non-line-of-sight) scenarios. We use
USRP B210 as the WiFi device (Alice) and utilize the physical layer
emulation technique [22] to conduct WiFi-to-ZigBee CTC. The
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WiFi is set to emulate and transmit all 16 ZigBee PN sequences
and each transmission is repeated for 1 x 10% times. Since these
experiments show similar trends, we show the results of the actual
received (decoded) PN sequences by ZigBee (Bob) when WiFi is
emulating the ZigBee PN sequence 1. Figure 3a and Figure 3b show
the hamming distance distribution between the actual received
PN sequence and all 16 ZigBee PN sequences. As shown in these
figures, the distributions are significantly different. For the outdoor
scenario, around 40% of decoded PN sequences are recognized as the
ZigBee PN sequence 1 and their corresponding hamming distance
are distributed between ZigBee PN sequence 1 and 2. However,
for the indoor scenario, around 18% and 15% of the decoded PN
sequences are recognized as the ZigBee PN sequence 14 and PN
sequence 4, respectively. This experiment proves our analysis of
the imperfect emulation. Moreover, we also can observe that the
distributions of the actual received PN sequences vary according
to different scenarios. Based on above analysis and observation,
we define this unique feature of CTC as Possibility PN Sequence
Reception:

Possibility PN Sequence Reception (PSR). For CTC physical
layer emulation techniques, the Possibility PN Sequence Reception
represents the fact that ZigBee devices at different locations will re-
ceive different PN Sequences even if the WiFi is transmitting the same
emulated signals.

2.2 Feasibility of PSR

To use PSR for key extraction, it should satisfy the uniqueness
requirement. In other words, devices at different locations should
show distinct PSR. Moreover, the PSR measured from the same
device at the same location should be relatively stable.

As shown in Figures 3¢ and 3d, we first conduct the experiments
to study the uniqueness of PSR. In these experiments, Alice con-
tinuously broadcast emulated signals to Bob, Calvin and Dave in
the indoor scenario. Dave is placed 0.1 meter away from Bob while
Calvin is placed 3 meters away from Bob. In Figure 3c, we can
observe that the distribution of the actual received PN Sequences
for Calvin is different from that for Bob in Figure 3b. This is be-
cause the emulated signals are affected by the conditions of the
wireless channel, such as noise, interference, multipath effect, shad-
owing, etc. Different from traditional communication systems (i.e.,
the sender and the receiver have the same physical layer), since
emulated signals cannot perfectly match the desired ZigBee signal
in CTC, a small change of the wireless environment will affect the
received PN sequences. On the contrary, as shown in Figure 3d, the
distribution of the received PN Sequences for Dave is almost the
same as that for Bob in Figure 3b.
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In Figure 4, we also study the Pearson correlation coefficient to
learn the minimal distance for getting uncorrelated PSR. In this
experiment, the distances between Bob and Dave vary from 0.11 to
101 (A = 12.5cm for 2.4 GHz). As we can observe from this figure,
when the distance is higher than 24, the correlation coefficient
between Bob and Dave is relatively low. As the distance increases,
the correlation quickly drops to 0. Therefore, we can conclude that
the PSR detected by two devices is uncorrelated as long as the
distance between these devices are higher than 2.

In summary, PSR has following important properties for key
establishment:
o For multiple ZigBee devices, their PSRs are similar if and only if
these devices are very close to each other.
e For a ZigBee device, the change of the location will result in the
change of PSR.

These properties are important to prove that the PSR can be used
as the unique profile for key establishment.

2.3 Security Model

KEP solves the fundamental problem in a CTC system: The WiFi
and ZigBee devices should perform key establishment before con-
ducting transmission, which is the first step to build a secure CTC
channel. Formally, we assume a legitimate WiFi (Alice) and ZigBee
(Bob) directly communicate with each other using CTC techniques.
Alice can transmit packets to Bob using a WiFi-to-ZigBee (W2Z)
physical layer emulation CTC while Bob is using a ZigBee-to-WiFi
(Z2W) CTC for ZigBee to WiFi communication. They have no prior
shared secret. To perform the secret key establishment, Alice will
transmit predefined emulated ZigBee signals to Bob. Due to the
imperfect emulation and dynamic wireless channel conditions, the
emulated signals received by Bob will be distorted. Bob can calculate
the corresponding PSR based on the actual received PN sequences.
The PSR will be used for channel measurement and secret bits gen-
eration. Moreover, due to the imperfect emulation, KEP should also
satisfy the Communication Reliability requirement: it should
improve the packet reception ratio for WiFi-to-ZigBee CTC.

Security Model. We consider an attacker Eve who is interested in
stealing private information or conducting unauthorized operations
by eavesdropping or conducting CTC to legitimate WiFi or ZigBee
devices. Eve can either be WiFi or ZigBee or a device with WiFi and
ZigBee radios. Eve can be static or mobile to attack WiFi and ZigBee
devices. We assume that Eve is located beyond a safe distance
(24 = 25cm) to Alice or Bob to remain stealthy. We believe this
is a reasonable assumption for the following two reasons: i) the
legitimate user can easily detect co-located Eve; and ii) Eve may
not be able to access the location of legitimate devices. For example,

Eve’s PSR is different

()
Figure 5: Overview of KEP
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Eve’s RSS value is different

(d)

in a smart home scenario, the user can use WiFi to control ZigBee
applications while the attacker does not have access to the user’s
house, where the legitimate devices are located. We also assume that
Eve has complete knowledge of the proposed method. Specifically,
we consider the following attack scenarios:

o Eavesdropping: Eve attempts to eavesdrop every transmission
between WiFi and ZigBee. This attack is stealthy since Eve only
passively senses the CTC channel between WiFi and ZigBee devices.
o Spoofing Attack: Eve tries to impersonate legitimate WiFi or Zig-
Bee devices. It can either transmit unauthorized WiFi symbols to
ZigBee using a physical layer emulation technique or communicate
with ZigBee using packet-level CTC.

o Predictable Channel Attack: Eve tries to introduce predictable
changes to the wireless channel by making planned movements
between Alice and Bob. By doing this, Eve can vary the distribution
of PSR and predict the actual received PN Sequence at Bob’s side.

3 PROTOCOL OVERVIEW

1) WiFi Symbol Sequence Transmission. As shown in Figure
5 (a), to perform key establishment between Alice and Bob, Alice
first transmits a predefined WiFi Symbol Sequence SY that con-
tains n WiFi symbols. This symbol sequence contains all possible
WiFi symbols that can be used to emulate ZigBee signals, which
is publicly known by Alice, Bob and Eve. Both the legitimate Zig-
Bee device Bob and the attacker Eve can receive S}V and conduct
demodulation to get the ZigBee PN sequences (in Section 4.1).

2) Transformation Matrix Generation. As shown in Figure 5
(b), we denote the actual received PN Sequence and the set of the
entire actual received PN Sequences as PN; and S}% , respectively.
Specifically, after receiving Sg , Bob compares the PN; with the
predefined WiFi symbol sequence SXV to calculate the PSR. Since
four WiFi symbols construct one ZigBee PN sequence, the total
number of actual received PN sequences (m) will satisfy m < Z.
Then, according to PSR, Bob generates the multiple Transformation
Matrices, which maps SY to Sg . For example, in Figure 5 (b), the
transformation matrix M; maps the first four WiFi symbols (S1,
S2, S3 and S4) to the PN sequence PN; while the total number of
different transformation matrices is equal to the number of actual
received PN sequences m. On the contrary, since Eve is located at
a different place, its demodulation results are different from those
of Bob. In this example, Eve receives Sﬁ = PN3PN;PNs...PNg and
the corresponding transformation matrix for the first four WiFi
symbols is Mf (in Section 4.2).

3) Key Generation. In KEP, the legitimate ZigBee device (Bob)
is in charge of key generation. The bit string for the secret key
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PN, PN, PN, PN,

51525354 53565258 575115559 51351857510
WiFi Symbol Sequence S
Figure 6: An example of WiFi Symbol Sequence S}V

should be Suitably Long and Statistically Random. Specifically, Bob
constructs the secret bits according to the transformation matrix
M. First, Bob will calculate the eigenvalues of each transformation
matrix M. Then, these eigenvalues will be normalized and converted
into secret bits using a quantizer. We also need to note that due
to the imperfection emulation and the dynamic wireless channel
conditions, the number of chip errors for some emulated ZigBee PN
sequence may exceed the chip tolerance threshold, which cannot
be recognized by Bob. To overcome this challenge and generate
enough number of transformation matrices, we use a predefined bit
sequence to indicate the demodulation failure. A simple example
is illustrated in Figure 5 (c). The secret bits generated by Bob are
1000 and 0100 for PN; and PNy, respectively. However, due to chip
errors, the PN sequence from Sy to Si2 cannot be demodulated
(denoted as X in the figure). In this case, KEP uses 0000 to indicate
the demodulation failure. In contrast, since Eve’s transformation
matrix is different, it gets 1100, 1000 and 1010 based on Mf (in
Section 4.3.2).

4) Key Delivery. In Figure 5 (d), to deliver the key to Alice, Bob
informs Alice of the the generated key using Z2W CTC techniques
[13, 19]. Specifically, Bob controls its transmission power to indi-
cate the generated secret bits while Alice senses its Channel State
Information (CSI) or Received Signal Strength (RSS) to demodulate
the signal. In contrast, since Eve’s channel is independent from the
channel between Alice and Bob, the detected CSI or RSS values are
different and useless. (in Section 4.3.3)

5) Communication Compensation. At last, as shown in Figure
5 (c), the symbols from Sy to Sz in SZV are not successfully demod-
ulated, which means the corresponding WiFi symbols cannot be
utilized for WiFi to ZigBee communication. In this case, to improve
communication reliability, Alice will use other WiFi symbols that
have been successfully demodulated as ZigBee PN sequences to
represent this ZigBee PN sequence X. (in Section 4.4)

4 DETAILED PROTOCOL

In this section, we first answer the challenge of how to extract and
measure the features of the wireless channel between WiFi and
ZigBee devices in sections 4.1 and 4.2. Then, in section 4.3, we show
how to convert these features into secret bits. At last, we show how
to improve communication reliability in section 4.4.

4.1 WiFi Symbol Sequence Transmission

To perform key establishment, the first step is to transmit a prede-
fined WiFi Symbol Sequence S} from Alice (WiFi). This sequence
will be used for PSR calculation by Bob (ZigBee). Specifically, SW
should satisfy the following requirements: i) The number of sym-
bols in SV should be large enough for Bob to conduct PSR analysis
and generate a sufficiently long secret key; ii) The WiFi symbols

416

AisaCCS 24, November 15-19, 2021, Singapore

in 8} should emulate all desired 16 ZigBee PN sequences so as to
know which ZigBee PN sequence cannot be demodulated; and iii)
Each ZigBee PN sequence should be emulated by different combina-
tions of WiFi symbols in order to improve the uncertainty at Eve’s
side. For example, as shown in Figure 6, PN sequence PN can be
emulated by two different WiFi symbol combinations S15253S4 and
535¢52Sg while S7511S5559 and S135185751¢ are used to emulate PN
sequence PN;. Therefore, the WiFi symbol sequence SY should
contain all these WiFi symbol combinations. In practice, since there
are 16 desired ZigBee PN sequences [2], the combinations of WiFi
symbols in s}}’ should be able to emulate all these PN sequences.

The selections of the WiFi symbols are challenging. Specifically,
a ZigBee channel is overlapped with 7 WiFi subcarriers. Therefore,
for a 64-QAM WiFi, there are 647 (242) different WiFi symbol com-
binations for a 4yus WiFi transmission. Since a ZigBee PN sequence
consists of four WiFi symbols, the total number of WiFi symbol
combinations is (242)4 = 2168 According to the dynamic properties
of the wireless channel, some of the WiFi symbol combinations
will never be recognized as the ZigBee signal by Bob. However, in
practice, due to the large number of WiFi symbol combinations, it
is difficult for the WiFi device to find out the suitable WiFi Symbol
Sequence SXV .

To overcome this challenge, in KEP, the WiFi device (Alice) only
needs to select a limited number of combinations. The selections
are based on the Euclid Distance between the desired ZigBee signal
(desired ZigBee PN sequence) and the actual WiFi QAM points.
Specifically, as shown in Figure 7 (a), the WiFi device will find out
the nearest QAM point with minimal Euclid Distance according to
the desired ZigBee signal. This point is the optimal point for ZigBee
signal emulation. Since ZigBee (Bob) uses a 32-bit PN chip sequence
for chip error tolerance, some of the WiFi QAM points near the
optimal point can also be used to emulate the ZigBee signal. In KEP,
the points within the Euclid Distance 7 of the nearest QAM point are
also selected for ZigBee signal emulation, which is shown in Figure
7 (b). As a result, the WiFi only needs to transmit a limited number
of combinations of WiFi symbols to the ZigBee receiver while still
amplifies the uncertainty at Eve’s side. Formally, the total number
of combinations can be estimated as (A%Tz)zs, where A is the total
number of the QAM points in the constellation diagram while S is
the area of the constellation diagram. In practice, A and S can be
determined by the actual WiFi QAM formats. The determination of
the Euclid Distance 7 is more tricky. If 7 is too small, it will be hard
for the ZigBee device to analyze the PSR. If 7 is too big, multiple
emulated signals will not be recognized by the ZigBee device. In
our evaluation, for a 64-QAM WiFi, 7 is set to 4 to conduct efficient
key establishment.

4.2 Transformation Matrix Generation

In this section, we first introduce the Chips Extension to model
the relationship between the desired PN sequence and the actual
received PN sequence. Then, we introduce the detailed Transfor-
mation Matrix Generation process.

4.2.1 ChipsExtension. After receiving the WiFi symbol sequence
SY from Alice, Bod should generate the transformation matrix M.
In KEP, the transformation matrix M is generated according to
the relationship between the desired PN sequences and the actual
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Figure 7: (a) The WiFi device finds out the nearest QAM
point. (b) The QAM points within 7 are selected for signal
emulation.

received PN sequences. Formally, we define the PN sequences that
WiFi (Alice) wants to emulate as the desired PN sequence S[Z)
while the actual received PN sequence by the legitimate ZigBee
device (Bob) is denoted as Sg . Then, M is calculated according to
the differences between SIZ) and Sg . As mentioned in section 2.1,
due to the imperfect emulation and the dynamic wireless channel
conditions, there will be mismatches between S[Z) and S}Z, . Since
the imperfect emulation is determined by the fixed 802.11 physical
layer, the corresponding mismatches can be predicted while the mis-
matches introduced by the imperfect wireless channel conditions
are hard to predict. Therefore, by calculating the transformation
matrix, we can measure the randomness in the wireless channel
for key establishment.

For the ZigBee device Bob, the WiFi Symbol Sequence S} and
its corresponding desired ZigBee PN sequence SBV are publicly
known. Therefore, after receiving the transmissions from Alice,
Bob can easily compare SEV with its actual received PN sequence
SIZ, to obtain the transformation matrix M. Formally, a PN sequence
iin Sg and Sg can be represented as sg(i) and sg(i), respectively.
The element in the ith row jth column of M is denoted as m;;. Then,
we have:

sg(l) miai .. 0 sg(l)

: ¢Y)
Mnn sg(n)
As shown in this equation, the matrix M dynamically reveals
the impact of the imperfect emulation and the wireless channel
conditions. To calculate each element m in M, it is necessary to
quantize sg(i) and sg (i). In KEP, we use the complex values of

the samples in sg(i) and the chips in each s}% (i) for quantization.
However, since the sampling rate of WiFi is 20MHz while the chips
rate of ZigBee is 2MHz, the number of samples in sg(i) is 10 times
as high as the number of chips in sg (). As a result, the mismatches
between sIZ)(i) and sg (i) make the above equation hard to solve.
To overcome this challenge, we introduce a chip extension scheme
to extend the number of chips in sg (i). Specifically, for a single
chip @;(i) in the actual received PN sequence s}% (i), we calcu-
late the Euclidean Distances between «;(i) and the correspond-
ing 10 samples (Bj_4(i), ..., fj+5(i)) in the desired PN sequence
sg(i). The distances between a (i) and these 10 samples are repre-
sented as dj_4(i),dj-3(i), ...,dj(i), ..., dj45(i). Then, to extend the
chip a;(i), KEP calculates the weight w of each distance using
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D EATION
aj(e) can be calculated as aj(e) = wdj(,-)dj(i) + aj(i). By using
this approach, a single chip is extended to 10 chips.

W, (i) = At last, the corresponding extended chips

4.2.2 Transformation Matrix Generation. Based on the extended
chips, a 10X 10 matrix m’ that transfers 10 WiFi samples to extended
chips can be represented as:

aj-4(i) myy e migg [ Bj-a(d)
=] : : )
ajs(1) Mo Mlo,10 Bjs (i)

In this equation, the matrix m’ is defined as the basic matrix,
which represents the estimated channel from WiFi to ZigBee. Bob
can solve m’ by using the Least Squares Estimation approach [3].
Since the element m in the transformation matrix M is composed
by multiple m’, M can be calculated by conducting chips extension
for each chip and solving basic matrices.

4.3 Key Generation and Delivery

In this section, we first introduce Feature Extraction and Key Gen-
eration process. Then, we show how to deliver the key.

4.3.1 Feature Extraction. KEP utilizes the transformation ma-
trix M for Key Generation. Specifically, for each basic matrix m’,
Bob first calculates its corresponding eigenvalues A ...)L;’(‘)/. Since
the element m in the transformation matrix M is composed of mul-
tiple m’, the legitimate ZigBee device Bob can get a sequence of
eigenvalues for each element m by calculating the eigenvalues of ba-
sic matrixes. These eigenvalues can be considered as the vibrations
of the the wireless channel and the measurement of PSR.

Based on these eigenvalues, Bob will conduct normalization to

. . £y / . .
get the normalized eigenvalues A" . The normalization process can

. Tm AT A .
be done by using: A" = —L—m28 Then, Bob will construct a
/lmax Amin

normalized eigenvalue sequence which contains all the normalized
eigenvalues of the transformation matrix M. A simplified example
is shown in Figure 8. Each box contains a normalized eigenvalue
and every 10 values correspond to one basic matrix m’. Since a
ZigBee chip sequence contains 32 chips, every 320 normalized
eigenvalues correspond to an element m in the transformation
matrix M. Therefore, final sequence contains all the normalized
eigenvalues corresponding to all the elements in the transformation
matrix M. At this point, since Eve receives a different PN sequence,
the normalized eigenvalues generated by Eve are different.



Key Establishment for Secure Asymmetric Cross-Technology Communication

ym’ S\'m'
o n

Normalized Eigenvalue Sequence

N ——
m m
AT Az

Figure 9: Each normalized eigenvalue in the sequence is com-
pared with g = 0.5. If it is larger than g, the corresponding
secret bit will be 1. Otherwise, the secret bit will be 0.

4.3.2 Key Generation. In KEP, Bob generates the secret key
based on the normalized eigenvalues. Assume the sequence of nor-
malized eigenvalues generated by Bob is A, ..., A’ Based on this
sequence, Bob will create a quantizer Q(A) that serves as the refer-
ence levels for each normalized eigenvalue, which can be modeled
as:

1 (4>

o) = { N
0 (A<gq)

According to this quantizer, Bob will check each normalized eigen-
value A to determine the corresponding secret bit. For the normal-
ized eigenvalue that is larger than g, its corresponding secret bit
will be 1. Otherwise, its corresponding secret bit will be 0. In prac-
tice, the value of g can be determined by the distribution of the
normalized eigenvalue in order to make the distribution of 0 and 1
more random.

A simplified example is shown in Figure 9. q is set to 0.5 and
each eigenvalue is represented with the secret bit 0 or 1 accordingly.
In practice, the value of g can be determined by the distribution
of the normalized eigenvalue in order to make the distribution of
0 and 1 more random. We also need to mention that due to the
imperfect emulation, some of the desired PN sequence sg(i) may
not be recognized as the ZigBee signal. In this case, there will be
no corresponding actual received PN sequence sg (i) at Bob’s side.
As a result, Bob cannot calculate the normalized eigenvalues for
these unrecognized PN sequence. In our protocol, Bob uses some
predefined bit strings (e.g., 0000) to represent these unrecognized
ZigBee signals.

®)

4.3.3 Key Delivery. To deliver secret keys to Alice, the key idea
is to use the packet-level ZigBee-to-WiFi CTC technique, which has
been introduced in ZigFi [18] and Amphista [37], etc. Specifically,
Bob conducts ZigBee-to-WiFi (Z2W) communication by varying its
transmission power. For the WiFi device Alice, it can demodulate
the message by measuring the amplitude of the Channel State In-
formation (CSI). On the contrary, since Eve is located at a difference
place, the CSl measurement at Eve’s side is different. Moreover, even
if Eve has complete knowledge of the locations of Bob and Alice,
due to the random spatial and temporal variation of the wireless
channel, it is still difficult for Eve to estimate the Alice’s CSI.

In practice, to initialize Z2W CTC, Bob and Alice are required to
coordinate with each other to determine the optimal power range,
which may leak some useful information to Eve. To secure the
Z2W CTC, KEP uses the actual received PN sequence to estimate
optimal power range. Specifically, the ZigBee device Bob senses the
Received Signal Strength (RSS) for the received PN sequences. Then,
Bob will estimate the channel distortions based on the RSS value.
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Since Bob will send the response immediately after receiving the
actual received PN sequence, the variations of channel distortions
can be ignored. Therefore, Bob can predict the channel distortions
with relatively low errors. Formally, the power level P’ detected
by Alice can be formulated as:

Py =Pi +G* — L% —Lps — Ly +G" ~ L @)
where P%X, G* and L? represent the transmission power, antenna
gain, and transmitter losses of Bob, respectively. Lrs and Ly de-
note the path losses and miscellaneous losses while G* and LY
represent the antenna gain and the transmitter losses of Alice. The-
oretically, since Bob already knows its own transmission power
PZ, antenna gain G* and transmitter losses L?, it only needs to
estimate Lpg, Ly, G* and LY. However, in practice, since Alice
and Bob’s antennas are not strictly calibrated, they cannot estimate
the antenna gain and transmitter losses accurately. To overcome
this challenge, in KEP, Bob leverages the detected power level P,
from the WiFi-to-ZigBee CTC. Specifically, during the WiFi Symbol
Sequence Transmission process, the power level detected by Bob
can be represented as:

©)

where P, represents the transmission power of Alice. From equa-
tion 4 and 5, the power level Py, detected by Alice can be estimated
by using Py = P7., + P§, — P}, . Since the transmission power of
Alice P%"X is normally set to a fixed value (i.e., 0dBm, 10dBm and
20dBm), by controlling the transmission power P;X, Bob can esti-
mate the detected power level at the Alice’s side. On the contrary,
it is difficult for Eve to estimate G, L, Lgs, Ly, G*, and L* at the
same time. Even if we assume that Eve knows the models of the
antennas (i.e., Eve knows G" and G7), the transmitter losses, path
losses, and miscellaneous losses still vary from device to device.
Therefore, Eve cannot get the secret keys by eavesdropping the
communication.

Piy = P¥y +GY — LY — Lps — Ly + G* - L

4.4 Communication Compensation

In KEP, we introduce a communication compensation scheme dur-
ing the key establishment process to simultaneously overcome the
unreliability introduced by the imperfect emulation and dynamic
wireless environments. Specifically, since KEP uses predefined bit
strings to represent the unrecognized PN sequences, Alice will
check if the received secret key contains these bit strings and dis-
card the corresponding WiFi symbol combination in sg (i). As men-
tioned in the section 4.1, the WiFi device can use multiple different
combinations to emulate a single ZigBee PN sequence. Alice can
always select the combination with the minimal Euclid Distance
between the WiFi QAM point and the desired ZigBee signal for
signal emulation.

We also need to mention that it is possible that all the corre-
sponding WiFi symbol combinations for some specific ZigBee PN
sequences cannot be recognized as ZigBee signals. In this case, Alice
will use the WiFi symbol combinations that have been recognized
as the ZigBee signal to represent these PN sequences. For example,
assume the ZigBee PN sequences PN; and PN can be emulated by
the WiFi symbol combinations S1525354 and 55565753, respectively.
After receiving the secret key, Alice finds out that the emulated
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Figure 10: Evaluation setup in the smart building scenario.

signal PN cannot be recognized while PN3 can be detected by Bob.
In this case, Alice will use n consecutive combinations of S55¢57Ss
to represent PN for reliable communication. For the ZigBee de-
vice Bob, once it receives n consecutive PN sequences PNy, it will
consider these sequences as PNj.

5 SECURITY ANALYSIS

In this section, we discuss how KEP defends against three attacks:
Eavesdropping, Spoofing and Predictable Channel attacks.

o Eavesdropping. Eve is located at a different place and is pas-
sively eavesdropping the communication between Alice and Bob.
As mentioned in section 2.1, for the communication from Alice to
Bob, the PSR distributions between Eve and Bob are different. In
other words, Eve cannot get any useful information for key gen-
eration. For the communication from Bob to Alice, since Eve has
independent channel variations, it is hard for Eve to predict the
change of CSI values. Moreover, the communication compensation
is based on Bob’s demodulation results, which is useless to Eve. As
a result, Eve cannot get any useful information and will also suffer
high packet loss ratio.

o Spoofing Attack. For the spoofing attack, we assume Eve
may somehow manage to get the secret key. Then, Eve can actively
impersonate Alice (WiFi) or Bob (ZigBee) without revealing its
presence. Our approach can effectively detect Eve in this scenario.
For example, if Eve transmits the fake messages Sg to Bob, Bob
can compare the desired PN sequence and the actual received PN
sequence Sg to detect the potential attack. Specifically, the ZigBee
device demodulates the emulated signal based on the phase infor-
mation. The differences between Sg and Sg reveal the phase offset
between the emulated signal and the desired signal. The major
contributions to the phase offset are imperfect emulation, channel
variations, hardware defects (i.e., carrier frequency offset f, sam-
pling frequency offset f;, detection delay t; and phase lock loop
error p).

Formally, the phase of the desired signal can be represented as
04 while the phase offset introduced by channel variations can be
represented as 8.. Therefore, the phase of the actual received signal
0 at time t can be calculated as: 0, = 0;— 0. — (2xfet+2xfsty+0p).
Since 6, and 6, are known by Bob, Bob can analyze the channel
variations and hardware defects by simply using 0, — ;. However,
when Eve transmits the emulated PN sequence S}V to Bob, some
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of the received PN sequences at Bob’s side will be significantly
different from the prediction. Then, Bob may consider that a po-
tential attacker is trying to conduct the spoofing attack. Similarly,
when Eve impersonates Bob, it does not know the accurate RSS or
CSI information measured by Alice. Therefore, Eve can only make
guesses to vary its transmission power. As a result, Alice will expe-
rience high bit error rate, which implies that the spoofing attack
may be occurring. Therefore, by setting the proper Bit Error Rate
Threshold, Alice may detect the spoofing attack. Even if we assume
that Eve luckily transmits some messages to Alice with a low bit
error rate, Alice can still detect the spoofing attack by checking
the PSR of the received messages. The abnormal PSRs may imply a
potential spoofing attack.

e Predictable Channel Attack. Eve may also want to create
desired and predictable changes in the channel by making planned
movements between Alice and Bob. This attack mainly focuses
on the prediction of RSS or CSI value, which makes RSS-based or
CSI-based key generation methods vulnerable [20]. However, since
KEP utilizes PSR for key extraction, it will be harder for Eve to
predict the PSR changes. Specifically, instead of converting CSI
or RSS into bits, KEP converts the actual received signals (ZigBee
chips) into bits. Since the ZigBee device updates its chip every 1pus,
it is much faster than the update rate of CSI (4 ps for WiFi) and RSS
(i.e., the update rate is at millisecond level). Therefore, KEP is more
sensitive than the coarse CSI or RSS measurement, which makes it
hard for the attacker to conduct predictable channel attacks.

6 IMPLEMENTATION AND EVALUATION

We extensively evaluate the performance of KEP under various
scenarios and settings. In this section, we first introduce the experi-
ment implementation. Then, we show the experiment results and
the security insights of KEP.

6.1 Implementation

We implement the legitimate WiFi device (Alice) using a WiFi com-
pliant USRP B210 [6]. Alice utilizes the physical layer emulation
technique to communication with the ZigBee device (Bob) [22]. To
extensively evaluate KEP and get physical layer raw data, we also
implement the Bob part of KEP on USRP B210 according to the
802.15.4 standard. The Attacker (Eve) is implemented using a high
performance USRP X300 with a UBX160 USRP Daughter Board
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[5]. The transmission power of Alice varies between 0dBm, 10d Bm
and 20dBm and the 7 is set to 4. To evaluate the communication
reliability, we choose the most related physical-layer emulation
approach - WEBee [22] as our baseline.

We evaluate KEP in the smart building scenario with Line-of-
Sight (LoS) and Non-Line-of-Sight (NLoS) settings. In Figure 10a,
Alice, Bob and Eve are in the LoS scenario while Bob and Eve are
placed in different rooms (NLoS scenario) in Figure 10b. The dis-
tance between Alice and Bob varies from 10m to 40m. To effectively
attack Alice and Bob and remain stealthy, the distances of Eve to
Alice and Eve to Bob vary from 10m to 25m. Each experiment is re-
peated 1000 times and we show the average value of the experiment
results.

6.2 Evaluation Metrics

In this work, we define four metrics to evaluate KEP.

e Secret Bit Generation Rate. In KEP, Secret Bit Generation
Rate (sBGR) is defined as the number of secret bits generated over
the entire time of the key establishment process, including WiFi
Symbol Sequence Transmission, Transformation Matrix Generation,
Key Generation, and Key Delivery.

e Eavesdropping PN Sequence Error Rate. The adversary
may eavesdrop the transmissions from Alice to Bob. To evaluate
the effectiveness of KEP, we define the Eavesdropping PN Sequence
Error Rate (EPR) as the number of the wrong PN sequences (PNp)
received by the adversary (Eve) over the total number of actual
received PN sequences (PNj,) at Bob’s side, which can be calculated
as: EPR = e

e Secret Bit Error Rate. The Secret Bit Error Rate (sBER) is
defined as the number of error bits received by Eve over the number
of bits transmitted from Bob.

¢ Spoofing Attack Detection Rate. We define the Spoofing
Attack Detection Rate as the number of detected spoofing attack
tests over the number of attack tests.

Figure 12: Secret Bit Error
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6.3 Evaluation Results

6.3.1 Secret Bit Error Rate. Figure 11 and Figure 12 show the
Secret Bit Error Rate (sBER) for Eve in both LoS and NLoS scenarios.
The transmission power of Alice varies from 0dBm to 20dBm. The
sBER for all these experiments are close to 50% regardless of the
changing of transmission powers and the communication distances.
This is because Eve’s PSRs are different from Bob’s PSRs. Since
the imperfect emulation is introduced by the limitations of the
802.11 physical layer and the variations of wireless environments,
the increase of transmission power or decrease of communication
distances cannot eliminate the imperfect emulation. As a result, the
performance of eavesdropping is similar to a random guess.

6.3.2 Eavesdropping PN Sequence Error Rate. Figure 13 and
Figure 14 show the experiment results of Eavesdropping PN Se-
quence Error Rate (EPR). The transmission power of Alice also
changes from 0dBm to 20dBm. As shown in these two figures, the
Eavesdropping PN Sequence Error Rates are almost 1 for both cases,
which means the actual received PN sequences for Eve are totally
different from Bob. These two experiments explain why the sBER
for Eve are around 50%. Since the actual received PN sequences are
different from Bob, Eve cannot get the correct normalized eigenval-
ues for key generation. We can also observe that as transmission
power of Alice increases and distance decreases, the EPRs for both
cases are slightly reduced. However, even for the worst case, the
EPR is still as high as 0.993, which is still not enough for Eve to get
the correct secret bits.

6.3.3 Secret Bit Generation Rate. Figure 15 shows the secret
bit generation rate (SBGR) under different communication distances
and transmission powers. Specifically, when the distance between
Alice and Bob is 10m, the secret bit generation rates are higher than
1000bits/sec and 900bits/sec for LoS and NLoS scenario, respec-
tively. Therefore, for both cases, it only takes Bob no more than
0.3 seconds to generate a 256-bit key. When the distance reaches
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Test P-value
Monobit Frequency  0.7237
Runs Test 0.8509
Approx. Entropy 0.9301
Random Excursions 0.5868

Table 1: The randomness tests on secret bits

40m, the secret bit generation rates for LoS and NLoS are around
200bits/sec and 130bits/sec, respectively. This is because the com-
munication rate between WiFi and ZigBee reduces as distances
increase. However, even in this scenario, it still only takes around 2
seconds to finish the key establishment. Compared with traditional
key agreement approach that requires tens of seconds [23], our
approach is much faster and efficient.

6.3.4 The selections of t. Figure 16 shows the EPR with different
selections of 7. In this experiment, Eve is placed 20m from Alice and
the transmission power of Alice is set to 10dBm. We can observe
that the EPR increases rapidly with the increase of 7. This is because
a bigger 7 gives Alice more choices to determine the WiFi symbols
for ZigBee PN sequence emulation. In addition, a bigger r also
increases the number of WiFi symbols in the WiFi Symbol sequence
S¥, which increases communication uncertainty at Eve’s side. We
also need to mention that even if 7 is set to 1, EPR is still around 50%
in the worst case (20 dBm NLoS). This is because Eve is located at a
different position. As mentioned in section 2.2, the PSRs are similar
if and only if the receivers are very close to each other. Therefore,
even in this case, Eve is still suffering high uncertainty.

6.3.5 Communication Reliability. Figure 17 and Figure 18 show
the comparisons of Packet Reception Ratio (PRR) between KEP and
WEBee. In these experiments, the packet size is set to 48 Bytes. As
we can see from these figures, the packet reception ratio of KEP
shows great advantages over WEBee. This is because the key estab-
lishment process of KEP offers an opportunity for the WiFi to better
understand the channel conditions and the imperfect emulation.
Moreover, for the unrecognized emulated signal, the WiFi device
can leverage multiple compensated symbols to conduct reliable
WiFi-to-ZigBee communication. On the contrary, WEBee does not
have the feedback process. As a result, the PRR for KEP is around 2
times as high as that of WEBee.

6.3.6 Randomness of Generated Secret Bits. We study the
randomness of the generated bits in Table 1. To conduce this experi-
ment, we ran a few tests using the NIST test suite [9]. In each test, if
a p-value is larger than 0.01, the generated secret bits should be con-
sidered as random bits. As we can see from the testing results, the
secret bits generated by KEP show high randomness. In particular,
the approximate entropy is very close to 1, which means that the
generated sequence follows the randomness requirements in NIST.
This is because KEP not only takes the imperfect emulation into
consideration but also considers the randomness of the wireless
channel. Therefore, we believe that the KEP is sufficient to secure
the asymmetric CTC between WiFi and ZigBee.

6.3.7 Spoofing Attack Detection Evaluation. We study the
performance of KEP against the spoofing attack. In these exper-
iments, Eve is placed 20m from Alice. It can either impersonate
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Alice to perform key establishment with Bob or impersonate Bob
to deliver wrong keys to Alice. The transmission power of Alice is
set to 10dBm.

In Figure 19. we show the Spoofing Attack Detection Rate with
different Bit Error Rate Thresholds. In this experiment, Eve im-
personates Bob and tries to transmit wrong secret keys to Alice.
As shown in this figure, the Spoofing Detection Rate reduces as
the Bit Error Rate Threshold increases. When the Bit Error Rate
Threshold reaches 0.45, the Spoofing Detection Rate is lower than
0.1 (10%). This is because a high Bit Error Rate Threshold allows Eve
to make more ’mistakes’ without being identified as the spoofing
attack. However, in this case, due to the high bit error rate, since
the Alice and Bob also cannot perform reliable cross-technology
communication, they can restart the key establishment process and
communication compensation process to eliminate the harmful
impacts of Eve.

In Figure 20, we also study the corresponding Detection False
Positive Rates with different Bit Error Rate Thresholds. As we can
observe in this figure, although a lower Bit Error Rate Threshold
(0.1) will give Alice a higher Spoofing Detection Rate, the Detection
False Positive Rate is also higher than 0.8. This is because Alice
misclassifies the communication from legitimate ZigBee to WiFi
device as potential spoofing attack. As the Bit Error Rate Threshold
increases, the Detection False Positive Rate reduces rapidly. When
the Bit Error Rate Threshold reaches 0.3, the Detection False Pos-
itive Rate drops to around 0.08. However, even in this case, the
Spoofing Attack Detection Rate is still as high as 0.8 in Figure 19.
This experiment proves our security analysis in section 5, by setting
a proper Bit Error Rate Threshold, Alice can detect the spoofing
attack with a low Detection False Positive Rate.

7 RELATED WORK

The related work can be categorized as two parts: I. Cross-technology
Communication and II. Secret Key Generation.

I. Cross-technology Communication: Researchers have proposed
many innovative techniques that enable CTC among heterogeneous
IoT devices (e.g., WiFi, ZigBee, and Bluetooth). Pioneering works
mainly use packet-level modulation to achieve CTC, such as Free-
Bee [21], EMF [12], B2W? [14], and C-morse [34], etc. For example,
FreeBee [21] enables communication between WiFi and ZigBee by
modulating the intervals of WiFi beacons. BZW? [14] uses the WiFi
CSI to demodulate the BLE data while C-morse [34] uses WiFi to
transmit long and short packets to construct Morse codes. However,
since the duration of a wireless packet is in the range of millisec-
onds, the throughput and communication range of packet-level
CTC are limited. To improve the throughput, the most recent and
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widely applied work - WEBee [22] first proposes the physical layer
emulation technique to directly conduct communication from WiFi
to ZigBee. However, due to the limitations of 802.11 physical layer,
the emulated signal cannot perfectly match the desired ZigBee
signal, which sacrifices the communication reliability.

II. Secret Key Generation: Channel characteristics have been
studied by many researchers for key generation [10, 24, 26, 28, 30].
For example, [10] uses a rotating directional antenna to generate
secret bits between two ZigBee nodes. [24] and [28] use multiple
characteristics such as channel impulse response and amplitude
measurements for key agreement. The spatial correlation is also
studied for key generation [16]. Hu-Fu [30] uses inductive coupling
of two adjacent RFID tags and signal randomization to provide
physical layer security.

Different from the above approaches, KEP is the first study on
the security problem with the coexistence of heterogeneous IoT
devices (i.e., WiFi and ZigBee). In our work, we discover PSR and
utilize it for CTC key establishment. Moreover, instead of sacrificing
the performance of CTC, KEP almost doubled the communication
reliability at the same time.

8 CONCLUSION

This paper presents KEP, an advanced key establishment protocol
that mainly focuses on heterogeneous IoT devices to support secure
WiFi and ZigBee communication. Compared with traditional key
establishment solutions, KEP has four unique advantages: i) it is the
first work that focuses on the security issues in CTC; ii) it in-depth
explores the WiFi-to-ZigBee CTC and discovers an unique feature
called PSR for secret key establishment; iii) it can generate a strong
secret key and effectively defend against multiple attacks; iv) it can
double the communication reliability at the same time. We conduct
extensive experiments in real-world settings to evaluate KEP and
the results prove the effectiveness of our design. We believe KEP
will not only allow more secure and reliable communication among
heterogeneous IoT devices but also open a new direction for future
secure CTC techniques.
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