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ABSTRACT

Physical layer security is a common concern in dual-function radar
communications (DFRC) because of sharing of information be-
tween different emitters. We study covert communications between
a DFRC unit and multiple legitimate users, with assistance from an
intelligent reflecting surface (IRS). The system has multiple targets
that need to be detected, and each target is collocated with a warden
trying to detect the ongoing communication. We seek to maximize
the worst-case data rate across users under radar detection con-
straint and covertness constraint. To this end, we superpose artificial
noise with our message signal so that the wardens’ received signal
statistics do not change significantly if communications suddenly
starts. We formulate a highly non-convex optimization problem to
determine the passive beamforming scheme for the IRS and active
precoding scheme at the transmitter, and solve it using a combina-
tion of auxiliary matrices, alternating optimization, and a variant
of stochastic gradient descent. Finally, we validate the proposed
algorithm numerically.

Index Terms— Covert communications, dual-function radar-
communications, intelligent reflecting surfaces, multicasting, war-
dens.

1. INTRODUCTION

Research on radar-communications coexistence seeks to alleviate
spectrum congestion resulting from the growing demand for spec-
trum resources [1]. Dual-function radar-communications (DFRC)
systems enable shared hardware and frequency bands for radar and
communications [2], enhancing spectrum utilization, reducing costs,
expanding device versatility, and improving overall performance [3].
However, this integration introduces security concerns due to the
use of identical waveforms, making communications vulnerable to
unauthorized detection [4]. Conventional encryption may prove in-
sufficient when facing supercomputers and parallel computing by
adversaries [5-7]. To address these challenges, covert communica-
tions [8-10] emerges as a solution, emphasizing securing communi-
cations from detection rather than solely safeguarding sensitive in-
formation. Common strategies for covert communications include
techniques like jamming [5, 11, 12], leveraging node mobility [13],
using relay or auxiliary nodes [14, 15], and employing intelligent
reflecting surfaces (IRS) [16-18].

The threat of detection of communications is more pronounced
in MIMO (multiple-input multiple-output) antenna-based DFRC
systems [19]. It has been shown in [20] that when artificial noise
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is permitted for use in MIMO communication, we can find an opti-
mal jamming power to achieve the covert transmission rate with the
given transmit signal power. Therefore, MIMO DFRC systems com-
monly transmit communications and artificial noise simultaneously
to confuse potential wardens [19, 21].

It was shown in [22] that introducing an IRS can improve covert
communications performance. This concept gained notable traction
following the work [18] which demonstrated that flawless covert-
ness can be achieved even with a single antenna transmitter, when
accompanied by an IRS. Given its focus on reconfiguring wireless
channels, IRS technology aligns well with transceiver design tech-
niques [23]. Another recent paper [24] handled the multiple tar-
get/ED and multicast traffic problem for secrecy, but under perfect
channel gain information at the transmitter and the IRS. We have
seen [25] solve a problem similar to ours using symbol precoding
and using different symbols for secure and public users, while [26]
solves the problem with a single eavesdropper and uses game theory
based optimization. Our work however relies on channel precoding
and artificial noise to manipulate channel characteristics for covert
communications in IRS-aided DFRC.

The main contributions in this paper are the following: (i) we
formulate the problem of maximizing worst-case data rate to the
legitimate users, under transmit power constraint, covertness con-
straints for multiple wardens, and SNR constraint for each target
detection, and (ii) we solve the highly non convex problem using
a combination of alternating optimisation, auxiliary matrices and si-
multaneous perturbation stochastic approximation (SPSA [27]).

Notation: We denote all sets in calligraphic font (e.g., X’) and
| X'| denotes it’s cardinality. Given any integers (m, n) and am X n
matrix U, let U7 and U* denote its transpose and conjugate trans-
pose respectively. |U| denotes the determinant of a square matrix.
Similarly given any integer m and a length-m vector u, it’s trans-
pose is denoted by u”'. Hence a matrix can be expressed in the form
U = [uy, ug, ..., u,] where u; denotes the i-th column vector. Let
CN(0,X) denote a circularly symmetric complex Gaussian vector
with zero mean and covariance 3.

2. SYSTEM MODEL
We consider a DFRC system comprising a N7 X N7 MIMO radar
system, L authorized communications users each having Nr receive
antennas, one VN x /N IRS, and K single antenna wardens col-
located with K targets [28], as illustrated in Figure 1.

The channel gain matrix H,..x = Brar(fk)ar(x)” €
CNTXNT g for the path from the radar to the k-th target and
back to the radar. Here, (i represents the complex reflectiv-
ity linked to atmospheric attenuation and the radar cross-section

(RCS) of the target. The parameter 6 corresponds to the az-
imuthal positioning of the target with respect to the radar. The

vectors ar(fx) = [L, e Kdrsin(Ok) i B (Np—1)dr sin())T
and ar(0x) = [1, eI dr sin(0p) eI B (Np—Ddr Si“(g’“)]T sym-
ICASSP 2024

Authorized licensed use limited to: Rutgers University Libraries. Downloaded on September 04,2024 at 17:38:17 UTC from IEEE Xplore. Restrictions apply.



bolize the transmit and receive steering vectors associated with the
k-th target. In these expressions, d, and A denote the spacing be-
tween radar antenna elements, and the wavelength of the transmitted
signal, respectively.

K
I'(t) = Z Hrtr,kx(t - Trtr,k)ejwrw’kt
k=1

K
+ > Hyp o Hig o ®H X (E — Tpipr )/ Oritrkt
k=1
K
+ Z H;r ®Hy;  Hpp px(t — Trtir’k)ejwrtir,kt
k=1
K
+ Z H; ®Hy; 1 Hyp s @Hy 1X(t — Trigir g )e?“ritink? 4 np(t),
k=1

(e))

The remaining channel matrices are denoted as follows: H,; €
CN*NT gignifies the radar-IRS channel, H,,; € CVr*NT de-
notes the radar-user channel for the [-th legitimate user, H,,, €
C'*N7 characterizes the channel between radar and the k-th war-
den, H;y,; € CNrxN represents the channel between the IRS and
the I-th user, H;; ,, € C'*V signifies the channel between the IRS
and the k-th target. H;,, x € CY* depicts the IRS-warden chan-
nel, and since the target and warden are co-located, it can be used
interchangeably with H; . Additionally, H;,. € CN7*¥ indicates
the IRS-radar channel, while Hy; , € CN*1 captures the channel
between the k-th target and IRS.

The radar system transmits both the information-bearing sig-
nal m(t) € C¥*! and introduces artificial noise (AN) s(t) ~
CN(0,I) € CX*! into its transmissions. This approach serves a
dual purpose: it facilitates joint target detection and communications
with users. In scenarios where direct communications with users is
not needed, the radar exclusively emits AN to create ambiguity for
wardens, making it challenging for them to distinguish whether com-
munications is in progress. As a common message is transmitted to
all users, the dimension of the message signal matches that of the
artificial noise.

The transmitted signal x(t) € CN7*! emanating from the
radar when engaging with authorized users is expressed as x(t) =

Wm(t) + Bis(t). Here, W = [wy,wa,...,wg| € CVNT*EK
denotes the pre-coding matrix responsible for information trans-
mission, and By = [bi1,bi2,...,bix] € CNT*K sionifies

the pre-coding matrix pertaining to the AN generated during ac-
tive communications periods. Similarly the transmit signal when
there is no information being transmitted is x(¢) = Bos(t) where
Bo = [bo1,bos, ..., box] € CNT*X is the precoding matrix for
the artificial noise produced.

We define the phase shift induced by the i-th reflection unit of
the IRS as ¢; € [0,7], and define ® = [¢1, ¢, ..., on]T. Also,
® £ diag(e??t, e??2, ..., €??N) is the phase shift matrix. Let T().k
and w(.), denote the range-time delay and Doppler shift specific
to the k-th target for a given channel (indicated by the first sub-
script). The continuous-time received signal at the radar is expressed
as in (1). The additive white Gaussian noise (AWGN) is given by
nr(t) ~ CN(0,071I). Importantly, we ignore the received signal
from the radar-IRS-target-IRS-radar pathway because it is weak.

We write the received signal at the k-th warden when there is
ongoing communications as zx(t) = Hyp s (Wm(t — 7y k) +
Bis(t—Trw.k))e?rost £ Hyy 1 ®H, (W (t—Triw 1) +Bis(t—
Triw,k)) €Wkt 4+ ny i (t) where nw,x(t) ~ CN(0,07y 1) is
the noise at the k-th warden. Similarly we write the received sig-
nal at the k-th warden when there is no ongoing communications as
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Fig. 1. MIMO DFRC system with 2 users and 2 targets.

zi(t) = Hyw x(Bos(t — Trw k)€ 4" + Hyy 1 ®H,i (Bos(t —
Triw,k)) €Tk 4 nyy g (t).

The received signal at the I-th user is y; (¢t) = Hy i (Wm(t —
Tru,l) + Blm(t - T’ru,l))ejwru’lt + Hiu,l QH’V‘Z (Wm(t - Triu,l) +
Bis(t — Triu,))e?*miwt + ny, (t) where ny,(t) ~ CN(0, o7, I)
is the noise at the [-th warden. The matrix characterizing the channel
between radar and k-th warden is G, = akaT(Ok)T, where oy, is
the path attenuation.

We seek to determine the optimal W, B1, and Bg to meet
covertness and target detection requirements. We assume perfect
channel knowledge within the DFRC framework, where the detec-
tion of all targets (and hence the estimation of the ‘sensing channel’)
is feasible while communications channel can be estimated a priori.

3. MULTICAST WITH MULTIPLE WARDENS

We consider static targets, and ignore Doppler shift and time delays
[29]. We group the targets into two distinct sets D and Z such that
|D|+|Z| = K, for which only direct and indirect paths are available,
respectively. We assume that IRS-reflected signal can be ignored
when a direct path is present. Let us represent Hgc r = Hrir ks as
the channel for the direct path concerning the k-th target, where k €
D. With this, the Signal-to-Interference-plus-Noise Ratio (SINR)
associated with the k-th target is

SINRgc, . = 01:2{Tr(Hdc,kaWé{ch,k)-i-Tr(Hdc,kbmbﬁch,k)}-
(2)
However, if an obstruction blocks the direct path (k € 7):

SINRin & = 07 {Tr(Hin e Wiewy Hi i) +Tr(Hin kb1ebii Hin 1),

3)
where, H;p , = Hi ®Hy; 1. Hii 1, @H,; is the channel gain for the
indirect path for the k-th target.

Within a multicast framework, the radar emits a shared mes-
sage which is intended for all users. We represent the chan-
nel matrix linking the radar and the [-th user as F;. The re-
ceived signal at the [-th user, considering the message vector
m(t) = [mi(t), ma(t),...,mx(t)]7, is described by y;(t) =
Fi(Wm(t) 4+ Bis(t)) + ny(t) where ny(t) ~ CN(0, 0% 1) is the
receiver noise. Hence, the rate attained by the [-th user is

Ry, = logdet(I+ (o,I+F,B:B{'F/) " (F,WW"F/")).
(C))
Let Hy be the hypothesis that message signal has not been trans-
mitted and H; be the hypothesis that message has been transmitted.
The probability distributions of the received signal value at the k-th
warden under each hypothesis is given by:

po.k = f(zr|Ho) = CN(0,Zo k) & p1k = f(zx|H1) = CN(0, 21 ),
(O]
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where

Sok = Hpwx(BoB{ )Hrw k

(6)
+Hi o ®H,;(BoB VHE® HY, | + oty 11,

Sk = Hew o (WWT + BB H/,

+Hiw e ®H(WWT + BiBI)HI®"H], | + oy 1.
@)
We seek to maximize the overall probability of error for the war-
dens, which is calculated as the sum of the probability of false alarm
Pr 4 and the probability of missed detection Pasp. For a given
covertness parameter € we seek to ensure Pra + Pyp > 1 — €.
Therefore the likelihood ratio can be computed as,

A(z) = 120l

exp(—zH(EUC — E&i)z)A (8)

3.1. Hypothesis testing and covertness

Each warden performs a likelihood ratio test to determine the true
hypothesis. The likelihood ratio at the k-th warden is computed as

|30, H -1 -1
A(zx) = 7|21 k‘ exp(—zy (21,k - Eo,k)zk)- ©
Assuming that the wardens have a single receiver antenna, we
substitute 3, = aik and ¥o, = U%,k where 0g ;; and o1, are
scalars.
Case I: If af > 03, «» after some simplification [30], the like-

lihood ratio test reduces to

Hy
|2k 2 kln
Ho

Since |zk| in (10) is Rayleigh distributed [31], we can compute
2
2;’& ) and

|Uo,k|( 1 _
o1, U%,k

1
—— )1 =n. 10
Ug’k) n (10)

the corresponding Pra = P(|zx| > n|Ho) = exp (—

Pup = P(lz] < nlH1) = 1 — exp(—32%

. ) The constraint on
1k

) < €. Through

Pr a4+ Pap becomes exp (—%) exp (—
1,

20‘0 K

. . 2 . .
some simple analysis we can prove that exp (—35z) is uniformly

continuous in ¢®. Hence, covertness is ensured if we can substitute
the corresponding constraint with aik - US, & < 0 for some suitable
6> 0.
Case II: Similarly, if 03 B> Uf 1, the inequality is reversed as
H

|z&| = n. The expressions of Pr4 and Pyrp are altered as Ppa =
H 1

P(|zk| < nlHo) = 1 — exp (=

)and Pvup = IP(|Z}¢‘ >

2 2

n|Hz) = exp (—

oo, — 015 < 6 for a suitable § > 0.

Let Q = WW + BB — ByB{’. Combining the above
two cases, we write the covertness constraint at the k-th warden as:
|H,w o QHE, |, + Hiw n ®H,,QHE®THT, | < 6.

4. THE OPTIMIZATION ALGORITHM
We seek to jointly optimize the worst-case data rates to the users,
while achieving SNR constraints for radar detection under both hy-
potheses as well as covertness requirement, under the total power
constraint at the transmitter under both hypotheses. Optimization is
done iteratively over the matrices W, ®, Bo and B1. This non-
convex domain of feasibility is transformed into a convex one by

2 . . .
o ). Hence in thlS case, covertness is ensured if
1,k

means of linearizing the Signal-to-Noise Ratio (SNR) constraints.
Additionally, optimizing over the matrix ® presents a high level of
nonconvexity which is handled by a variant of stochastic gradient
ascent.

The optimization problem as follows:

Vr\rll’aé(oi,rgilz,% 1r<nlmL Ry, (11a)
st. T((WW™) + Tr(B,B) < P
Tr(BoBE) < P
Tr(Hae o wrwi HiL 1) + Tr(Hae,kb1xbiu HIL 1) > 6, k€D
Tr(Hin s We Wy Hm ) + Tr(H m,kbmblka,k) >y, kel
Tr(Hyekboxbor HiL ¢) > 6, k€ D (11b)
Tr(Hiy 1 borboHin i) > v, kel (11c)
|H, 0w, QH, 5 + Hiw o @H, QHESTH], | <6 VE.

(11d)

Optimizing over auxiliary matrices: It follows from [32, Lemma
4.1] that

Ry, = (log det Wy — Tr(W,E, (U, W, B1))) + constant,

12)
where Wy, U, are auxiliary matrices of appropriate dimensions, and

max
Wy, >-0,U,

E,(Uy, W,B;) = (I - U/F,W)(I - U/F,W)"

(13)
+ U (67,1 + F,B:BYF/)U,.

The optimal solution can be calculated as:
Ui = (0r, I+ F,BBIF + EWW F)T'FW, (14)

Wi = (Eo(Up ., W,B)) (15)

Optimizing over (W, B, By) given ®: Here, the SNR and se-
crecy rate constraints lead to a non-convex feasible region. We
linearize the SNR constraints by first-order Taylor series approxi-
mation around some initial approximations wy and by;. We define
fac(Wi, b1x) = Tr(Hae xwiwi HEL o)+ Tr(Hae kb1xbf HE 1).
Then it can be approximated as, fac(Wk, b1x) = fac(Wi,b1x) +
R(V, by fae(Wi, big)(di — dk)T) where, d, = [wi bi,]"
and Vw, by, fac(Wk,b1g) = [s‘f]—dg ade ]T Here, g‘{v‘t =

2Wk HdckadC,k‘ and Bg(;{c = 2b1kHdC,kHdc,k'
1k

Similarly, fuc(bo,k) = Tr(Hac,xboxbdi HLL 1.). Then, fac(bok)
~ fdc(b()k)'HR(VEOkfdc(bOk)(bOk_bOk)) where, Vi, fdc(bok) =

9 9 H H
m{f}; and 5147 = 2bgi Hac HiL 4.

In order to linearize the constraint (11d) we can express the ma-
trix products as:

wwi = W1W1H + wzwf +...+ WKW[E(I.
B:iB! =bibl} +bisbih +... + bigbik. (16
B()Bé{ = b01b511 + bOQb(I]{Q + ...+ bOKbglK,

With this expansion, we express the LHS of constraint (11d) as a
function of the collection of vectors V = {w1,wa,...,b11,bia,
., bo1,bo2, ..., box }. Since the receivers have a single antenna,
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the final value on the LHS is a scalar, which enables us to use ﬁ{st or-
der Taylor series approximation to linearize this function. Let f5, (V)
‘H”“’LU k Q H'rw k + Hl’w kQH?"l Q HTI‘{.@HH'L'LU NAE

Applymg Taylor series approx1mat10n around V we get fk(

)=

f ( )+§R(vvfk( )(d d )) Wherero‘ = [wl P bll7"'7bgly
8 afT o o o
- bix)" and Vv fi = £ f@ av{% Bg’% . abfl;;K mf(%
. of & ] . This yields the revised optimization problem,
abl_
maximize A
W,Bg,B1,®
subjectto  Tr(WW™) + Tr(B,Bf) < P
Tr(BoBY) < P
fac(Wi, b1r) + R(Vay, by fiac (Wi, b1i)(di — di)) >, k€D
fin (Wi, b1x) + 8%(Vw,c blkfzn(wkyblk)(dk —dp) >, kel
fac(box) + R(VE,, fac(bor) (bor — box)) > v, k€D
fin (o) + %(me fzn(bok)(bﬂk —bok)) >k, kel
|fe(V) + R(VY fe(V)(do —do))| <5 VE
Ry, >A>0 Vi
a7

This convex problem is solved by any standard solver.

Optimizing ® for given W,B1,Bo: The SNR constraint for
the direct radar-target-radar links and the secrecy rates do not
depend on the phase shift matrix ®. We denote hix(P)
Hm,kaW{jHﬁk + Hin,kblkbchg]’k and ho (P)

= Hinxborbi HEL . Also, let hap(®) = |H,w e QHE, . +
H,,,PH,. QHI®" Hm |- This results in the following opti-
mization problem,

=k, Tr(hok () =Yk, 0 — har (P)).
. (18)
Given that the objective function f(®) exhibits nonconvex behavior
with respect to ®, we employ simultaneous perturbation stochastic
approximation (SPSA [27]). In SPSA, we iteratively update the i-th
component of ®(t) as

maximize Igl€lIZI(TI'(h1k (®))

f(@* (1) —

f(@ (1)
2e()A '

i(t)

where the iterate ® (t) undergoes perturbation in two opposing direc-
tions: B (t) = ®(t) + c(t)A(t) and B~ (t) = ®(t) — c(t)A(t)
and the perturbation vector A(t) € RY*! with a zero mean is gen-
erated independently. The SPSA iteration is executed until a suitable
stopping criterion is fulfilled. which ensures a certain level of accu-
racy or convergence.

Algorithm 1 Optimize data rate in Covert DFRC

Require: All channel gains and noise co-variances, P, v+ where,
ke D kel ~

Ensure: W,B1,Bg, ®
Initialization: W (0), B1(0), Bo(0),7 = 0.
Fort=1,2,3,..do
1.  Compute W; (7 — 1), Uy (7 — 1) for all { for given W (7 —
1),B1(r — 1), Bo(r — 1), ® using 14 and 15.
2. Compute W(7),B1(7),Bo(7) for given Uj(7) and
‘W (7) using 17.
3. Compute ) using multiple iterations of SPSA.
Stop when percentage increase in R, ; is below desired threshold.

@it +1) = ¢i(t) +a(t) x (19)

e With IRS, K=4
©With IRS, K=2

With IRS, K=1
- © - Without IRS, K=4
= @ = Without IRS, K=2
Without IRS, K=2

Data Rate(nats/sec/Hz]))
[=1]

==="'Q'-----‘f----==“======‘

2

I L L
0
10 15 20 25 30 35 40

Maximum transmit power P(W)

45 50

Fig. 2. Achieved data rate against different maximum power limits.

5. NUMERICAL EXPERIMENTS

We consider a system with Ny = Ng = 8, N = 16, and Ngr = 4.
We simulate 3 scenarios, first a single warden at 6 = 72°, second an-
other warden at § = 78° and finally two additional wardens (K = 4)
at @ = 74° and 6 = 76°. We consider the path loss and RCS coef-
ficients as a; = 0.1 and 8; = 0.1 Vi € {1,2,3,4}. The covertness
parameter ¢ is considered to be 0.1. We consider the SINR thresh-
old for target detection v, = 0.2. The Gaussian noise variables
have all been considered to have unit variance. We independently se-
lected coefficients for each channel from circularly symmetric com-
plex Gaussian random variables with a mean of zero and a variance
of one. The results in Figure 2 reveal three interesting facts: (i) IRS
helps in increasing the worst-case data rate, (ii) data rate increases
with an increase in power budget P, and (iii) more targets might lead
to more data rate to the users. The third point might appear counter-
intuitive at the beginning. This is due to increased power consump-
tion for jamming more targets and maintaining high detection error
both during communications and when there’s no communication.
Increased data-rate is due to more power diverted to communication.
The interior point optimizer SDPT3 solves the convex optimization
problem in polynomial time taking roughly 10 iterations while the
number of SPSA iterations grows linearly with increasing number
of IRS elements.

6. SUMMARY

In this paper, we have optimized the worst case data rate to the users
under radar detection constraint and covertness constraint to estab-
lish a theoretical bound. The problem was highly non-convex, and
we have solved it by using a combination of techniques such as al-
ternating optimization, SPSA and auxiliary matrices. We can ob-
serve that employing IRS in the system greatly increases the data rate
achieved by each user, under radar detection constraint and covert-
ness constraint. However compared to other techniques that do not
rely on artificial noise our method naturally tends to consume more
power. In future, we plan to study this system in presence of prop-
agation delay and Doppler shift. The current solution depends on
wardens having a single receive antenna, a limitation we aim to ad-
dress in future updates.
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