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Context

This 1s an edited summary of a virtual panel conversation on the risks and benefits of Al

systems that took place on Dec. 19, 2023. The many topics that are covered include Al impacts on
education, the economy, cybercrime and warfare, autonomous vehicles, bias and fairness, and
regulation. In addition, the role for data scientists 1s discussed. But the field 1s moving quickly, and
some of the issues and concerns may have changed by the time this discussion 1s published.

We note that the discussion was refereed, which led to some post hoc changes to the actual
conversation. Most of the participants are mostly comfortable with the new points that have been
attributed to them.

DB: What do you see as the major risks and major benefits of Al systems?
YK: I think we live in a fascinating time. Almost every industry sector 1s being rapidly changed by

Al It 1s impacting biological research, chemistry, robotics, and even politics and education. The
change is broad, undeniable, and inevitable.



I would like to highlight its impact on education. Al makes personalized learning and teaching
processes more efficient and productive. Let me give an example. I am teaching a Python class
for first-year MS statistics students at Columbia. There are many students, and a typical question I
get 1s “Hi Professor. Here 1s my code. It should work, but it doesn’t. Can you tell me what I'm
doing wrong?” In previous years, such questions were time intensive. I had to read all the code,
and diagnose the problem. It could easily take 30 minutes to an hour. But after ChatGPT, 1t
became easier and faster for the students to debug code. Also, ChatGPT is available 24/7, so most
problems get solved even when I am sleeping. As a result, it 1s highly beneficial to me too. By
saving time, I can more efficiently concentrate on improving course materials and refining
assignment questions, leading to an elevated quality in my teaching. That 1s the greatest benefit and
virtuous cycle I am seeing in the university.

SG: T am most excited about how Al can contribute to the advancement of science. I was really
mmpressed a few years ago when I read the paper from Google on AlphaFold (Jumper et al.,
2021). Predicting protein structure was a hard problem for many years, and the Al behind
AlphaFold took a quantum leap in that space. I look forward to Al transforming materials
science, helping doctors diagnose diseases, and contributing to our understanding of physics,
chemistry and biology.

Regarding risks, Al systems can clearly be used by bad actors. A more subtle risk 1s overreliance
on Al outputs. For example, Steven Schwartz, a lawyer with Levidow, Levidow & Oberman, 1s
accused of using ChatGPT to generate a legal brief that turned out to cite fictitious cases, falsely
thinking that ChatGPT would not hallucinate.

Of course, there are also doomsday scenarios, with AI making smarter Al systems. Some fear that
if the objective function of an Al is not aligned with human objective functions, then it might lead a
super ntelligent Al to take over the world. I don’t think it’s completely crazy to worry about that
kind of Skynet possibility.

But coming back to ground, one area that regulators and practitioners such as myself should focus
upon 1s Al fairness. Al models are often tramed with data generated or labeled by humans, and
thus tend to reproduce or can even exacerbate any biases humans have. For example, when asked
to generate 1mages of people i different professions, a common text-to-image model would show
those in more lucrative professions with lighter skin colors (Nicoletti and Bass, 2023). Fairness 1s
especially important when Al 1s used to allocate economic opportunities. If an Al system 1s used to
recommend job candidates to recruiters, we certainly don’t want it to treat candidates differently
based on personal attributes unrelated to their qualifications.

GDM: Al has already done much to reduce language barriers, and it is beginning to substantially
help people with visual impairment and other disabilities or special needs. I think applications in
healthcare will be very important, especially as we move further towards personalized medicine.

In terms of risk, I agree with Sam that there 1s real danger that we will start to outsource a lot of key
decision making to AI. We don’t necessarily do this because we think it 1s the right thing to do,
but often simply because it 1s convenient, practical, or the only way to scale a system up. For
example, 1f one 1s concerned about content moderation in social media, it really 1sn’t possible for
human beings to keep up with all the material that 1s produced, and so the only way forward 1s to



offload much of the decision making to AI. Someone can appeal an Al decision to remove
content, but I fear we may wind up n a Kafkaesque situation where overwhelmed human
moderators reviewing the appeals may overrely on Al scoring rather than thoroughly reviewing
each appeal sufficiently well.

As Al becomes more powerful, I think we are likely to willingly grant AI more agency and
authority. We may allow Als to make reservations and purchases for us, select insurance plans
and mvestment portfolios, and so forth. They may wind up controlling traffic, or being largely
responsible for managing city budgets. So we need to be very sure that they make decisions
according to principles that humans can understand and with which they agree.

My greatest concern 1s Al involvement in warfare. It 1s possible that Al probabilities are being or
will be used to 1dentify buildings that are military targets, or even to steer lethal autonomous
weapons.

And there 1s real concern about how Al misinformation, disinformation, or Al generated deep
fakes may affect political discourse and the mechanisms of democracy. Algorithms already
mfluence what we read and what type of information we consume. This will continue and become
amplified once we have Al generated content that 1s personalized and further optimized to be
engaging and persuasive.

There are a lot of risks, but overall I am quite hopeful. Think back to the early days of the
mternet. If someone had told us that the mternet would cause riots, stolen elections, toppled
governments, and shorter attention spans, we might not have gained the benefits of fast
communication and global access to information and services, which are all arguably net gains. If
we take steps to mitigate the risks, the benefits of Al could be amazing.

CR: Things like a chatbot raises the floor for everyone in terms of writing. It is like free editing,
which 1s a huge boon in a world in which so many of our brilliant colleagues don’t speak English as
a first language.

The benefits for healthcare depend upon the availability of data, the ability to train Al systems to
align with human values, and the creation of systems of governance and redress. Right now there
1s a lot of data hugging, in which data owners decline to share even anonymized data, which 1s
super annoying. And the gains from individually tailored tutoring could be huge. As Gerard said,
personalized assistants would be great—an Al could manage your travel, book your dental
appointments, act as a secretary, and give you more time to do things you enjoy.

Perhaps self-driving cars will become safer than human drivers. Right now, maybe not so much,
but the potential 1s there. This will depend upon the built environment and infrastructure that
evolves to support autonomous vehicles, as well as the legal and insurance environment
surrounding accountability. We shall have robots that can communicate with humans. We shall
have smarter automated customer service. And one can make better illustrations for academic
papers and other purposes. A grandfather could create a personalized comic book for his five-
year-old granddaughter, even if he couldn’t do an illustration before Al.



Also, facial recognition technology would make international travel faster and, presumably, lead to
better security and safety. Hopefully, it can help detect human trafficking.

In terms of risk, I think the current major threat is disinformation and misinformation. Fake
imformation can be used to start wars, as with Facebook and Myanmar (De Guzman, 2022). Right
now, a lot of fake information is being used to persuade nations to lean away from democracy.
These large Al systems amplify the power of a handful of bad actors to inflict damage. An
example 1s what happened to the stock market when the fake picture of the Pentagon being
attacked went viral (Bond, 2023).

I listed facial recognition as a benefit, but it 1s also a risk. The technology can be inaccurate,
leading to false arrests (Hill, 2023), but the root cause 1s usually overzealous policing that ignores
the guidance provided by such Al systems. And it can be used i ways that limit individual
freedom. A person can stand outside a mosque or a synagogue or an abortion clinic with their
cell phone and take a picture of everyone who walks in.  Someone who 1s in a witness protection
program probably doesn’t want a lot of people walking around with facial recognition technology.
Additionally, there are concerns about the accuracy of facial recognition technology

Even the collection of large databases of biometric data puts people at risk, which 1s why Europe
has recently banned such collections (Heikkild, 2023). We know such datasets can often be easily
hacked. Recently, 23andMe was breached (Lyngaas, 2023), exposing the genetic data of millions
of people. I cannot begin to guess what damage an Al could do with such information in the
future.

Another risk 1s to creative people. Writers and artists may be displaced by Al systems. The sad
thing 1s that these creatives generated the text and images upon which the large language models
were trained, which may lead to them eventually losing their jobs. Local news organizations are
also threatened-—-Al systems are taking their data and repackaging it without compensating those
who worked to gather the news i the first place.

YK: I'd like to add my concern about the homogenization of Al generated images. The
homogenization I referred to indicates that AI models produce degenerate outputs lacking
diversity, even in scenarios where multiple variations are possible. For instance, I prompted an Al
startup’s text-to-image model, suspected to be DALI-LE, to create “images of a girl with roses” and
all the images showed an Asian child with red roses. We want to have more diversity in the visual
representations.

I'm seeing this kind of sameness n class as well, and think 1t damages the educational

experience. For both last year and this year, I gave an assignment in which students were to use an
API to collect and download JSON data, then wrangle it into a pandas DataFrame form. The
assignments were rather similar, but students this year had the option to use ChatGPT. The
majority of students successfully submitted their solution that accurately fulfilled the requirements
of the assignment. Interestingly, last year each student’s solution was quite distinct, but this year, all
the answers were essentially the same. In this case, 1t 1s good that students can learn how to collect
and wrangle data in Python by leveraging Al technologies, but I worry that Als will narrow people’s
thinking, especially in terms of education.


https://www.technologyreview.com/author/melissa-heikkila/

DB: I know that you have recently given testimony to Senator Schumer on regulating AI. Can
such systems be regulated, and if so, how should we do 1t?

CR: Irepeat, I don’t think we should permit black box solutions for high-stakes decisions. There
could be some exceptions, for example when we know that the Al 1s 100% accurate, or where
mterpretability doesn’t mean anything, or when there 1s no way to create an interpretable system.
But the default should be to ban uninterpretable Als from situations that matter.

Also, like Europe, I believe we should have no creation, storage or use of large biometric
databases, or algorithms that use such databases, with some licensure or certification process
controlled by the government. Our government currently doesn’t know how to do that for Al
The government mspects restaurants for food safety and tests people before 1ssuing drivers’
licenses and certifies buildings and many other things, but it doesn’t have the authority to restrict
people from collecting large biometric databases that could put people in danger. An Al system
could affect many more people than a single unsanitary restaurant, so it seems wrong not to have
protocols 1n place for mspecting an Al that has access to millions of people’s biometric data.

We should also figure out laws about copyright. I'm not a copyright lawyer, but I have concerns
about an Al system being trained on material I produce, and then recycling it without
acknowledgement. Of course, this harks back to the problem of local news reporters generating
content that 1s repackaged without compensation.

I think the government needs to use existing monopoly laws to prevent abuse by a small number of
dominant Al systems. Right now there are a number of lawsuits proceeding through the courts
that address different aspects of my concerns (Grynbaum and Mac, 2023). A number of states
and the federal government are suing big tech companies for monopolistic practices, and they’re
winning (Mac and Hill, 2022; Stempel, 2023; Fung, 2023). These big tech companies are taking
our data and using it in ways that we would not want, cases i which if we had the option to opt out
of the automated data collection, we would have exercised it. The data are ours, and we should
control it.

We need to monitor large Al systems, especially recommender systems, for health repercussions,
for spread of misinformation, and for societal impacts more broadly. President Biden has 1ssued
an executive order that does exactly this (Biden, 2023). It says we should track these Al systems,
see what they do, and then regulate accordingly.

I think there was a missed opportunity by the Supreme Court, which held that for companies using
recommendation systems, the recommendations are not content (Wikipedia, 2024, Leven, 2023).
Even if those recommendations contain very noxious ideas, the company 1s not responsible for the
harm that 1s done. So, during the pandemic, it was entirely legal for AI recommender systems to
suggest quack medicines, or to recommend YouTube videos that reinforce racial stereotypes, or to
spread fake news.

GDM: Being based in Europe, I've been following the proposed EU Al Act legislation closely.
Opverall, I think it 1s going in the right direction. We need to regulate specific applications,
especially high-stakes ones, while leaving the door open to innovation in less critical domains. We
need to regulate certain use cases, but not all applications of Al.



Surveillance 1s one of the major 1ssues currently being debated. During the pandemic, many
employers gained the ability to track 1 great detail specific activities their people were doing while
working from home (Tung, 2020). That may make sense in certain limited settings, but at larger
scales 1t leads to a dystopian society. Similarly, in on-line education platforms, every response 1s
tracked, and students may feel pressure to constantly engage with the system. Another issue being
discussed 1s whether Al generated material should be marked as such. China already in 2022
presented their “Provisions on the Management of Deep Synthesis Internet Information Services”,
which require visible watermarks on Al-generated material (CAC, 2022).

Looking ahead, I think many of the current open-source Als remain reasonably benign. Malicious
actors can use them for spam or perhaps impersonation, but there also numerous positive use
cases, such as boosting productivity. For current models, transparency and testing requirements
seem the most useful. At some point, we may reach a point where more restrictions are needed,
when perhaps it should no longer be possible for everyone to download uncensored Al models
lacking any safeguards. Of course, the concern is that if one country enacts regulation, other
countries with laxer rules will likely remain, leading to an arms race in Al capability. National
borders do little to prevent Al access.

There are hopeful signs. The G7 Hiroshima Principles (G7 Meeting, 2023) and the Bletchley
Park Summit (2023) are all moving regulation forward in a balanced way. But Al 1s evolving
quickly, and regulators will have difficulty keeping up, especially in terms of fairness and
mterpretability of Al systems (O'Nelil, Sargeant, and Appel, 2024). We shall need periodic risk
assessments, red teaming, incident reporting, and certification processes. And the big unsolved
problem 1s accountability. When an Al system makes mistakes, who or what 1s liable?

SG: Ilike the idea of tagging Al-generated content. Many artists and writers will find their
livelihood suffer due to competitions from Al. Tagging would be one component of a system to
ensure fair compensation for derivative work based on human creations. More importantly,
tagging Al-generated content can mitigate the risk that such content gets used mn nefarious activities
such as fraud or spreading fake news.

Before moving into regulation, I would personally like to see more focused discussions on
principles, especially around Al alignment and Al fairness. For example, there are many different
definitions of Al fairness and accuracy, and there are mathematical proofs that not all of them can
be simultaneously satisfied (Chouldechova, 2017, Kleinberg et al., 2017), which is a challenge for
regulation. A perfect solution can never be achieved, but I hope academics, industry scientists,
and regulators can come together to find an approximate consensus for what fairness criteria
should be applied on specific Al systems, especially in high-stakes applications such as hiring,
healthcare and content moderation where accuracy 1s important.

For example, in content moderating, one concept is counterfactual fairness. If a social platform
decides to take down a post that says “Chinese people spread COVID?”, then it should also take
down posts that say “Americans spread COVID” or “Mexicans spread COVID”. But of course,
fairness m content moderation goes beyond this narrow principle. One wants the distribution of a
predictor to remain the same 1f one changes a protected attribute while holding constant features
that are not causally dependent upon that attribute.



DB: If I were trying to regulate an Al, I would start with Asimov’s three laws of robotics. (1) An
Al cannot harm a human being, or, through maction, allow a human to be harmed. (2) An Al
must obey a human being, except insofar as it conflicts with the first law. (3) An Al shall protect
itself, except msofar as it conflicts with the first or second law. Obwiously, this needs to be built
out, for example by specifying different kinds of harm (e.g., psychological harm, fake news, etc.).

YK: Regarding regulation, we need to focus on the transparency and interpretability of Al
models. Both are difficult to achieve. Probably a regulator would need to know the details of the
training dynamics of an Al system: which data were used, how they were collected, what was the
model architecture, what were optimization hyperparameters, how was it optimized, and so

forth. I am working on a way to figure out which training data most control the output of an Al
system, using an approximate ifluence function.

One economic aspect that 1s becoming very important 1s the data marketplace. Here companies
(or people) buy and sell data, often for purposes of targeted e-marketing. Such data can be used to
train Al systems, or for other purposes. Data are often acquired without explicit permission from
the mdividuals in the dataset, and they receive no compensation for the data they provide. To
advance the data marketplace and, consequently, improve Al systems built upon it, it 1s essential to
discuss key questions such as: “What regulations should be applied for data marketplaces?’, “What
would be a good notion of data valuation?’ and ‘With these valuation methods, how can we
standardize and enhance the efficiency of the data marketplace?’ (Ghorbani and Zou, 2019). This
1s an area where I think more regulation and attention are appropriate.

DB: Cynthia, I think you were the first person to mention autonomous vehicles.  If widely
adopted, they have the potential to put millions of people out of work: truck drivers, delivery
persons, and Uber/Lyft/cab drivers. But they also have the potential to substantially lower the
price of goods 1n stores, by reducing net transportation costs. What are your thoughts on
economic fairness here?

CR: I’'m not an economist, so I cannot answer that. But Al threatens to put many more people
out of work than just drivers. Script writers, artists, cashiers, and many other professions are at
risk. But we cannot go backward-—-the world doesn’t work that way. We shall have to retrain
people quickly.

We have already seen a lot of economic disruption. Electronic commerce 1s dominated by a small
number of companies, and their actions have significantly changed the way people purchase goods.
Their Al recommender systems do an amazing job of using the personal data we just hand over to
them to enable ever more effective advertising, and ever greater concentration of wealth in those
few firms. And it 1s impossible for competition to arise, because only business that have our data
can train the recommender systems. The net effect will be even greater income mequality.

SG: I'm not an economist either, but as a layperson I have been intrigued by the 1dea of universal
basic income (UBI). With the advancement of Al, our society will become collectively far more

productive, even though many people may lose their jobs. UBI can ensure that everyone can lead
a dignified Iife. I have seen small-scale studies that suggest that UBI would improve people’s well-
being and create virtuous cycles for the society (e.g., Verho, 2021). However, it’s worth noting that



of course these studies were not performed in a world where Al has already taken over many
people’s jobs and some studies even boosted employment among the study subjects.

GDM: I agree that AI will make us all a lot more productive. At some point, many human jobs
may consist of monitoring and checking the work of Al systems. This trend will continue as Als
become more mvolved in autonomous cars, planes, and ships, robotic manufacturing, and perhaps
even care for senior citizens.

Personally, I think this 1s a good thing. In Europe, we have a lot of demographic aging, and similar
trends apply to China, Japan, and North America. If properly managed, replacing human stoop
labor by smart physical machines 1s a step that could make all our lives better. If we become more
productive, I think we should have better safety nets to ensure that the benefits are shared more
equitably.

DB: What do you see as the role for data scientists in a world hurtling towards very sophisticated
AlI?

SG: Just so that we are on the same page in terms of definitions, in industry there are often two
distinct but related job titles in the same company: one 1s typically called Al Engineer or Machine
Learning Engineer and the other 1s typically called Data Scientist. The Al Engineer role 1s namely
responsible for developing Al systems, so the day-to-day work 1s heavy on coding, algorithm
development, and system design. On the other hand, the Data Scientist role focuses more on
experimental design and business nsights, so it 1s heavier on statistics.

In that context, people hired to be data scientists may not build the deep neural networks that drive
Al systems, but they understand how to conduct experiments that compare different architectures,
training strategies, and so forth. In a world that is bound to be more reliant on Al systems, I think
people with a data science background can bring more rigor to the understanding and the usage of
these systems to boost trust and safety. One such area 1s uncertainty quantification: how to come
up with accurate and efficient uncertainty estimates for Al predictions and how to leverage the
uncertainty estimates for better long-term outcomes. Another direction involves the understanding
of failure modes. For example, how can we detect that a large language model 1s hallucinating.
Lastly, coming back to Al fairness, data scientists are well equipped to measure Al biases and
mvestigate their root cause.

CR: Data scientists need to figure out if Al systems are working as intended. That will be tricky,
because they are mcreasingly used for imncreasingly complex tasks. We have to figure out 1f there
are unexpected outcomes. And we have to figure out their impact on society, which 1s a causal
question, and statisticians are very good with causal inference.

I think AI will play a large role in healthcare. That is a high-stakes application, and we need to
have people with expertise in healthcare to supervise the Als that get built for that purpose.

GDM: I teach both data science and Al courses, so I have always felt that these areas are tightly
mtertwined. Al 1s driven by Big Data, so we need data scientists to work on better data collection,
data preprocessing, and outcome assessment, perhaps even risk analyses.



At the same time, there 1s a trend towards data science workflows becoming more automated.
Data scientists want to have Al help in cleaning and managing data-—-this will amplify our ability to
derive msights from data. However, we need to ensure that the Al systems are actually doing the
right thing, and not introducing unwarranted data transformation steps.

DB: There is a famous account of how the discovery of the ozone hole was delayed because
statistical software smoothed over the “outliers” in the satellite measurements:

The discovery of the ozone hole was announced n 1985 by a British team working on the ground
with “conventional” instruments and examining its observations in detail. Only later, after
reexamining the data transmitted by the TOMS mstrument on NASA’s Nimbus 7 satellite, was 1t
found that the hole had been forming for several years. Why had nobody noticed it? The reason
was simple: the systems processing the TOMS data, designed in accordance with predictions
derived from models, which n turn were established on the basis of what was thought to be
“reasonable”, had rejected the very (“excessively”) low values observed above the Antarctic during
the Southern spring. As far as the program was concerned, there must have been an operating
defect in the mstrument.

— R. Kandel, Our Changing Climate (1991)

GDM: Right now, large language models are not yet very good at handling complex tabular data.
Data scientists still have much to contribute. The kind of work we do will evolve, but with
collaboration from domain scientists and Als, we should be able to do more.

YK: I agree about the need to measure alignment and ensure that the Al outputs are correct and
reliable. I think data scientists will continue to need a solid foundation in statistics as they will make
critical decisions based on both data and the outputs of AI models. Without a deep understanding
of the randomness of data and models, their ability to accurately interpret and draw meaningful
msights may be limited. Related to this point, I think we should pay more attention to what is the
right question to ask. Al will make coding and data management and report writing easier, freeing
us to structure better research questions.

DB: Thank you all for your fascinating observations. We live in interesting times.

Addendum

DB: This panel discussion has been through two rounds of revision, which 1s good because none
of us want to publish rubbish. But there are ethical 1ssues in asking the panel to edit our words n
ways that disagree with our opinions, and the panel struggled with this a bit in the first revision. I
think we found a compromise that respects the referees’ suggestions while staying true to our
beliefs.

In the second round of revision, one of the referees was concerned that our discussion suggests
that Al has put us in new territory. He or she lists a number of previous problems caused by
expert systems, such as use by the military to select incorrect targets or financial meltdowns caused



by algorithmic trading. The referee feels that failing to connect recent Al advances to previous
1ssues arising from predictive analytics means that we shall always be “reinventing the wheel” when
seeking solutions.

My view 1s that of course Al issues are not completely new, but the last two years have seen an
explosion of interest in the risks and benefits, and that growth changes the way we think about
managing Al. In a similar way, climate change action was a long time coming, but people are now
beginning to take it seriously, following Canadian forest fires, sunny day flooding in Miami, and
extreme weather events in the Midwest. The new scope and scale do change things. For example,
consider privacy. In the 1930s, one could hire a PI to surveil anyone, but it was expensive. The
arrival of the Internet made it so easy to violate privacy. Similarly, large language models make 1t
easy to generate deepfakes and certain kinds of cybercrime.

I also disagree about reinventing the wheel. I wish we had enough prior experience with Al
systems to confidently know how autonomous vehicles and large language models should be
regulated, or Al-enhanced cybercrime could be curtalled. But I do not see how knowing that large
language models are a continuation of predictive analytics offers a clear path to guidance on
guardrails.
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