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ARTICLE INFO ABSTRACT

Keywords: Teens often encounter cyberbullying on social media. One promising way to reduce cyberbullying is through em-
User analysis powering teens to stand up for their peers and cultivating prosocial norms online. While there is no shortage of
Youth . bystander interventions that have shown potential, little research has explored designing chatbots with users to
Cyberbully‘lng . rovide a contextualized and embedded “learning at the moment” experience for bystanders. This study involved
P 8 p Y y
Bystander intervention S . . . . . A . . .
Chatbot design teens and educators in two design sessions: an in-depth interview to identify the barriers that prevent upstanding

behaviors, and interaction with the “social media co-pilot" chatbot prototype to identify design guidelines to em-
power teens to overcome these barriers. Qualitative analysis on the conversations from the two design sessions
revealed three factors that curb teens' upstanding behaviors: a) inadequate knowledge about social norms, appro-
priate language, and consequences, b) inhibitive emotions such as fear of retaliation and confrontation; c) lack of
empathy toward their peers. Key parameters were also identified to shape chatbot responses to encourage up-
standing behaviors, such as a) adopting voices representing multiple roles, b) empathetic, friendly and encourag-
ing tone, c) reflective, specific and relatable language and d) appropriate length. These insights inform the design
of personalized and scalable education programs and moderation tools to combat cyberbullying.

Generative Al

1. Introduction

Cyberbullying has been rampant on social media, with 60% of ado-
lescents having experienced online aggression and over 63% considered
it as a major problem (Anderson, 2018). The detrimental impact of cy-
berbullying has been well documented, including negative outcomes on
physical and mental health, academic performance, and interpersonal
relationships (Hinduja & Patchin, 2013). Since teens are in a critical de-
velopmental stage and lack sufficient knowledge and skills to combat
cyberbullying, they are at high risk of suffering the long-term conse-
quences of being cyberbullying victims. In the face of online risks, in-
stead of restricting teens' access to social media, the literature has
shifted to resilience-based approaches which focus on teens’ self-
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regulation that helps them mitigate online risk exposure and benefit
from the opportunities social media has to offer (Pinter et al., 2022).
A promising approach to preventing cyberbullying is through by-
stander intervention, which aims to motivate the witnesses of cyberbul-
lying to take action against the bully or support the victim (Dominguez-
Hernandez et al., 2018). As witnesses of cyberbullying, bystanders can
confront the bully and show support to the victim, which can greatly re-
duce the damage caused by the attack (Dominguez-Hernandez et al.,
2018). Unfortunately, many bystanders fail to step in (Duggan, 2017)
because they feel unequipped or unmotivated to take action, which fur-
ther exacerbates cyberbullying and its consequences, intensifying the
victim's feeling of isolation, anxiety, and fear. Most teenagers (64%) re-
port feeling let down by bystanders when confronted with cyberbully-
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ing according to the national data from Pew Research (Anderson,
2018).

Prior research worked to prevent cyberbullying most often by creat-
ing education programs. A meta-analysis (Gaffney et al., 2019) re-
viewed 24 evaluation studies of cyberbullying prevention programs for
adolescents and found that these programs were generally effective, re-
ducing the chance of cyberbullying perpetration by approximately
10%-15% and cyberbullying victimization by approximately 14%. This
shows educational programs are promising interventions to curb cyber-
bullying. Another effective method is through design mechanisms to
nudge bystanders to take actions by enhancing their accountability, em-
pathy, and community's prosocial norms (Agha et al., 2023; Ashktorab
& Vitak, 2016; Bhandari et al., 2021; DiFranzo et al., 2018; Taylor et al.,
2019).

While previous programs and interventions have shown promise
and potential, even more effective is a contextualized and embedded
“learning at the moment” experience (Jia et al., 2015; Kumaraguru et
al., 2007, April). Yet little research has worked to provide such a learn-
ing experience for bystanders. To address this limitation, we envision a
co-pilot chatbot embedded in a social media simulation to cultivate
constructive upstanding social norms and behaviors among teens. Such
systems can potentially provide personalized guidance to teens to foster
prosocial norms and behaviors when they encounter online harass-
ment, which can then be deployed on social media platforms to provide
in-the-moment social modeling and guidance on how to be an up-
stander. However, an important question and research challenge is
what conversational and educational strategies such a chatbot should
embody. In this study, we conducted a two-staged design study with ten
teens and seven educators in order to answer this research question:
How does the design process with teens and educators inform the
design of the social media co-pilot chatbot? The findings will inform
the knowledge on teens’ needs and challenges in upstanding and elicit-
ing design goals and strategies for a co-pilot chatbot. Throughout all
stages of the study, we followed the guidelines for conducting ethical
research with adolescents in sensitive topics like cyberbullying
(Badillo-Urquiola et al., 2021).

This study makes two contributions. First, it contributes to the cur-
rent literature by revealing the important factors that curb teens' up-
standing behaviors. Secondly, it identifies key parameters that can
shape meaningful chatbot responses to encourage teens’ upstanding be-
haviors. These insights offer valuable design implications for personal-
ized and scalable education programs and prevention tools to combat
cyberbullying, particularly for innovative chatbot design for cyberbul-
lying intervention.

2. Related work
2.1. Bystander behaviors

Bystanders, who are the witnesses of cyberbullying incidents, often
demonstrate a broad array of reactions. They can escalate the aggres-
sion, remain silent on the sidelines, or stand up for the victim
(Salmivalli et al., 1996), with a broadened repertoire of actions to (dis)
engage on social media platforms, from resharing and one-click attitude
signals (e.g., upvoting, downvoting, liking, disliking, etc.) to hiding and
flagging posts or comments, commenting on a post, and unfollowing or
blocking users. Studies have been investigating the facilitators and bar-
riers in shaping bystander behaviors. A recent systematic literature re-
view identified the most relevant factors that influenced bystander ac-
tions, including: (i) contextual factors such as friendships and social
contexts and (ii) individual traits and personal characteristics such as
empathy, self-efficacy and moral disengagement (Dominguez-
Hernandez et al., 2018). In particular, social ties reflected in friendships
and common group memberships play a significant role in bystanders'
defending behaviors to support the victim, but can also backfire and in-
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hibit bystanders if they are friends with a bully (Price et al., 2014). Fur-
thermore, studies have shown the promise of several facilitating factors
for peer mobilization, including raising teens' self-efficacy for interven-
tion and receiving encouragement for defending behaviors towards the
victim, to counteract a high peer acceptance of passive bystanding
(DeSmet et al., 2012, 2014, 2016). Importantly for developing interven-
tions, the role of contextual determinants emerged as more critical than
stable personality traits in bystander behaviors (DeSmet et al., 2014),
suggesting that there are no fixed categories of youth's bystander types
(e.g., victim defenders, bully reinforcers, passive bystanders), but par-
ticipant roles are malleable and contextually determined. As it stands,
youth receive little encouragement from their social environment to be
upstanders, and research points to the critical role of prosocial norms
and expectations to act positively and prosocially (Dominguez-
Hernandez et al., 2018). Combined, these studies identified several
modifiable determinants of youth's upstanding behavior in cyberbully-
ing, including social norms, moral engagement attitudes, self-efficacy,
knowledge about cyberbullying harms, and understanding mental
health impact on the victim. These determinants offer promising inter-
vention pathways for effective upstanding strategies that youth must be
instructed on and encouraged to apply in contextually sensitive ways.

2.2. Existing interventions of cyberbullying prevention/bystander
intervention

Existing cyberbullying intervention programs have shown to be ef-
fective (Gaffney et al., 2019), however, very few provided personalized
in-situ guidance in response to teen bystanders' immediate actions on
social media. Many of the existing programs teach teens how to combat
cyberbullying and inform them on the types, causes, severity, and cop-
ing strategies of cyberbullying. These programs, such as StopBully-
ing.gov and Athinline. org can come in the form of web-based materials
that provide information on bullying, how to prevent it, and respond to
it. Other programs are taught as a curriculum in a classroom setting, in-
volving lesson plans, educational videos, and reading materials to give
teens the knowledge they need to develop knowledge and empathy to
confront cyberbullying. Examples of these types of programs include
the Olweus Bullying Prevention Program (Olweus & Limber, 2010), the I-
SAFE Curriculum (Chibnall et al., 2006), the STAC program (Midgett et
al., 2017), and Common Sense's Digital Citizenship Curriculum (James et
al., 2019). Another type of program is online serious games, which are
formatted as puzzles centered around cyberbullying information and
how to prevent bullying. Examples like Cybereduca (Garaigordobil &
Martinez-Valderrey, 2018) and most recently a Google project named
Be Internet Awesome (Seale & Schoenberger, 2018) teaches users to dis-
empower cyberbullying. Conectado (Calvo-Morata et al., 2021) is an ex-
ample that uses role-playing scenarios to increase empathy towards vic-
tims of cyberbullying. A more recent development of education pro-
grams is interactive social media simulations, such as the Social Media
TestDrive (DiFranzo et al., 2019), which immerses learners in simulated
social media environments to learn and practice prosocial norms. How-
ever, similar to other education interventions, it does not offer immedi-
ate and tailored guidance to bystanders to address in-situ learning
needs.

2.3. Conversational agent (chatbot) as a promising solution to
cyberbullying prevention/bystander intervention

The use of conversational agents (or chatbots) for educational pur-
poses has been gaining popularity in recent years. Chatbots engage
learners in ways that prompt the use of critical thinking skills, personal
reflection, and meaning negotiation, thus becoming an excellent ap-
proach to inspire behavioral change (Okonkwo & Ade-Ibijola, 2021).
Several empirical studies have shown that utilizing chatbots for educa-
tional purposes has the potential to increase learners’ motivation and
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satisfaction (Chen et al., 2020; Lin et al., 2020; Winkler & Sollner,
2018).

A few studies have explored utilizing chatbots to promote bystander
intervention. However, these efforts can appear preliminary. For exam-
ple, one study (Piccolo et al., 2021) invited teens to create guidelines
for chatbots to help teens cope with cyber aggression. The participants
used LEGO figures in a storytelling activity to visualize how the chatbot
could provide support in cyberbullying scenarios. Through the activity,
they derived a set of socio-technical requirements that reflect teens' pri-
mary concerns and expectations in cyberbullying scenarios. However,
no prototype has been developed and implemented based on these so-
cio-technical requirements, thus the relevance and applicability of
these guidelines remain unknown. Gabrielli et al. (2020) introduced a
chatbot that guided teens on conflict resolution strategies by presenting
instructional materials on identifying online aggression and coping
strategies, and asking self-reflection questions. They evaluated the chat-
bot intervention and found that the participants considered the chatbot
useful, easily understandable, and innovative in a survey after the inter-
vention. Although it shows the potential of chatbots as promising tools
for educating teens on how to cope with cyberbullying, the pedagogical
approach designed in this chatbot is still didactic and does not situate
learners in authentic contexts. And learners’ knowledge and behavioral
outcomes after this intervention remained unknown.

Other education programs have explored using chatbots to provide
contextualized learning experience in cyberbullying scenarios through
role-playing. For example, Cohen et al. (2018) created CyBully, a cus-
tomized chatbot, who acted as a bully by responding to user input with
insulting comments. This intervention aimed to increase students' sensi-
tivity to the linguistic aspects of bullying messages, preventing them
from employing those languages themselves. Though this program pro-
vides an in-situ learning experience, exposing teens to a wide spectrum
of problematic language can backfire. Similarly, Ueda et al. (2021,
November) investigated the use of chatbots in role-playing activities
among younger adolescents. They created a chatbot that would support
the victim of bullying in a ball-playing online game that simulates a cy-
berbullying-prone social context. The evaluation suggested a positive
influence on cyberbullying mitigation, as participants demonstrated an
increase in defensive bystander behavior. However, the chatbot in this
study was hard coded to only give one of the few pre-scripted responses
based on users’ binary input rather than natural language inputs. In
other words, the chatbot was unable to engage learners in a natural
flow of multi-turn conversations and thus failed to provide an authentic
learning experience that mirrors the social dynamics of bystander inter-
vention in reality.

In sum, these early explorations of chatbot application in cyberbul-
lying prevention demonstrate the potential of using chatbots to provide
personalized support to mitigate cyberbullying and shape healthy
prosocial behaviors. However, they are limited in different aspects
(e.g., didactic or controversial pedagogical approach, limited or unnat-
ural responses). In recent years, the rapid development in the field of
Natural Language Processing (NLP) has brought about powerful lan-
guage models that can generate a wide variety of dialogues with an un-
precedented level of fluency out of the box, such as GPT-3 (Brown et al.,
2020), T5 (Schultze-Krumbholz et al., 2018), and Jurassic-1 J1-Jumbo
(Lieber et al., 2021). These emerging technologies urge researchers to
reimagine the design of more sophisticated, effective and scalable chat-
bot interventions to combat cyberbullying.

3. Study method

In light of the literature of bystander behaviors, and to address the
limitations of existing interventions, we propose to design with teens
and educators a social media co-pilot chatbot to empower teens to be
constructive upstanders against cyberbullying. We included both teens
and educators in the study because they can bring different perspectives
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and unique insights into conversational strategies to mitigate cyberbul-
lying: teens may help construct chatbot responses in the languages that
their peers can relate to, while educators may inform pedagogically
meaningful strategies that can effectively shape prosocial behaviors.
The overarching research question we attempt to answer in this study
is: How does the design process with teens and educators inform
the design of the social media co-pilot chatbot? To answer this ques-
tion, we engaged participants in two design sessions to understand the
barriers for teens to be constructive upstanders and design the co-pilot
chatbot to empower teens to overcome these barriers. Specifically, Ses-
sion 1 focused on surfacing the factors that lead to different bystander
behaviors and identifying the instructional needs. Based on these in-
structional needs, we created a chatbot prototype and tested it with the
participants during Session 2, which helped us understand how to opti-
mize the key parameters that will shape a co-pilot chatbot to address
the instructional needs. The goal of this study is to design an engaging
and educational social media co-pilot chatbot that can improve teens’
knowledge and self-efficacy to be constructive upstanders against cy-
berbullying.

3.1. Participants

Participants for the study were recruited through various channels,
including school partnerships and existing research networks across dif-
ferent states. The recruitment criteria were K12 educators teaching dig-
ital literacy related subjects, and students in the age group of 9-14. The
screening and consent process were completed through email commu-
nications. Notably, while the majority of participants resided in the
United States, one educator participant (P11) was based in Mexico. This
diverse pool of participants ensured a broad range of insights into the
design of the social media co-pilot chatbot. Table 1 provides the demo-
graphic information about all participants.

Our two design sessions were held in fall 2021 and spring 2022. In
Session 1, ten teens and seven educators participated. Among these par-
ticipants, five teens and five educators continued to participate in Ses-
sion 2. All design sessions were conducted through one-on-one Zoom
meetings with each individual participant. Each of the design sessions
took around 1 h to complete.

Table 1
Demographics of the participants in the two design sessions.
Participant Role Age Ethnicity Sex Participated  Participated
D in Session 1  in Session 2
P1 teen 14 White/Caucasian Male Yes No
P2 teen 13 Mixed Female Yes Yes
P3 teen 10 Mixed Female Yes Yes
P4 teen 12 African Male Yes Yes
American
P5 teen 12 Mixed Male Yes Yes
P6 teen 10 Asian (Chinese) Male Yes No
P7 teen 9 White/Caucasian Male Yes No
P8 teen 9 White/Caucasian Male Yes No
P9 teen 12 Asian (Chinese) Male Yes No
P10 teen 14 Latino/Latinx Female Yes Yes
P11 educator 45 Latino/Latinx Male Yes No
P12 educator 43  White/Caucasian Female Yes Yes
P13 educator 47  White/Caucasian Female Yes Yes
P14 educator 39  White/Caucasian Female Yes Yes
P15 educator 38  White/Caucasian Male Yes No
P16 educator 41 Latino/Latinx Female Yes Yes
P17 educator 29  Asian (Indian) Female Yes Yes
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3.2. Design process

3.2.1. Design session 1: in-depth discussions about bullying experience with
empathy mapping

In the first design session, which lasted about 60 min for each indi-
vidual, we asked participants to share their encounters with bullying in-
cidents and the underlying reasons for people's varied reactions to-
wards bullying as bystanders. Specifically, we asked each participant to
describe several examples of bullying incidents that happened in their
schools or online, how they reacted, and why they reacted in certain
ways. They were also asked to describe their observations of other by-
standers' reactions towards the same incidents and discussed the possi-
ble reasons for those reactions. Empathy maps were used to facilitate
the story-telling process (Fig. 3). More specifically, empathy mapping
helped participants articulate their experiences by breaking down their
stories into four components: observations, feelings, actions, and
thoughts/beliefs. This structured approach facilitated participants to re-
flect deeply on their experiences and the dynamics of bystander behav-
iors. Participants detailed what they saw and heard during bullying in-
cidents, how they felt emotionally, the actions they took or didn't take,
and their underlying beliefs and thoughts about the situation. This ap-
proach not only elicited comprehensive storytelling but revealed the
distinctive types of bystanders and their behavioral patterns, as well as
the critical barriers to constructive upstanding. Additionally, we asked
each participant to provide suggestions or examples of meaningful re-
sponses for a co-pilot chatbot that could shape constructive upstanding
behaviors and reduce problematic bystander behaviors.

3.2.2. Design sessions 2: WoZ prototyping with the social media co-pilot
In the 2nd design session, which lasted about 60 min for each indi-
vidual, we engaged each participant in a WoZ prototyping process to
test the effects of different scripted responses we prepared based on the
insights from Session 1. We built the prototype on an interactive web-
page simulating a social media feed. On this interface we presented four
different cyberbullying scenarios (see Fig. 1). Each of them took the
form of a social media post and related comments. These four cyberbul-
lying scenarios came from Social Media TestDrive, a widely used social
media literacy education platform our team has built earlier. This plat-
form offers twelve modules that aim to develop young people's social
media literacy through experiential learning in a simulated environ-
ment. From the “How to be an upstander” module, we extracted four ex-

International Journal of Child-Computer Interaction xxx (xxxx) 100680

ample scenarios which represented the typical social dynamics in cy-
berbullying situations on social media. These scenarios also aligned
with the common cyberbullying examples described by participants in
the 1st design session. One important goal of this study is to gather hu-
man insights to inform the development of chatbots that could later be
embedded into Social Media TestDrive, which could benefit its existing
users. During the prototyping process, the participants were told that
they were interacting with a self-contained social media simulation that
did not involve other human participants. They were asked to assume
different bystander roles surfaced from the interviews in Session 1 (e.g.,
neutral bystander, aggressive upstander, bully accomplice, constructive
upstander) in response to the cyberbullying posts (see example posts
from different roles in Table 2). Once the participants posted a re-
sponse, a researcher acted as a “wizard” behind the scenes to deliver
pre-scripted responses prepared based on the participants' insights from
Session 1 (see Fig. 2). The “wizard” who enacted the chatbot can adopt
multiple fictitious personas depending on the needs expressed by par-
ticipants in the 1st design session. For example, some participants pre-
ferred the chatbot to play the role as a supportive peer, and others ex-
pressed the need to have the chatbot intervene as an educator when the
tension escalated surrounding the cyberbullying situations. The pre-
scripted responses were delivered through these personas and directly
addressed the participant's behavior (e.g., applaud upstanding behav-
ior, point out problematic language, ask reflective questions etc.). The
purpose was to engage the participant in multi-turn natural conversa-
tions about the cyberbullying scenario. After 30-40 min of interacting
with the “wizard” across the four cyberbullying scenarios, the partici-
pant entered a 20-min debriefing process to discuss their feedback on
the responses they received from the “wizard”, and proposed improve-
ment or create “ideal” responses to address different types of bystander
behaviors. Each participant contributed their thoughts on what ele-
ments are essential to make age-appropriate, engaging, and reflection-
provoking responses to address different bystander behaviors.

3.3. Data collection and analysis

We audio recorded both design sessions and transcribed the conver-
sations between participants and the researchers. The interview data
was analyzed using a grounded approach of qualitative thematic analy-
sis, involving systematic coding and revealing themes from the inter-
view data gathered during the design sessions. Firstly, three researchers

Fig. 1. The four cyberbullying scenarios for WoZ prototyping process.
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Table 2
Types of bystander behaviors emerged from design session 1.

Bystander Description Example Actions
Behaviors
Neutral/silent Those didn't support the “Honestly, for me, I'm kind of shy.
bystanders victim nor stop the bully ~ So I won't try to put myself out there
for people I don't know (P6, teen)”
Aggressive Those who confronted the “Some kids reacted (to the bully)
upstanders bully by using aggressive =~ with mean comments as well, which
languages only made the bully more defensive
and more aggressive (P17, educator)
Bully Those who supported the  “Her group of friends also helped her
accomplices  bully and engaged in (the bully) create and spread that
similar aggressive acts video (to upset the victim) (P11,
towards the victim educator)”
Constructive Those who supported the  “But if I see bullying happening, like
upstanders victim or criticized the frequently in the comments, I'm

bully using proper
languages

definitely going to step in or report
to the teacher (P2, teen)”

coded the transcripts independently using an open coding approach to
identify recurring themes within the participants' descriptions of cyber-
bullying experiences (session 1) and their feedback to the chatbot pro-
totype (session 2). After comparing and discussing the emerged codes
iteratively, the researchers reached a consensus on the codes. Subse-
quently, the researchers applied an axial coding approach to categorize
and combine similar codes, resulting in a set of overarching themes that
captured the bullying dynamics and preferences of intervention design.
The researchers met regularly to discuss the coding criteria and com-
pare codes until the agreement rate reached 100%. This rigorous quali-
tative analysis resulted in in-depth understanding of the social dynam-
ics and behavioral intents of bystanders, as well as valuable insights on
bystander intervention through conversational agents.
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4. Findings

We organize the findings by first presenting the variations of by-
stander behaviors as well as the barriers of constructive upstanding be-
haviors (from Session 1). Then, we outline the key parameters that
shape meaningful chatbot responses to stimulate and reinforce con-
structive upstanding behaviors (from Session 2).

4.1. Variations of bystander behaviors: neutral/silent bystanders, aggressive
upstanders, bully accomplices, constructive upstanders

From Session 1, where participants elaborated their encounters with
bullying incidents and unraveled the social dynamics within these inci-
dents, participants recalled mainly four categories of bystander behav-
iors: neutral/silent bystanders (who didn't support the victim nor stop the
bully), aggressive upstanders (who confronted the bully by using aggres-
sive languages), bully accomplices (who supported the bully and en-
gaged in similar aggressive acts towards the victim) and constructive up-
standers (who supported the victim or criticized the bully using proper
languages). Table 2 provides examples of the participants' description
of these bystander behaviors.

4.2. Barriers of constructive upstanding behaviors: lack of knowledge,
inhibitive emotions and lack of empathy towards peers

Based on the empathy mapping (Fig. 3) in Session 1, which captured
the participants’ observation, feelings, actions and thoughts/beliefs
when they encountered bullying incidents, we derived three important
factors that prohibit constructive upstander behaviors, including the
lack of knowledge (e.g., unaware of context, social norms, proper lan-
guage use, consequences of inaction etc.), inhibitive emotions such as
fear of retaliation/confrontation, and lack of empathy towards peers. In
this section, we will unpack these factors in each bystander category
and the respective strategies proposed by the participants to influence
behavioral change (see Table 3).

Diylan smells Idee he didn’s shower for a week
Ry PFlag Wilke
( Guest |
e I
Hey! Ledve him aone? You smell worse than D¥lineverydayt! |
e Allred Fislfangion
L-‘ thank vl e stardng op for Dyilan! you are such 2 good Iriesd |

Guest
Wity e i ke o Dvlant Hie rever didd smything bo you

Participant’s response (playing the
role as an aggressive upstander )

Conversational agent's response

s, Waeren

Thes: yes fioe standing up fer Dyiss. W thoutld sil be kind te each other
anfina

i

// (manipulated by the researcher)

Gueit
| el biotw ol ahawenry

4
i

Allred Fledfangton
Wt that's good? Shawering is importand?

e Warren

WEpO e pOeTS.

I'm prowsd of thove of wou who areatanding up for Cylan. Pm glad Fe fus vuch

Fig. 2. WoZ prototyping process during the 2nd design session.
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Observation
“I can’t belicve kids will using those aggressive

languages™ (11, educator)

“No one helped the victim because they didn't want
to get in trouble™ (P2, teen)

Feelings

“I felt threatened and vulnerable™ (P10, teen)

“They (bystanders) arc often afrnid of retaliation
for stepping up™ (P16, educator)

Thoughts/Beliels

“Kids don't wani to report (the bully) io the teacher
because they don’t want to be snitches™ (P10, educator)

“I think the adults should model how to deal with
these things because kids look up to them™ (P35, ween)

Actions

“I would 100% stand up for my friend™ {P1, teen)
“ 1 don't want to argue with strangers™ (P7, teen)

“1 would report to teachers™ (P8, teen)

Fig. 3. Empathy mapping of the participants' cyberbullying experience.

Neutral/silent bystanders. When bystanders failed to take actions
against cyberbullying, three factors might be at play according to par-
ticipants’ sharing in Session 1:

(i) Inhibitive emotions. Bystanders are hesitant to step in because of
their tendency to avoid conflict and confrontation, oftentimes
due to the fear of retaliation. As one participant (P10, teen)
mentioned, “I didn't want the bully to talk to anyone else about
me or try to get other people not to like me. And if I said
something, if I defended her (the victim), I don't know how she
would react in person”. Another participant (P9, teen) described
his feeling about defending a friend: “I felt threatened and pretty
vulnerable”. An educator (P16, educator) shared her speculation
about why her student chose to remain silent when encountering
cyberbullying: “she (the student) was reluctant to file a report
against the bully. She wouldn't give them his name. I think that a
big part of it is that she is worried about what would happen to
her and her social group if she exposes herself, and I think that
probably is made worse by the fact that he (the bully) can find
her online”.

(ii) Lack of knowledge of the context of cyberbullying incidents. Teens
are hesitant to intervene when they are not able to determine
whether the messages are simply friendly banters between
peers. One participant (P3, teen) noted that “personally, I try to
hear what each of them have to say before I start criticizing
anyone or assuming this person is the bully. Because that could
be bad for me. I don't want to annoy anyone”. Another
participant (P2, teen) echoed that “If it's something small, like
‘haha, you jerk’, I feel like that's not really something I'll get
involved in, because I think it's just playful teasing. But if it's
something more severe, I will probably notify the
administrator”.

(iii) Lack of knowledge of social norms and consequences of inaction.
Teens tend to be oblivious to bullying behaviors if they are not
familiar with the guidelines of socializing online or know what
actions are socially accepted. One educator (P12, educator)
raised an important point that teens are less sensitive to online
aggression compared to aggression in real life, which prevent
their urge to intervene online, “teens know that in reality, If you
made a comment on how a person is dressed, if you made an
explicit gesture, or if you just randomly called a person a swear
word when they were walking by, that is harassment. But a lot of
times their awareness of the comments that are problematic in
real life do not translate over to online situations”. Another
participant (P17, educator) noted that “they didn't realize that
when you don't report these derogatory, bullying, harassing
comments, the bullies get more chances to harass more people”.
To remedy these factors that contribute to neutral/silent

bystander actions, the participants proposed some possible
strategies to engage teens in educational conversations the
moment cyberbullying incidents happen. For example, if the
teens are afraid of confrontation or retaliation, participants
suggested that the chatbot advise teens to take less conspicuous
prosocial actions to intervene, such as anonymously liking the
victim's posts or other upstanders' comments to show support to
the victim, or disliking or reporting the bully's comments. When
there is a lack of knowledge of the context or social norms,
multiple participants suggested that it might be helpful to model
constructive upstanding behaviors as a peer or an educator, or
highlight the benefits of being an wupstander and the
consequences of not intervening.

Aggressive upstanders. When there is good intention to defend
the victim, sometimes teens' language goes awry which escalates the
conflicts. According to the participants' description in Session 1, this is
mainly attributed to a lack of knowledge of the appropriate language
that should be used online, of the potential damage caused by aggres-
sive comments, and the consequence of problematic digital footprint.
For example, one participant (P11, educator) highlighted teens' rela-
tively low sensitivity towards inappropriate language: “they don't think
there's anything too intense or threatening, but there is definitely some
name calling, like ‘oh you're a loser’, ‘you'd be terrible at that’, stuff
like that”. This is especially common among young children who have
less exposure to social media and are unaware of the online etiquette.
When they are trying to defend the victim, they can easily cross the
line and post derogatory comments towards the bully even without
malicious intent. Another participant (P14, educator) raised the point
of teens' lack of awareness of the damage caused by aggressive com-
ments: “it's hard for them to realize that they are hurting others (the
bullies) too, and this could easily aggravate the situation”. Another im-
portant factor that contributed to aggressive upstanding behaviors was
teens' lack of knowledge of their problematic digital footprint. The
anonymous nature of being online gives teens the false impression that
their comments cannot be tracked, and no one will hold them account-
able for their problematic comments online. One teen (P1, teen) re-
flected on his peers' behavior and commented that “people say mean
stuff online partly because they are not afraid of getting caught be-
cause no one can track them down if they are using aliases online”. To
remedy teens' lack of knowledge in these different aspects, participants
highlighted the need to educate teens about social norms and online
etiquette, such as establishing rules/guidelines of proper language use,
communicating the consequences of aggressive language use, and en-
couraging self-reflection and critical reasoning.

Bully accomplices. This is another behavior that requires timely
and proper intervention. Though bully accomplices play a different
role in cyberbullying scenarios compared to the aggressive upstanders,
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Table 3
Factors that influence bystander behaviors and strategies to influence/change
behaviors.

Bystander Reasons of Actions

Behaviors

Strategies to Influence
Behaviors

@ Avoidance of
conflict/confrontation/retaliation

@® Unaware of the context

@® Unaware of social norms

Neutral/silent
bystanders

@ Suggest low-stake
ways (e.g.,
anonymously liking
a comment) to
show support to
the victim

@ Clarify the context
and highlight the
severity of the
situation

@ Simulate the role
of a supportive
peer/educator and
model constructive
upstanding
behaviors

@ Highlight the
benefits of being an
upstander & the
consequences of
being a bystander

Aggressive @ Lack of understanding of the @ Highlight the
upstanders harmful impact of cyberbullying feelings of the
@ Not sensitive enough about victim
inappropriate language @ Establish
@ Unaware of the consequence of rules/guidelines of
problematic digital footprint proper language
use
@ Recognize the
upstanding
behaviors and
point out the
consequences of
aggressive
language use
@ Use reflective
linguistic cues to
trigger critical
reasoning

Bully @ Lack of understanding of the @ Highlight the
accomplices harmful impact of cyberbullying feelings of the
@ Not sensitive enough about victim
inappropriate language @ Establish
@® Unaware of the consequence of rules/guidelines of
problematic digital footprint proper language
@ Lack of empathy towards the use
victim @ Point out the
consequences of
aggressive
language use
@ Use reflective
linguistic cues to
trigger critical self-
reflection

Constructive @® Aware of the consequences of @ Simulate the role
upstanders being silent of a supportive
@ Empathy for peers peer/educator and

applaud
constructive
upstanding
behaviors

@ Recognize learners'
empathy

@ Highlight the
benefits of being a
constructive
upstander

International Journal of Child-Computer Interaction xxx (xxxx) 100680

the factors that lead them to exhibit aggression towards the victim are
very similar to those that trigger aggressive upstanders: a lack of
knowledge of the appropriate language, of the potential damage
caused by aggressive comments, and the consequence of problematic
digital footprint. Additionally, bully accomplices often have a closer re-
lationship with the bully, which results in their lack of empathy to-
wards the victims, and makes them blind to the emotional damage
they inflict upon the victim. As one participant (P11, educator) re-
flected on a cyberbullying incident in which a group of girls helped
their friend spread a video to mock the victim, he commented “they
were in different social circles, two contentious groups. It's natural for
them to side with the girl (the bully) in their own group. They don't
think about how the girl (the victim) in the other group feels”. This
lack of empathy towards the victim points to the need to guide teens to
change their mindset and put themselves in the shoes of the victim to
trigger critical self-reflection, as suggested by several participants.

Constructive upstanders. Constructive upstanding, in which the
upstander uses appropriate prosocial language to intervene when bul-
lying occurs, is the desirable upstanding behavior we attempt to rein-
force. Based on the analysis of Session 1, the factors that trigger con-
structive upstanding behaviors may be the awareness of the conse-
quences of being silent, and strong empathy towards peers, especially
those who had been victims of cyberbullying in the past. As one par-
ticipant (P17, educator) noted “I know that when you don't report
these derogatory, bullying, harassing comments, the bullies will get
more chances to harass more people”. A teen participant (P5, teen)
echoed this point: “if a person can bully your friend today, they can
completely bully you tomorrow. So, if you don't want to stand up
against the bully for your friend's sake, you probably want to do that
for your own sake, because you can totally be the victim tomorrow”.
One other participant (P2, teen) expressed how empathy propelled
her to defend her peers: “I totally understood her pain and stood up
for her at that time. I didn't want her to feel isolated and helpless”.
To further strengthen and amplify this desirable behavior, the partici-
pants suggested that a chatbot should simulate the role of a support-
ive peer/educator and applaud such behaviors, recognize their efforts
to empathize with the victims, and highlight the benefits of being a
constructive upstander.

4.3. Key parameters to shape constructive chatbot responses

The purpose of WoZ prototyping (Figs. 1 and 2) in Session 2 is to sur-
face the parameters that matter the most in order to achieve the design
goals/address the instructional needs identified in Session 1. Pre-
scripted responses were delivered through the co-pilot chatbot in re-
sponse to different bystander behaviors (neutral bystanders, aggressive
upstanders, bully accomplices, constructive upstanders) demonstrated
by the participants. Based on the analysis of participants’ prototyping
notes and the ensuing debriefing conversations in Session 2, we identi-
fied a series of key parameters that can be manipulated and optimized
to shape constructive upstanding behavior (Table 4).

4.3.1. The co-pilot chatbot should represent multiple voices

Participants highlighted the importance of representing all voices in
a cyberbullying situation to provide rich contextual information and
the most authentic experience. In the prototyping process, we purpose-
fully delivered more scripted responses in the role of adolescent peers,
and only brought out the educator's voice when repeated aggressive in-
puts were detected or as the aggressiveness of the language intensified.
This was informed by the participants' preferences they indicated in
Session 1. All ten participants expressed satisfaction towards the re-
sponses they received during their conversations with the chatbots in
the context of four different cyberbullying scenarios. Most participants
described the peers' voice as “relatable”, “engaging”, and “authentic”.
They also liked the design of embedding the educator's voice as the
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Table 4

Key parameters for designing the co-pilot chatbot.

Parameters

Sub-parameters

Examples

Voice of the
chatbot

Tone of the
chatbot

Language use
of the
chatbot

Other
bystanders

Educator/adult

Victim

Bully

Show empathy

Be friendly

Be encouraging

Use reflective
language

Use specific
language

“I said something mean, and then two posters
replied to my comment, like ‘that was mean’.
That was effective too, because that was the first
time I had seen two responses from other
bystanders. So the system kind of shakes it up a
lot, which is nice. It's like, I never know what is
going to come back. It's like you're talking to
real people” (P15, educator)

“I tried different ways to respond to see what
would happen. And I liked that there were more
than one chatbot jumping in on a few things,
especially if I said something aggressive. It
seemed to engage with me, so it felt real, which
was neat.” (P1, teen)

... then the teacher popped up. That was cool
too, because it gave a little bit of authenticity.
You know, that you're still in the classroom kind
of thing.” (P13, educator)

“I guess you could set it to a certain level if
someone was continually like if you had
someone making three or four aggressive
comments, then have the teacher come in, that
would be an effective use of the teacher” (P2,
teen)

“I think it allows kids to see that their comment
was seen by the victim if the victim responds. I
think that could be very validating” (P16,
educator)

“I think the bully should have a voice too,
because everybody should have a voice since
obviously everybody has different opinions™
(P2, teen)

“It shows that their (upstanding) actions can
actually change others' behaviors™ (P4, teen)
“Be more thoughtful when suggesting actions —
‘Just be brave and speak up’ is insensitive (same
when speaking to silent/neutral bystanders,
they will if they can), show empathy” (P17,
educator)

“Because it's kind of addressing the situation but
still being friendly as you can address” (P12,
educator)

“I really like how the chatbot was kind of trying
to make me feel nice. Like ‘I'm sure Dylan
appreciates your support’ or ‘You're such a nice
friend’ and then ‘the world needs to have more
people like you’. Stuff like that.” (P1, teen)

“It's helpful to ask reflective questions to urge
the aggressor to examine his behaviors" (P11,
educator)

“I liked that ‘Mrs. Warren’ commented back on
my aggressive post; I wasn't expecting that.
However, when I said ‘sorry Mrs. Warren’ she
replied ‘no problem’. I would suggest not using
that response because the aggressive response is
a problem even though the intent of the
response may not be. I think it is better to hold
the poster accountable for their words with a
reminder like ‘thank you for apologizing. Please
be mindful of what you post. People's feelings
can get hurt™” (P13, educator)

“I would recommend using a little bit more
purposeful and deliberate language to teach
them, and I have some examples over here. Like
instead of saying ‘doing something special for
Dylan’, you can actually be more specific, like,
‘oh, let's do something special for Dylan, like,
send him a life in the game that we play
together’, something small, but realistic, that is
easily achievable. So it gives them a boost of
positivity, and that momentum takes them
forward.” (P12, educator)
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Table 4 (continued)

Parameters

Sub-parameters Examples

“Kids won't know what to do unless you suggest
concrete actions. Especially younger kids. So
instead of saying ‘let's be kind to Dylan’, the
chatbot should suggest what to say to Dylan to
show kindness” (P13, educator)

“Saying things like “it does not comply with our
community standard” is very vague. What is
your community standard? So, break down your
community standard, make it more humane,
make it sound like it's coming from an actual
person, actual feeling, someone who can
understand you, and someone you can talk to,
as opposed to an automatic message that was
generated by bots.” (P17, educator)

“I think nowadays the social media we use, just
considering the different age range of users, that
language is not necessarily tailored to kids of a
young age group. Yeah, people might not pay
any attention to those guidelines and warnings
and stuff” (P14, educator)

“Would be good (to end the conversation) with
something like ‘I can tell you're really heated
about this’ or ‘continuing to argue doesn't make
sense. I'm gonna go’. Because I can picture some
of my own students would just keep going and
going” (P13, educator)

“Like something where the last word from the
chatbot is ‘Think about how your behavior is
affecting can affect Dylan or think about how
this makes you look to others’ or something like
that or something prosocial (to end the
conversation)” (P11, educator)

“I think the responses were perfect in length,
just like what people will normally type on
social media” (P1, teen)

“Longer comments are needed if someone is
overly aggressive. And then if the kids are doing
the right thing, give them positive feedback for
saying the right thing. That's what they're going
to remember. Even though sometimes the
comments are a little bit longer. But I liked that,
because I think they are useful in reinforcing
those behaviors” (P14, educator)

Use relatable
language

Length of
conversation

Stopping point

Length of
comments

level of aggressiveness escalated. One educator (P13, educator) indi-
cated that she was surprised by the sudden appearance of the educator
bot: “I just wanted to see what response was going to happen (as I in-
creased my aggressiveness in the language). Then Mrs. Warren (an edu-
cator bot) suddenly jumped in, and she said, ‘please do not use inappro-
priate language’. My response was, oh my God, the teacher caught me! I
was so surprised like, as a kid, I'd be like, oh the teacher just caught
me”. Another educator (P16, educator) commented that “I think they
will change kids' behaviors. It really surprised me when Miss Warren
(educator bot) came in”. Several participants also justified the voices of
both the victim and the bully, which were absent in the prototyping
process. One educator (P12, educator) commented that “I think it al-
lows kids to see that their comment was seen by the victim if the victim
responds. I think that could be very validating”. Another teen partici-
pant (P3, teen) thought that “it shows that their (upstanding) actions
can actually change others' (the bully's) behaviors”.

4.3.2. The co-pilot chatbot should adopt empathetic, friendly and
encouraging tones

The tone of response from the chatbot was also highlighted by most
participants. One educator (P17, educator) emphasized the importance
of showing empathy in the responses, she commented, “be more
thoughtful when suggesting actions - ‘just be brave and speak up’ is in-
sensitive (same when speaking to silent/neutral bystanders, they will
speak up if they can), show empathy”. This implies that simply giving
teen learners instructions or action plans is not enough, we should also
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recognize their risks and concerns for intervening in online aggression.
The response should demonstrate empathy and care for those who are
hesitant to get involved. The second point the participants brought up is
showing wisdom in the chatbot's responses. A teen (P2, teen) com-
mented that “I would say something like, ‘treat others in ways you want
to be treated’. Like I think it should be more about wisdom, not like just
saying random stuff”. This suggests the merits of incorporating wise
and pithy instructions in the chatbot's responses. Another important
theme is to use friendly tones, which was recognized and applauded by
most participants while they were conversing with the chatbots. One
teen (P5, teen) commented that “Because it's kind of addressing the sit-
uation but still being as friendly as you can”. Most participants liked
their interactions with the chatbots because of their respectful and
friendly tone, even when the participants deliberately threw in increas-
ingly hostile remarks to provoke the chatbots. An additional theme
emerged from prototyping is that the tone should be validating/encour-
aging. As one teen (P10, teen) commented “I like how the chat bot was
kind of trying to make me feel nice. Like, ‘I'm sure Dylan appreciates
your support.” Like ‘you're such a nice friend.” And then ‘the world
needs to have more people like you.’ Stuff like that”. This indicates that
providing timely responses to validate and praise teen learners' con-
structive upstanding actions might reinforce such behaviors in their
later encounters with cyberbullying incidents.

4.3.3. The co-pilot chatbot should use reflective, specific and relatable
language

Another parameter the participants considered crucial to shape
prosocial behaviors is the language use. The first salient suggestion is
that the language should be reflective. For example, one educator (P17,
educator) indicated that she preferred more questions asked in the chat-
bots' responses, “reflective questions can be about (i) to reflect on the
victim (e.g., ‘what if he doesn't have a shower at home? You don't know
his situation’, his story and his family situation), and (ii) to reflect on
your own actions would be helpful”. Many other participants echoed
this opinion, suggesting that the language used by the chatbots should
prompt the teen learners to put themselves in the others' shoes and re-
think the emotional damage their comments may inflict upon the oth-
ers. This is especially important to remedy the behaviors of aggressive
upstanders and bully accomplices. Several participants also brought up
the point of having more specific language, especially for younger chil-
dren who lack proper knowledge about social norms and appropriate
language, who are unaware of the consequences of bullying or aggres-
sive actions. For example, some participants proposed that the chatbot
should suggest specific action plans instead of vague instructions: “Kids
won't know what to do unless you suggest concrete actions. Especially
younger kids. So instead of saying ‘let's be kind to Dylan’, the chatbot
should suggest what to say to Dylan to show kindness” (P14, educator),
and “the educator can ask the aggressor to apologize to the victim. If
he/she doesn't comply, the educator should suggest next steps such as
one on one conversation, or school counseling program” (P12, educa-
tor). Furthermore, the language should be relatable. As one participant
(P13, educator) noted: “the chatbot replied ‘let's go comfort him’. This
may not work too well with guys as it is a slightly effeminate and formal
language. Maybe ‘hang out’ or ‘cheer him up’ or whatever the current
‘cool’ language is for hanging out with a buddy”. More example quotes
from the participants were shown in Table 4.

4.3.4. The responses from the co-pilot chatbot should be set at a non-
distracting length

The final parameter the participants emphasized was the length of
responses and the overall conversation. In general, the participants
liked the combination of long (3-4 sentences) and short responses (1
sentence) delivered by the chatbot. They mentioned that “I think the re-
sponses were perfect in length, just like what people will normally type
on social media” (P4, teen) and “I think your current length works per-
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fectly. Not just for kids, but for anyone. I wouldn't make it any longer or
any shorter, maybe shorter, depending on the conversation, but defi-
nitely not longer” (P16, educator). However, several educators ex-
pressed concerns about the length of the overall conversations. One ed-
ucator (P17, educator) reflected on her interaction with the chatbot
“this is definitely engaging; it triggered some long-dormant mean mid-
dle-schooler within me! It's fun and compelling to say mean things and
keep provoking the chatbot to see what it has to say. I am appalled by
myself”. To prevent long and distractive conversations, one participant
(P14, educator) suggested that “maybe three to five comments will be
enough. And then the chatbot can say something like, ‘I can see that
we're not getting anywhere. It's important that you consider how your
behavior affects other people's feelings’, something like that. And then
kids may comment back but they will receive no more responses from
the chatbot”. Another educator (P13, educator) suggested ways to end
the conversations when they are not going towards productive direc-
tions: “would be good (to end the conversation) with something like ‘I
can tell you're really heated about this’ or ‘continuing to argue doesn't
make sense. I'm gonna go’. Because I can picture some of my own stu-
dents would just keep going and going”. More example quotes from the
participants were shown in Table 4.

5. DISCUSSION

In this work we conducted two design sessions to better understand
the barriers that prevent teens from standing up for their peers in cyber-
bullying situations, and design a social media co-pilot chatbot to ad-
dress the barriers and empower teens to combat cyberbullying. Al-
though there is no shortage of education programs that attempt to edu-
cate teens how to respond to cyberbullying, programs that engage
learners in in-situ, personalized and natural conversations to stimulate
upstanding behaviors are rare. Moreover, there is still a lack of inter-
ventions that incorporate teens' and educators’ voices in the design
process, which brings into question the relevancy and effectiveness of
these interventions. This study addressed these gaps by giving both the
teens and educators a voice in shaping an engaging, relatable and edu-
cational social media co-pilot chatbot. Drawing from insights of the key
stakeholders, our work envisions new features and properties for the
design of more sophisticated and scalable educational chatbots or mod-
eration tools to combat cyberbullying. In this section, we first elaborate
the design considerations informed by the design process, then we dis-
cuss the gap between existing cyberbullying intervention programs and
what teens and educators desire. In other words, what our study adds to
the current practice of chatbot development for cyberbullying preven-
tion/bystander intervention. Finally, we present the directions for the
researchers to explore from both technical and design perspectives.

5.1. Design considerations informed by the youth and educators

Through designing with teens and educators, we brought an up-
dated understanding of the realities teens are experiencing in cyberbul-
lying, as well as targeted strategies to address the instructional needs
that inform the design of the social media co-pilot chatbot.

Research on bystander types has evolved over time, with early stud-
ies (Salmivalli et al., 1996) identifying four distinct roles: reinforcer
(creating an audience for the bully), assistant (following the bully), de-
fender (supporting the victim), and outsider (doing nothing). Subse-
quent research has refined these roles, merging certain bystander cate-
gories (Poyhonen et al., 2012; Pozzoli & Gini, 2013) or adding more nu-
ances to the bystander roles such as those who created limited and in-
consistent response (Waasdorp & Bradshaw, 2018). Our study echoed
the existing findings on the variations on bystander behaviors, and
added a new category, the aggressive upstander, which calls for more
targeted instruction to promote empathy and prosocial online behav-
iors.
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Some of the barriers of upstanding behaviors we found echo the by-
stander literature, such as a lack of knowledge of cyberbullying harm,
strategies to intervene and empathy towards the victim (Dominguez-
Hernandez et al., 2018; Price et al., 2014), Beyond these factors, we
also found barriers of upstanding behaviors that are unique to virtual
environments, such as the challenge of understanding the full context of
interactions to determine whether intervention is necessary. In particu-
lar, it is hard to discern, simply based on online interaction, whether a
conflict has been resolved or is still unfolding, and whether or not oth-
ers are already intervening. Another barrier that deters bystander inter-
vention in online environments is that bystanders are not able to in-
stantly see the harm inflicted on the victim, which prevents the chance
for developing empathy towards the victim and results in inaction. Ad-
ditionally, we found that the anonymous nature of being online exacer-
bates aggression, thus it is urgent to educate teens about the conse-
quences of leaving problematic digital footprint.

Based on the barriers we identified that curb constructive upstand-
ing behaviors, it is crucial to impart knowledge in the areas that the by-
standers are not yet aware, address their inhibitive emotions and sup-
port them to develop empathy towards peers. Specifically, the chatbot
should generate responses that help teens gain knowledge in (i) analyz-
ing the context and evaluating the severity of the bullying situation; (ii)
recognizing the consequences of inaction, aggression and problematic
digital footprint; (iii) understanding prosocial norms, and (iv) comply-
ing with the rules/guidelines of proper language use. To address teens'
inhibitive emotions such as the fear of retaliation and confrontation, it
might be helpful for the chatbot to suggest low-stake ways to show sup-
port to the victim without revealing one's own identity (e.g., anony-
mously liking the victim's comment, or other upstanding comments, or
reporting aggressive comments). Echoing the studies that highlighted
the importance of empathy (Barlifiska et al., 2015; Kozubal et al., 2019;
Schultze-Krumbholz et al., 2018), it is crucial to guide teens to take the
perspectives of the victims and empathize with the victim and to de-
crease the chance of bullying or aggressive upstanding behaviors.

Our findings also surfaced four key parameters that are essential to
shape meaningful and constructive chatbot responses: (i) voices repre-
senting multiple roles. This implies that the co-pilot chatbot should repre-
sent voices of all stakeholders in cyberbullying situations: other by-
standers (peers), the educators, the victim and the bullies. Having the
chatbot simulating these different roles enables immediate demonstra-
tion of the benefits of constructive upstanding behaviors, and the harm
caused by aggressive upstanding and bullying behaviors, thus reinforc-
ing the desirable behaviors and reducing future aggression. Specifi-
cally, the integration of educator voice was perceived effective in miti-
gating online aggression. Feedback from participants indicated that the
sudden appearance of an educator bot mimics real-life authority, creat-
ing a sense of accountability, and potentially deterring aggressive be-
haviors. This design also reflects the preference of some younger partic-
ipants who suggested that an adult should intervene when the tension
escalates. While it is meaningful to bring in educator bots, balancing
the timing and frequency of these interventions is essential. As sug-
gested by a teen participant, setting a threshold for repeated aggressive
comments before educator intervention can ensure that peer interac-
tions remain authentic while still preventing the escalation of aggres-
sion. Despite the effectiveness of teachers' intervention in in-school bul-
lying (Biggs et al., 2008; Hirschstein et al., 2007) and in cyberbullying
(Acosta et al., 2019), embedding adults' voices in the chatbot design
must also consider potential conflicts. For example, one key considera-
tion is the potential clash between the educator's authority and teens'
desire for privacy and autonomy in their social space. Social media plat-
forms are often viewed as spaces for self-expression and peer-to-peer
communication, free from the oversight of authority figures like teach-
ers or parents (Erickson et al., 2016; Shade & Singh, 2016). The intro-
duction of an educator's voice, even in the form of a chatbot, could be
perceived as an intrusion into this perceived private sphere, potentially
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leading to resistance or rebellion from teens. Ghosh et al. (2020) pro-
posed incorporating Value Sensitive Design (VSD) (Friedman et al.,
2002) principles in mobile online safety for adolescents by balancing
privacy and safety. In line with VSD principles, which involve concep-
tual, empirical, and technical investigations to identify and incorporate
values into technology design, it is crucial to incorporate both educa-
tors and teens' values into the chatbot design, balancing educator's con-
trol and teens' autonomy. To this end, chatbot design should consider
flexible thresholds for educator involvement while allowing authentic
peer interactions without unexpected intrusion, reflecting both parties'
values to create a respectful learning environment; (ii) empathetic,
friendly and encouraging tone. This informs the design of incorporating
an empathetic tone in the chatbot responses to recognize teens' con-
cerns about upstanding against bullies, and adopting a friendly/encour-
aging tone when acknowledging desirable behaviors and calling out
problematic behaviors; (iii) reflective, specific and relatable language.
This suggests the necessity of using linguistic cues such as questions to
trigger self-examination on language use, and providing specific in-
structions such as actionable plans to support the victim or confront the
bullies, as well as adopting age-appropriate relatable language to im-
prove the authenticity and effectiveness of the chatbot; (iv) non-
distracting length. The participants suggested that the responses from the
co-pilot should be kept at a length that is not distracting yet still engag-
ing. Therefore, setting the right stopping points is important once the
instructional goal has been achieved (successfully triggering construc-
tive upstanding behaviors), or the deviant behaviors repeated to an ex-
tent that requires alternative forms of intervention.

5.2. The gap between existing cyberbullying intervention programs and
what teens and educators desire

Instead of using a relatively static form of presenting the instruc-
tional materials and positioning teens in a passive learner role, this
study highlights the value of active learning (Bonwell & Eison, 1991) by
engaging teens in dynamic and natural conversations with a co-pilot
chatbot embedded in authentic cyberbullying contexts in a simulated
social media environment. Although the emerging interactive games
partially address the challenge of passive learning, most education
games for cyberbullying intervention to date stripped away the real
contexts in which cyberbullying takes place, or failed to provide real-
time natural conversations to engage learners. In this study, the rich de-
sign considerations grounded in the participants' firsthand experience
with cyberbullying enable more authentic design of the co-pilot chat-
bot, which actively engages and guides teens in dealing with concrete
cyberbullying problems. This situated learning experience (Lave &
Wenger, 1991). Situated learning: Legitimate peripheral participation.
Cambridge university press. Allows teens to immerse in real world
problems with rich contextual details, reflect on the roles they play and
the ensuing consequences of their actions. The co-pilot chatbot adopts
dynamic roles such as a relatable peer or a reliable mentor in the un-
folding conversations and guides the teens to construct knowledge and
strengthen self-efficacy to stand up against the bullies or support the
victim. Such situated learning experience can generate knowledge that
is long lasting and more easily translate into constructive upstanding
actions in teens’ future encounters with cyberbullying (Lave & Wenger,
1991).

5.3. Technical feasibility to meet the design goals of the chatbot

Our findings outline a set of important design implications for the
NLP community to explore based on the current development of lan-
guage models that can generate sophisticated and natural conversa-
tions, such as GPT-3 (Brown et al., 2020), T5 (Schultze-Krumbholz et
al., 2018), and Jurassic-1, J1-Jumbo (Lieber et al., 2021). Achieving the
ideal design parameters for the co-pilot chatbot presents several chal-
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lenges, particularly given the current limitations of generative Al tech-
nology. For example, ensuring the chatbot's voice accurately mimics di-
verse roles in cyberbullying situations requires sophisticated NLP capa-
bilities to generate contextually appropriate and empathetic responses.
Additionally, maintaining a friendly, encouraging tone while effec-
tively addressing aggressive behavior involves balancing sensitivity and
firmness, which can be difficult for Al to achieve consistently. Further-
more, determining the optimal length and stopping points for conversa-
tions requires the chatbot to gauge user engagement and be sensitive of
contextual constraints (i.e., limited time for conversation when the
chatbot is implemented in classrooms). This requires further design to
provide more human control for adaptive conversation management to
prevent interactions from becoming discursive and counterproductive.
Addressing these challenges requires iterative design and ongoing im-
provement of Al algorithms to enhance the chatbot's ability to foster
constructive upstander behaviors effectively.

Despite the challenges in achieving the ideal design parameters,
emerging studies have demonstrated the potential of chatbots in con-
flict resolution in various contexts, such as facilitating agreements by
encouraging consent collection and structured conversations (Benke et
al., 2020), and helping members in distributed teams to enhance emo-
tion awareness, communication efficiency, and compromise facilitation
(Niksirat et al., 2023). This study echoes these findings and highlights
that conversational agents can play a significant role in improving com-
munication dynamics and resolving conflicts, when given careful con-
sideration to user interaction and contextual factors. Future research
should differentiate between the near future solutions that are more
technically attainable (e.g., ensure that the chatbot generates specific
instruction using relatable language for teens) and advanced solutions
that embody the design ideals (e.g., carrying an engaging conversation
but also sticking to the educational goal at a higher cognitive level). We
encourage chatbot designers to explore the former, and the NLP re-
searchers explore the latter.

6. Limitations and conclusion

This study was conducted with 17 participants involving teens and
educators during two 60-min sessions. Due to the limited sample size,
future research should further investigate and expand upon our find-
ings by recruiting larger samples representing more diverse experience.
Moreover, we only conducted individual sessions with each participant,
thus we were unable to uncover the potential tension among the partici-
pants and provide the opportunities for them to negotiate different
opinions and reach consensus. It was not the research goal of this study
to expose the tension among the stakeholders and to explore differences
in design preferences based on the participants’ gender, age or ethnic-
ity. Nonetheless, the emergent design considerations from our data
would benefit from being tested in a larger study. Future research
should consider addressing the tensions of design preference between
youth and educators with more diverse demographic backgrounds and
varied degrees of social media use.

In this study, we primarily investigated the chatbot design in which
the chatbots were embedded in the social media comment section, im-
personating a real user instead of a “whisperer” that provides guidance
through a private channel. The justification for this design was to 1) fos-
ter more natural and authentic interactions, which may enhance teen's
engagement and prompt actions, 2) enforce positive social norms and
model appropriate behavior. This may motivate teens to follow suit for
collaborative upstanding with the chatbot. However, we acknowledge
the possibility of alternative chatbot design, such as having the chatbot
communicate to the user through a private channel instead of appear-
ing at the comments section. Future studies should explore the implica-
tions of alternative designs that were not explored in this study. Build-
ing on this study, we will further develop the social media co-pilot chat-
bot and embed it in our online digital literacy education platform to test
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it with a larger pool of users. Large scale evaluation studies will be con-
ducted to investigate the effectiveness of the chatbot. Future studies
could also explore integrating the chatbot with various social media
platforms to broaden its reach and impact. These steps will help refine
the chatbot and ensure it meets the diverse needs of users.

7. Selection and participation

To recruit youth and educators for this work, we leveraged our re-
cruitment network in our previous studies related to teens' digital liter-
acy education. We intentionally diversified our participant pool to rep-
resent voices from a wide spectrum in terms of gender, age, ethnicity
and geographical locations. The criteria of inclusion are teens aged
9-13 and educators who have worked with teens or taught classes re-
lated to digital/media literacy. During the recruitment, we first sent out
an invitation email to potential participants in our previous recruitment
network. The recruitment email describes the information of this study,
data privacy protection mechanism and asks about their willingness to
participate. The research team then sent the consent forms to all poten-
tial participants who expressed interest to join the study. Teen partici-
pants received both the child assent form and the parents/guardian
consent form, which their parents/guardian were expected to read and
sign. We only included teens whose parents/guardian actively opted in.
We then coordinated the time with the participants (or parents/
guardian) via text or email for the two design sessions. Both sessions
were conducted online via Zoom.
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