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Abstract—In a seminal work, Ishai et al. (FOCS-2006) studied
the viability of designing unconditionally secure protocols for
key agreement and secure multi-party computation (MPC) using
an anonymous bulletin board (ABB) as a building block. While
their results establish the feasibility of key agreement and honest-
majority MPC in the ABB model, the optimality of protocols
with respect to their round and communication complexity is not
studied. This paper enriches this study of unconditional security
in the ABB model in multiple ways.

« We present a key agreement protocol with a novel com-
binatorial insight to offer a 200% throughput over the
(FOCS-2006) study; i.e., using the same number of mes-
sages, we can (almost) double the bit-length of the agreed
key. We also prove the near optimality of our approach.

« We offer unconditionally secure protocols for the (random)
string oblivious transfer functionalities. We present a 1-
round chosen message random string oblivious transfer and
show how to extend it to a non-interactive (random) string
oblivious transfer protocol and a 2-round chosen message
string oblivious transfer.

o We prove a 1-round communication lower bound for BEC
under certain conditions.

Central to our technical contributions is the abstraction
of a distributional variant of the random ABB functionality.
Investigating the concrete efficiency of founding MPC from this
primitive leads to fascinating new mathematical challenges in
well-established MPC models, which will be of broader interest
to the community.

I. INTRODUCTION

Securely realizing unconditionally secure cryptographic
primitives is a topic of immense value and has a rich history.
This work revisits a particularly surprising work by Ishai et
al. [22] that analyzes the possibility of performing cryptogra-
phy with unconditional security using an anonymous bulletin
board (ABB). Ishai et al. establish unconditional security for
prominent cryptographic tasks such as key agreement and
honest-majority secure multiparty computation (MPC) based
solely on access to an ABB that allows a sender to publish
her message without revealing her identity. In particular, they
demonstrate that ABB is sufficient to implement uncondi-
tionally secure point-to-point channels between two parties
without making any other assumption. Ishai et al. then extend
it to achieve MPC with unconditional security in the presence
of an honest majority, diversifying the primitives that facili-
tate secure computation. Interestingly, they complement these
constructions by showing the impossibility of unconditional

secure computation using anonymous broadcast without an
honest majority.

Since the publication of the paper by Ishai et al. in
2006, the field of anonymous communication has witnessed
tremendous growth: the anonymous communication network
Tor [14] serves more than two million unique users daily
using an overlay network of several thousand nodes all over
the Internet. As the use of blockchains brings users’ financial
dealings to the (public) Internet, there have been significant
efforts towards introducing and improving anonymity over the
Internet. Startups such as Nym [13] and xx.network [35], [36]
are developing generic anonymous communication networks to
break the link between users’ identity and their transactions,
and several blockchain projects have started incorporating
anonymous communications, such as Tor and I2P, in their
designs [21]. Academic literature on anonymous communi-
cation, as well as protocol implementations, have significantly
expanded in the last two decades [1], [6], [11], [15], [26].
It is safe to say that ABBs are prevalent on the Internet
today. Motivated by these real-world applications, we aim to
understand the efficacy and concrete efficiency of developing
cryptography assuming access to such an ABB.

The utility of the ABB towards unconditional security is
easy to illustrate using Alpern and Schneider’s [5] elegant key
agreement protocol between Alice and Bob against an honest-
but-curious adversary, which is referenced in Ishai et al. [22].
Alice and Bob independently pick random integers (say 74
and rp, respectively) and publish those to the anonymous
broadcast channel. The agreed single secret bitis 1 if r4 > rp
and 0 if r4 < rp. If r4 = rp, Alice and Bob fail to establish
the secret bit and rerun the protocol. Notice that Alice and
Bob know their respective input and thus can compute the
secret bit; however, eavesdroppers cannot distinguish r 4 from
rp and have no information about the agreed bit. Moreover,
the failure probability (using the birthday bound) depends on
the size of the sample space of the integers.

This “indistinguishability property” can be abstracted as a
multi-set. Conceptually, we observe that using ABB converts
a vector (or key-value store) of user inputs to a multi-set.
This brings us to the question: what if Alice and Bob send
multiple (say m) messages each? Can we agree on more than
m bits using this 2m-sized multi-set? We answer this question
affirmatively to demonstrate that Alice and Bob can indeed
agree on close to 2m secret bits, which improves the through-
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put of the key agreement to 200%, as compared to Alpern
and Schneider [5]. This work aims to determine the concrete
communication and round complexity of key cryptographic
functionalities based on anonymity. This investigation leads
to both qualitative and quantitative research questions in this
context.

To this end, we establish connections of implementing func-
tionalities using ABB in our context with various well-studied
communication-limited MPC models (like non-interactive cor-
relation distillation [32], [33], secure non-interactive simula-
tion/reduction [2], [24], one-way secure computation [18], and
private simultaneous messages [16]). Our problems translate
into analytically tractable instances of these MPC models,
which are generally challenging to analyze. These connections
lead us to several near-optimal protocol constructions. Our
practically-motivated research objectives lead to fascinating
research questions in these MPC models, potentially of interest
to the broader cryptographic & information theory community.

A. Our Contributions

From the modeling perspective, this work assumes the
existence of an anonymous broadcast, which we model as an
Anonymous Bulletin Board (ABB) hybrid. There are four par-
ties A, B,C, and D. The bulletin board ideal functionality, rep-
resented as ABB,,, , i mc» takes as input three multi-sets: (1)
A= {a1,...,am, } from party A, 2) B := {b1,...,bm,}
from B, and (3) C := {c1,...,Cm} from C. Note that party
D does not provide any input. The functionality outputs the
multi-set ' = AUBUC := {7y,...
four parties.

We refer to party C as the helper and party D as the
eavesdropper. In the randomized version of bulletin board
(rABB), the three multi-sets A, B, C' are sampled according
to some independent distributions P, (), R, respectively. We
note that the rABB functionality is as powerful as the ABB
functionality when messages are not chosen adaptively.

In addition to the bulletin board, parties also have public
authenticated channels between them. In the ABB setting, we
define each party’s communication complexity as the number
of bits that the party sends to the ABB plus the number of
bits it sends to other parties through the public authenticated
channels. We define the communication complexity in the
rABB setting in a similar manner.

The sequel summarizes our contributions.

7'7mA+mB+mc} to all

Result 1 (Key-agreement Protocol: Informal). We present
a non-interactive two-party key-agreement protocol using
rABB,,m,0 With individual message length n that establishes
(near-optimal) 2m-bit keys with (m - n)-bit communication
complexity. !

Our construction is secure against a computationally un-
bounded eavesdropper D. Our construction is straightforward
to implement, and the key length (i.e., throughput) is near-
optimal. Here, throughput is the ratio of the key length to the

IThe formal statement for this result can be found as Theorem 1 in Section
V-C in the full version of the paper [38].

number of messages. The length n of the individual messages
affects our algorithm’s failure probability, the event where
parties fail to agree on a key. Small messages would result
in close-to-1 failure probability. Surprisingly, when n is larger
than a particular threshold, it has essentially no impact on the
key length. We also present a duplicate-recovery variant of
the protocol in Result 1, which is suitable for other parameter
regimes.

Remark 1 (Upper bound on our key length: additional
comments). Our proof of the optimality of our key length
considers a wide family of protocols. In these protocols, parties
can interact over multiple rounds using the public authenti-
cated channels after the rABB invocation. The parties A, B,
and C receive messages from arbitrary independent message
distributions P,Q, and R, respectively (not necessarily the
uniform distribution). In our protocol, rABB delivers random
independent messages to the parties. We prove this result using
mutual information, entropy-based arguments, and the recent
results of [27], [28].

In our protocol, parties have access to a single ABB or
rABB that they call once. Many other protocols (such as [8],
[12], and some protocols in [22]) either require additional
assumptions, such as on the synchrony of the system model
or require multiple independent instances of ABB to be
implemented. We emphasize that this is qualitatively different
from our protocol setting, and a direct comparison of the
communication costs of these protocols against ours results in
an inaccurate representation of both their protocols and ours.
Therefore, we focus our concrete communication cost analysis
on comparison with the state-of-the-art protocol in this setting,
which is [5].

For typical values of k£ such as 128, [5] requires roughly
2.9x our communication cost. (See Figure 1 in [38].)

In the context of implementing oblivious transfers, Ishai et
al. [22] proved the impossibility of realizing oblivious transfer
(OT) using ABB when honest parties are not in the majority.
This implies that it is impossible to realize oblivious transfers
(as well as their randomized versions) in the ABB-hybrid
without the helper party C. We construct oblivious transfer
protocols that achieve a few different functionality variants —
a step towards diversifying setups for oblivious transfers.

Result 2. We present a 1-round protocol for establishing
chosen message random string oblivious transfer (cm ROTY)
from sender B to receiver A with the helper C. The protocol
is round-optimal.

The cmROT* functionality takes as input two ¢-bit messages
xo and 2 from the sender and delivers the tuple (b, z) to the
receiver, where the bit b is chosen uniformly at random.

The round optimality of this construction is a consequence
of Result 3 and the fact that one can use (chosen message)
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random string OT to implement an erasure channel.”? The
following results are consequences of Result 2.

Corollary 1.1. There is a non-interactive protocol for estab-
lishing random string oblivious transfer ( ROT* ) from sender
B to receiver A with the helper C.?

Corollary L.2. There is a two-round protocol for establishing
(chosen message) string oblivious transfer (cmOT?) from
sender B to receiver A with the helper C.3

Corollary L3. All protocols in Result 2, Corollary 1.1, and
Corollary 1.2 are easily extended to 1-out-of-N OT (where the
sender has N inputs).

Corollary 1.4. Binary Erasure Channel (BEC) with erasure
probability § € (0, 1) is realizable using 1-out-of-d ROT from
Corollary I.3.

This can be done by having e of the messages be a special
“erasure” symbol while the remaining (d — e) messages are
identical to the transmitted bit.

Garg et al. [18] showed that any (possibly randomized)
sender-receiver function is realizable using one-way communi-
cation over ROT channel that is equivalent to cmROT? with-
out communication. Thus, the following result is a straightfor-
ward consequence of Result 2 and [18].

Corollary L5. Any (possibly randomized) sender-receiver
function is realizable using rABB with one round of commu-
nication.

Remark 2 (New research problems in interaction-limited
MPC models). Our use of rABBY @R can be interpreted as
sampling from the joint distribution (P, Q, R|T") in a prepro-
cessing step, where " is the union of the three. Under this
interpretation, our research problems translate into research
questions in the NICD [32], [33], SNIS [24], SNIR [2],
OWSC [18], and PSM [16] models.

1) For key agreement, we prove that the uniform distribu-
tion achieves the optimal result even against arbitrary
independent distributions.

2) For random string oblivious transfer, we show that by
using specialized distributions P,Q, R, we are able to
obtain non-interactive random string oblivious transfer.

Result 3. We prove a 1-round lower bound for implementing
a binary erasure channel from B to A utilizing the rABB
(with a helper) and a public authenticated channel from B (the
sender) to A (the receiver) when the messages are sampled
from uniform distributions P, @, R.

We employ the techniques from secure non-interactive sim-
ulation (SNIS/SNIR), recently introduced in [2], [24], [25], to
prove the above result.

2The sender can choose to send zo = 11 and 1 = Om for a bit
m € {0,1}. The receiver receives the bit m with a probability of 1/2;
otherwise, it is erased with a probability of 1/2. Therefore, the impossibility
of implementing an erasure channel extends to this case.

3Section VI-D of [38].

Note that proving the optimality for arbitrary independent
distributions P, (@, R remains open. Recall P,(Q, R represent
the distribution of the messages sent by rABB to the parties
A, B, and C, respectively. Analyzing this distributional variant
of rABB motivates new research directions in interaction-
limited MPC models, like SNIS and SNIR. This problem is
challenging even when P,(Q, R are flat distributions over a
sparse subset of the message space. Typically, these models
(like NICD [32], [33], SNIS [24], SNIR [2], OWSC [18],
and PSM [16]) have strong hardness-of-computation results.
However, for our application scenarios, there are non-trivial
and practically useful constructions as well.

B. Related Works

1) Key-Agreement: Many works focus on key-agreement
or developing secure point-to-point links based on anonymous
communication. [5] performs key agreements using sets of
position-labeled bits sent by the parties. [39] expands [5] to
work over semi-honest channels. [8] relies on the fact that
parties can set the source of the message to be honest or
false and send messages in random orders. [12] similarly
proposes a protocol that requires the parties to send messages
in random order by implementing random wait times. [34]
considers key-agreement when the receivers (instead of the
senders) are anonymous. [17] considers key-agreement in a
similar setting, where a “deck of cards” is dealt to the parties
with the remaining cards dealt to the adversary. Finally, Gilad
and Herzberg [19] demonstrate the practical utility of [22] for
the IP-level security protocol IPSec.

There has been extensive study of establishing fixed length
secret key in the source model in which parties observe i.i.d
samples from a joint distribution and the eavesdropper possibly
observes some side information from these samples [4], [10],
[20], [29]-[31]. The main objective is to study the achievable
key rate when the number of samples tends to infinity.

[23] studies the question of bootstrapping anonymous
communication. The objective is to communicate a large
amount of data using non-anonymous communication and only
a small amount of anonymous broadcasts.

2) Communication-limited MPC Models: Non-interactive
Correlation Distillation. In information theory and theoret-
ical computer science, non-interactive correlation distillation
(NICD) is a well-studied analytically-tractable problem [7],
[9], [32], [33], [37]. NICD also aims to establish secure key
agreements. In NICD, each party holds a noise version of some
source bits, a particular form of correlated private randomness.
It is common in NICD that the failure probability for the key-
agreement instances is high. On the other hand, parties have
access to ABB that generates a different form of conditional
distribution in the rABB-hybrid model. We are the first to
choose this distribution and achieve near-optimal key length.

Secure Non-interactive Simulation/Reduction. Secure non-
interactive simulation/reduction (SNIS/SNIR) is a crypto-
graphic primitive introduced recently [2], [24]. In this model,
parties have i.i.d samples of a source correlated private ran-
domness; the objective is to non-interactively and securely
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transform these samples into i.i.d samples of another target
correlated private randomness. This line of work investigates
both the feasibility and efficiency of SNIS/SNIR constructions.
We shall employ the techniques to prove the impossibility
results in their settings to show the round-complexity of
realizing BEC or OT using rABB-hybrid.

One-way Secure Computation. One-way secure computa-
tion [3], [18] uses one round of communication to securely
transform the samples of the source distribution to the samples
of the target distribution.

II. TECHNICAL OVERVIEW

This section provides a technical overview of our results.
The formal definition of the anonymous bulletin board (ABB)
and its variant are in Section IV of the full paper [38].

A. Key Agreement

We construct a key agreement protocol in which parties A
and B receive a set of m messages of n bits each (A and B
respectively). Additionally, all parties (A, B, D) receive the
set of 2m messages (I' = AU B) from the rABB. The parties
first discard any duplicate messages in I, resulting in 2m’
total messages where m’ messages belong to each set A and
B. Since no duplicate messages exist, only parties A and 5
can identify which of the 2m’ messages belong to each set A
and B. By using a canonical ordering of the 2m’ messages
and assigning messages belonging to A as 1 and messages
belonging to B as 0, the two parties can agree on a 2m/’ bit
string that is known only to them. Then, by using standard
techniques in combinatorics, the two parties can index the
agreed upon bit string out of the (27;”) possible bit strings
and agree on a key of length log ((2’” )) ~2m' — logm/'.

Our protocol has two main parameters, m and n. The
expected key length increases with m and n. At the same
time, the communication cost increases with m and n as well.
However, we note that this is a simple optimization problem
and that automatic searches for optimal parameters can be
done. Furthermore, for common key-length such as 128 or
256 bits, the search only has to be performed once.

We perform this automated search and present our results
in Figure 2 in the full version [38]. Concretely, using 702-bits
of communication, .4 and B can agree on a 128-bit key in
expectation, and using 1550-bits of communication, 4 and B
can agree on a 256-bit key in expectation.

Additionally, we present a variant of our protocol called
duplicate recovery, which is suitable for small values of n.
(See Section V-G in [38].) In duplicate recovery, instead of
removing all duplicates, the protocol considers the duplicates
as part of the possible distributions. We note that in this case,
indexing the possible distributions becomes non-trivial. We
present such a problem as a new problem in combinatorics, as
well as reformulate it as an Integer Programming (IP) problem.
We believe this problem may be of independent interest.

The complete description and analysis of the key agreement
protocol can be found in Section V of the full version [38].

Finally, using techniques on mutual information, we prove
that under the setting of arbitrary/unlimited message length,
our protocol achieves the optimal expected key length given
parameter m. We include an overview of the theorems and
many of the proofs, while the detailed proofs can be found in
Section V-E in the full version [38].

Theorem 1. Let m,n € N and P,Q be independent distri-
butions over ({0,1}™)™. Suppose parties are in the random
public anonymous bulletin board hybrid rABBf;?n. Then, the
expected key length in any key agreement protocol (allowing
interaction) is at most I(rABBP @) +1+1log3.

We shall employ the techniques developed recently in [27],
[28] to prove the theorem above. We say that Alice and Bob
are in (X,Y)-correlation hybrid if Alice has = and Bob has
y, where (x,y) is sampled according to the joint distribution
(X,Y). The following result shall be useful for the proof.

Theorem 2. [27], [28] Let (X,Y) be a joint distribu-
tion. Then, the maximal expected key length in the (X,Y)-
correlation hybrid (allowing an arbitrary amount of commu-
nication) is at most I(X,Y) + 1 + log 3.

Proof of Theorem 1. The correlation rABBm ~ 1s a condi-
tional distribution of the form (X,Y|Z), where Z the random
variable denoting the eavesdropper’s view (the set AUBUC).
Conditioned on fixing the eavesdropper’s view (Z = 2z),
applying Theorem 2 to the joint distribution (X,Y|Z = z)
yields that the key length is at most I(X,Y|Z = z)+1+log3.
Thus, the expected key length is at most

EI(X,Y|Z=2)+1+10g3] =I(X,Y|Z)+ 1+ log3.
Next, we bound the mutual information of the rABB.

Lemma 1. Let (X,Y|Z) be the correlation corresponding to
the random public bulletin board rAB Bz% For each z in the

sample space of the random variable Z, let {, be the length
of z after removing all duplicate elements. Then

20, 20,
I(X,Y|Z) = sz 1og< Z>—Ez{log<&>}

Proof.

Fact 1. It holds that I(X,Y) = H(X)— H(X|Y) = H(Y) -
H(Y|X). Furthermore,

I(X,Y|Z) =

H(X|Z) - H(X|Y,Z) = H(Y|Z) - H(Y|X, Z).

First, note that Z = X UY. Thus, H(X|Y, Z) = 0 since X
is completely determined conditioned on knowing Y and Z.
We have

I(X,Y|2) = sz I(X,Y|Z = 2)
— sz H(X|Z=2)—H(X|Y,Z=2)) (Fact 1)
=sz(2)- H(X|Z = =z)

z

Authorized licensed use limited to: Purdue University. Downloaded on $gg@mber 08,2024 at 21:45:59 UTC from IEEE Xplore. Restrictions apply.



For each © = {aj,as,...,a,} in the sample space of X,
there is no duplicates in x; that is a; # a; for every ¢ # j.
Conditioned on Z = z = {a1,...,am,b1,...,bn}, which
might contain duplicates, the number of x that are consistent
with z is (ij). Thus, the support’s size of the random variable
(X|Z=2)is (25:). Observe that the random variable (X|Z =
z) is uniform over its support. This implies that H(X|Z =
z) = log (%), for every z such that pz(z) > 0. Therefore,
we have

HIX,Y1Z) = Spa(e) og (25)

which completes the proof. O

The expected key length of our protocol is the quantity
E.log (%*) defined above. The following results are conse-
quences of Lemma 1.

Corollary IL.1. The expected key length of our protocol is
exactly T (rABBZ?n), where P and Q are the distribution that
samples m messages randomly without replacement.

Corollary IL.2. Let m,n € N and let P,Q be arbitrary
distributions over ({0,1}™)™. Then, the expected key length
of any protocol in the rABBY? is ar most log (27;”)

m,m
B. Chosen Message Random String Oblivious Transfer

A single bit of random oblivious transfer can be seen as two
BEC instances that are correlated in a way such that whenever
one of the messages is erased, the other message is delivered.

We use a set of four elements — one belonging to 4, one
belonging to C, and two belonging to B- that is divided into
two subsets that each contain an element belonging to B. 15 can
identify both messages that belong to B in the two subsets and
can therefore obtain two bits. On the other hand, A can only
identify the element belonging to 3 in the subset that contains
A’s element. This creates a setting where B can identify two
messages while A can only identify one.

When we directly perform the above step multiple times,
a natural issue arises in which B is unable to identify what
messages A can obtain but will instead get a Cartesian product
of all the possible bits.

The key observation is that security still holds if we set
all elements belonging to A to be even (or odd), all elements
belonging to C to be odd (or even, respectively), and half the
elements belonging to B to be even and half to be odd. This
will allow B to “link” the bits that form the same message,
thus identifying the two possible messages that 4 can obtain
without learning which message .4 obtains.

We can also compress the multiple calls to rABB into a
single call using sequence identifiers and parallel identifiers.
(See Section IV-D in [38].) Finally, to ensure that C learns
nothing about either message, B sends two “correction mes-
sages” that get XORed with the original message to create the
final message to A through a private authenticated channel
(such a private channel can be established in parallel with no
additional round using our key-agreement protocol).

The complete description and analysis of the random string
oblivious transfer protocol is in Section VI of [38].

Here, we provide the formal theorem and proof sketch of
Result 3, which is used to prove the round optimality of our
protocol.

Theorem 3. Let p € (0, 1) be the erasure probability. Any zero
round protocol implementing BEC(p) in rABB%‘;’%f;{nf o
hybrid has constant insecurity, where U o, Up, Uc are uniform
distribution over ({0,1}")™4,({0,1}™)™5, ({0,1}™)™C re-

spectively, and n is the message length.

Proof Sketch. We prove this by contradiction. Suppose that it
is possible to get BEC(p) from the rABB%ﬁ’%lfB’%f .- It follows
from [2], [24] that if it is possible to implement the randomized
inputs BEC(p) from some other distribution (X,Y), then the
eigenvalues of BEC(p) must be a subset of eigenvalues of the
distribution (X,Y"). Note that the eigenvalues of BEC(p) are
1 and /1 — p. The correlation rABB,,, , 1y me is @ family of
joint distributions of the form (X,Y|Z). Therefore, it must
be the case that /1 — p is an eigenvalue of the correlation
(X,Y|Z = z), for every z in support of the random variable
Z. This implies that /1 —p is an eigenvalue of all the
conditional distributions (X,Y|Z = z), which is impossible.

We provide elaborated arguments and an alternative round-
optimal protocol for achieving BEC in the appendix of the full
version of the paper.
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