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ABSTRACT Consent management has become an important issue with the increased usage of the Internet
and also smart devices that collect personal data. Each country enacts its regulations and laws for consent
management. These laws ensure that personal data is not collected without the individual’s consent and
cannot be processed with a purpose other than the stated purpose. The General Data Protection Regulation
(GDPR) has strict rules regarding collecting and processing personal data. This paper proposes a new
approach for auditable hybrid consent management systems using blockchain technology and a purpose
tree. The suggested approach includes (1) the implementation of a GDPR-compliant consent management
system using blockchain and purpose tree; (2) the implementation of an audit mechanism that detects consent
violations and corrects consents; and (3) the use of both on-chain and off-chain technologies. The audit
mechanism proposed in this paper detects possible violations by performing inspections on every transaction
in the system. Besides, it immediately informs the data subject and the competent authorities regarding the
relevant violations. As part of this study, a prototype of the architecture is developed as a proof of concept to
evaluate the performance of critical components. The obtained experimental results show that the proposed
hybrid architecture that use purpose tree effectively supports consent sharing between the parties.

INDEX TERMS Accountability, auditability, blockchain, consent management, GDPR, privacy, purpose.

I. INTRODUCTION identified or identifiable natural person [1]. Hence, personal

Data is the smallest unit of information that is used as a basis
for any kind of calculation. Every day increasing amount
of data is being collected with the increased usage of the
Internet. Hence, data can be in many forms and it can be
interpreted or used for various purposes. This collected data
also includes personal data.

The General Data Protection Regulation (GDPR) is a
privacy law that was announced by European Union (EU)
in 2018. GDPR offers rights and protections to individuals
concerning their personal data and aims to establish and pro-
tect the fundamental privacy rights of individuals. According
to GDPR, personal data is any information relating to an
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data can be basic identification information such as name,
address, and date of birth, as well as individual’s contact
details, financial reports, biometric data, health data, personal
preferences, and employment information.

Since personal data includes a wide variety of informa-
tion related to an individual, it must be handled cautiously.
As stated in the GDPR [1], the protection of natural persons
regarding the processing of personal data is a fundamental
right. Besides, personal data breaches can harm both indi-
viduals and organizations [2]. Furthermore, the increasing
amount of personal data collected raises profound issues
regarding privacy, security, and data ownership [3]. For this
purpose, GDPR requires companies to use private data only
with the consent of the individuals whose data are being
gathered. Thus, GDPR allows data subjects to take complete
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control of their personal data such as how and why their data
is used. For this purpose, the entity that collects and uses
personal data must obtain individuals’ consent before using
their personal data.

Consent refers to the statement of the individual about
how her personal data is accessed, stored, managed, and
shared [4]. The GDPR states that for consent to be informed
and specific, the data subject must at least be notified about
how her personal data will be used and the purpose of the pro-
cessing operations, such as marketing, research, or medical
treatment [5]. Besides, each processing purpose is associ-
ated with one or more processing activities that define how
personal data is processed, such as recording, storing, or dis-
seminating data [6]. GDPR requests organizations not to use
personal data without the individual’s consent. Moreover,
it states that data subjects have eight fundamental rights and
the right to withdraw consent at any time. Therefore, consent
management is one of the essential processes in preserving
individual privacy and enforcing the ever-evolving privacy
laws.

GDPR and similar privacy laws provide more control to
users over their data. In this context, it is crucial to collect
user’s consent periodically [7]. For any system to be GDPR-
compliant, a framework for consent management must be
built. Consent management is a set of policies that allows
determining unambiguous communication of data process-
ing purposes, obtaining consent from individuals, providing
options for consent revocation, maintaining proper documen-
tation of consent records, or managing consent purposes.
Therefore, data subjects can use this consent management
framework to manage their consents.

The goal of this study is to propose an effective solution
that handles consent management transparently and securely.
Therefore, all actions must be accountable and any privacy
violation must be detected. For this purpose, the proposed
solution uses blockchain technology.

Blockchain is a decentralized and transparent digital ledger
that securely records and verifies transactions across multiple
participants [8]. The blockchain technology standardizes the
management of trusted information by allowing access and
use of consented data while maintaining data protection [7].
Therefore, blockchain addresses the requirements of an effec-
tive consent management solution by improving security,
enhancing trust, providing transparency, and adding trace-
ability to the system. However, there are some limitations in
using blockchain for consent management systems [7].

The main limitation is that the blockchain does not offer
the same level of performance and scalability as tradi-
tional databases. Besides, blockchain does not comply with
GDPR’s “right to erasure” also known as the “right to be
forgotten”. The GDPR defined the “right to be forgotten”
as “‘the data subject shall have the right to obtain from the
controller the erasure of personal data concerning him or
her without undue delay and the controller shall have the
obligation to erase personal data without undue delay” in
Art.17 [9]. The right to be forgotten comprises the removal
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of all personal data collected on the data subject and all
activity related to the personal data. In the blockchain, any
block mined on the ledger cannot be modified afterward.
Another challenge related to GDPR-compliant blockchain
systems is that the GDPR recommends having at least one
data controller. The data controller manages the consent of
data owners and it must be reachable by the data owners.
Therefore, it is important to distinguish the processing activ-
ities per processing purpose and the data controller should
also explore whether there is an obligation to maintain a
record of processing activities [10]. Further, the append-only
nature of the blockchain is also a challenge. Therefore, once
data is written to the blockchain, it cannot be altered or
deleted. Thereupon, modification and deletion operations
should be handled carefully to prevent data breaches. Mean-
while, addressing data protection issues at the software design
stage instead of adding a burdensome layer of legal compli-
ance to the final system is accepted as the most appropriate
approach for privacy engineering [11].

The existing solutions in the literature focus on the prob-
able applications of blockchain technology to manage users’
consent and comply with GDPR. Also, the existing solutions
propose standalone applications that organizations need to
implement the necessary integration modules to perform on
their platform. Hence, these solutions are time-consuming
and costly. Therefore, there is a need for an effective solution
that acts as a middleware between organizations and data
owners without requiring organizations to make changes in
their existing architecture. This study proposes a solution that
addresses these limitations in the existing approaches.

In addition, the proposed solution considers data subjects’
purposes in the consent management process. Storing con-
sent for different purposes increases the system and user
experience costs since the data subject must manage each
purpose. Therefore, an effective solution is also required for
the purpose management process of the consent management
system.

Consequently, the proposed study offers a holistic solution
for dynamic consent management by considering the data
subject’s purposes and utilizing both on-chain and off-chain
technologies to be GDPR-compliant and support the “‘right
to be forgotten”. In this context, the proposed study mainly
focuses on GDPR’s Chapter 3 - Rights of the Data Subject.
Hence, the main articles of interest are as follows:

- Article 7: Conditions for consent

- Article 12: Transparent information, communication and
modalities for the exercise of the rights of the data subject

- Article 13: Information to be provided where personal
data are collected from the data subject

- Article 14: Information to be provided where personal
data have not been obtained from the data subject

- Article 15: Right of access by the data subject

- Article 16: Right to rectification

- Article 17: Right to erasure/Right to be forgotten

- Article 18: Right to restriction of processing
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- Article 19: Notification obligation regarding rectification
or erasure of personal data or restriction of processing

- Article 20: Right to data portability

- Article 21: Right to object

- Article 22: Automated individual decision-making,
including profiling

Therefore, the proposed blockchain-based solution to con-
sent management provides confidentiality, integrity, access
control, transparency, rectification, and erasure. Besides, the
purpose-based approach of the proposed solution allows
portability, restriction of processing and automated process-
ing by determining users’ purposes accordingly.

Considering the existing literature, the main focus of this
study is:

- Implementing a hybrid consent management system to
improve privacy and comply with GDPR.

- Using data subject’s purposes to enable querying con-
sented users for the given purpose.

- Implementing an auditable consent management system
to detect consent violations.

- Enhancing the performance and scalability issues for
effective consent management.

A. CONTRIBUTIONS

This study proposes a novel hybrid GDPR-compliant
dynamic consent management system to address the above-
mentioned issues. The proposed system uses data subject’s
purposes and blockchain technology. In the literature, to the
best of our knowledge, there is no implementation of a
hybrid GDPR-compliant auditable consent management sys-
tem with a purpose tree. Most of the studies in the field focus
on the potential of blockchain technology and its integration
into consent management to achieve GDPR compliance.

In this study, we optimized the usage of blockchain for
auditing GDPR-compliant data. The proposed solution can be
used in every domain where privacy preservation is required.
In this context, the medical domain is chosen as the appli-
cation domain of the proposed solution and the evaluation
results are presented.

The innovative contributions of the proposed study are as
follows:

i. Implementing a GDPR-compliant consent manage-
ment system powered by blockchain technology and
purpose tree: The proposed study integrates data sub-
jects’ purposes into the consent management system
to effectively manage users’ consents by consider-
ing their purposes. The personal data must not be
processed without the user’s consent. An efficient con-
sent management system should enable the user to
clearly state her purpose and define different con-
sents for different purposes. Therefore, the proposed
study introduces an effective solution by integrating
the purpose management process into the consent man-
agement system. To the best of our knowledge, there
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exists no study that integrates data subjects’ purposes
into a blockchain-based consent management system.

ii. Combining the transparency, immutability, and decen-
tralization of on-chain technology with the scalability
and throughput-boosting capabilities of off-chain tech-
nology: The study proposes a hybrid architecture that is
based on both the blockchain technology and database
approach. Thus, the proposed solution provides a
balance between security, transparency, performance,
scalability, and GDPR compliance.

iii. Implementing an auditable system to detect any con-
sent violations: The proposed solution involves quick
audit, full audit, user audit, log audit, and off-chain
audit mechanisms to detect consent violations.

iv. Experimental analysis: The proposed solution also
aims conducting improvements to achieve the opti-
mum performance results for the consent management.
Thus, we optimized the time and cost of blockchain for
auditing GDPR-compliant data.

In addition to the mentioned contributions, the proposed
study also aims to provide a guideline for future imple-
mentations of accountable GDPR-compliant hybrid consent
management systems.

The remainder of the paper is structured as fol-
lows: Section II focuses on consent management systems,
blockchain, and GDPR to provide necessary background
information and examines the related work in the field.
Section IIT presents the related work and summarizes the
differences between the proposed work and existing studies.
Section IV presents the overall architecture and explains
each component of the system. Section V explains example
violation scenarios and how the proposed system handles
them. Section VI presents the implementation and illustrates
the flows of the proposed system. Section VII discusses the
experimental results. Section VIII evaluates the findings and
impacts of the study. Finally, Section IX concludes the study
and outlines future works.

Il. BACKGROUND

Consent management is essential for preserving privacy and
protecting personal data. The GDPR holds organizations
accountable for obtaining data subjects’ consent for spe-
cific purposes such as storing, processing, and sharing their
sensitive information. Thus, individuals must provide their
consent and understand the issued consent unambiguously
and thoroughly. Besides, gathering and managing consent
can be challenging for entities that handle large amounts of
personal data. These entities need to develop a straightfor-
ward, transparent, and understandable process for all parties
involved in the consent management process to meet GDPR
requirements.

Blockchain, a well-known example of a distributed ledger
technology, fulfills the requirements of consent management.
Blockchain assures safe and transparent data storage. In con-
sent management, blockchain technology can be used to
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provide a clear and unmodifiable log for consent. Thus, data
subjects are empowered to manage their consent effortlessly,
and organizations are provided with a secure and verifiable
trail of consent. It could also facilitate adherence to other
GDPR mandates, such as providing data subjects with the
right to access and modify their data. Hence, blockchain
allows parties to maintain a secure and verifiable log of these
transactions.

In brief, consent management with blockchain offers orga-
nizations a transparent, secure, and verifiable method for
managing personal data and consent. Therefore, this allows
organizations to comply with privacy laws such as GDPR
and offers data subjects the necessary control and safety over
their data. The following sub-sections present the background
information on consent management, GDPR, and blockchain
technology.

A. CONSENT MANAGEMENT

Consent is an individual’s decision about how her personal
data is accessed, managed, and shared [4]. GDPR defines
‘consent’ of the data subject as any freely given, specific,
informed and unambiguous indication of the data subject’s
wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of
personal data relating to him or her [1]. Moreover, GDPR
states that consent Thus, consent is firmly tied to a spe-
cific purpose of processing, which is the intended use of
an individual’s personal information for activities such as
medical research, marketing, or data analytics [6]. Also, each
processing purpose is linked with one or more processing
activities that outline how personal data is handled, such as
data recording, storing, or disseminating.

Consent management is a system, process, or set of policies
that allow individuals to determine what personal information
they are willing to permit data processors to access [12].
Thus, consent management handles consent requirements.
For this purpose, consent management must offer the tech-
niques and structures to confirm that people are entirely
informed and voluntarily consented to specific purposes, such
as consent for marketing, participation in healthcare research,
drug development, or financial studies.

The consent management system must also be transparent
to make consent management efficient for all parties. For
this purpose, consent and purposes should be undoubtedly
coupled. Besides, the consent management system should
provide complete and precise information to data subjects
about the decisions’ implications, potential risks, or benefits.
The system also obtains a commitment from data subjects to
affirm they have given their consent freely.

Today, personal data is gathered, used, and shared in
various fields for different purposes. For instance, online
service providers frequently get their users’ consent for
their terms of service and privacy agreements before they
can access certain services. In the healthcare sector, health-
care providers comprehensively inform patients about their
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treatment choices, potential side effects, and the risks and
benefits of each choice. Therefore, patients have the right
to modify or revoke their consent at any desired time. Con-
sent management allows organizations to obtain permission
when handling sensitive data, ensuring compliance with rel-
evant privacy regulations, and preserving individual privacy.
Moreover, consent management empowers individuals with
control over their personal data. Thus, consent is a crucial
issue in data privacy and consent management has gained
increasing importance with the rise of technology.

B. GDPR

GDPR is the European Data Protection Regulation that har-
monizes data privacy laws across Europe and is applicable
as of May 25th, 2018. GDPR significantly increases indi-
viduals’ control over their personal data. In addition, the
GDPR applies to any entity or organization that processes
personal data as part of the operations of one of its branches
located in the EU, regardless of where the data is processed;
or any organization that is established outside the EU and
provides services or monitors the behavior of individuals in
the EU [13]. For this purpose, GDPR defines the main actors
and their key roles in data protection as data controller, data
processor, data subject, data protection officer, supervisory
authorities, and European Data Protection Board (EDPB).
The GDPR grants data subjects several rights to their data,
such as information rights, access rights, rectification rights,
erasure rights, restriction of processing rights, data portability
rights, objection rights, and automated decision-making and
profiling rights.

GDPR enforces that the processing of personal data must
be transparent, equitable, and lawful. Thus, organizations
should be clear and transparent on personal data collection,
usage, and sharing practices to be GDPR-compliant. Besides,
organizations should also possess a legal justification for
such actions. Hence, GDPR imposes obligations on organi-
zations processing personal data as data protection by design
and default, data protection impact assessment, data breach
notification, data protection officer, and international data
transfer. Further, non-compliance with GDPR can result in
hefty fines of up to 4% of an organization’s annual global
turnover or €20 million, whichever is greater [13]. Beyond
monetary penalties, organizations might also confront non-
financial repercussions, such as reputation damage and the
erosion of customer trust. In essence, the GDPR assures
a significant advancement in personal data protection and
individual rights, establishing a rigorous standard for data
protection expected to be adhered to globally.

C. BLOCKCHAIN

Blockchain is a decentralized and distributed technology
that allows participants to record and validate transactions.
It eliminates the requirement for central authorities and inter-
mediaries. Blockchain is a network of computation systems
called nodes, working together to verify and log transactions
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on the digital ledger. Each transaction is included in a block,
which joins the preceding blocks forming the blockchain.
Each block carries a unique hash pointing to the previous
block, safeguarding the chain’s integrity and security [8].
The essential characteristic of blockchain is its decentral-
ization, transparency and inalterability. All the transactions
that exist within a blockchain are documented publicly and
transparently. Therefore, once a transaction is recorded it
cannot be modified or deleted. Thus, it guarantees that no
single peer can tamper with the ledger or perform unethical
activities. The main advantages of blockchain are as follows:

e Decentralization: Its decentralized and distributed
nature removes the requirement for a central authority or
intermediary, improving efficiency and reducing fraud
or corruption risks.

o Security: Blockchain secures transactions and guards
against alterations by utilizing advanced cryptographic
techniques, providing a reliable means to store and trans-
fer data.

o Transparency: Blockchain enhances trust and respon-
sibility by recording all transactions publicly and trans-
parently.

e Efficiency: Blockchain optimizes processes, and
decreases costs and delays associated with conventional
systems by removing intermediaries.

Blockchain architecture can be designed as public, private,
consortium, and hybrid:

o A public blockchain is a decentralized and transparent
ledger of transactions that is open to anyone to partic-
ipate, validate, and record data. Anyone may join the
network, read the complete transaction history, and be
a part of the consensus procedure. Public blockchains
often utilize a consensus method, such as Proof of Work
(PoW) or Proof of Stake (PoS), to obtain consensus
among the nodes.

o Permissioned blockchains, commonly referred to as
private blockchains, are blockchain networks with
restricted access to a small number of users or organiza-
tions. Private blockchains need authorization to access
and engage with the network, in contrast to public
blockchains, where anybody may join and participate.
Compared to public blockchains, private blockchains
can achieve better transaction throughput and faster
consensus since they only have a small number of par-
ticipants [14]. The benefit of scalability is due to the less
participation in the consensus process.

o Consortium blockchains are a type of blockchain
that is governed and operated by a consortium or a
group of organizations working together. Consortium
blockchains represent a fusion of public and private
blockchains with a set of organizations collaborating to
verify transactions [15].

o Hybrid blockchains combine the characteristics of pub-
lic and private blockchains to create a flexible and secure
system [16]. In a hybrid blockchain, certain components
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operate as public blockchains, where transactions and
data are visible and accessible to all participants. These
public components ensure transparency, immutability,
and decentralized consensus. Certain components of
a hybrid blockchain function as private blockchains,
restricting access to authorized participants. These pri-
vate components provide enhanced privacy, control over
data access, and faster transaction processing

Blockchain technology is rapidly being integrated into
numerous industries and already has a significant impact
on some, such as finance, supply chain management, and
healthcare. For instance, in the financial sector, blockchain
reduces the cost of cross-border payments, increases trans-
parency, and minimizes fraud risks in areas such as trade
finance. In the supply chain industry, blockchain enables
parties to track goods’ movement, thereby improving trans-
parency and efficiency of the process. In the healthcare
domain, blockchain offers a secure and transparent method
for storing, sharing, and processing medical data. Further-
more, blockchain enhances voting systems’ transparency and
accountability and provides a more secure and transparent
method to track intellectual property ownership and transfer.
Thereupon, blockchain technology has revolutionized several
industries and played a significant role in the industrial revo-
lution [17].

Ill. RELATED WORKS
Consent management is a process that manages access to
personal data according to the permissions granted by the
individual [4]. Thus, it allows individuals and companies
to manage and track personal data in a straightforward and
user-centric manner [18]. Consent management systems have
become a trending topic in the literature after the GDPR
directives. The challenge of managing personal data dynam-
ically under GDPR regulations is addressed in [19]. The
study presents a consent management system that uses smart
contracts and blockchain technology to provide individuals
the ability to dynamically manage their consent preferences.
A user-centric solution is proposed in [20] to allow data
subjects to manage their consents related to data access by
keeping dataset profiles in the form of blockchain consent.
The authors propose a blockchain-based solution to enhance
transparency, security, and user control over their personal
data. For this purpose, a public blockchain network is utilized
to enable individuals to grant or revoke consent for their data
to be collected and processed by IoT devices. Also, smart
contracts enforce and ensure compliance with data protection
laws. However, the study lacks an audit mechanism.
Similarly, smart contracts are also used in [21] to create
an individual consent model for health data sharing. The
study emphasizes the use of smart contract to enforce consent
conditions and automate the consent management process.
Thus, data requesters can search and access data using smart
contracts. Still, the study does not provide a purpose tree.
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In [22], a purpose-based consent model is proposed to
allow patients in the medical domain to specify the purpose
of data usage and provide granular consent accordingly. The
proposed solution focuses on patient data sharing in hospitals,
and data donation for biobank research purposes. Never-
theless, the study lacks GDPR compliance, implementation,
and performance evaluation. Similarly, the study presented
in [23] focus on the usability of blockchain in the health-
care domain and integration of patient consent in the data
sharing operations. However, the proposed solution does not
include the GDPR compliance. Alike, the development of a
blockchain ecosystem for the medical domain is presented
in [24]. The study focuses on addressing the challenges of a
dynamic consent management system for the medical domain
in the context of data sharing and research. The study lacks
GDPR compliance, audit mechanism, and the performance
evaluation of the prototype implementation. The challenges
of consent management in the healthcare domain are also
addressed in [25]. The study proposes a framework that
leverages blockchain technology to enhance the transparency,
security, and efficiency of e-health consent management. The
study uses a purpose tree to allow users to define access
control. Nevertheless, the study does not address the dynamic
consent management and performance evolution. Another
blockchain-based solution is presented in [26]. The proposed
solution aims to protect health records. However, the study
only focuses on the healthcare domain. Besides, the auditing
and user purposes aspects are not included in the proposed
solution. Also, the presented evaluation is limited to the
storage and sharing phases.

In [27] the challenges of consent management in clinical
trial research are studied. The authors propose a system based
on private blockchain technology to enhance transparency,
security, and control over participant consent in dynamic
clinical trial settings. The study presents a prototype imple-
mentation of the system; however, it does not provide a
performance evaluation.

A blockchain-based consent management framework for
healthcare domain is proposed in [28]. The study aims to
achieve the GDPR’s requirements. The experimental evalu-
ations of the study are limited to the latency and throughput
for read and write operations. The study does not provide any
validation related to the audit mechanism. Besides, the study
does not consider the data subjects’ purposes.

A blockchain-based system for managing private data in
a secure and decentralized manner is presented in [7]. The
study highlights the privacy protection of user data from
unauthorized access. The limitations of this study are reg-
ulatory compliance, interoperability, and integration with
existing data management infrastructure. The authors present
the prototype implementation and evaluation results for the
healthcare case study. Besides, the study does not include a
purpose tree.

A blockchain-based Service-Oriented Architecture (SOA)
designed for consent management, access control, and audit-
ing purposes is introduced in [29]. The authors propose a
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framework that combines blockchain technology and SOA
to enhance transparency, traceability, and accountability. The
paper presents a prototype implementation and evaluates its
performance. The limitations of this study include interoper-
ability, regulatory compliance, and integration with existing
systems and infrastructure. Finally, a comprehensive liter-
ature survey on GDPR-compliant blockchain solutions is
presented in [30]. The analysis presented in the study con-
cludes that the GDPR-compliant blockchain solutions related
to the data subjects’ consent management and the data sub-
jects’ rights are the less explored studies in the literature.
Furthermore, the survey presented in [31] focuses on the gap
between the blockchain and GDPR, and concludes that pro-
viding the compatibility between blockchain and the GDPR
is significant.

A comparison of the current literature with the proposed
study is presented in Table 1. As seen in Table 1, the most
common aspect of the related works for blockchain-based
consent management is generally based on permissioned net-
works, except for [20] and [21]. These studies both offer a
public blockchain solution for consent management. Besides,
immutability in blockchain brings uncertainties related to the
right to complete erasure from the system. The study pre-
sented in [24] differs from other studies by storing hash data
on the blockchain. However, the study lacks of GDPR com-
pliance and an audit mechanism. Furthermore, access control
models force the entities to adapt to the access models of
the presented related works. This enforcement prevents these
studies from offering a general solution that can be applied
to any field. For instance, if the access model of the study is
constructed for healthcare, it cannot be applied to financial
services without modification. Thus, another shortcoming in
the presented related works is that the proposed solutions are
standalone applications. Organizations must implement the
necessary integration modules for these systems to work on
their platform. Therefore, organizations must conduct a costly
and time-consuming integration process for these solutions to
function on their systems. The proposed study aims to serve
as a middleware between the organizations and data subjects.
Thus, the organizations do not need to change anything in
their existing architectures. This architectural design makes
the integration process seamless for organizations.

IV. SYSTEM ARCHITECTURE
In this study, a blockchain based GDPR-compliant auditable
hybrid consent management architecture is proposed. The
proposed architecture consists of two main components:
off-chain and on-chain components. Off-chain compo-
nents include the system implementation, Representational
State Transfer (REST) Application Programming Interface
(API), relational database, and the purpose tree rules. On-
chain components include a blockchain ledger to store states
of the consent data. The proposed system has three actors: the
data controller, the data requester, and the data subject.

The data controller maintains the consent management
system and performs the data integrity operations between
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TABLE 1. Comparison of the proposed system with the current literature.

Dynamic . Type of Blockchain Purpose . Performance
Ref. GDPR Consent Audit Network Consent Tree Implementation Evaluation
[19] v v X Permissioned Datqset X v v
Profiles
[20] v v X Public Consents X v X
21] v v v Public Health Data X v v
Consents
[22] X v v Permissioned Consents X X X
[23] X X X Permissioned Patient Data X v v
Consents
[24] v v X Permissioned Hash Data X v X
125] v X X Permissioned | TcothData X v X
Storage
[26] X X X Permissioned Health Data X v v
[27] v v v Permissioned Consents X v X
28] v X X Permissioned Patient Data X v v
Consents
7 v v v Permissioned Consents, X v v
Access Logs
. Consents,
[29] v v v Permissioned Audit Events X v v
Our Hashed
A rL(l)ach v v v Permissioned Consents, v v v
pp Reads, Audits

the off-chain and on-chain components when an action is
performed in the system. The data requester can query for
the consented data by providing the purpose of the query.
The data subject can manage her consent in the consent
management system using the purpose tree provided for the
consent. These components also include additional elements
to accomplish an auditable GDPR-compliant system. The
general architecture of the proposed system is shown in
Figure 1. From the data subject’s perspective, the consent
management system works as shown in Figure 2.

The overall framework assumes that each participant keeps
their access keys safely. This assumption enables absolute
accountability in actions taken in the system. Personal data
and actions performed in the system are logged in the
database. Three operations are crucial and recorded on the
ledger: creating a new consent, performing an audit, and
reading consents. Merkle root hashes of these actions are
calculated and inserted into the ledger.

A. OFF-CHAIN CONCEPTS

Off-chain components handle data transfer. Purpose tree,
auditing mechanisms, access models, and consent manage-
ment are elements of this component:

1) PURPOSE TREE

Privacy policies are closely related to the purpose concept.
Thus, purpose plays a vital role in the privacy-protecting
access control models. GDPR clearly states that personal data
cannot be processed for any purpose other than the stated
purpose by the data subject. A hierarchical structure based on
the principles of generalization and specialization of purposes
simplifies the management of permissions [32].
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In this study, the use of the purpose tree keeps the data
subject’s interaction with the system at a minimal level. Thus,
data subjects can consent to multiple purposes by consenting
to a single purpose. The purposes’ levels are used to traverse
purpose tree on lower levels. If a data requester requests for
a level 2 purpose, the tree is traversed to include level 1 and
level O purposed consents. Traversing process stops once the
level O purpose is reached. This allows dynamic manage-
ment of purposes without the need for authorization for each
query. Each purpose defined in the tree is associated with
data fields.

While leaves have less data fields associated to them, the
level above them have all of them combined.

The purpose-based access to consented data is formulated
as follows [32]:

Purpose is represented with P, the purpose for accessing
data is represented with AccessPurpose(AP) and the data that
can be accessed for the given purpose is represented with
IntendedPurpose(IP).

Let IP = (Allowed Intended Purpose (AIP) , Prohibited
Intended Purpose(PIP)) denote an intended purpose, where
AIP C P is a set of allowed intended purposes and PIP C P
is a set of prohibited intended purposes.

AIPY = U Descendants(p;)
pi€AIP

PIPY = U Ancestors (pj)U U Descendants(p;)
pjePIP piePIP

When a subject seeks access to an object, the subject’s AP
is compared with the /P assigned to the relevant data record,
and the access is granted.
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FIGURE 1. The general architecture and components of the proposed system.

The data subject creates consent for his/her data by f
selecting one of the purposes provided in the purpose tree.

The off-chain component logs this request.

The off-chain component executes the query that stores the
purpose for the given consent in the database.

A unique ID is retrieved upon the above data insertion,
this response is logged back into the database.

The Merkle root hash of the given
stored on the Hyperledger Fabric
consent ID received from

and '

l The success response is sent back to the data subject.

FIGURE 2. The workflow of consent management from the data subject’s
perspective.

2) CONSENT MANAGEMENT

In the proposed architecture, the user’s consents are registered
once, and necessary hashes are generated during creation
time. These consents are stored on-chain and off-chain. Once
the user creates a consent, it is recorded on the blockchain.
This record represents the user’s consent for future requests
until it is expired or modified by the user. The recorded
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consent is reused in each query to expedite the query response
time and save the system storage. In addition, if the user
decides to change her consent, this is considered as a new
consent. The newly created consent is linked to the user’s pre-
vious consent in the database. This data is used in audits that
are performed during that time interval. The newly created
consent is inserted on the blockchain to be used for future
queries.

The consent requests are in the form of Create, Read,
Update, Delete (CRUD) requests and are handled by the
server. Herein, the incoming requests are directly logged in
the database. The calculations are performed for the response,
and the calculated result is inserted into the ledger. Finally, the
response is shared back with the user.

3) AUDIT SYSTEM

The audit system is the most essential part of the proposed
architecture. The system needs on-chain and off-chain data
to audit the previously performed queries. The audit system
consists of two different types of audits: system audit and
user audit. The system randomly triggers a system audit to
ensure integrity and detect any violations that might have
occurred in the system. User audit needs to be triggered by
a user manually through the endpoint by sending a Hypertext
Transfer Protocol (HTTP) request. If there is any violation
in the system, then the user is immediately notified and
provided with a list of violations in which the user’s data is
involved along with the violator’s information. Audits can be
performed in five audit modes:
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e Quick Audit: Retrieves user’s consent hashes from
database and blockchain, and compares these two hashes
with each other to verify the integrity of the consent.
If these values are equal, the system assumes no viola-
tion has occurred and that both on-chain and off-chain
components work in sync. This process can be per-
formed instantly.

o Full Audit: All the user’s consents are queried from the
database, and the Merkle root hash of the consents is
recalculated. This newly calculated hash is first com-
pared with the consent hash in the database and then to
the hash on the blockchain network. If all the hashes are
equal to each other, the audit is inserted as a success-
ful audit into the on-chain and off-chain components.
If a violation is detected in this audit, the consent hash
retrieved from the blockchain is accepted as the healthy
consent hash, and the database is scanned for the last
healthy consent. Once that consent is found, any other
consents that are created after this are violation consents.
The database is scanned for these violation consents
to find out where these consents were created, and in
which queries these consents were used to inform the
user about the violations their data involved in. The
system recovers the user’s consent to the last healthy
checkpoint, and the user’s consent can still be used in
the way it was supposed to be from the beginning after
this audit and recovery process.

o User Audit: Allows the data subjects to perform audits
on their access logs. The system tracks down every
consent read performed on the data subject and checks
the purpose of the consent read against the data subject’s
valid consent at the time of the consent read query.
If any violation is detected in queries, the violators are
tracked down, the violated consents are marked, and the
authorities and the data subject are notified immediately
with the derived information about the violation.

o Log Audit: It can be performed on any consent read log
by a data subject in the related log or a data controller.
Each consent in the access log is checked individually to
ensure the purpose of the related query does not conflict
with the data subject’s valid consent as it was given.

o Off-Chain Audit: The data subject or the data controller
can trigger off-chain audits. This audit is performed only
on the off-chain side of the system. All the consents of
the data subject are grouped, and the hashes registered
for these consents are recalculated. The outputs are com-
pared to the existing hashes recorded in the database.
If any anomalies are found, the data subject is notified
immediately.

4) DATABASE

Database stores various data in the system including authen-
tication, authorization, personal information, consent prefer-
ences, purpose tree, purpose data fields, audit results, and
logs. Privacy is established by storing sensitive information
in a protected database. The flows in the consent management
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system are complicated since it works in sync with other
components such as blockchain. Thus, the database must
support transactions. It also needs to offer atomicity, consis-
tency, isolation, and durability. In case of failed operations,
the system must be able to revert to the initial state to maintain
data integrity.

The consent read queries are complex and can include
many parameters based on the query. Therefore, the database
should scale well and perform optimized queries. Besides,
consent modifications are not very often. Thus, consent
query responses can be similar to each other. Therefore, the
database requires a solid caching mechanism to perform well
under the same queries, allowing faster read times.

B. ON-CHAIN CONCEPTS

There are two main parts of the on-chain component sys-
tem: (i) the blockchain technology for storing user consents,
consent reads, and audit outcomes, and (ii) the Merkle tree
hashing algorithm to compress personal data into one hash to
respect the user’s right to be forgotten.

The blockchain technology can be used to develop the ideal
solution that complies with GDPR and protects users from
data violations. Figure 3 illustrates the blockchain architec-
ture for the execution of a transaction. The smart contract
side of the solution is implemented concerning GDPR rules.
The system introduces an object called an asset. An asset can
represent a user’s consent, a query, and an audit entry. When
a new user registers a consent, the smart contract requires
the userld from the off-chain component, the Merkle tree
root hash of the user’s consent, and the asset type mentioned
earlier. This entry is only meaningful when combined with
the off-chain data since the system stores only an ID and a
hash.

When a user requests to be removed from the system, this
entry does not indicate anything on its own if the user is
removed from the off-chain components. When a data read
query is performed in the system, the system collects all the
consents that match the query. These consents are grouped
and Merkle root hash is calculated. The log ID received from
the insertion of the data read is recorded on the ledger with
the calculated Merkle root hash. When there is an audit entry
insertion, the system requires the auditld from the off-chain
side. Also, the Merkle tree root hash of the consent must be
stored in the consent.

These components have update and getter methods that can
be utilized when necessary, such as when the user wants to
update her consent. Getter methods are primarily used in the
auditing mechanism of the system when the records are being
audited.

A Merkle tree is defined as a tree where each leaf repre-
sents a cryptographic hash of a given data block and they
are hashed with each other until a single root hash represents
all the data hashes from the beginning. This hashing method
is frequently utilized on both off-chain and on-chain compo-
nents. A user’s consent representation is the Merkle tree root
hash of that consent, which will be stored on the blockchain.
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FIGURE 3. The blockchain architecture of the proposed auditable consent management.

V. EXAMPLE SCENARIOS

This section presents different violation scenarios and how
the proposed system handles them. Also, it is assumed that
blockchain access keys are stored safely since on-chain data
is always accepted as the correct data to detect and recover
violations.

A. INSIDER VIOLATION

An insider violation can mainly occur by a data controller
in the system. A malicious data controller might change data
subjects’ consent. If the data subject’s personal data is being
shared for a purpose that is not defined by the data subject,
then this is a clear violation of GDPR.

In this scenario, Bob is a data controller and Alice is a
data subject. Alice has consented to purpose Education. Bob
a malicious data controller takes advantage of his author-
ity and changes Alice’s purpose to Business. Education
consent means sharing Alice’s data such as id, username, e-
mail, birthplace, prefix, suffix, and maiden, whereas Business
means sharing data such as id, e-mail, dob (date of birth),
gender, drivers, maiden, marital, race, and address. This
results in not only sharing Alice’s personal information for
a different purpose but also sharing personal information to
which she never consented any purpose, such as dob, gender,
drivers, marital, race, and address. This is a clear violation
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example of GDPR. An audit can detect this violation. In this
context, there are several ways to trigger an audit in the
system:

1. Random audits triggered by the system can occur at any
time.

2. Alice triggers a user audit on her consent.

3. A user triggers a log audit on any consent read Alice’s
information is included in.

B. STOLEN CREDENTIALS

Stolen admin credentials may result in violations of consent
preferences. Admins must keep their access keys safe. In such
a case, a malicious user who possesses stolen admin creden-
tials can perform changes to consent preferences. Therefore,
an unauthorized party manipulates consent. Thus, this manip-
ulation is a violation of GDPR.

In this scenario, Alice is an admin user in the system.
Bob is a malicious user who stole Alice’s access keys to
the consent management system. Bob manipulates data sub-
jects’ consent preferences, resulting in GDPR violations. This
kind of violation can only be detected by Alice. Bob has to
use Alice’s access keys to change the consents’ purposes.
As mentioned earlier, each operation in the system is logged
by the system. These logs are kept in the database to be used
in such cases. Once Alice realizes her keys are being used
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for operations she has not performed, she can deactivate her
keys by specifying the last operation she has performed in the
system. The system collects each log where the requesterld
corresponds to Alice starting from the given date of the last
operation. All the operations performed by Alice starting
from that date are marked as a violation. Therefore, each
modification is restored to the last healthy state in the system.
Hence, all the logs related to consent reads are collected and
each data subject that exists in the logs is notified about the
violation and its cause.

C. DATABASE VIOLATION

In database violation, a malicious user steals write access
to database records and changes the data subject’s personal
information and consent preferences.

In this scenario, Bob is a malicious user who gained write
access to the database. Alice is a data subject with the purpose
of Finance. Bob first changes Alice’s purpose from Finance
to Research. Then, he changes Alice’s address and dob infor-
mation. Both of these operations are violations of GDPR.

The audit mechanism can detect this violation. Herein, all
the audit types implemented in the system, except the quick
audit, recalculate the user’s consent hash. This calculated
hash is compared with the stored hash on the blockchain.
Hence, any direct change in the user information is detected
when both hashes are compared. If there is a violation, every
consent read performed on the manipulated consent is col-
lected, and data requesters are also recorded to notify the data
subject. The database write logs can then be examined to track
down whose access keys are used to conduct this violation to
remove access from the database. Afterward, if there exists
any valid consent, the system attempts to recover the data
subject’s consent to the last valid consent.

VI. IMPLEMENTATION

In this study, Hyperledger Fabric [33] is used for the on-chain
component of the proposed architecture. Hyperledger Fabric
is an open-source project. It is a private and permissioned
blockchain that can be used for use cases that require data
privacy. Also, it is appropriate for protecting users from
GDPR-related privacy violations. It comes with a unique con-
sensus that the system admin can modify to fit the enterprise’s
needs. Therefore, Hyperledger Fabric is used to implement
the on-chain component of the proposed architecture. The
default configuration for the test network is maintained,
except for block generation time which is set as ten mil-
liseconds. Thus, a block will be generated by the blockchain
system every ten milliseconds.

The database of the consent management system is built
upon PostgreSQL. Also, concurrent connections are handled
by Node.js. Further, the REST API is built using Express.js
and the implemented components are served in Docker con-
tainers.

The purpose tree used in this study is shown in Figure 4.
As seen, the purpose tree has three levels that are used to
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traverse the purpose tree. For query reads, the tree is traversed
to obtain all allowed purposes in the consent query.

If a data requester requests for a level 2 Academic purpose,
the tree is traversed to include purpose consents of Research
and All. Advertisement, Marketing, and Sales are the same
level purposes that share the same ancestor. While each pur-
pose represents different data fields for consent, their ancestor
Business represents all. The same flow is valid for the other
leaves and their associations. The traversing process stops
once the level O purpose is reached. The data fields obtained
from the dataset are mapped to specific numbers as shown in
Table 2. Table 3 presents the purposes that are matched with
the related data fields.

When a data subject consents to Finance, it automatically
gives consent for any purpose located below Finance. For
example, if Alice consented to Finance when a data query for
the purpose DeFi (Decentralized Finance) is issued, her data
is also included in the query’s response. If Alice’s purpose
was DeFi, then her data would not be shared in a query
purposed for Investment, even if they share the same ancestor.
This purpose tree allows data requesters to reach a wide range
of user data and saves the data owners from having to consent
for each purpose. The system makes all decisions based on
this process.

Further, the Entity Relation Diagram (ERD) is constructed
for the consent management flows. Figure 5 presents the
related tables and their associations. The users table stores
the user data and it is associated with the consents table. The
consents table indicates information on the consented users.
The purposes table enables the defined purpose to connect
with its ancestors and descendants. Thus, the system traverses
the tree while performing a query for the allowed purposes.

The roles table is used to store defined roles in the system.
The user_roles table determines the user’s role and estab-
lishes the relation between users and roles. The data table
represents all data fields represented by purposes. A purpose
can have multiple data fields that will be used to query
for the consented purpose. The data_purposes table holds
the information about purposes and establishes the relation
between purposes and data.

The audits table stores the results of the performed audits in
the system. Audits have predefined types as system and user.
While system audits are randomly triggered by the system,
user audits are performed upon a request from the user. The
status field has predefined values such as created, active,
success, and violation.

When an audit is first started, the status is created by
default. The status is changed to active once the audit pro-
gresses in the system. If the result of the audit is successful,
the status is changed to success. If it is unsuccessful, the status
is marked as a violation. Thus, tracking of ongoing audits is
achieved, and filtering of successful and unsuccessful audits
in the system is enabled.

The logs table stores each step and action performed in the
system. The type column of the table refers to the CRUD
value of the log which is create, read, update, or delete.
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FIGURE 4. The purpose tree used for the implementation.

users logs
—id: UUID id: UUID
username: STRING type: ENUM
firstName: STRING info: ARRAY
lastName: STRING consents: ARRAY
email: STRING infoHash: STRING
password: STRING url: STRING
dob: DATEONLY method: ENUM
user_roles gender: STRING status: ENUM
[ createdAt: D, ATr activityHash: createdAt:
updatedAt: DATE drivers: STRING updatedAt: DATE
roleld: NUMBER SSN: STRING dataOwnerld: UUID
rld: UUID birthPlace: STRING requesterld: UUID
- deathDate:
prefix: STRING
suffix: STRING
maiden: STRING
< __consents__ I prefix: STRING audits
id: LUID race: STRING id: UUID
expireDate: DATE ethnicity: STRING auditType: ENUM
merkleHash: address: STRING startTime: DATE
status: ENUM city: STRING endTime: DATE
createdAt: DATE county: STRING status: ENUM
updatedAt: DATE createdAt: DATE createdAt: DATE
Rurposeld: UUID updatedAt: DATE updatedAt: DATE
consentld: UUID < consentid: UUID $\L—< userld: UUID

purposes

id: UUID data_purposes | data
name: STRING createdAt: DATE — id: NUMBER
level: NUMBER updatedAt: DATE name: STRING
createdAt: DATE datald: NUMBER createdAt: DATE
updatedAt: DATE Id: UUID datedAt: DATE

rentld: UUID

FIGURE 5. The ERD for the proposed consent management system.

The method column specifies the HTTP method of the log.
For this purpose, the system supports GET, POST, PATCH,
PUT, and DELETE methods. The status column indicates the
health of the current log. If the log is found in a violation, its
status is violation, otherwise it is healthy. dataOwnerld and
requesterld refer to the user to whom the log belongs and who
initiates the log, respectively. If the log is kept for a data read
operation, then the consents field of the logs table is populated
with every consent included in the response.

A database index is a data structure that prioritizes reads
over writes and storage. Thus, lookup time can be optimized
by using indexes. In the proposed system, the primary focus
of the database architecture is to optimize queries performed
in the system. Therefore, an index is defined on expiryDate
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TABLE 2. The ID mappings for the data fields of the dataset.

Data Field Mapping
id 1
username 2
firstName 3
lastName 4
email 5
dob 6
gender 7
drivers 8
SSN 9
birthPlace 10
deathDate 11
prefix 12
suffix 13
maiden 14
marital 15
race 16
ethnicity 17
city 18

of the consents table. As a result, the system performs faster
query execution based on the expiryDate.

A. ADDING A CONSENT

Figure 6 presents the flow for adding consent for the data sub-
ject. Each registered user is assigned a Bearer token during
sign-up or when a valid login request is issued. A user can
create consent by providing a purpose name and expiry date
for her consent in a POST request. This allows the system to
register the user’s consent to be used in the data read requests.

The endpoint shown in Figure 7 presents an example HTTP
request for adding consent.

As seen in line 4, a token is included in the header of the
request to authenticate the user. In the body of the request, the
data subject can specify the purpose and the expiry date for
the given consent. If this is a valid request, the system returns
aresponse. Otherwise, an unsuccessful response is displayed.
This endpoint can also be used to update the consent that was
registered earlier into the system. If an update is performed,
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TABLE 3. The matching of purposes with the data fields.

Data Fields
Purposes 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19
Finance X X X X X X X X X X X
Business X X X X X X X X X
Research X X X X X X X X X X X X X X X X X
DeFi X X X X
Investment X X X X X X X
Insurance X X X X X X X X X X
Advertise X X X X
Marketing X X X X X
Sales X X X X X X
Education X X X X X X X
Medicine X X X X X X X X X X X X X
Academic X X X X X X X X X X
1) C t ‘ t with ‘
(1) Consen rec::]zs with purpose (5) Return response
expiry date User
/-""J Auditable Consent Management "\
/ System \
( Auditable Consent Management Server — \
(3) Insert consent|
4) Insert user's with
( cZonsent hash (2) Log request calculated hash
with user id —
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123, 261, 458, 789, .
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FIGURE 6. The system architecture for adding the data subject’s consent.

the system marks the previous consent as expired. Thus, the
system keeps track of all the changes.

The system logs the consent addition request and then exe-
cutes a database insertion query after calculating the Merkle
root hash. If insertion is successful, the consent hash and the
corresponding userld received from the database are inserted
on the ledger. Finally, the insertion result is returned to the
user as a response.

B. GETTING CONSENTS

A user must be registered as a data requester in the system
to be able to query user information. Figure 8 shows the
system architecture for getting consented users. Each query
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must have a purpose in the request. The data subject also has
the flexibility to query more parameters such as expireDate,
address, city, gender, or other personal information. Thus,
queries can be performed on specific user groups, such as
users located in Los Angeles, or research on male data sub-
jects.

Figure 9 shows an example Structured Query Language
(SQL) query for a consent read. In the example shown, the
data subject queries data subjects who have valid consents
until 10.10.2050 for DeFi purposes.

The system processes this request with inclusion param-
eters. Data received from the database is processed, and the
Merkle root hash of the consents is calculated to be inserted
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HTTP ~ b

POST fapi/vl/consent HTTP/1.1

Host: localhost:3000

Content-Type: application/json

Cookie:
token=s%3AeyJhbGci0ilIUzIINiIsINRS5cCIAT
kpXvca9.
eyJu¥YWllIjoidHVuYWhhbmRhZyIsInVzZXJ1JZCI
6IjcaMzMWZGQWLTBhODMENGEZOCRANMQZLTYXZD
UxODExNJN1YiIsIndvbGUiOlsiYWRtaw4iXSwia
WFBIjoxNjg1Mjc50TMyLCI1eHAIOJE20DUZN Yz
MzJ9.
jO_rcFx0ZehU4Tq0jBXkTqLb9elUSS52zYQPvWtG1
W_SY.
CERBImEWBVhIzaE6x%2FTiHG3A%2BIUQRATELTA
op7reKzo

Content-Length: &0

i
"purpose": "finance",
"expireDate": "10/20/2032"

FIGURE 7. The HTTP request for adding a consent.

into the Hyperledger Fabric. After the insertion completion,
the query response is returned to the data requester. The
consent read flow is represented in Algorithm 1. The time
complexity for the Algorithm 1 is O(n).

C. AUDITING

As mentioned earlier, audits can be performed in various
audit modes. The full audit allows data owners to perform
full audits on their data. The flowchart of the full audit is
given in Figure 10. If the audit result is successful and no
data violation is detected, a success message is returned to the
user. Otherwise, the user’s violated data, the queries in which
this data was used, and the information of the violators are
returned to the user with a response message. If a violation is
detected, the user’s consent is recovered to the latest healthy
checkpoint in the system only if a valid consent exists. If there
is no valid consent, it is set as empty. The time complexity of
the full audit is linear.

The quick audit endpoint allows data owners to perform
quick audits. The detailed flowchart of the quick audit is
illustrated in Figure 11.

The flow of the quick audit is similar to the full audit. The
main difference is that the quick audit only compares the final
Merkle root hashes of the latest consent in the database and
Hyperledger Fabric. If they are not equal, this is considered
a violation of consent. If these values are equal, the system
assumes no violation and that both on-chain and off-chain
components work in sync. The quick audit process can be
performed instantly. In the full audit, all the user’s consents
are queried from the database, and the Merkle root hash of the
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Algorithm 1 Performing Consent Query

Initialization Parameters: {query.params}
Input: A HTTP request with query parameters
Output: A HTTP response with consented users’ data
and count

1 Function: readConsentedData():

2 purposeName < query.params.purposeName

3 expireDate <— query.params.expireDate

4 purpose < fetchPurpose(purposeName)

5 if(purpose == null) then

6 throw NotFoundError

7
fields < retrieveDataFields(purpose.id)

8 queries < query.params.query
9 whereQueryForSequelize < {}
10 for (index < O to fields.length-1) do

11 element < queries(fields[index]]

12 if(element != undefined) then

13 whereQueryForSequelize[fields[index]] < ele-
ment

14

ancestors <— []
15 ancestor < purpose
16 while(ancestor.level != 0) do

17 ancestors.push(ancestor.name) // add the ancestor
to array

18 ancestor < findAncestor(parentld)

19

ancestors.push(“all”)
20 purposes <— performQuery(whereQueryForSequelize)
21 if(purposes.length == 0) then
22 log < saveLogToDatabase (url,req.method,[])

else
24 log < saveLogToDatabase(url,req.method,
purposes.consents)

hash < merkleRootHash(purposes.consents)
26 submitTransaction(log.id,hash)
27 return purposes <— return the HTTP response with
consented users’ data

consents is recalculated. This newly calculated hash is first
compared with the consent hash in the database and then to
the hash on Hyperledger Fabric. If all the hashes are equal,
the audit is inserted as a successful audit into the on-chain
and off-chain components. Therefore, the full audit performs
longer than the quick audit mode.

User audit allows data subjects to perform audits on their
access logs. Figure 12 presents the flowchart of user audit.
The system tracks each consent read performed on the data
subject and checks the purpose of the consent read against
the data subject’s valid consent at the time of the consent
read query. If any violation is detected in the queries, the
violators are tracked, the violated consents are marked, and
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SELECT "purposes"."id", "purposes"."name", "purposes"."level", Start
"purposes"."createdAt", "purposes"."updatedAt", .
"purposes"."parentId", "consents"."id" AS "consents.id"
purp P ] ! ) ! Full audit request  |Add to violationsie—————
"consents"."expireDate" AS "consents.expireDate", 1 0
"consents"."merkleHash" AS "consents.merkleHash", Create audit entry End
"consents"."status" AS "consents.status", in the database =
( )
"consents"."createdAt" AS "consents.createdAt", l \.
"consents"."updatedAt" AS "consents.updatedAt",
"consents"."purposeId" AS "consents.purposeId", Fetch user Go to next Yes< are valid
consents consent 2
"consents"."consentId" AS "consents.consentId",
"consents->users"."id" AS '"consents.users.id", l Record the result on
"consents->users"."username" AS "consents.users.username", Fetch user's ’—I blockchain & database

"consents->users"."dob" AS "consents.users.dob",

"consents->users"."gender" AS "consents.users.gender" FROM

"purposes" AS "purposes" INNER JOIN "consents" AS "consents"

ON "purposes"."id" = "consents"."purposeId" AND

"consents"."expireDate" <= '2050-10-09 21:00:00.000 +00:00"

INNER JOIN "users" AS "consents->users" ON

"consents"."id" = "consents->users"."consentId" WHERE
("purposes"."name" = 'defi' OR "purposes".'"name" = 'finance'
OR "purposes"."name" = 'all');

FIGURE 9. An example SQL query for getting a consent.

the authorities and the data subject are immediately notified
with the derived information about the violation.

The process of user audit is represented in Algorithm 2.
The request for the user audit is triggered by the user or the
system itself. Then, the system generates an audit entry with
date and auditType. The user’s consent is retrieved from the
database along with all consent reads that the user’s data is
used.
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FIGURE 10. The flowchart of full audit.

The on-chain consent hash of the data subject is retrieved to
be compared to the consent present in the database. As seen
in line 6, both hashes are compared. If they do not match,
this is detected as a violation. Later, the log gathered on the
user is compared to purposes of consent queries with valid
consent. If any of these do not match, that entry is appended
to the violation list. Further, a last check is performed on the
audit before the response. If any violations are detected, then
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FIGURE 12. The flowchart of user audit.

the authorities and the data subject must be notified. Also,
the data subject’s consent preferences are recovered to the
latest healthy consent to prevent further violations. Finally,
the outcome of the audit is recorded on the ledger, and the
response is shared with the user. The time complexity for the
Algorithm 2 is O(n).

The log audit can be performed on any consent read log by
a data subject in that log or a data controller. Each consent in
that access log is checked individually to ensure the purpose
of that query does not contradict the data subject’s valid
consent at the time. The time complexity of log audit is O(n).
The flowchart of the log audit is illustrated in Figure 13.

Besides the mentioned audit modes, the data subject or
the data controller can trigger off-chain audits. The off-chain
audit is performed only on the off-chain side of the system.
All the consents of the data subject are grouped, and the
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Algorithm 2 Performing User Audit

Initialization Parameters:{auditType, date, userld}
Input: A HTTP request with userld and
authentication
Output: A HTTP response with audit results and
information

1 Function userAudit():

2 audit < createAudit(auditType,date,userld)

3 userConsent < findConsent(userld)

4 userLogs < fetchLogs(read,userConsent.id)

5 onChainConsentHash < readConsent-

FromHLF(userConsent.id)

6 violations < []

7 if(onChainConsentHash != userConsent.hash)then

8 violations.push(userConsent.id)

9

Jori < 0 to userLogs.length-1 do

10 currentLog < userLogs[i]

11 purposeName <— splitPurposeName(logUrl)

12 purpose <— fetchPurposeFrom-
Database(purposeName)

13 allowedPurposes < fetchAncestorsFromTree
(purpose)

14

if(purpose == null) OR
(purpose.id ¢ allowedPurposes) then

15 violations.push(log.id,url, requesterld)
16
if(violations.length >= 0) then
17 userConsents <— fetchPrevConsents(user)
18 status <— false
19 Jori < 0 to userConsents.length-1 do
20 if(usersConsents[i] ==
onChainConsentHash)then
21 userConsent <— updateCon-

sent(userConsents[i])

22
submitTransaction(audit.id, status)

23 return violations <— return the HTTP response with
audit results and information

hashes registered for these consents are recalculated. The
outputs are compared to the existing hashes recorded in the
database. If any anomalies are found, the data subject is
immediately notified. Figure 14 presents the flowchart of the
off-chain audit process.

Users are allowed to perform audits on all their consent
reads. This audit includes not only one single consent read
audit but also all of the consent reads for which the relevant
data subject is present.

VII. RESULTS AND DISCUSSION
Experiments are conducted to evaluate the proposed consent
management system. The scenarios given in Section V are
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used for the experiments. Experiments are constructed to
examine the scalability and throughput in terms of number
of users and consents. Different consent settings are also
applied, as well as the violations, to evaluate the audit mech-
anism and compare audit methods. Each experiment has run
with a distinct amount of consent counts due to hardware
limitations.

A. DATASET AND CONFIGURATION

SyntheticMass [34] data is used in the experiments. Syn-
theticMass is an open-source patient population simulation
built by the MITRE Corporation [35]. For conducting the
experiments, we parsed the dataset and formatted the data in
a simpler form to feed into the system. A total of 10 million
electronic records for synthetic patients are used in the exper-
iments.
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FIGURE 15. The register response time by the number of users.

The system is deployed in 11 Docker containers on a
MacBook Pro 2019 machine with specifications of 2.6 GHz
6-Core Intel Core i7, Intel USD Graphics 630 1536 MB,
and 16 GB 2667 MHz DDR4 RAM. The components
in the docker containers are cli, peerQ.orgl, peer0.org2,
orderer, ca_org2, ca_orgl, ca_orderer, dev-peer0.orgl, dev-
peer0.org2, posgres and consentMgmtSys. The first nine
containers are used for the Hyperledger Fabric network, the
tenth container is the PostgreSQL database, and the last one
is the consent management system implementation. Docker
is allocated 6 CPU cores and 8 GB of memory.

B. USER OPERATIONS

The main user operations in the framework are register, login,
and forget me. These tests were performed were performed
using one million records. Figure 15 illustrates the registra-
tion of one million data subjects to the system. The request
body includes personal information on the data subjects, such
as their names, addresses, gender, and other personal informa-
tion. Each request differs in terms of body size. We compared
the response time as the number of users recorded in the sys-
tem increased. The response times vary between 90-120 ms.
The average response time across one million patient records
is calculated as 107 ms. The moving average demonstrates
that the system scales well, although the number of users has
increased significantly, with the response time not increasing
as much as the number of users. Therefore, it can be stated
that the system handles the registration of millions of users.
Also, the response time depends on the number of users
registered at the time and the request’s body size.

The login results seen in Figure 16 present a roughly
constant line regardless of the number of users in the system.
The response times vary between 75-79.5 ms. The difference
between the response times is negligible for an HTTP proto-
col. Thus, this proves that the login part of the system scales
perfectly independent of the number of users registered in
the system. Therefore, even if we register a hundred million
users, the average login time will be 77.5 ms on average. The
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FIGURE 17. Forget me response time by the number of users.

irregular spikes may be caused by background activity within
the system and can be discarded as the results vary within a
range of approximately 3.5 ms. The response time depends on
the body size of the request rather than the number of users
currently registered.

Forget me endpoint is a critical component in the system to
comply with the GDPR’s right to be forgotten. 150.000 reg-
istered user records were deleted from the system to test
this flow. Figure 17 shows that the results vary between
100 ms and 200 ms. The average deletion time of a user
on 150.000 users is 150 ms. Thus, it can be concluded that
as the patient record increases, the deletion operation time
will also increase. Given the number of users, the response
time is acceptable with the current hardware setup. Since this
experiment mostly depends on the database configuration, the
results can be improved with higher resource allocations.

C. CONSENT OPERATIONS

Regarding consent operations, 1.2 million consent registra-
tions are displayed in Figure 18. These users have random
purposes and random expiry dates for their consent. The
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FIGURE 18. The response time of consent registration for users with
random consent.

average response time and moving average of the response
time are also plotted in Figure 18. When the consent number
reaches 1.2 million, the highest response time observed in the
system is 2000 ms. The average response time of the consent
addition is close to 1100 ms per user. The system’s consent
addition differs from the rest of the system endpoints. As seen
in Figure 18, there is an increase in the response time as the
number of consents increases. The reason for this is that the
database indexes are implemented into the consent table on
the expiration date of the consent. As a result, the system
performs much faster consent reads since the reads are based
on the consent’s purposes and expiration dates.

Consent read queries is a crucial operation in the system.
For this purpose, we have conducted three different experi-
ments. Each experiment has consent from a different purpose
level. For the related experiments, we have selected purposes
as All, Finance, and DeFi. For this experiment, each request
is run three times to calculate the standard deviation error
for each consent count. Also, the experiments are based on
750 registered patient records and all the consents have the
same expiry date. Figure 19, Figure 20 and Figure 21 show
the results of these experiments. In Figure 19, all the patients
have the purpose All for their consent. The purpose of All
represents 19 data fields, which means every data field in the
system.

Figure 20 displays the results for the purpose of Finance
which is the level 1 of the purpose tree shown in Figure 4.
Finance has 11 data fields associated with it. All the patients
registered for this experiment have the Finance purpose for
their consent. Finally, Figure 21 displays results for the pur-
pose of DeFi which is under the Finance leaf and registered
as a level 2 leaf in the purpose tree. DeFi holds 4 data fields.

In the results presented in Figure 19, 20 and 21, it is seen
that the response time increases as the number of consents in
the response increases. The main difference between these
three experiments is the maximum and average response
times. Hereby, it is concluded that if we have fewer data fields
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FIGURE 21. The consent read time for purpose level 2 (DeFi).

associated with the purpose, the response time is faster than
the ascendant purposes’ response times, even if they have the
same consent count.
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Table 4 presents the mean, median, maximum, minimum,
and standard deviation of the related experiments. In the
table, x columns represent the number of consents for each
category, and y columns represent the operations’ run times
in seconds. The average response times are computed as 47,
38.07, and 27.39 seconds, respectively. Thus, it is observed
that the system works significantly faster when handling
fewer data fields regardless of the number of consents.
Besides, as the purpose level goes down in the purpose tree,
the response time will be faster, even if more records are
being shared in the response. Furthermore, as the consent
count increases, the response times get faster than in previ-
ous iterations. The reason for this is PostgreSQL’s caching
mechanism. If the same query is executed multiple times, the
database retrieves the results from the cache enabling a faster
response.

D. AUDIT OPERATIONS

Five different types of audits are implemented to audit data
integrity and any possible violations that might have occurred
with the user’s consent.

Quick audit is tested with 10,000 patient records with each
patient having 10 consent entries. In total, 100,000 consents
are used for this experiment. The results of the experiment is
given in Figure 22. As shown in the figure, the response time
varies between 80 ms and 200 ms. The average response time
computed is 132 ms. The spikes observed in the graph are
from patients’ different levels of purposes. A purpose with
fewer data fields is audited faster than a purpose with more
data fields.

The full audit is also conducted using 10,000 patient
records with each patient having 10 consent entries. The
obtained results are very similar to the quick audit as shown in
the graph illustrated in Figure 23. The average response time
computed is 132 ms for this experiment as well. Therefore,
it is concluded that the time to recalculate the Merkle root
hash is negligible. Furthermore, both algorithms have a linear
time complexity. Consequently, the full audit offers a more
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TABLE 4. Response times for reading consent.

Mean Median

Maximum

Minimum Standard Deviation

Level x y x y

y X y x y

0 30278.95 47.00 29660 45.14

61611 10581 1 0.07

17911.61 29.49

1 32732.45 38.07 33320 37.45

65904  85.15 1 0.06

19345.03 23.53

2 36521.62  27.39 36987 26.69 74453  64.36 1 0.09 21603.04 17.07
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FIGURE 24. The response time of user audit for purpose level 0 (All).

secure way of auditing consents by recalculating the hashes
and comparing them to the on-chain data.

The user audit is tested with 100 patient records each
patient has one consent registered in the system. Three differ-
ent experiments are run for this audit type with different level
purposes: All, Finance, and DeFi. The consent read queries
are performed on the database and the user audit is called
after each iteration. Hence, this increases the log count for
each user. The obtained results for All, Finance, and DeFi are
presented in Figure 24, Figure 25, and Figure 26, respectively.
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FIGURE 26. The response time of user audit for purpose level 2 (DeFi).

The figures show that as the number of logged con-
sents increases, the response time also increases. As seen in
Table 5, the response time becomes faster as we descend the
purpose tree. The average response times are computed as
192.27, 172.19, and 139.40 seconds, respectively. Therefore,
it is concluded that for user audit, if the consent’s purpose
has fewer data fields associated with it, the audit response
time will be faster compared to the purposes with more data
fields.

The mean, median, maximum, minimum, and standard
deviation of the related experiments are given in Table 5.
In the table, x columns represent the number of logged
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FIGURE 27. The response time of log audit for purpose level 0 (All).

consents, and y columns represent the run times in seconds.
The overall results presented in Figure 25 are better than the
results presented in Figure 24. This is an expected outcome
since the level 1 purpose Finance has fewer associated data
fields than the level O purpose All. Thus, the system fetches
the consent data faster and performs the user audit on data
faster than the earlier results. The results presented for level
2 are better than the results of level O and level 1. Hence,
as the level increases in the purpose tree, the response time
decreases since higher-level purposes have fewer associated
data fields. In addition, all results show that the response time
increases as the number of logged consent counts increases.

The log audit experiments are performed on 10,000 reg-
istered patient records. Three distinct scenarios are created
with different purpose settings for patients’ consent: All,
Finance, and DeFi. For each 750-consent registration, three
log audits are triggered to calculate the error margins and the
response times. Figure 27 shows results for patients registered
with the same level of purposed consent which is a level-0
purpose, All. The average response time is 55.29 seconds. It is
observed in the figure that as the number of consents in a log
increases, the response time also increases.

Figure 28 presents the results of the level-1 purpose,
Finance. The average response time is 58.57 seconds which is
a greater response time than the level-0 purposed experiment.
This is because there are more consents in a log in this
experiment. The pattern related to the increase in response
time as the number of consents increases is also observed in
this experiment. Finally, results of the last experiment with
a level-2 purpose, DeFi, is shown in Figure 29. The average
response time is 64.47 seconds.

Table 6 represents the results of these experiments. In the
table, x columns represent the number of consents in the log,
and y columns represent the run times in seconds. The results
demonstrate that the purpose has no impact on the response
time. The purpose and the level of purpose do not affect the
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FIGURE 29. The response time of log audit for purpose level 2 (DeFi).

response time because log audit checks the valid consent at
the time of the consent read’s purpose.

In the previous experiments, it was observed that the pur-
pose level directly affected the response times as they had
more data fields associated with it. For the log audit, the
number of consents in the log is the primary parameter.
Because the audit log retrieves the consent and verifies that
the purpose of the consent and the purpose of the query match.
Therefore, the purpose level does not affect the response time.
The data fields associated with the purposes are not crucial in
the log audit. Hence, the level of purpose is not a determining
parameter.

The last experimental setup is initiated for the off-chain
audit. These experiments are performed with 10,000 patient
records. After each consent registration, an off-chain audit
is triggered, and three different level purposes are added
individually to each experiment to observe the behavior of
different purpose levels. Hence, a purpose from each level is
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TABLE 5. Response times for user audit.

Mean Median Maximum Minimum Standard Deviation
Level x y X y y x y X y
0 1215 19227 1215 127.19 68556 1 0.014 69.86 187.28
1 131 172.19 131 112.26 58098 1 0.012 75.34 169.28
2 1455 13940 1455 91.61 48473 1 0.018 83.72 135.96
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FIGURE 30. The response time of off-chain audit for purpose level 0 (All).

selected for the off-chain audit experiments: All, Finance, and
DetFi.

Figure 30 presents the results of the level-0 purpose, All.
The spikes in the results are negligible due to the network
distribution and the background activity in the hardware.

Figure 31 presents the results of the level-1 purpose,
Finance. The obtained results are similar to Figure 30.
In this experiment, contrary to Figure 30, the response times
increase. The reason for this is the increase in the number of
consents.

The results presented in Figure 32 are the level-2 purpose,
DeFi. This graph also has a similar pattern to Figure 30 and
Figure 31.

Table 7 represents the results of the off-chain audit exper-
iments. In the table, x columns represent the number of
consents, and y columns represent the run times in seconds.
According to the results of these experiments, the purpose
level is not a direct parameter in the off-chain audit type.
Regardless of the level of the purpose, the outcomes are in
the same pattern. Besides, it is concluded that the purpose
and the associated data fields are not directly related to the
off-chain audit, but to the consent object itself. Therefore, the
obtained results are consistent with the expectations.

Further, an ablation test is performed to present the impact
of the audit with and without blockchain. Therefore, the abla-
tion study was conducted to compare the audit process with
and without the blockchain components. For this purpose,

100440

Off-chain Audit Consent

500 4 —— Moving AVG
Response Time
—-== AVG RT
400
m
E
2 300 1
£
E
[
w
c
8 200 A
w
Q
-4
100 A
0 <

0 20000 40000 60000 80000 100000

Total Offchain Consent Count

FIGURE 31. The response time of off-chain audit for purpose level 1
(Finance).

Off-chain Audit Consent

—— Moving AVG
300 1 Response Time
-== AVG RT

250 1

Response Time (ms)
- N
w (=]
o o
L L

=

o

o
L

501

0 20000 40000 60000 80000 100000 120000

Total Offchain Consent Count

FIGURE 32. The response time of off-chain audit for purpose level 2
(DeFi).

the user audit is selected for this analysis and a dataset of
100 users with 70 consents per user is utilized. The results
seen in Figure 33 show that using blockchain components
maintains the constant execution time. This constancy is
attributed to Hyperledger Fabric’s architecture, where assets
are represented as key-value pairs, and efficient key-based
lookups are enabled for querying and updating the ledger.

VOLUME 12, 2024



O. Can et al.: Blockchain-Based Hybrid Architecture for Auditable Consent Management

IEEE Access

TABLE 6. Response times for log audit.

Mean Median Maximum Minimum Standard Deviation
Level x y X y X y X y X y
0 30,278.95 5529 29,660 5421 61,611 11330 1 0.017 17911.61  32.75
1 32,732.46 5745 33,320 58.57 65,904 116.88 1 0.015 19,346.02  33.64
2 36,521.62  63.82 36,987 6447 74,453 13394 1 0.018 659756 11543
TABLE 7. Response times for off-chain audit.
Mean Median Maximum Minimum Standard Deviation
Level x y x y y x y x y
0 48,600 84.61 48,600 70.85 96,800 38520 1 0.018 27,943.51 64.54
1 52,400 9392 52,400 78.74 104,400 505.01 1  0.02 30,317.46  75.01
2 58,200 9292 58200 81.32 116,000 31620 1 0.019 33,486.12 59.41
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FIGURE 33. The impact of the auditing consents with and without
blockchain technology.

The average response time measured in the ablation
study is 49.26 ms. As the number of consents in the sys-
tem increased, the response time for on-chain components
remained constant. Thus, this demonstrates the efficiency of
the system’s design, specifically, the use of purpose trees
and the strategy of storing only hashes on the blockchain.
These optimizations significantly reduce the computational
burden commonly associated with blockchain technolo-
gies, ensuring the proposed solution remains effective and
resource-efficient.

E. HARDWARE RESULTS

This section analyses the hardware performance of the pro-
posed system. Two performance graphs are drawn while
performing the consent addition and reading consented data
from the system. Figure 34 shows that the CPU core utiliza-
tion is 51.26%, with 400% CPU allocated. 7.68 gigabytes
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(GB) of RAM is allocated for these experiments, where only
631.74 megabytes (MB) is used for registering consents at the
consent registration time. It is seen that the disk read/write
is close to 5.5GB, which is acceptable in terms of consent
registration. The figure presents the time that a large chunk
of data is inserted into the system. Hence, Figure 34 shows
that the system scales well at 1.2 million consents.

At the time of the query, there is an increase in CPU usage
since the system performs an I/O operation. Besides, out
of 400% allocated CPU, only 110% has been used. After
performing the query, the CPU usage was 51%. This is the
system in idle status. Even if no operations are being executed
at the time, 11 containers contain the database and the related
Hyperledger Fabric nodes. Memory usage is also only at
631.74 MB, whereas 7.68 GB RAM is allocated for the sys-
tem. The system manages consent registration exceptionally
well, even at 1.2 million consents.

Figure 35 presents the hardware usage of a consent read.
It can be observed that the CPU usage is dropping down
to 55% from 110%, and the memory usage is increasing to
1.2 GB from an idle position of 0.9 GB. As seen in Figure 34,
reading consent consumes more resources.

These performance evaluations are given for an estimation
of minimum system requirements. The results prove that a
machine with 4 CPUs and 8 GB RAM can manage up to
1 million consents.

VIil. FINDINGS AND IMPACTS

This study confirms that blockchain integration achieves
a constant response time. In addition, it is important to
acknowledge the broader advantages of blockchain technol-
ogy that are outlined below:

- Immutability: Once recorded, data on the blockchain can-
not be altered or deleted. This immutability ensures the
integrity and trustworthiness of the consent records.
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FIGURE 34. The hardware performance for registering consents.

- Transparency: Blockchain provides a transparent ledger
that can be audited by all stakeholders, enhancing trust
and accountability in the system.

- Decentralization: The decentralized nature of blockchain
removes the need for a central authority, reducing the
risk of single points of failure and enhancing system
resilience.

- Security: Blockchain’s cryptographic principles provide
ahigh level of security, protecting data from unauthorized
access and cyber threats.

- Traceability: Every transaction on the blockchain is trace-
able, allowing for complete visibility into the history of
user consents and any modifications.

- Efficiency in Compliance: Blockchain simplifies regula-
tory compliance by providing a clear and auditable trail
of users’ consents, reducing the administrative burden for
organizations.

Hence, considering the benefits of the blockchain tech-
nology, it is not advantageous to forfeit this technology
to achieve constant response time. The implementation of
blockchain and the optimizations demonstrated in this study
offer an effective solution that ensures data integrity, trans-
parency, and security without compromising performance.
Thus, integrating blockchain technology into the audit pro-
cess provides a robust and comprehensive approach to
managing users’ consent effectively.

In this study, blockchain technology is integrated into the
audit phase of user consent management, providing a robust
framework for ensuring data integrity and transparency. The
implications of this work are multifaceted:

- Enhanced Data Integrity and Security: The proposed
solution leverages blockchain to ensure that all approval
transactions are recorded in an immutable and secure
manner. Therefore, the risk of unauthorized modifica-
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Disk read/write

tions is eliminated and trust in the audit process is
enhanced.

- Transparency and Trust: The decentralized nature of
blockchain provides an open ledger that can be audited by
multiple stakeholders. This transparency increases trust
among users, organizations, and regulators as consent
records are tamper-proof and verifiable.

- Efficiency in Compliance: The proposed system simpli-
fies the process of regulatory compliance by providing a
clear and auditable trail of user consent. Therefore, the
administrative burden on organizations is reduced and
adherence to data protection regulations like GDPR and
California Consumer Privacy Act (CCPA) is ensured.

- Scalability and Performance: The proposed study
demonstrates that the integration of blockchain does not
adversely affect the system’s performance. The proposed
solution can scale effectively while maintaining con-
stant response times even as the number of permissions
increases, with the optimizations such as purpose tree and
storing only hashes on-chain.

- Cost-Effectiveness: Although blockchain solutions are
often criticized for their resource intensity, the optimiza-
tions implemented in this study mitigate these concerns.
The use of Hyperledger Fabric’s key-value pair system
and efficient querying mechanisms ensures that the com-
putational overhead is minimal.

As aresult, this study provides several valuable lessons for
the implementation of blockchain in audit processes:

- Optimization: The study highlights the importance of
optimizing blockchain interactions. The proposed solu-
tion provides the balance between security and perfor-
mance by using a purpose tree and storing only hashes
on the blockchain. Thus, it is shown that with careful
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FIGURE 35. The hardware performance for reading consents.

design, the resource requirements of the blockchain can management. Thus, the proposed study achieves decentral-
be managed effectively. ization, immutability, and auditability to detect and correct
- The Blockchain’s Role in Auditing: The ablation study possible violations.

underscores the significant impact of blockchain in
the auditing process. Hence, the study shows that the
blockchain can provide constant execution time. Thereby,
the audit process becomes more reliable.

- Resource Management: This study shows that despite the
blockchain’s reputation for high resource consumption,
a resource-efficient solution can be implemented with
optimization. This is essential for real-world applications
where resource limitations are frequently an issue.

- User-Centric Design: The effectiveness of the pro-
posed solution in managing and controlling user consent
demonstrates the importance of designing systems that
prioritize user transparency and control. Hence, the
user-centric approach not only enhances compliance but
also enhances user trust and engagement.

- Scalability: The findings indicate that the proposed solu-
tion can handle increasing numbers of consents without
degradation in performance. This scalability is essen-
tial for real-world applications where the data volume
increases rapidly.

IX. CONCLUSION AND FUTURE WORK

In this study, a novel approach is proposed to existing consent
management systems. The proposed GDPR-compliant hybrid
architecture has the strengths of both blockchain and database
technologies and integrates the purpose tree into the consent
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The following contributions are achieved with this study:

i. Implementing a GDPR-compliant consent manage-
ment system using blockchain and purpose tree: A
private blockchain, Hyperledger Fabric, is used as the
blockchain technology. A purpose tree implementation
is introduced and integrated into the consent manage-
ment system to manage data subjects’ purposes. The
purpose tree enables the data subjects and the system
to manage consents dynamically and offers a seamless
user experience to the data subjects in terms of manag-
ing their consents.

ii. Utilizing both on-chain and off-chain technologies:
The blockchain provides immutability, accountability,
tamper-proof record keeping, and preserves privacy to
be GDPR-compliant. Thus, the audit results, consents,
and consent queries are hashed and stored in Hyper-
ledger Fabric. On the other hand, using a relational
database allows the system to perform complex queries
that do not scale well with the blockchain architecture.
Personal data collected from data subjects are stored in
the database to allow them to be erased entirely from
the system at any time they require. This cannot be
achieved by solely using blockchain technology due
to its characteristics. The only remaining data from
data subjects’ personal information is the hash which
has no meaning by itself. Thus, GDPR’s right to be
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forgotten is achieved. Therefore, the shortcomings of
both technologies are replaced with each other to make
the consent management system GDPR-compliant.

iii. Implementing auditability to detect violations: This
objective is achieved by implementing five different
auditing mechanisms. These audit types are listed as
quick audit, full audit, user audit, log audit, and off-
chain audit. For these audit mechanisms, experiments
were run and the obtained results were evaluated.

iv. Improving performance: The time and cost of
blockchain for auditing GDPR-compliant data are
optimized. As a result, the proposed study presents
an efficient blockchain-based solution for consent
management and it can be applied to real-world appli-
cations.

The proposed system is designed as a middleware to reduce
organizations’ integration costs to make their systems GDPR-
compliant. Therefore, organizations do not have to implement
components on their existing system to integrate with the pro-
posed solution. The system can be easily integrated into the
existing systems by positioning it as a middleware between
the existing system and users. Hence, this study ensures
GDPR compliance by allowing the following eight funda-
mental rights:

- Right to be informed (GDPR Articles 12 to 14): The sys-
tem is designed to notify the data subjects immediately
when a violation is detected in their consent. They can
also query for their consent, personal data, and how and
where they were used.

- Right to access (GDPR Article 15): Any data subject is
allowed to access any data related to them, including the
logs stored in the system, how many times their data was
shared, and for what purpose it was processed.

- Right to rectification (GDPR Article 16): The data sub-
jects have the right to rectify the data if data is found
inaccurate.

- Right to be forgotten (GDPR Article 17): The forget
me functionality in the system enables data subjects
to remove themselves from the system. The remaining
hashes do not have a meaning without their personal data.
Thus, there is no trace of their personal data in the system.

- Right for data portability (GDPR Article 20): The system
is designed to maximize the data subject’s user experi-
ence. The data subject only enters or shares her personal
data once with the system, and it is stored in a portable
way where the data subject can reuse this data for differ-
ent purposes across different services.

- Right to restrict processing (GDPR Article 18): This right
is achieved by using the purpose tree. The data subjects
can configure their purposes for their consent to restrict
the processing of their personal data.

- Right to withdraw consent (GDPR Article 7). The data
subject can set the consent invalid or expired at any time.
If the data subject would like to delete her personal data
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from the system, she can also benefit from the right to be
forgotten.

- Right to object (GDPR Article 21): The data subjects can
object to the use of personal data by following up on an
audit’s outcome or at any time they require.

- Right to object to automated processing (GDPR Article
22): The data subjects can also object to automated pro-
cessing by determining their purposes accordingly. This
prevents the organizations from profiling the data subject.

In this study, the purpose tree is managed by the admin
users. As a future work, dynamic purpose tree implementa-
tion will be developed to allow data subjects to create their
purposes in the system. Also, the experiments were run on
a single computer. Thus, the same experiments could also
be run on different hardware with different configurations.
In this study, there was only one setup of Hyperledger Fabric
for the shared results due to hardware limitations. This could
also be improved by deploying multiple nodes across differ-
ent devices to generalize solutions in a real-world scenario
where entities would possess individual nodes.

In conclusion, this study presents a novel hybrid
GDPR-compliant and accountable dynamic consent man-
agement approach by using a purpose tree and blockchain
technology. Therefore, the proposed approach provides
an end-to-end GDPR-compliant experience to all parties
involved in a consent management system. Besides, this study
aims to be a blueprint and a guideline for future implementa-
tions in this field.
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