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Abstract

The modern 5G fronthaul, which connects the base sta-
tions to radio units in cellular networks, is designed to deliver
microsecond-level performance guarantees using Ethernet-
based protocols. Unfortunately, due to potential performance
overheads, as well as misconceptions about the low risk and
impact of possible attacks, integrity protection is not con-
sidered a mandatory feature in the 5G fronthaul standards.
In this work, we show how vulnerabilities from the lack of
protection can be exploited, making attacks easier and more
powerful than ever. We present a novel class of powerful at-
tacks and a set of traditional attacks, which can both be fully
launched from software over open packet-based interfaces, to
cause performance degradation or denial of service to users
over large geographical regions. Our attacks do not require a
physical radio presence or signal-based attack mechanisms,
do not affect the network’s operation (e.g., not crashing the
radios), and are highly severe (e.g., impacting multiple cells).
We demonstrate the impact of our attacks in an end-to-end
manner on a commercial-grade, multi-cell 5G testbed, show-
ing that adversaries can degrade performance of connected
users by more than 80%, completely block a selected subset
of users from ever attaching to the cell, or even generate sig-
naling storm attacks of more than 2500 signaling messages
per minute, with just two compromised cells and four mobile
users. We also present an analysis of countermeasures that
meet the strict performance requirements of the fronthaul.

1 Introduction

Modern 5G cellular networks are maturing in new and ex-
panding deployments across the globe [50,55,57,69]. They
facilitate substantial increases in data rates, higher network
capacity, ultra-low latency, and improved availability, usher-
ing in a new era of emerging real-time applications, such as
VR/AR, self-driving cars, and unmanned aerial vehicles.

* The first two authors contributed equally to this work.

Modern 5G RAN

Traditional 4G RAN
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Figure 1: Disaggregated 5G RAN architecture: each CU han-
dles multiple edge sites with racks of DUs, each DU connects
to one or more RUs (over the packet-based fronthaul network),
and each RU provides coverage for all UEs in their cell.

One major industry trend in 5G cellular networks is the
disaggregation and virtualization of radio access network
(RAN) functions. As shown in Figure |, the baseband unit
(BBU) and colocated remote radio unit (RRU) of traditional
RANS (e.g., used in 4G) are disaggregated into a Radio Unit
(RU), Distributed Unit (DU), and Centralized Unit (CU) in
modern 5G RANSs, where one CU can serve multiple DUs.
The RAN functions that previously ran on proprietary vendor-
specific hardware are now virtualized, running in software
on commodity off-the-shelf (COTS) servers, reducing vendor
lock-in and enabling more rapid innovation [9, 34,44].

A key part of the 5G RAN architecture is the fronthaul
network, which transports user and control data between the
DU and RU, to be converted into wireless signals for trans-
mission to user equipment (UEs). Unlike traditional RANSs,
where fronthaul connectivity is realized using a proprietary
link-layer protocol called the Common Public Radio Interface
(CPRI), the 5G fronthaul uses Ethernet-based enhanced CPRI
(eCPRI) [18], which was designed for performance and to
enable emerging technologies, like Massive MIMO [27].

However, as an Ethernet-based interface, the fronthaul is
vulnerable to packet manipulation attacks. Adversaries that
have gained access to the physical RAN infrastructure [19,38]
can insert themselves between the DU and RU, acting as a
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man-in-the-middle (MITM) adversary. From there, they can impactingmanyDUs and all associated RUs and UEs. Such
manipulate fronthaul packets to cause service degradation ohigh-severity attacks can affect UEs not even associated with
connection disruptiorg(g.,denial of service to attached UEs). the targeted cells. Additionally, we preserRGNTSTRIKE, a

To protect against MITM attacks, integrity protection of family of traditional attacks that breaks the fronthaul physical
fronthaul packets via solutions like MACsec and IPSec would layer (in a similar manner to fake base station attacks, radio
be a natural approach. However, integrity protection of fron- link jamming, and signal overshadowindd1] 49, 71], but
thaul trafbc is currentlpptionalin the protocol standards, without requiring high levels of sophistication and hardware
due to concerns of increased processing delay incurred byoverheads from adversaries, who can directly modify fron-
potential security mechanisms, which could break the strin-thaul packets at line rat®©@). Unlike previous methods for
gent performance requirements of the eCPRI prota@8l [  launching these attacks, which require the use of transmitters
05.4.1.2, ©5.5]. According to the O-RAN Security Work (e.g.,a physical radio presence) and only target one cell at
Group, the standardization body responsible for formulating a time, our attacks operate at thacketlevel, making them
security specibcations for fronthadll, 12], lack of integrity much harder to detect and scalable to several cells at a time,
protection over fronthaul is acceptable for three perceived since several RUs can be linked to the same affected DU.

reasons38, o7.4: T-UPLANE-01]: Based on our bndings, we conclude that integrity protection
o of the fronthaul trafbc should be mandatory in the standards.
R1 Low likelihood for MITM attacks over fronthaul Given the standardization bodiesO concerns regarding the po-
R2 Costly sophistication required on the part of an adversary tential overhead of integrity protection on eCPRI trafbc, we
to launch attacks study the impact of the MACsec protocol to fronthaul perfor-

mance. Our study demonstrates that, due to recent software
and hardware advances, it is possible to achieve the necessary
In this work, we show for the brst time that the above integrity protection at low cost and with minimal overhead,
perspective on optional fronthaul integrity protection is making it a practical solution. Finally, and to cover scenarios
Rawed. Leveraging an enterprise-scale 5G testbed built onwhere integrity protection is absent, we present lightweight
our premises with commercial-grade, standards-compliantcountermeasures leveraging real-time RAN analytics.
RAN functions and RUs, we performed an extensive study, Responsible disclosureWe believe that knowledge of the
complete with both novel and traditional attacks. We make yy|nerabilities of an unprotected eCPRI-based fronthaul and
the following observations, which directly challenge the com- the concrete high-impact attacks exposed in our study will
monly accepted security stance: be highly valuable to the broader 5G community and to the
: . standards bodies. Thus, we have shared our report with the
01 MITM frpnthaul attacks are practical and feasible to vendors of the equipment we worked with, and alsrz) disclosed
launch, in a manner that bypasses the port.-based r]et(')urresults to the standards bodies (ET&Hnd O-RAN [LQ]),
work access control qf IEEE.802'lE][ on which the to bring awareness towards addressing these issues.
standards rely for their security stance (9
02 Adversaries do not need to be overly sophisticated to
launch meaningful attacks, and can directly manipu- 2 Background
late vulnerable fronthaul trafbc that is left unsecured

Data Convergence Protocol (PDCRR(9 details on the 5G RAN architecture and 5G RAN fronthaul.

R3 Low severity of potential attacks

03 Attacks exploiting the lack of fronthaul integrity can be
severe, impacting RAN processes at a higher layer than2.1 5G RAN Architecture

that of the targeted DU, expanding over vast geographi- ) ) )
cal regions, and affecting mobile users in cells that are The O-RAN architecture is a widely accepted reference 5G

not even directly under attack.9 architecture driven by the O-RAN Alliancel(] and 3rd
Generation Partnership Project (3GPB) $tandards bod-

To fully support our above observations, we introduce ies, which provide specibcations for interfaces and protocols.
FRONTSTORM, a new, highly severe class of availability at- O-RAN is globally supported by many major network opera-
tacks that can impact higher layers of the RAN through sig- tors, adopted by the European Telecommunications Standards
naling storms ©3) [25, 45]. We demonstrate that by care- Institute (ETSI) B], recognized by hundreds of other opera-
fully modifying and routing fronthaul packets, we can initiate tors, vendors, research and academic institutions, and is being
higher layer processes.(.,cell reselection, handover) ata deployed in many large-scale networks around the world to-
massive scale, equal to the number of the UEs attached taday [29,50,55,57,69].
the cells, and at a very high rate. This leads to signaling This subsection brieRy provides relevant background on
storms at the CU that cover extensive geographical regionsO-RAN principles of the 5G architecture.
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Figure 2: Fronthaul protocols.

Disaggregation & open interfaces. As mentioned previously,
one of the key architectural changes of the 5G RAN is disag-
gregation, which splits the previously centralized baseband
unit (BBU) and colocated remote radio unit (RRU) into three
logically separate units: a software-based centralized unit
(CU), software-based distributed unit (DU), and hardware-
based radio unit (RU) (see Figure 1). These disaggregated
RAN elements are connected by fronthaul, midhaul, and back-
haul, bridging communication between RU to DU, DU to CU,
and CU to core, respectively. O-RAN also breaks open all
previously closed and proprietary interfaces, instead using
open protocols built on an Ethernet-based transport.

Virtualization. In traditional architectures, RAN functions
were tightly integrated with vendor-specific hardware, effec-
tively acting as embedded devices. In 5G, these “blackbox”
elements can be abstracted as native functions running on
commodity off-the-shelf (COTS) servers. As shown in Fig-
ure 1, software-based DUs can be hosted in a server rack
at the edge and connected to other edge infrastructure (e.g.,
switches). The decoupling of RAN software from dedicated
hardware platforms encourages less vendor lock-in, more flex-
ible RAN provisioning, simpler management, and improved
cost efficiency, attracting an increasing number of cellular
operators to follow this trend [29,51,57,70].

2.2 5G RAN Fronthaul Design

2.2.1 5G Fronthaul Standards

As shown in Figure 2, modern fronthaul protocols run over
Ethernet, making the packet structure of the fronthaul highly
accessible (i.e., publicly known). In the case of the control and
user planes, packets are encapsulated using either eCPRI [18]
or IEEE Radio over Ethernet (RoE) [2], with the eCPRI vari-
ant having met the most widespread success.

The eCPRI specification has been a cooperative effort
amongst the biggest telco vendors (e.g., Ericsson, Nokia,
Huawei, NEC) [18], and defines the structure of the Ethernet
frame carrying the fronthaul data (e.g., types of eCPRI pack-
ets). However, certain implementation details (e.g., the exact
contents of the payload) are left out of the specification, mean-
ing that eCPRI is not interoperable across vendors. To fill this
gap, in recent years, the O-RAN Alliance and ETSI standard-
ization bodies have built on top of eCPRI and have provided

v evolved Common Public Radio Interface
eCPRI Common Header MessageType: IQ Data
eCPRI Payload [truncated]: 00:06:a2:80:13:8b:90:46:a8:b0:00:0c:81:00:00:c9:00:8
[eCPRI Length: 574]

ecpriPcid (DU_Port_ID: @, BandSector_ID: @, CC_ID: @, RU_Port_ID: 6)
ecpriSeqid, SeqId: 162, SubSeqld: @, E: 1
Timing header Uplink, Frame: 139, Subframe: 9, Slot: 1, Symbol: 6

v Section, Id: 2699 (PRB: 0- 11)

1010 1000 1011 .... = sectionId: 2699
.. @... = rb: Every RB used (@)
. .0.. = symInc: Use the current symbol number (@)

...... 00 0000 0000 = startPrbu: @
numPrbu: 12
[User Data IQ width: 14 (from preferences)]
[User Data Compression Method: Block floating point compression (1) (from pref
~PRB @ (12 samples)
1000 .... = reserved: 0x8
.. 0001 = Exponent: 1
IQ User Data: 0000c90082ffboeef400elfdb8fdb801370206ffcak@2900fc0020fed4005a¢
iSample: ©.000000000000 ©0x0000 (iSample-@ in the PRB)
qSample: ©.785156250000 ©0x0c90 (qSample-@ in the PRB)
iSample: ©.127685546875 ©0x020b (iSample-1 in the PRB)
qSample: -0.019531250000 ©x3fb@ (qSample-1 in the PRB)) |Q SAMPLES
iSample: ©0.014892578125 ©0x003d (iSample-2 in the PRB)
qSample: ©.003417968750 0x000e (qSample-2 in the PRB)
iSample: ©.497558593750 ©x@7f6 (iSample-3 in the PRB)
Sample: -0.438232421875 0x38fd (gSample-3 in the PRB

Figure 3: Wireshark capture of a representative U-plane
packet, with I/Q samples as the complex number payload.

a full specification, which enables interoperability between
the RUs and the DUs of different RAN vendors [8,53]. The
popularity of eCPRI-based O-RAN is apparent by the adop-
tion that it is starting to see in the networks of major telco
operators, like AT&T [29], Deutsche Telekom [15], DISH
Wireless [47], O2 Telefonica [30,62] and Vodafone [69]. For
example, AT&T and Ericsson recently announced a major
deal to see the AT&T RAN powered by Ericsson network
functions using the O-RAN fronthaul protocol [29]. Given
the widespread adoption of the eCPRI-based O-RAN fron-
thaul, we focus on this variant for simplicity in this paper.
However, it should be noted that all of our observations also
apply to the more general eCPRI specification.

2.2.2 O-RAN Fronthaul Specification

Now, we provide some details about the O-RAN fronthaul
specification that are relevant for the remainder of this paper.

Communication planes. The fronthaul network enables the
communication of the DU and the RU through downlink (DU-
to-RU) and uplink (RU-to-DU) transmissions. The O-RAN
fronthaul specifies four different communication planes: syn-
chronization plane (S-plane), management plane (M-plane),
control plane (C-plane), and user plane (U-plane). In this
paper, we focus on the U-plane, which transfers waveforms
transmitted to and from the radio in the frequency domain,
carrying both user and cell data. While the C-, S-, and M-
plane traffic is entirely internal to the fronthaul (remaining
between the DU and RU) and is thus invisible to UEs, U-plane
traffic carries data to and from the UEs and can have the most
immediately obvious impact on UEs.

U-plane message details. The U-plane transports baseband
signals between the RU and the DU. These signals are trans-
ferred in the form of I/Q samples in the frequency domain,
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which are complex numbers with a real (I) and an imaginary
(Q) part. Figure 3 shows a representative U-plane packet cap-
tured using our O-RAN testbed (§4.1). The number of I/Q
samples each U-plane packet carries depends on the RU and
cell configuration (e.g., cell bandwidth, number of antenna
ports, etc.). Each U-plane packet carries a set of I/Q sam-
ples that fit into one symbol. All DUs and RUs must transmit
U-plane messages using a rigid symbol-based schedule, char-
acterized by a specific strict transmission window (e.g., 35 ps).
The exact latency tolerance of the fronthaul depends on the
supported use cases, but generally, it should not exceed 100 ps
for typical deployment scenarios [52].

Among other fields, each U-plane packet has a source and
destination MAC address (that of the DU or the RU) carried
as part of an Ethernet frame (see Figure 4 for the transmission
process). U-plane packets also contain an RU (logical) port
ID, as part of their eCPRI header, that designates the antenna
port that the I/Q samples are being transferred to/from.

Higher-layer signaling. Baseband signals transmit data
to/from the higher layers of the RAN. This includes user ap-
plication data and broadcast and control messages transmitted
by RUs in the downlink direction from higher layers and re-
quested by UEs on-demand in the uplink direction. Broadcast
messages are required for downlink and uplink synchroniza-
tion and carry real-time control signals that allow UEs to
discover the cells and provide UEs with technical instructions
on attaching to cells. The loss of these broadcast messages
affects the ability of UEs to successfully attach to a cell.

To provide context for the attacks we demonstrate later, we
briefly introduce here two important control messages trans-
mitted in the downlink direction over fronthaul: the Synchro-
nization Signal Block (SSB) and System Information Block 1
(SIB1). These are the first message blocks decoded by the UE
during cell search, enabling it to identify the cell, synchronize
timing, discover cell uplink and downlink configurations, and
determine how to decode future message blocks.' For uplink,
we study the Physical Random Access Channel (PRACH),
which allows the UE to achieve uplink synchronization and
align transmission timing with the radio.

3 MITM Attacks over 5G Fronthaul

In this section, we present our threat model, discuss the
feasibility of MITM attacks, and introduce practical, high-
impact fronthaul attacks (both novel and traditional), con-
trasted against the stance of the O-RAN standards body.

3.1 Threat Model

Setting. We consider a fronthaul network with one or more
software-based DUs running on commodity servers in an edge

"'We focus on these messages for simplicity, but our attacks can also
generalize to other messages.

Legend:

User Data
Broadcast Data
@ 1/Q Samples

| g symbos

@ Ethernet Packets

Figure 4: User data from higher layers are combined with data
from lower layers (e.g., broadcast data) at the DU. These are
converted into I/Q samples and transmitted at structured times
(i.e., symbols). I/Q samples for a given transmission window
are sent over fronthaul as encapsulated Ethernet packets.

site. For a single DU server, one or more commercial RUs can
be directly connected (one RU per physical NIC port). In the
case of multiple DU servers, the DUs can be interconnected
via physical Ethernet cables, potentially through an Ethernet
switch, to one or more RUs, which broadcast radio signals
to all UEs in their coverage region. The adversary’s goal is
to insert herself as an MITM on the link between the DU(s)
and RU(s) to stealthily modify fronthaul packets and cause
connection degradation or disruption for users. The adver-
sary could be placed on any of the available links (i.e., on
the direct connections between the RUs and the single DU
server, on the links between the RUs and the switch, or on
the links between the switch and the DU servers). We assume
multiple RUs for our FRONTSTORM (§5) attacks, but not for
our FRONTSTRIKE (§6) attacks. We assume the fronthaul
network is secured using IEEE 802.1X, and that adversaries
can bypass this protection by obtaining an initial foothold
for MITM attacks through on-site access to the 5G edge site,
through insider threats motivated by competition or financial
gain, or through supply chain vulnerabilities, particularly from
untrustworthy vendors, as discussed in §3.2.

Cell configuration. We assume that frequency and bandwidth
configurations are common across cells, but this requirement
can be relaxed for most of our attacks. Our FRONTSTRIKE
attacks (§6) will work regardless of how the cell is config-
ured with frequency or bandwidth. Additionally, one of our
FRONTSTORM attacks (attack A2, §5.3) could work even with
cells of different bandwidths, as long as they have overlapping
frequencies. We make no assumptions about the configuration
of the cells in terms of radio-related parameters.

Stealthiness. Our definition of stealthiness is that our attack
methods (e.g., packet modification) do not trigger incorrect
behavior on the RU or UE, but directly exploit appropriate
responses from the RU and UE to cause undesirable behavior.
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because the adversary corrupted its PRACH symbols. As explained irrl, the standardization bodies have raised
several concerns regarding the implications of MACsec per-
L . ) formance, which has led to the decision to make integrity
6.4 Amplifying Impact via Multi-Cell Attacks protection an optional feature. Motivated by this claim, we
performed benchmarks for MACsec encoding/decoding on
f jumbo-sized Ethernet frames that resemble the fronthaul pack-
ets of the 5G RAN. For our benchmarks, we considered two
options: (i) basic software-based encoding/decoding on an
Intel Xeon 6338N CPU, and (ii) encoding after enabling Ad-
vanced Encryption Standard Instructions (AES-NI), which
accelerate the AES algorithmd., AES128-GCM) execution
on Intel CPUs §4].

According to the 5G O-RAN deployment principles/],

an O-RAN edge data center typically deploys a cluster o
DU servers to serve a group of neighboring cells, improving
energy- and cost-efbciency. As a resSuURAdNTSTRIKE has

the advantage of amplifying the attack impact by attacking
multiple cells served by the same DU together or employing
multiple rogue machines to attack multiple DUs and their

associated cells. This could allowRBNTSTRIKE adversaries .
to disrupt cellular network services for a large geographical Our results show that the MACsec computation can take
up to 80 uson average for the basic software-based encod-

region, such as an entire campus or small town. Moreover, ) L2 ) ; e
adversaries could also attack multiple cells by employing ing/decoding, making integrity protection prohibitively costly
different attack vectore.g. targeting some cells using SSB for the fronthaul trafbc, since it cannot meet the real-time re-
modibcation while using PRACH modibcation for others. quirements of the 5G standards, as discusse.ip.2 How-

This would expand the impact area and increase the complex-ever’ in the case of AES-NI, the MACsec computation time

: . ; L drops down to approximate®.4 pus which, according to the
ity of diagnosing and mitigating the attacks. experiments we performed in our testbed, is acceptable.

Validation. We validated the feasibility of multi-cell attacks A more effective way to overcome the aforementioned
by deploying four cells across two Boors within our build- performance concerns with even lower overhead could be
ing, with two cells per Boor and two UEs per céfigure 8 to add MACsec protection to selected parts of the fronthaul
illustrates the positioning of the cells and UEs on one Roor, packets, which would be enough to mitigate the most critical
and the location of RONTSTRIKE adversaries is shown in  attacks discussed #b, but with much lower overhead, which
Figure 7 We comprehensively testeRBNTSTRIKE attacks  would be important for larger scale scenariesy(,Massive
(A3A9 in this setup, conPrming they exhibit the same effec- MIMO cells with 32 or 64 antennas). For example, by adding
tiveness, but with their impact area extending to all four cells. MACsec protection to the parts of the packets that are not
In addition, we conducted testing of targeted attakBa\Sto integrity protected by the higher layersg.,eCPRI headers,
subsets of the cells and veribed that only the UEs of the cellsthe MIB/SIB and the radio resources carrying signal quality
under attack were affected, while the rest of the cells Opel'atedmeasurements), one could mitigate the most severe attacks,
normally. like AlandA2, by integrity-protecting a few tens of bytes
per fronthaul packet. According to our measurements, this
can reduce the latency overhead per integrity-protection op-
7 Countermeasures eration to less thaf.3 pson average, which makes integrity
. ] protection practical for all scenarios of interest.
As discussed at the outset, the analysis and attacks presented Furthermore, MACsec provides two protection modes: in-
in 2336 demonstrate that MITM fronthaul attacks are prac- teqyity only, and integrity with conbdentiality. Our measure-
tical, require low levels of sophistication, and can introduce ments were conducted using the latter mode to assess the
severe availability issues, impacting higher layers of the RAN 1 aximum overhead. Using the integrity-only mode could

and large regions. In this section, we discuss countermeasuregyther reduce computation time. These observations align
that could address and combat the demonstrated attacks. \yith recent works 12, 3 7], which discuss the potential use of

(]

MACsec to protect fronthaul.

7.1 Protection via MACsec

, , _ 7.2 Real-time RAN Anomaly Detection
The most obvious and effective way of securing the fronthaul

network from our proposed attacks is to make integrity pro- While MACsec is an effective proactive countermeasure, man-
tection of the fronthaul packets mandatory in the standards dating its inclusion in the standards and upgrading O-RANOs
To this end, Media Access Control Security (MACset]) [  software and hardware for its implementation will take time.
is a widely adopted security protocol that provides frame In the meantime, more focus can be placed on reactive coun-
data integrity and data origin authenticity at the data link termeasured.g., detection and mitigation of MITM attacks).
layer. MACsec computes an Integrity Check Value (ICV) and ~ With the recent advances in RAN telemetry tools, real-
attaches it to each packet, enabling devices to identify andtime RAN anomaly detection has become a compelling, cost-
discard modibed packets with incorrect ICVs. efpcient alternative/[l, 42, 6¢]. For instance, the state-of-
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3GPP 5G architectures and interfaces. They do not discuss the[3] IEEE Standard for Local and Metropolitan Area NetworksDPort-Based
fronthaul protoco' Specipca”y_ The O-RAN Security Work- Network Access ControllEEE Std 802.1X-2020 (Revision of IEEE
: : : : : : 6 Std 802.1X-2010 Incorporating IEEE Std 802.1Xbx-2014 and IEEE
ing Group |s_act|ve_ly debning the security requirement} [ Std 802, 1Xck-2018pages 19289, 2020,
for O-RAN, including the fronthaul. However, the current _ ,

ity mechanisms are insufbcient to defend against our ] Potential Threat Vectors tO 5G Infrastructurettps://www.cisa.
Security . g ] g gov/sites/default/files/publications/potential-threat-
attacks. Meanwhile, several recent works, including those of vectors-5G-infrastructure_508_v2_0%2520%25281%2529.pdf,
major vendors, have outlined the security landscape of the 2021.
fronthaul [/, 16, 17,22, 23,66], and have theorized the pos- [5] Gowin R86S Pro. Accessed 2028ttps://www.servethehome.
sibility of attacks exploiting the lack of fronthaul integrity Cf_";:/thls'bgowmaf%s'E“;"S‘an'everyth'ng'feVO'Ut'OH'
protection. However, these works have remained at a high ~ ith-259be-and-2-5gbe/ .
level and have not studied the details, implications, and sever- [6] 3GPP. About 3GPPhttps://www.3gpp.org/about-3gpp , 2023.
ity of any potential attack. Our work is the Prst to exploit [7] Aly Sabri Abdalla and Vuk Marojevic. End-to-End O-RAN Secu-
concrete vulnerabilities, present practical high-impact attacks, [ Architecture, Threat Surface, Coverage, and the Case of the Open

and propose specibc countermeasures for O-RAN fronthaul. Fronthaul.ariv preprint arXiv:2304.0551.22023
[8] ETSI & O-RAN ALLIANCE. ETSI RELEASES FIRST O-RAN
SPECIFICATION . https://www.etsi.org/newsroom/press-
10 Conclusion releases/2120-2022-09-etsi-releases-first-o-ran-
specification , 2022.

The fronthaul network of modern 5G RANSs suffers from in- [91 O-RAN Alliance. ~ O-RAN: Towards an Open and Smart
RAN. https://assets-global.website-files.com/

sufPcient protection of critical messages. In this work, for  gopaffaca081979751b5ed2/60e5ah502810a0947309d0_O-
the brst time, we study the vulnerabilities of the lack of RAN%2BWP%2BFInal%2B18101 Dutibber 2018.
mandatory integrity protection and present two classes 0f[10] 0-RAN Alliance. O-RAN Alliance Who We Arehttps:/www.o-
attacks (IRONTSTORM and FRONTSTRIKE). Our attacks can ran.org/who-we-are , 2023.

be launched remotely from software, do not require a physical [11] 0-RAN Alliance. O-RAN WG11 - Security Work Grouphttps:
radio presence, and can impact vast regions. We evaluate our  //public.o-ran.org/display/SFG/Introduction , 2023

attacks using a commercial-grade 5G O-RAN testbed, show{12] 0-RAN Alliance. The O-RAN ALLIANCE Security Work Group
ing that our attacks can signibcantly degrade the network  Continues Debning O-RAN Security Solutiongittps://www.o-
performance or cause denial of service to UEs with negligible ran.org/blogthe-o-ran-alliance- security-work-group-

continues-defining-o-ran-security-solutions , 2023.
latency added to the fronthaul trafbbc. We shared our results

and recommendations for mandatory integrity protection with [13] OpenAirinterface Alliance. OpenAirinterface5@ttps://gitlab.

th | ¢ d d ) tandardization bodi eurecom.fr/oai/openairinterface5g , December 2023.
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