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ABSTRACT

Ads are integral to the contemporary Android ecosystem, gener-
ating revenue for free-to-use applications. However, injected as
third-party content, ads are displayed on native apps in pervasive
ways that affect easy navigation. Ads can prove more disruptive
for blind users, who rely on screen readers for navigating an app.
While the literature has looked into either the accessibility of web
advertisements or the privacy and security implications of mobile
ads, a research gap on the accessibility of mobile ads remains, which
we aim to bridge. We conduct an empirical study analyzing 500
ad screens in Android apps to categorize and examine the accessi-
bility issues therein. Additionally, we conduct 15 qualitative user
interviews with blind Android users to better understand the im-
pact of those accessibility issues, how users interact with ads and
their preferences. Based on our findings, we discuss the design and
practical strategies for developing accessible ads.
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1 INTRODUCTION

Mobile apps play a vital role in people’s daily lives, with millions of
apps available in the market and billions of users relying on them.
However, one crucial quality often overlooked by developers in the
implementation of mobile apps is their accessibility. Approximately
15% of the global population has some form of disability [74], and
a substantial number of them rely on assistive technologies to use
mobile apps. An assistive technology, such as a screen reader, de-
pends on the implementation of apps to function properly (e.g.,
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availability of proper labels for images). As a result, it is impera-
tive for developers to ensure their apps are accessible to all users,
regardless of their abilities or preferred mode of interaction.

Several empirical studies investigating real-world mobile apps
have highlighted the prevalence of accessibility issues within them [4,
16, 55]. These impede effective app usage for people with disabili-
ties. Fortunately, recent years have seen an increased awareness of
app accessibility, largely due to the growing independence of people
with disabilities using mobile apps and advocacy in professional
and online spaces [37]. Government mandates, such as Section 504
and 508, coupled with the rise in accessibility-related lawsuits, have
drawn attention to the importance of app accessibility [20]. In re-
sponse to these concerns and to mitigate legal risks, technology
companies such as Google and Apple have published accessibility
guidelines to assist mobile developers in creating more inclusive
and accessible apps [8, 12].

Despite these efforts to improve the overall accessibility of mobile
apps, an important factor that has not been the focus of prior stud-
ies is the accessibility of mobile ads. In the mobile app ecosystem,
there are two ways of provisioning apps from a financial standpoint:
pay-to-install and free-to-use. The latter generates revenue through
in-app purchases, advertisements, or a combination of both. Adver-
tisements have become a crucial component of this ecosystem and
are estimated to be a multi-billion-dollar market [63].

Ads have been examined for their privacy risks [13, 14, 31], secu-
rity aspects [22, 25, 43], and user perceptions [29, 30, 33]. However,
little research has focused on how ads affect people with disabili-
ties, especially blind users. To the best of our knowledge, only two
studies have investigated the impact of ads on blind users. In a
study that predates smartphones, Thompson and Wassmuth [67]
found that more than half of the sampled ads in online newspapers
have no ALT tag. Their empirical study only examined the accessi-
bility issue of labeling within web ads while neglecting to address
other accessibility concerns [72]. Another study by Nengroo and
Kuppusamy [50] used questionnaires to gauge screen reader users’
preferences and challenges with ads on the web. Their study did
not involve real-time observation of how blind users interact with
ads, potentially leading to the loss of crucial clues and details.

While these previous studies have primarily focused on the ac-
cessibility of web ads, there is a lack of research examining the
accessibility implications of mobile ads. There are several factors
that collectively create distinctly different ad-related experience for
blind users on mobile devices than on the web. A previous study
found that mobile screen reader users take more time to complete
tasks on mobile apps than on equivalent web/desktop applications
due to finger-based navigation [40]. Another study pointed out
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that users can block web ads using ad-blockers [50], but no equiv-
alent solution is available for mobile apps. Additionally, there are
distinctions in how web and mobile ads are represented. Web ads
are typically displayed using the Document Object Model (DOM)
when integrated into web pages. In contrast, mobile ads can be
implemented using native elements specific to the mobile platform
or a WebView component. Therefore, considering the different ad-
related experiences for blind users on mobile devices, this paper
aims to shed light on the accessibility implications of mobile ads
for blind users.
Overall, the paper makes the following contributions:

o A publicly available tool, called AdMole, that can assist develop-
ers with detecting accessibility issues of ads on Android apps [11];

e An investigation into 5 accessibility issues across 500 ad screens,
comparing the accessibility in different ad formats and libraries;

o Insights from 15 qualitative user interviews about the impact of
mobile ads on blind users’ navigation;

o An analysis of the design and financial implications of addressing
accessibility of mobile ads.

The remainder of this paper is structured as follows: Section 2
provides a motivating example. Sections 3 and 4 discuss the methods
and findings of the empirical and qualitative studies, respectively.
Section 5 synthesizes findings of the two studies and provides
practical implications. Section 6 presents a review of prior research
in this domain. Section 7 discusses threats to validity, and the paper
concludes with Section 8.

2 MOTIVATING EXAMPLE
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Figure 1: The navigation process for an interstitial ad.

This section illustrates the challenges faced by Android blind
users when interacting with mobile ads using screen readers. Con-
sider a scenario where a blind user downloads a news app but is
unfamiliar with its features. Upon opening the app, an interstitial ad
appears, occupying the entire screen. Since TalkBack, the Android
screen reader, is activated, it automatically focuses on the first ele-
ment, announcing “web view” to the user. Here, the screen reader is
announcing the type of view that is displaying the ad, which in this
case is a WebView component, and indicated by the brown box in
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Figure 1(a). The blind user becomes confused by the announcement
of “web view”, since the user is unaware that it is an ad. Based on
her mental model, she expects to find an option that allows her to
select different news categories. Consequently, she employs linear
navigation, swiping right to explore all the elements on the current
screen one by one, hoping to find the news category option. Dur-
ing her exploration, TalkBack focuses on a TextView with the text
“Start with Confluence for free”. This only adds to her confusion. She
performs two more quick swipes to the right, and TalkBack focuses
on the remaining two TextView elements, indicated by the pink
box in Figure 1(b), announcing their textual descriptions. None of
the elements announced by TalkBack align with the blind user’s
expectation. Determined to understand the purpose of the page,
she continues exploring. Another swipe right leads TalkBack to
focus on the yellow box in Figure 1(c), announcing it as “Sign Up”.
The blind user assumes that she needs to sign up for an account in
order to browse different news categories.

To confirm her assumption, she performs another swipe right.
This time, TalkBack focuses on the last element of the screen, as
shown by the top-left green box in Figure 1(c). Unfortunately, this el-
ement is improperly labeled, resulting in TalkBack only announcing
it as “button” to the blind user. She becomes aware that the button
is unlabeled, based on her past experiences of encountering unla-
beled buttons. Due to her uncertainty about where the unlabeled
button will direct her, she decides to navigate back by performing
a swipe left gesture. TalkBack returns to the “Sign Up” TextView.
To ensure that she does not miss any elements on the screen, the
blind user navigates back until she encounters the WebView again.
Realizing that she has explored all the elements on the screen, she
starts navigating forward until she reaches the “Sign Up” TextView.
Now, she firmly believes that signing up for an account is necessary
to browse the news.

She double-taps on the screen (which is the gesture in TalkBack
for selecting a focused element) to select the “Sign Up” TextView, ex-
pecting a sign-up form. But to her surprise, it opens up her browser
and directs her to a web page. TalkBack announces “Chrome Browser”
upon opening the web page. After exploring several elements on
the web page, she finally realizes that she had encountered an ad
upon opening the app, and clicking the “Sign Up” TextView di-
rected her to the web page. Frustrated, she closes the browser and,
after additional navigation, selects an unlabeled button to dismiss
the ad and access the app screen.

The example above is, in fact, collected from one of five prelimi-
nary user studies we conducted with blind users. These users used
TalkBack, Android’s screen reader, to navigate apps. For each study,
we provided 5 different apps with 5 types of ads [35]. We exam-
ined how they interacted with these ads and found that, similar to
the illustrated example, blind users face considerable challenges
in noticing the presence of ads. Furthermore, when accessibility
issues were present within an ad, it led to confusion and required
additional time and effort to dismiss the ad. These insights have
informed the empirical and qualitative studies for this work.

3 EMPIRICAL STUDY

To investigate the properties and accessibility issues of mobile ads,
we conducted an empirical study on apps from Google Play Store.
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Table 1: The unique identifier for each ad library.

Ad Library | Unique Identifier

AdMob meta-data: com.google.android.gms.ads. APPLICATION_ID
Meta Audi- | activity: com.facebook.ads.AudienceNetworkActivity
ence
AppLovin

meta-data: applovin.sdk key

3.1 Methodology

We evaluated the accessibility of 500 ad screens using a customized
automated accessibility evaluation tool. This tool was developed
based on existing literature and tailored specifically for assessing
the accessibility of mobile ads.

3.1.1 Study Subject. We opted to focus on the Android platform
for our empirical study due to its widespread usage in the current
mobile landscape [68]. Our approach involved crawling the Google
Play Store across 28 app categories and applying several filters.
Firstly, we filtered out apps that did not display any ads, relying on
the presence of the “Contains ads” label on the Google Play Store
page. We also filtered apps based on their installation numbers,
excluding those with less than 100,000 installations. This process
resulted in 1,079 apps.

We aimed to study the accessibility of mobile ads from the top
3 ad libraries, as reported by previous literature [2]. We chose the
top 3 ad libraries, because each of the remaining ad libraries, as
identified in that study, had a presence rate of no more than 7% in
the app ecosystem. The top 3 ad libraries are Google AdMob, Meta
Audience Network, and AppLovin.! To ensure that apps in our
dataset incorporated at least one of these libraries, we inspected the
apps’ AndroidManifest files for evidence of ad library integration,
a technique suggested by [52]. We used the integration guidelines
offered by the three ad libraries, which contained unique identi-
fiers, as shown in Table 1. For instance, if an AndroidManifest file
contains a meta-data entry with the name applovin.sdk.key, it
indicates that the app incorporates the AppLovin ad library.

To achieve the filtering process described above, we downloaded
all 1,079 APKs from Google Play Store and pulled the APK files from
a rooted physical device to our laptop using the ADB command.
We then parsed the AndroidManifest files using the AAPT2 tool [7].
If an APK file did not contain any of the unique identifiers listed
in Table 1, we excluded that app from our dataset. As a result, we
obtained a final dataset of 545 apps.

3.1.2  Accessibility Evaluation Tool — AdMole. To evaluate
the accessibility of mobile advertisements inside Android apps,
we built upon an existing automated accessibility evaluation tool,
called Groundhog [61]. We decided to build upon Groundhog as it
outperforms existing accessibility evaluation tools, such as Google
Accessibility Scanner [6]. Such tools primarily assess an app’s com-
pliance with accessibility guidelines, many of which are irrelevant
for screen reader users (e.g., color contrast and text size issues
that do not affect a blind user using a screen reader). By contrast,
Groundhog specifically detects accessibility issues that manifest
when the app is navigated using a screen reader, and demonstrates

!MoPub was originally considered the third most popular ad library. But since it was
acquired by AppLovin and merged into the AppLovin Network on January 3, 2022
[28], we replaced MoPub with AppLovin as the third ad library for our study.
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high accuracy [61]. In order to align Groundhog with the scope of
this study — mobile ads — we made modifications to specifically as-
sess the accessibility of ad elements. We further extended the tool’s
functionality to detect two additional accessibility issues that were
identified in previous studies [4, 16, 59]. A successor of GroundHog,
we name the new tool AdMole.

Identifying Ad Elements. When an ad occupies the whole
screen, there is no need to differentiate between the ad elements
and app elements since all the elements on the screen are related
to the ad. However, if an ad occupies only a fraction of the screen,
such as a banner ad, it becomes necessary to extract elements
specifically related to that ad. To address this, we conducted a pilot
study where we selected 30 apps from each ad library and identified
the characteristics of the ad elements. After analyzing the pilot
study results, we observed that the resource ID (a unique resource
name for an element) of an ad element typically contains keywords
such as “_ad”. For the complete set of conditions used to extract ad
elements, please refer to our companion website [11]. It is worth
noting that all 90 apps from the pilot study were excluded from the
subsequent empirical study to avoid introducing any bias.

Supported Accessibility Violation Detection. AdMole is de-
signed to detect five types of accessibility issues, the first three of
which are already supported by Groundhog:

e (I1) Unlocatable Element - Linear Navigation. This issue
pertains to elements on the screen that cannot be located or
focused on when using TalkBack Linear Navigation. TalkBack
Linear Navigation requires blind users to swipe right or left,
allowing TalkBack to focus on the next or previous element on
the current screen.

(I2) Unlocatable Element - Touch Navigation. This issue
refers to elements on the screen that cannot be located or focused
on when using the TalkBack explore-by-touch strategy. When
utilizing this strategy, blind users can touch a specific spot on the
screen, and TalkBack should then focus on the element precisely
at the coordinates of that touch.

(I3) Ineffective Action. This category encompasses situations
where TalkBack is unable to perform an action, such as double-
tapping a button, resulting in no response or desired outcome.
(I4) Unlabeled Element. Previous studies have identified the
absence of labels for visual elements as one of the most prevalent
accessibility issues in mobile apps [4, 16, 47]. In this context,
if an element lacks the content or the textual description, it is
categorized as an unlabeled element.

(I5) Excessive Interaction. Previous literature has highlighted
concerns regarding excessive interactions when using TalkBack
[44, 59], which refers to situations where blind users are required
to perform multiple swipes to accomplish a particular task. In
our study, we consider interactions excessive if blind users need
to swipe multiple times to reach the close button of a full-screen
ad or to get out of the entire non-full-screen advertisement. To
establish a threshold, we set the limit at 15 swipes, aligning with
a previous study [59].

AdMole utilizes a client-server architecture. The server side is
responsible for sending commands to the client side and is hosted on
a Windows laptop equipped with an Intel Core i7-7700HQ, 2.80GHz
CPU, and 24GB of RAM. The client side is used for interacting with
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the subject apps to assess the accessibility of ads. It is installed on
a rooted physical device, specifically a Pixel 4a running Android
version 13 and TalkBack version 13.1.

3.1.3 Data Collection and Analysis. We adopted a hybrid ap-
proach, combining random selection with the round-robin algo-
rithm, to guarantee a well-balanced representation of both app cat-
egories and ad libraries in our study. This approach resulted in 100
apps selected from our dataset, representing all 28 app categories.
We included 34 apps integrated with AdMob, 33 apps utilizing the
Meta Audience Network, and 33 apps employing AppLovin. We
then assessed five screens for each app that displayed advertise-
ments using AdMole. Upon launching the app, we initially checked
for the presence of an ad. If an ad was found, we captured a Ul
screenshot of that screen. Then, the automated analysis of the
captured Ul screenshot would begin. In cases where no ads were
initially found, various actions were conducted, such as scrolling,
typing, and clicking, to determine if these actions would reveal
additional ad screens. The actions ceased once we had collected 5
ad screens for a specific ad library. Please note that the selection of
the five ad screens is tied to a specific ad library, with the sequence
of the round-robin process determining which ad library is chosen.

In addition, we aimed to investigate the influence of ad formats
on the accessibility quality of mobile ads. We conducted a thorough
review of the documentation provided by the top 3 ad libraries. We
found that each ad library supported its own distinct set of ad for-
mats. For instance, while AdMob supported the App-Open format,
the Meta Audience Network had not yet implemented support for
it. Nevertheless, we identified certain similarities between some ad
formats upon examining the interaction guidelines. For instance,
banner ads from Google AdMob and MREC ads from AppLovin
exhibited striking resemblance, occupying a small portion of the
screen and refreshing their content at approximately 30-second in-
tervals. Similarly, rewarded ads from AppLovin and interstitial ads
from Meta Audience commandeered the entire screen, requiring
users to locate a dismiss button to return to the app’s flow. Inspired
by these observations and guided by the ad library documentation,
we mapped the various ad formats to higher-level categories:

o Interstitial Related Ad. This category includes ads that occupy
the entire screen. Users have to dismiss those ads in order to
proceed.

e Banner Related Ad. These ads occupy only a small portion

of the screen, and the content within the ad is automatically

refreshed every 30 seconds or so.

Native Ad. Native ads also occupy a small portion of the screen.

However, unlike Banner Related Ads, Native Ads employ native

Android elements to display their ad content. For instance, in-

stead of using a WebView to wrap the ad content, Native Ads

might use LinearLayout or other native Ul elements. Addition-
ally, Native Ads do not refresh the ad contents automatically.

Another challenge we encountered in our empirical study was
determining the ad format and the specific ad library employed
during runtime. This challenge arose because an app might inte-
grate multiple ad libraries to maximize revenue [35, 57]. To address
this challenge, we drew inspiration from previous studies that used
ad requests to map the ad library and corresponding ad format
[22, 64]. We utilized HTTP Toolkit [53] to intercept ad requests. We
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also created three mock Android apps, each integrating one of the
three ad libraries, to establish the mapping between ad requests
and specific ad libraries and formats. Due to space limitations, we
only present the ad request mapping for the interstitial-related ad
format, as shown in Table 2. For the complete list of mappings,
please refer to our companion website [11].

Table 2: The interstitial ad request mapping.

Ad Li- | Base URL
brary

Interstitial-Related Ad

AdMob https://googleads.g.doubleclick net/mads/gma format = interstitial_mb

Meta Au- | https://graph.facebook.com/network_ads_common| PLACEMENT _TYPE = inter-
dience stitial or rewarded_video or re-
warded_interstitial

AppLovin | https://prod-mediate-
events.applovin.com/1.0/event/load

applovin-ad-format = INTER
or REWARDED or APPOPEN

Once the ad library and format were determined, we executed
AdMole on the current screen. The tool automatically detected and
assessed the accessibility of the ad screen. To mitigate potential
bias, we implemented a data normalization process for the collected
data from screens. This normalization step was crucial because
screens with a larger number of Ul elements related to ads have a
higher likelihood of encountering accessibility issues. To that end,
for most of the experiments we report the inaccessibility rate, which
we define to be the number of ad elements on a screen exhibiting
certain accessibility issues by the total number of ad elements
present on that screen. For example, the inaccessibility rate for
Unlabeled Elements on an ad screen is determined by dividing the
number of ad elements without a label to the total number of ad
elements on the screen.

In our study, we conducted scans on a total of 165 ad screens
from the Meta Audience Network, 165 ad screens from AppLovin,
and 170 ad screens from AdMob.

3.2 Results

This section presents the results of our empirical study. We exam-
ined the prevalence of accessibility issues across all 500 scanned
ad screens. The Mean and Standard Deviation presented in Table 3
indicate a rightward skew in the distribution of the overall inacces-
sibility rate. This suggests that, while the overall inaccessibility rate
is relatively low, with an average of 3.96%, a majority of mobile
ads suffer from accessibility issues, with 84.4% of ad screens (422
ad screens) exhibiting some form of accessibility problem.

Table 3: The statistics of accessibility issues.

Issue Frequency | Mean | Std | Max
Unlabeled Element 335 Screens | 8.81 9.17 | 66.67
Unlocatable Element - Touch | 318 Screens | 6.15 8.47 | 61.54
Unlocatable Element - Linear | 229 Screens | 4.55 8.01 | 66.67
Excessive Interaction 7 Screens 0.19 2.06 | 31.44
Ineffective Action 5 Screens 0.08 0.9 15

All issue types 3.96 4.44 | 35.39

3.2.1 Comparison by Issue Type. Table 3 looks into the statis-
tics of the five types of accessibility issues on the 500 ad screens.
The most frequent accessibility issues are: Unlabeled Element, Unlo-
catable Element - Touch, and Unlocatable Element - Linear.
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Table 4: The accessibility comparison of different ad formats.
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Ad Format Total Ad Screens | Without Issue ﬁsue-S}Emﬁc Ir}gccesmbﬁlty Rat(;; Overall Inaccessibility Rate
Interstitial-Related 167 Screens 27 Screens 6.73 | 7.88 0 8.36 0.03 4.6
Banner-Related 167 Screens 28 Screens 548 | 8.22 | 0.09 7 0.53 4.27

Native Ad 166 Screens 23 Screens 1.42 234 | 0.16 | 11.09 0 3

(I1) Unlocatable Element - Linear Navigation, (I2) Unlocatable Element - Touch Navigation, (I3) Ineffective Action, (I4) Unlabeled Element, and (I5) Excessive Interaction.

Table 5: The accessibility comparison of different ad libraries.
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Figure 2: Illustration of accessibility issues in ads. (a) Unlocat-
able Element; (b) Ineffective Action; (c) Excessive Interaction.

In Figure 2, we show examples of accessibility issues found in
our study, bar 14 - Unlabeled Button, which has previously been
illustrated in Section 2. Figure 2(a) reveals issues I1 and 12 - Unlo-
catable Elements. The close button, denoted by the green box at
the top right, cannot be focused on by TalkBack, neither through
linear navigation nor explore-by-touch. This can result in blind
users not being able to close the ad and return to the app. Figure
2(b) showecases issue I3 - Ineffective Action, which pertains to
a Button object with the text “Open” responsible for opening the
Google Play store page. When blind users employ TalkBack to click
on this button, nothing happens. Figure 2(c) demonstrates issue I5
- Excessive Interaction, on the close button located at the bottom
left. Since TalkBack can only focus on one UI element at a time,
blind users must navigate through the WebView, the name of the
advertised app, and 15 product images before reaching the close
button. This results in an arduous process, requiring the user to
swipe more than 20 times to close the ad.

3.2.2 Comparison by Ad Format. As mentioned in Section
3.1.3, we categorized ads into three formats: interstitial-related ads,
banner-related ads, and native ads. We present the comparison in
Table 4 and highlight the highest value for each column.

Ad Library Total Ad Screens | Without Issue ﬁsue-Sp};Clﬁc I]}gccesmbﬁty Rat?; Overall Inaccessibility Rate
AdMob 170 Screens 5 Screens 479 | 5.64 | 0.24 | 9.97 | 0.46 4.22
Meta Audience 165 Screens 53 Screens 1.06 | 2.98 0 1.97 0 1.2
AppLovin 165 Screens 20 Screens 7.79 | 9.84 0 14.46 0.1 6.44
wreres o LM il Table 4 reveals that all three ad formats have a similar num-
Unread Q

ber of screens without accessibility issues. Native ads, in general,
demonstrate better accessibility compared to the other formats,
boasting the lowest overall inaccessibility rate and outperforming
others in three average inaccessibility rates, except for Ineffective
Action (I3) and Unlabeled Element (14). Indeed, native ads exhibit
the highest average inaccessibility rate for the Unlabeled Element
issue, suggesting a recurring problem in this specific ad format.
Regarding Interstitial-Related and Banner-Related ads, they exhibit
similar accessibility levels, as indicated by the comparable over-
all inaccessibility rate. The most frequent accessibility issues in
Interstitial-Related ads are Unlabeled Element (I4) and Unlocatable
Element-Touch Navigation (I2), while in banner-related ads, the
most common issue is Unlocatable Element-Touch Navigation (I12).

Furthermore, certain accessibility issues can be specific to par-
ticular ad formats. For instance, all instances of Ineffective Action
(I3) occurred in banner-related ads and native ads, while instances
of Excessive Interaction (I5) were only observed in banner-related
ads and interstitial-related ads.

3.2.3 Comparison by Ad Library. Table 5 provides an accessibil-
ity comparison among 3 ad libraries, highlighting the highest value
for each column. Notably, within the Meta Audience Network, 53
ad screens were entirely free of accessibility issues. This accounts
for a significant portion of all observed accessible screens — 53 out
of 78, equating to 67.95%.

We visualize this data in Figure 3 for better comparison. As ob-
served, AppLovin tends to exhibit the highest inaccessibility rates,
especially for Interstitial and Banner-related ads. This suggests a
need for targeted improvement in these specific ad formats by Ap-
pLovin. Among interstitial-related ads from AppLovin, a staggering
92.7% (51 out of 55) suffer from Unlocatable Element issues (I1 and
12). Notably, in these ads, crucial elements like the ad-choice icon
and the close ad button are not locatable using either linear or touch
navigation methods. However, AppLovin’s performance drastically
improves with Native ads, surpassing those of AdMob and Meta
Audience. This emphasizes the role of native elements in reducing
inaccessibility in ads.

AppLovin ads suffer from the Unlabeled Element Issue (I4), con-
sistently exhibiting the highest inaccessibility rates for I4 across
all ad formats. While AdMob generally performs better than Ap-
pLovin, it also suffers from I4, especially for Banner-related and
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Figure 3: Comparing inaccessibility rates across different ad
formats and ad libraries.

Native ads. I4, affecting all native ads from AppLovin and 98.21%
(55 out of 56) of native ads from AdMob, underscoring a critical
area for improvement in accessibility for both these ad libraries.

Meta Audience showcased the fewest ads with accessibility is-
sues, the lowest overall inaccessibility rate and superior accessibility
quality in both Interstitial-Related and Banner-Related ads. Based
on the overall inaccessibility rates, the ad libraries can be ranked
from most to least accessible as follows: Meta Audience Network >
AdMob > AppLovin.

4 QUALITATIVE STUDY

Our empirical study has revealed a range of accessibility issues
present in mobile ads. We conduct 15 qualitative user interviews
with blind Android users to further investigate how these issues
impact their experience, along with how they interact with and
what their preferences are for mobile ads.

4.1 Methodology

For our qualitative study, we conducted user interviews, a com-
bination of user studies and semi-structured interviews. The user
study was conducted using open-source Android apps, modified to
include different types of advertisements with varying degrees of
accessibility. We observed how users navigated through, around or
out of the ads, and how those ads affected their navigation. In the
semi-structured interview, the same participants were asked about
their experiences and opinions of mobile ads, both from the study
and in general.

4.1.1 Artifacts: Among the 15 user interviews, we conducted the
first 10 to assess the impact of inaccessible ads on blind users. It is
crucial to ensure that the participants experienced all 5 accessibility
issues. As mentioned in Section 3.2.3, we have identified specific
patterns within each ad library. For instance, 98.21% native ads
from AdMob were found to have Unlabeled Elements, and 92.7%
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interstitial-related ads from AppLovin contained Unlocatable Ele-
ments. By leveraging these patterns, we ensured that participants
encountered inaccessible ads from different categories.

While we could not identify similar patterns for the accessibility
issues related to excessive interactions and ineffective action, we
found alternative approaches to present those forms of inaccessi-
bility in ads. As discussed in Section 3.1.3, we created three mock
Android apps to establish a mapping between the ad requests and
the ad formats. During this process, we discovered that developers
had control over the native ads displayed in their apps. They could
customize the layout, hide specific ad elements, add textual descrip-
tions, and even render certain buttons ineffective. In our study, we
modified the install button of the AdMob native ad to be ineffective,
replicating the issue of ineffective action. To simulate excessive
interactions, we developed mock ads that captured the essence of
such ads. We discovered an interstitial ad from AdMob that con-
tained 15 product images, with the close ad button positioned at
the bottom of the screen. TalkBack users would potentially have to
navigate through all the product images before reaching the close
button. To replicate this inaccessible ad experience, we developed
an Android Activity that mimics the behavior and we ensured
that all the texts, content descriptions, and traversal orders of the
elements remained the same as the original ad.

One criterion that influenced our choice of apps is their uni-
versal functionality. We selected apps that are likely to be used
daily by users. Two open-source Android apps from GitHub meet
the requirement [45, 49]: Markor, a note-taking app, and Money
Manager, an expense-tracking app. We modified the source code
of these apps to inject inaccessible ads into their interfaces. Each
open-source app was utilized for 5 user studies, with the first 5 stud-
ies conducted using the Markor app and the subsequent 5 using the
Money Manager app. Within each app, we introduced inaccessible
ads encompassing all five issue categories. In our preliminary study
from Section 2, we observed that the same accessibility issue can
result in different impacts based on how it is presented. Therefore,
the inaccessible ads in the two apps varied in the form of presenta-
tion. For instance, in the Markor app, the unlabeled elements were
integrated into a native ad, while in the Money Manager app, an
unlabeled element was embedded within an interstitial ad.

For the final 5 user interviews, our objective was to observe
the impact of accessible ads on blind users. We wanted to observe
whether and how ads, even if accessible, can affect the usability of
apps for blind users. As observed in Section 3.2.3, ads from Meta
Audience tended to exhibit a higher level of accessibility compared
to the other two ad libraries. As a result, we have chosen three
ads from Meta Audience, each representing a different ad format,
to be utilized for the subsequent injection. Additionally, we took
steps to improve the accessibility of the AppLovin native ad by
adding missing content descriptions (labels) to its elements. We then
injected all those 4 accessible ads into the second open-source app,
namely Money Manager. The core contents and functionalities of
the app remained unchanged, with the exception of the accessibility
quality of the ads integrated within the app.

4.1.2 Participants and Protocol: For our study, we recruited
blind participants who relied on screen readers to use their Android
phones. We utilized the Fable platform [39], an organization that
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connects technology companies with disabled users for accessibility
evaluation. Specifically, we used their User Interview feature, a one-
hour long free-form interview session where we could ask the
participants to install apps and share their screens as they navigate
them. This facilitated our mixed-method approach.

We conducted 18 individual sessions, 3 of which were discarded
as the ads did not display properly. Due to the platform’s limited
roster of testers, there were repeat participants. However, no single
tester was given the same set of ads more than once, enabling
distinct user studies. To prevent familiarity with the app to cause
bias, for our last five user studies, we asked Fable to recruit testers
who were not part of the previous five.

Each session was divided into two parts. First, for the user study,
the participant was given the ad-injected app and was asked to
complete specific in-app tasks while sharing their mobile screen on
Zoom. The participants were not informed of the injection of ads
to prevent preconceived biases. Each task was designed so that the
participant would encounter an ad while completing it. They were
instructed to think aloud [70] as they performed their assigned
tasks. When encountering ads, participants were asked specific
questions such as “How did you recognize or fail to recognize an
ad?” and “Did this ad introduce any obstacles?” The same tasks
were then repeated on an ad-free version of that app.

The second part contained a semi-structured interview to gather
more insight into the participants’ responses to ads. They were
asked about their experience in that session, regarding the varied
intrusiveness of the different ads and their preferences. We also
posed questions about their general experience with mobile ads.

It is important to note that all participants in our study used
TalkBack as their screen readers and indicated a high level of fa-
miliarity with its usage. Among the 9 unique participants, 7 were
male and 2 were female.

4.1.3 Coding and Analysis: After conducting 15 user interviews,
we transcribed each recording. Each transcript included the con-
versations from think-aloud sessions and interviews, along with
textual descriptions of critical incidents and user actions (e.g., when
an ad popped up, what the participant did to close the ad, etc.).

We conducted qualitative coding to analyze the transcripts, fol-
lowing the coding guidelines from Saldari [58]. We utilized the
online coding software Delve [24], which facilitated the two au-
thors to code concurrently and compare codes after completion. We
employed the line-by-line open coding method [65] and interleaved
it with axial coding [66] to establish connections and hierarchies
between labels generated during the open coding phase.

To determine theoretical saturation, we followed a similar proce-
dure as Breukelen et al. [69], comparing newly created codebooks
to versions prior. Throughout the process, we maintained a list of
codes generated from each transcript. We selected transcripts from
all three phases in a round robin fashion. We chose the codebook
generated from six user studies (two from each phase) as our initial
version. We set the stopping criteria as two additional transcripts
with a threshold of 95%. We compared the initial version of the code-
book with the codebook after the eighth transcript. If the similarity
of codes was 95% or more, we considered data saturation to have
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been reached. Otherwise, we proceed to code an additional tran-
script and compare the new codebook with the previous version.
We observed data saturation was reached after the tenth transcript.

4.2 Results

The qualitative coding yielded 233 codes, presented with examples
in our companion website [11]. In synthesizing the individual codes
into higher level categories, three distinct perspectives emerged.
First, how users interacted with the ads using Talkback. Since the
users had not been informed of the injected ads, we were able to
note their natural process of recognizing and navigating around
ads. Second, how this interaction affected their navigation of the
app itself, observing the impact the issues can cause. Lastly, based
on these experiences, what are blind users’ preferences, and what
their overall opinions are on mobile ads.

4.2.1 How blind users interact with ads. More often than not,
users were able to recognize an ad, along with its format — whether
full screen, embedded? or including video. Users utilized multiple
clues to recognize an ad. The most common one was context clues:
elements associated with an ad layout. These include the close and
install buttons, the “ad app icon”, mentions of Google PlayStore,
and ad action control buttons for muting, unmuting or playing
media. See, e.g., Table 6 Row 1.

The second most common method of recognition was recurrence.
When users repeated an assigned task that included an ad, they
immediately recognized the ad. This corresponded with their de-
pendence on familiarity; once they were familiar with the app’s
content, after multiple uses, they tended to navigate it more eas-
ily, as they memorized the transition of pages and placement of
elements, including that of ads. See, e.g., Table 6 Row 2.

Familiarity also helped them identify unusual or unexpected
page layouts, which in turn was used for recognizing ads. Unusual
elements like random numbers and letters, lots of images, and no
other actionable elements other than a close button indicated that
it was not the app’s content. See, e.g., Table 6 Row 3.

The textual content of the ads, like the advertised product’s
name and description, the name of the business, identified by its
dissimilarity with the app’s name, or promotional copy, helped
users realize that the content they were reading was an ad. See, e.g.,
Table 6 Row 4.

Another common way of ad recognition was the appearance of
WebViews. Most ads are presented to users with web components,
contained in a WebView. On the other hand, the content of the
app is presented via native Android components. When the user
focuses on a WebView, TalkBack announces that, indicating that
they entered an ad. See, e.g., Table 6 Row 5.

In the cases where the users could not recognize the ad, multiple
factors played a role. For instance, inability to distinguish an ad
from app content due to the user’s unfamiliarity with the app,
overlooking ad content due to focus on the task assigned, inability
to comprehend ad content due to accessibility issues, and more.

Once the users realized that they were navigating inside an
ad, their primary goal was to skip past or exit it immediately. For
embedded ads, they would quickly swipe past the ad or go up

2For the sake of brevity, in the remainder of this section, we refer to ads that do not
occupy the entire screen as embedded ads, i.e., banner-related and native ads.
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using backward navigation, thinking the ad indicated the end of
the screen. See, e.g., Table 6 Rows 6-7.

For interstitial ads, which they needed to close to progress, they
either pressed the back button or looked for and pressed the close
button offered by the ad. The former was sometimes substituted
by the back gesture, a feature offered by TalkBack, in the form of a
horizontally mirrored “L”. See, e.g., Table 6 Row 8.

In case they could not detect a close button, they would explore
by touch. As a last resort, they would restart the app, hoping the ad
would not reappear. See, e.g., Table 6 Rows 9-10.
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Table 6: Quotes from blind participants.

Quote

“When I explored by touch at the bottom, you know, I noticed that there was an adver-
tisement and it said Flood-It!’, it said ‘Install’, it said ‘Google Play’, so I realized that,
okay, that’s definitely an advertisement right there.” - Study 6 (S6)

“Typically, with an application I get very familiar with, and I kind of know where the
advertisement are on the screen.” - S9

“As I was moving through, it was just saying a bunch of gibberish, like basically devel-
opment tags for whatever. I kinda, it took a second, and I'm like, yeah, this is probably
another ad thing.” - S7

“You know, I kind of realize by the name of [the ad] at the top, that’s not the Markor
name, so I think it’s an advertisement.” - S3

“TalkBack read out ‘Webview’, which to my mind, reads as an advertisement. Typically
when I open an application, and the first thing I see is TalkBack saying Webview, there
is a very high likelihood of an advertisement.” - S9

Screen reader users recognize ads based on context clues,
their familiarity with the UL, and text and layout that are
inconsistent with the app’s own. Upon recognition, their
initial goal is to exit the ad via a close or back button, or
swipe past it, without consuming the ad’s content.

4.2.2 How ads impact blind users’ experience. We observed
various levels of negative impact, ranging from inconvenience to
complete blockage. Inconvenience was primarily present with acces-
sible ads. The sudden appearance of ads confused the user, broke
their flow, and slowed them down. However, the clearly labeled
elements made it easy to close the ad. See, e.g., Table 6 Row 11.
For inaccessible ads with unlabeled elements, sometimes the
issue was amended by TalkBack’s Optical Character Recognition
(OCR) feature, which announced “X” or “cross” when encountering
unlabeled close buttons. However, OCR was not always correct,
and users said that they did not like to rely on it. Furthermore, this
feature is only available from Android 13 onwards, so not all the
participants could benefit from it. See, e.g., Table 6 Rows 12-13.
Unlabeled elements in the ad created obstructions. Users were
confused about the content and how to exit the ad, usually needing
hints to do so. Sometimes they could guess that a button might be
used to close the ad, but were concerned about clicking an unlabeled
button, as they were unsure where it would take them. They feared
that it would redirect them to a webpage, which posed privacy
and security issues. For instance, they were concerned that their
browser would keep track of them visiting the page and would later
be bombarded by similar ads. See, e.g., Table 6 Rows 14-15.
When encountering ads with excessive interaction issues, in
most cases, users were unable to recognize it as an ad, confusing
it as part of the app’s content. Therefore, they ended up swiping
through all of the elements, trying to complete the assigned tasks,
making their navigation less efficient. On second encounters, they
recognized the ad instantly and used explore by touch to quickly
reach the close button. Users stated that more than 6-10 swipes or
two minutes spent on an ad is irritating. See, e.g., Table 6 Row 16.
Users showed significant concern over ads that included videos,
with or without audio. On ones without audio, the lack of clue
on what was happening created confusion about the content. On
the other hand, audio disrupted their navigation as it played over
TalkBack’s announcement, creating an auditory overload. See, e.g.,
Table 6 Rows 17-18.
The most problematic ad for all the users was an interstitial ad
with unlocatable element. These ads took over the whole screen

“I’ve noticed the little bit of text, you know, so I think it was an ad. [Once I realized it
was an ad,] I just wanted to skip over it, like I just wanted to pass it.” - S1

“Well, I thought, I'm used to advertisements that are on the end of the, or at the right
edge of the app, so that’s why I started to navigate back when I encountered [the ad].” -
S10

“[To close an ad] I'm gonna have to go through like we did, either with the back arrow,
or go and close the ad down using the ad close button.” - S3

“Tend up doing a little bit of exploring by touch to basically see if I can move my TalkBack
cursor to, you know, close to where I need to go, and then swipe to find the [ad close]
button.” - S1

“Oh, dear, I'm afraid the only way I know of at this point to X out of this ad is to close
the app entirely and relaunch it.” - S2

“I think, so [this accessible ad] is not something that I couldn’t get over, but it definitely
does add extra stuff to deal with.” - S11

“I think TalkBack was able to automatically recognize the image and provide smart
analysis.” - S8

T don’t know, but it’s certainly running the latest version, but sometimes it reads
descriptions, and it says ‘detected, X', and then other times it doesn’t.” - S10

“[For unlabeled elements,] I have to waste my time trying to get out of the ad, closing the
ad, and not being sure what I clicked. If it’s not labeled, I was like, do I risk it? Because
sometimes, you can click on something that lead you further into, or, hopefully, not
make a purchase, but generally, it can cause you to get further into the ad.” - S14

“Situations like that [unlabeled elements] do concern me because I don’t want the app
store mistakenly assuming that I'm interested in this app just because some ads sent
me to that web page or app store screen. I don’t want them adding that to my search
history as, ‘oh, he’s interested in a gambling app.” No, I'm not.” - S13

“But if I have to swipe more than, I would say that, 10 is a pretty reasonable number to
expect. In fact, more than 10 times, it gets me irritated very quickly.” - S9

“Many times, ads consist of a video with only visual content and little to no auditory
content where I have no idea what it’s advertising because all this is playing is music,
whereas [it’s maybe showing] clever animations.” - S15

“When it’s a full-screen advertisement, it’s like coming in over everything, I wanna
block it. I don’t want video and audio to start just playing because then I can’t hear the
TalkBack announcement.” - S7

“Yeah, especially the video ad. I mean, it’s crazy because it takes up the whole screen,
and then you can’t get out of it because you can’t find the close button for that ad.” - S5

20

“When I notice an ad, my immediate thought is to avoid it. I tend to view ads almost
like a pestilence.” - S8

21

‘I still would rather get rid of them, even though they’re quite accessible. I'm very
aggressively opposed to advertising.” - S15

22

“T'would [opt for the ad-free version] if I were to find out that the app itself was accessible.
That wouldn’t but incline me toward making that purchase to remove the ads.” - S2

23

‘I feel like the app needs to be about 85 to 95% accessible for me to consider paying for a
subscription.” - S6

24

“But if it’s something that I'm using a lot, then I will get the ad-free version because the
ads are still kind of annoying.” - S11

25

“So generally, if it’s not a big price [for the ad-free version], I'd rather just get rid of
them, Ididn’t have to deal with them.” - S3

26

“As long as the app has other features besides removing ads in the subscription, I would
use that [with a monthly subscription]. But just for removing ads, I would pay a one-time
thing, you know.” - S12

27

“That’s the other thing I like about the advertisements at the bottom of the screen because
a lot of times I don’t notice them. When they’re at the bottom of the screen, I get it more
easily.” - S10

28

“T would prefer the ad that just shows up, of course not during app launch, and then
I could tap the back button and be done with it because it’s very clear that it is an
advertisement. I have to scroll through unnecessary information to find the information
that I am looking for when the advertisement is in the middle of the screen.” - S9

29

“I prefer the ones which only took up part of the screen, so I was able to successfully
navigate either around or past to utilize the rest of the app.” - S15

30

“[Ads are] clean, it’s just noise. I like, I don’t know, there is something in my brain to
automatically switch it off [whenever I encounter an ad]. I don’t even know what that
thing was trying to advertise, it’s just noise.” - S7

31

“To me, [ads are] not necessarily evil because I know, especially when an app is not being
paid for by the users, the advertisement sort of has to be there, right?” - S7

32

“Many times I suspect [developers are] using a third-party ad agency to deliver the ads,
and they may not have much control over what ads show up, how they’re presented.” -
S2
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with a WebView, hiding the navigation bar at the bottom, which
removed the user’s ability to close the ad via the back button. The
back gesture would not be registered either. While a close button
exists on the ad for a sighted user to tap on, it is unlocatable with
Talkback, hence unusable. Any action on the ad would instantly
redirect the user to the advertised app’s Google Play Store page.
Lastly, the user would try closing the app and relaunching it, but the
ad would reappear. Therefore, this ad created a complete blockage
as users could not access the app. See, e.g., Table 6 Row 19.

Ads can obstruct and even completely block screen reader
user’s navigation due to unlabeled elements, audio and
video content, and layouts that overtake Android’s default
UI While proper labeling reduces interference, their ap-
pearance in the middle of app content creates confusion
and hampers smooth navigation.

.

4.2.3 What blind users’ preferences are on ads. All partici-
pants have responded negatively to ads, being aggressively opposed
to ads, both in the context of the study and in their general expe-
rience. In most cases, they would rather not use the app entirely
because of the intrusive ads, regardless of the level of obstruction
they faced. The only exception was accessible ads that were easy
to close or skip past. But even for those, most users would prefer
to avoid ads and opt for the ad-free version, while a minority are
willing to tolerate the ads. See, e.g., Table 6 Rows 20-21.

They stated multiple factors in choosing to pay. The most impor-
tant being the accessibility of the app itself. Regardless of ads, if the
app itself contained accessibility issues or was incompatible with
TalkBack, users would not pay. See, e.g., Table 6 Rows 22-23.

The second factor was the usage frequency or user needs. If the app
provided important features to the users that they needed regularly,
then they would pay to remove the ads. See, e.g., Table 6 Row 24.

Pricing was another factor in choosing to pay. Their preference
leaned towards a one-time payment rather than monthly subscrip-
tions, solely for the purpose of removing ads. Additionally, they em-
phasized that the ad-free version should remain reasonably priced.
They indicated a willingness to consider monthly subscriptions
only if the app’s premium version not only removes ads but also
introduces new features. See, e.g., Table 6 Rows 25-26.

While their first preference regarding ads was to remove them
entirely, we also observed their preferences for different ad formats.
The most popular ad format was embedded ads at the bottom of
the screen, which places the ad after all of the app’s content. This
prevented confusion and extra swipes while navigating the app’s
features, enabling ease and efficiency. See, e.g., Table 6 Row 27.

Among the participants, there were different preferences be-
tween embedded ads in the middle of the screen and interstitial ads.
Those who preferred interstitial ads favored its recognizability and
consequent ease of closing. It is easier to distinguish the ad from
the app’s content as the whole page is taken over. And it is easy to
get back to the app’s content by simply clicking on the close button.
See, e.g., Table 6 Row 28.

On the other hand, participants favored embedded ads, even if
these were placed in between app content, because they only need
to swipe a few times to move past it. By contrast, if the interstitial ad
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contains an inaccessible design, it is much harder to navigate around
it as they need to correctly locate the close button. Interstitial ads
also tend to contain videos, which participants pointedly disliked.
See, e.g., Table 6 Row 29.

In terms of the ad content, users have shown no preference or
interest. They view ads as background noise to the app’s actual con-
tent. They retained no information about the advertised product or
service. Moreover, some stated that they tend to view the advertised
product negatively if being promoted. See, e.g., Table 6 Row 30.

Users have also shown awareness of the commercial aspect of
ads. They empathize with the developers, as ads are necessary to
make profits. They are aware that developers do not construct
the ads themselves, hence its accessibility is out of their control.
They view entities that create and distribute the ads to be more
accountable. However, users would still prefer if developers tested
the ads’ accessibility more before releasing, choosing ones that are
more accessible. See, e.g., Table 6 Rows 31-32.

Users respond very negatively towards ads, opting to
switch to alternative apps or pay for an ad-free version, if
the app itself is accessible. In terms of ad categories, users
prefer embedded ads at the bottom of the screen, followed
by interstitial ads with properly labeled close buttons.

5 DISCUSSION

In this section, we synthesize the findings from the empirical and
qualitative studies to understand the practical implications of the
different forms of mobile ads.

Based on how inaccessible ads impacted user navigation, we as-
sess the accessibility issues identified in Section 3.1.2. Ineffective
Action (I3), rendered as buttons on native ads, caused the least harm
as users skipped past the affected elements without noticing them.
Excessive Interactions (I5) caused annoyance, where users had to
painstakingly navigate through the ad elements, and confusion,
in trying to differentiate between app and ad contents. Unlabeled
Elements (I4) caused obstruction to user navigation as they could
not identify how to safely exit out of the ads. Unlocatable Elements
(I1 and I2) resulted in blockages, as users found no way to exit out
of the ad, preventing them from accessing the app’s features.

Preference on ad formats can also be elucidated from the
findings. Users who preferred interstitial ads favored it because
they were familiar with the format. They did not get confused
distinguishing between ad and app content, unlike with embedded
ads. All they needed to do was to identify and activate the close
button, or use their device’s back button, to exit out. However, this
depended on the proper labeling of the close button, which, as
evident from the empirical study, is not consistent. This is why
some other users preferred embedded ads, where they can simply
swipe past the ad and it does not obstruct their navigation.

These insights provide two design implications for ads. Firstly,
ad elements must be properly labeled. This prevents blind users
from getting stuck in interstitial ads and from being confused when
understanding the functionalities of ad elements. While the Op-
tical Character Recognition (OCR) feature [10] on TalkBack 13.0
can sometimes generate missing labels, we observed that it is not
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consistent and users prefer not to rely on it. A more definitive so-
lution involves assigning accurate labels to these elements when
the ad is programmed. Tools like Google Accessibility Scanner can
assist by scanning app screens and annotating Ul elements lacking
labels. App developers can then access the Android layout files
for native ads (since they have control over native ads) and insert
the necessary labels. Similarly, entities responsible for creating or
distributing ads should use these annotations to label elements
appropriately on their end.

Second, context clues must be provided so that users can
distinguish between ad and app content. This can be incorporated
using textual cues that indicate an “ad" is being displayed at the
beginning of the ad, so that the screen reader can announce it upon
entry. Sometimes, for sighted users, context clues come in the form
of audio and/or video playing. However, these are severely intrusive
for blind users. A muted video provides them zero context of new
content while an audio causes sensory overload, where they cannot
hear screen reader announcements. A solution for this is to start
video ads on mute by default and provide textual content as clues,
as mentioned previously.

Placement of ads is another important aspect that we observed.
For instance, users preferred if ads did not overlap with app con-
tents. Embedded ad situated at the bottom of the screen minimizes
interruption, as it would be announced at the end of the app’s con-
tent. For interstitial ads, users objected to ads showing up during
app launch, especially for new apps. Since they are not accustomed
to the app itself, an ad at launch confuses them.

Another aspect of ad construction is the use of Android Native
elements over WebViews. Webviews are popular because they add
dynamism and interactiveness to ads, enabling more user engage-
ment. However, we observed in our empirical study that interstitial
ads implemented using WebView render essential elements, like
the ad close button, unlocatable, thereby creating a blocker. Fur-
thermore, according to the interviewed users, WebViews caused
the most problems to their navigation. On the other hand, ads
constructed with Android Native elements performed best both
empirically and qualitatively, with the lowest inaccessibility rate
and easier user navigation. This contributed to Meta Audience Net-
work’s higher ad accessibility, as a significant portion (86%) of the
Interstitial-Related ads are implemented using Android Native el-
ements. Ads on AppLovin, though generally less accessible than
other ad libraries, outperformed others in Native ads.

Discourses on software accessibility are often challenged by
its financial implication [37]. This is especially relevant when
discussing the accessibility of ads, as ads are primary tools for
generating revenues for apps. How should ads be constructed to
promote accessibility without compromising profit generation? We
can utilize our findings so far to achieve a balance between the
two. Developers opt for ads that generate the highest revenues,
which are interstitial-related and native ads [51]. As discussed, with
interstitial ads, the close button must be properly labeled and the
ads should not be displayed intrusively. Intrusive ads, defined as
those that greatly disrupt content and slow down browsing due to
improper placement in apps, are to be avoided. As per the Better
Ads Standards, one way to prevent ads from being intrusive is to
ensure that they are not displayed during app launch or immedi-
ately following a user’s action [19]. Instead, interstitial ads should
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be integrated during natural page transitions. Our empirical study
suggests that developers might prefer Meta Audience for their su-
perior accessibility performance in interstitial ads. For other parts
of the app, outside of page transitions, ads with native elements
are recommended. According to our study, there is no significant
difference in accessibility performance among native ads from dif-
ferent ad libraries, giving developers flexibility in their choice of ad
provider.

6 RELATED WORK
6.1 Accessibility of Mobile Apps

Previous research has conducted empirical studies regarding An-
droid app accessibility, primarily focusing on labeling issues [27, 48,
56, 62]. However, some studies have taken a broader view, exam-
ining a range of accessibility concerns in Android apps, including
labeling, touch target size, color contrast, and more [1, 4, 71, 73, 75].
It’s worth noting that many of these concerns, like touch target size
and color contrast, pertain to individuals with motor disabilities or
color blindness rather than blind users.

Besides empirical studies, various tools have been developed
to identify and address accessibility issues in mobile apps. These
tools typically evaluate adherence to accessibility guidelines [6,
9, 17, 26, 34, 38]. Some recent studies have integrated assistive
technologies into mobile app accessibility evaluations [3, 5, 46, 59—
61]. However, these tools often exclude mobile advertisements from
their assessments, citing their versatility and uncertainty during
run-time, which is recognized as a limitation. Although overall app
accessibility has been examined, an important aspect that has been
overlooked in previous research is the accessibility of mobile ads.

6.2 Mobile Advertisement

Previous researchers have studied different aspects of mobile ads.
For example, several researchers investigated the privacy risks
introduced by ad libraries. Grace et al. and Book et al. [14, 31] found
that most ad libraries collected private information from users.
Another study by Book et al. [13] analyzed a sample of 114,000
Android apps and concluded that many of the permissions used by
ad libraries pose threats to users’ privacy. Stevens et al. [64] studied
13 pervasive Android ad libraries and found that many leveraged
permissions were not declared in their documentation.

Researchers have also investigated the security aspects of mobile
ads. Cho et al. [18] implemented an automated click generation tool
that could bypass the security policies of 75% of the ad libraries.
Automatic tools such as MAdFraud [22], FraudDroid [25], MadDroid
[43], and MAdLife [15] are used for detecting fraudulent behavior
and devious contents in mobile ads. DAPANDA [42] is an automated
tool for detecting aggressive push notifications in Android that
entice users to download potentially harmful APKs.

Other studies have delved into the user perspectives on mobile
ads. Gao et al. and Gui et al. [29, 33] examined app reviews and
identified various ad-related issues reported by users. Furthermore,
Gao et al. [30] developed RankMiner, a tool that quantifies user
concerns about ads based on app reviews. Their findings indicated
that users are particularly worried about the additional battery con-
sumption caused by mobile ads. Similarly, Gui et al. [32] discovered
that ads consume a significant amount of system resources, such as
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CPU and battery, and the presence of these hidden costs can have
a detrimental impact on app ratings.

To the best of our knowledge, no studies thus far have specifi-
cally examined the accessibility of mobile ads and their implications.
Thompson and Wassmuth [67] found that more than 50% of ads in
online newspapers lacked alternative text. Another study by Nen-
groo and Kuppusamy used questionnaires to gauge screen reader
users’ preferences and challenges with ads on the web [50]. Our
study focuses on the mobile platform, using a mixed method that
combines an empirical study to understand the state of accessibility
in mobile ads and qualitative studies to understand the impact of
inaccessible ads on blind users.

7 THREATS TO VALIDITY AND SOUNDNESS

External Validity. One potential threat to validity is the represen-
tativeness of the analyzed 500 ad screens. To address this concern,
we adopted several mitigation strategies. Firstly, we selected sub-
ject apps from all the 28 app categories and ensured installation
numbers greater than 100,000. Moreover, we analyzed a similar
number of ad screens for each ad format and library to conduct
fair comparisons. This balanced approach helps minimize bias and
ensures that each ad format and library is adequately represented.

Another potential threat arises from the ambiguity in determin-
ing whether an accessibility issue originates from the ad itself or
is due to a bug in TalkBack. Determining the exact cause often
requires source code analysis, which was not possible since the
apps we chose are not open source.

Internal Validity. Any errors introduced by the employed tool
could negatively impact our research findings. To mitigate this con-
cern, we built upon the tool used in previous literature, known as
Groundhog [61], which has been reported to exhibit precision and
recall rates greater than 83%. Despite this strong foundation, the
modifications made to Groundhog, such as the detection of two
additional accessibility issues and the identification of Ul elements
related to ads, could introduce defects. We ensured our implemen-
tation’s reliability through extensive testing and validation, using a
small, separate set of apps to confirm the accuracy of our results
before our empirical study.

We adopt Lincoln and Guba’s [41] framework to examine the
soundness of our qualitative research, using three validity strategies
advised by Creswell [21]: triangulation, prolonged engagement in
the field, and peer debriefing.

Credibility. Our selection of ads for the user study was informed
by the empirical study, thus ensuring triangulation. We aimed to
incorporate all the accessibility issues and ad formats we had iden-
tified into apps tested. To minimize inaccuracy in displaying the
inaccessible ads, we employed real world advertisements. Only for
Excessive Interaction, which could not be displayed consistently,
we simulated with an Android Activity. However, to retain user be-
havior, we replicated the labels and traversal orders of ad elements
observed in our empirical findings.

To construct a protocol without bias or ambiguity, we conducted
5 pilot studies with testers with blindness. We also employed peer
debriefing on the protocol, especially for perfecting its mixed style
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of conversation and user actions. The interviews had been con-
ducted with blind Android users with reported proficiency in Talk-
Back. With their prolonged experience in this platform, they were
able to report nuanced insights about the issues and recontextualize
their general experience with that of the user study. During anal-
ysis, the two authors independently conducted parallel coding to
mitigate the potential impact of author bias on the qualitative code.
Disagreements were resolved through collaborative discussion.

Transferability. To ensure our user study has broad general-
izability, we chose apps that are likely to be used daily by users,
as evident in [23, 36, 54]. To maintain the integrity of our study’s
findings, we addressed potential biases by designing tasks that re-
quired blind users to engage with the full suite of the app’s features,
thereby preventing skewed results from a narrow use of the apps.
Additionally, we evaluated ads of various types and with varying
levels of accessibility to comprehensively assess their effect on the
blind user experience.

8 CONCLUSION

This paper reports on the first empirical investigation into the ac-
cessibility of mobile ad screens for blind users, analyzing 500 ad
screens from 3 popular ad libraries. The results highlight a notable
prevalence of accessibility issues, with 84.4% of the analyzed ad
screens demonstrating some form of accessibility problem when
navigated with a screen reader. The most common issues found
within mobile ads include unlabeled elements, unlocatable elements
when using explore-by-touch, and unlocatable elements when using
linear navigation. Subsequently, 15 qualitative user interviews were
conducted with blind users to understand their interaction with mo-
bile ads. All participants have responded negatively to ads and tend
to view ads like a pestilence. The results highlighted various im-
pacts of inaccessible ads, from interruptions to complete blockage,
shedding light on how users identified and exited ads.

Lessons that have emerged from this work will guide our future
research. Notably, we will explore whether the automated tool
constructed to assist our empirical analysis can be adapted to help
businesses provisioning ad libraries to vet ads for accessibility. We
will further investigate how ads may impact users with other forms
of disability, such as those with motor impairment, who use other
types of assistive technology (e.g., switch access) to navigate apps.

Our research artifacts are available on the companion web-
site [11].
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