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Revisiting Wireless Breath and Crowd Inference

Attacks With Defensive Deception
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Abstract— Breathing rates and crowd counting can be used to
verify the human presence, especially the former one can disclose
a person’s physiological status. Many studies have demonstrated
success in applying channel state information (CSI) to estimate
the breathing rates of stationary individuals and count the num-
ber of people in motion. Due to the invisibility of radio signals,
the ubiquitous deployment of wireless infrastructures, and the
elimination of the line-of-sight (LOS) requirement, such wireless
inference techniques can surreptitiously work and violate user
privacy. However, little research has been conducted specifically
in mitigating misuse of those techniques. This paper proposes
new proactive countermeasures against all existing CSI-based
vital signs and crowd counting inference methods. Specifically,
we set up ambush locations with carefully designed wireless
signals, allowing eavesdroppers to infer a false breathing rate
or person count specified by the transmitter. The true breathing
rate or person count is thus protected. Experimental results on
software-defined radio platforms with 5 participants demonstrate
the effectiveness of the proposed defenses. An eavesdropper can
be misled into believing any desired breathing rate with an error
of less than 1.2 bpm when the user lies on a bed in a bedroom,
and 0.9 bpm when the user sits in a chair in an office room.
Additionally, our proposed defense mechanisms can deceive an
attacker into believing there are moving individuals in an empty
room with a 100% success rate, using both Support Vector
Machine (SVM) and Decision Tree (DT) classifiers.

Index Terms— Breathing rate inference, crowd counting,
deceptive communication, channel state information.

I. INTRODUCTION

V
ITAL signs and crowd counting inference via wire-

less signals has drawn increasing attention due to the

widespread availability of wireless infrastructures and the lack

of need for direct contact with devices [1], [2], [3], [4], [5],

[6], [7], [8], [9], [10], [11], [12], [13], [14], [15], [16], [17].

With such a technique, an eavesdropper can stealthily set

up a wireless receiver on one side of the user to passively
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collect the signals emitted by a wireless Access Point (AP)

which is on the other side of the user. The fluctuations in

the received signals caused by respiration-induced chest and

stomach movements can reveal sensitive vital signs, which

can be analyzed by the eavesdropper for vital signs inference.

Similarly, the presence of multiple moving people leads to a

larger variation in the received signals over time, which can

be used to estimate the number of people in a room for crowd

counting.

The popularity of such techniques also brings privacy con-

cerns. In detail, attackers can extract personal information such

as vital signs, the number of individuals present, and even

their locations, which can be exploited for malicious purposes

like stalking or theft. For example, vital signs often contain

sensitive information related to the state of personal essential

body function [12], [13], [18], [19], [20]. Generally, the normal

breathing rate for an adult at rest is 12 to 20 breaths per minute

(bpm). Abnormal breathing may be a symptom of diseases,

such as pulmonary diseases [21], heart problems or drug

overdose [22], and cardiovascular diseases like stroke [19].

The disclosure of such health information can cause seri-

ous consequences such as employment discrimination based

on health status [23], and a company’s stock plummeting

due to its CEO’s health concerns [24], [25]. Furthermore,

an eavesdropper can track occupancy in a home by detecting

breathing [26], [27], [28], [29] or estimating person count [2],

[5], [6], [7], and then break in once the target homes are vacant

to reduce the chance of getting caught [30].

Though research is booming in vital signs and crowd

counting inference through wireless signals, there are few

research efforts discussing corresponding countermeasures.

Traditional anti-eavesdropping methods usually take the fol-

lowing two defenses: (1) Cryptographic key based: by

encrypting transmitted messages between legitimate par-

ties [31], an eavesdropper without the secret key cannot

successfully decode the received message; and (2) Friendly

jamming based: an ally jammer actively sends jamming sig-

nals (e.g., [32], [33]) which interrupt the eavesdropping while

the receiver can decode messages by canceling the impact

of the inference signals. With either mechanism, the eaves-

dropper would capture encrypted or disrupted signals, which

are often random and meaningless. Though the eavesdropper

may not get the correct wireless signals, the unintelligibility

of those signals indicates to her that her eavesdropping fails.

She may thus make further efforts to break the wireless

communication. For example, an eavesdropper may attempt to
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steal the secret key via social engineering methods (e.g., [34])

or side-channel attacks (e.g., [35]). Also, it has been shown

that an attacker equipped with multiple antennas is able to

separate the message from the jamming signals [36]. Other

existing WiFi-based defense techniques successfully defend

against corresponding attacks in practical applications, includ-

ing smart home IoT [37], user location [38], and gesture

recognition [39]. For example, the study [37] can detect

whether the received signal is an emulated signal from a

WiFi attacker or a legitimate one from a ZigBee transmitter.

Another work [38] creates a mirage that obscures the direct

path’s Time of Flight (ToF) information to spoof the Angle of

Arrival (AoA), thereby further protecting user location. Addi-

tionally, a study [39] discusses two defense methodologies,

including blocking (e.g., geofencing, reducing transmitting

power) and detecting, to defend against adversarial attacks

in a DNN-powered WiFi-based gesture recognition system.

However, blocking [39] can effectively bound the WiFi signal,

preventing an attacker from receiving it, but it also affects

legitimate receivers and alerts the attacker that her attack was

unsuccessful. Detecting [37], [39] can identify the attackers

but may also result in privacy leakage. The approach [38]

provides a new direction by making an attacker obtain fake

but meaningful information, but it only applies to systems

utilizing AoA information. Due to the importance of personal

privacy, more effective defenses are thus much-needed to

prevent wireless vital signs and person count eavesdropping.

Orthogonal frequency-division multiplexing (OFDM) is

widely used in modern wireless communication systems (e.g.,

802.11a/g/n/ac/ad) with multiple subcarrier frequencies to

encode a packet. The minute wireless signal disturbance

caused by human motion can be captured by received signal

strength (RSS) or channel state information (CSI). RSS only

provides the average power in a received radio signal over

the whole channel bandwidth, while CSI represents how

the wireless channel impacts the radio signal that propa-

gates through it (e.g., amplitude attenuation and phase shift).

CSI offers fine-grained channel information, consisting of

subcarrier-level information. As a result, CSI is more sensi-

tive to human activity and has shown the best performance

in inferring human activity compared with other wireless

techniques [10].

What if we actively feed the eavesdropper with a meaningful

but bogus breathing rate or person count? When the eaves-

dropper is misled by the fake ones, she would not take further

methods to compromise the true one. In this paper, we thus

develop novel schemes against CSI-based vital signs and

crowd counting inference techniques. Specifically, we set up an

ambush location, choose a fake breathing rate or person count,

and convert it into a fake CSI. The transmitter then delivers

the specified CSI to the ambush location by manipulating the

transmitted wireless signals. As a result, the eavesdropper at

the ambush location would infer the fake breathing rate or

person count with the estimated CSI.

We first take the breathing rate inference system as an

example, where the user remains static. We observe that

various subcarriers exhibit varying degrees of variance in CSI

amplitudes. This variance is attributed to the effects of the

Fig. 1. Creating a fake (sensitive or insensitive) CSI.

Fresnel Zone [16], [40], [41], a region of space between the

transmitter and receiver where the radio waves propagate. Gen-

erally, as the reflected and LOS signals interfere constructively

or destructively, a receiver may observe enhanced or weakened

signals. Such effects may vary for different subcarriers, which

can be categorized into two groups: sensitive and insen-

sitive. With respiration-induced body movements, sensitive

subcarriers enable the receiver to observe large amplitudes (or

variances) of CSI measurements, while insensitive subcarriers

rarely show correlated fluctuations. Thus, the breathing rate

can be determined via observations of sensitive subcarriers.

We give an example to illustrate our idea. Without loss of

generality, we utilize a single subcarrier for discussion. For

OFDM systems, a transmitter sends a publicly known pseudo-

noise sequence Xi(t), and the receiver estimates the channel

frequency response Hi(t) (i.e., CSI) from the received signal

Yi(t), i.e., Hi(t) = Yi(t)
Xi(t)

[42], [43]. If no defense strategy is

enforced, as shown in Figure 1a, the eavesdropper (malicious

receiver) can obtain the real CSI for the sensitive ith subcarrier

between itself and the AP, denoted with Hs
i (t), which enables

her to derive the breathing rate of the target user.

If there is no breathing activity, as shown in Figure 1b,

the ith subcarrier should be insensitive and the true CSI is

denoted with His
i (t). However, the AP multiples the signal

Xi(t) with a coefficient Hs
i (t)/His

i (t), and sends the resultant

signal, which also goes through the real wireless channel. Con-

sequently, the received signal becomes Xi(t) ·H
s
i (t)/His

i (t) ·
His

i (t) = Xi(t)H
s
i (t), and thus the eavesdropper obtains an

estimated subcarrier CSI Hs
i (t) (sensitive), with which the

breathing rate specified by the transmitter can be extracted.

Now consider the scenario in Figure 1c: the transmitter aims

to hide the user’s true breathing rate. Therefore, it multiples

the signal Xi(t) with a coefficient His
i (t)/Hs

i (t). As a result,

the eavesdropper obtains Xi(t) · His
i (t)/Hs

i (t) · Hs
i (t) =

Xi(t)H
is
i (t). The calculated subcarrier CSI then becomes

His
i (t), which means that such subcarrier is insensitive, caus-

ing failure of inferring the true breathing rate.

Unlike the breathing rate inference system where the user is

static, people move randomly in the crowd counting system.

Based on the observation that all subcarriers exhibit the similar

fluctuations due to the continuous movement and changing

positions of people, all subcarriers can be considered sensitive.
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Therefore, by manipulating the CSIs across all subcarriers, the

proposed defense scheme can enable an eavesdropper to esti-

mate incorrect crowd count in an empty room. The specified

CSI is extracted from a pre-built profile, consisting of collected

CSI data for different numbers of moving individuals.

Our real-world experimental results show the proposed

defenses can fool an eavesdropper into believing any desired

breathing rate with an error of less than 1.2 bpm when the user

lies on a bed in a bedroom and 0.9 bpm when the user sits in

a chair in an office room. Furthermore, our proposed defense

mechanisms can deceive an attacker into believing that there

are moving individuals in an empty room with a probability

of 100% and 100% for Support Vector Machine (SVM) and

Decision Tree (DT) classifiers, respectively. We summarize our

main contributions as follows:

• To the best of our knowledge, we are the first to propose

deceptive approaches to defend against wireless vital

signs and crowd counting inference attacks.

• By reverse engineering existing CSI-based breathing rate

and crowd counting inference techniques, we design a

customized scheme to convert a chosen breathing rate or

crowd count into a fake CSI. We also develop methods

to enable the eavesdropper to estimate the fake CSI and

thus obtain the specified breathing rate or person count.

• We implement real-world prototypes of both existing

CSI-based breathing rate and crowd counting inference

and the proposed defense schemes. We experiment on

top of them to examine the impact of the defenses.

The rest of the paper is organized as follows: Section II

summarizes related work on wireless breathing rate inference

techniques and wireless crowd counting techniques. Section III

introduces the preliminaries of CSI-based breathing rate infer-

ence and CSI-based crowd counting inference, and also

presents the attack model and assumptions. Defenses against

breathing inference and crowd inference attacks are discussed

in Sections IV and V, respectively. Section VI provides the

corresponding experimental evaluation and analysis. Finally,

the conclusions are presented in Section VII.

II. RELATED WORK

A. Wireless Breathing Rate Inference Techniques

Generally, existing wireless breathing rate inference tech-

niques fall into the following categories:

Ultra-wideband (UWB) radar based: The expansion and

contraction of the chest cavity may create changes in the

multipath profile of the transmitting signal, which can be

captured with UWB impulse responses for breathing rate esti-

mation [10], [44], [45]. UWB transmissions, however, spread

over a large frequency bandwidth [46]. Also, the receiver

structure for UWB is highly complex [47].

Doppler radar based: Doppler radar systems have been

proposed to achieve breathing detection [48], [49], [50], [51].

According to the Doppler theory, a target with time-varying

movement but zero net velocity will reflect the signal, whose

phase is modulated in proportion to the displacement of the

target [52]. A stationary person’s chest and stomach can

be thus regarded as a target. However, such Doppler radar

based techniques suffer from the null point problem, which

significantly degrades the measurement accuracy [50], [53].

Frequency Modulated Continuous Wave (FMCW) radar

based: An FMCW radar has also been utilized for breathing

rate inference [8], [54]. The breathing-induced body movement

changes the signal reflection time. By analyzing such changes,

the breathing rate can be extracted. However, high resolution

(i.e., the minimum measurable change) requires a large swept

bandwidth B as the resolution equals C
2B [55], where C is the

speed of light.

RSS-based: The changes in received signal strength (RSS)

on wireless links have been successful in estimating breathing

rate [14], [18], [56], [57]. For example, [18] puts a mobile

device on the chest to collect RSS for inferring breathing rates.

However, those methods are workable only when the target

user stays close to the receiver. As an eavesdropper usually has

a preference to be located far away to avoid being discovered,

such RSS-based methods are not optimal.

CSI-based: RSS represents coarse channel information

while CSI represents fine-grained one, consisting of subcarrier-

level information. As a result, CSI is more sensitive to

detecting breathing activity and the CSI-based approaches

are able to capture breathing from a distance. Accordingly,

CSI-based breathing rate inference has drawn increasing atten-

tion [12], [13], [16], [58], [59], [60], [61], [62], [63], [64].

In particular, a recent empirical study [10] reveals CSI pro-

vides the most robust estimates of respiration compared with

UWB radar or RSS.

B. Wireless Crowd Counting Techniques

Existing studies on crowd counting can be broadly catego-

rized into the following groups:

RSS-based: It observed that the RSS value will be stable if

there is no person present between a pair of transmitter and

receiver. However, the RSS value exhibits a larger variance

when a person crosses the wireless link, with this variance

increasing as the number of people increases [1], [2], [3], [65].

However, these approaches require extensive deployment of

sensor nodes and the construction of a fingerprint database,

resulting in significantly high costs and substantial training

efforts.

CSI-based: CSI-based approaches are motivated by the

observation that CSI is highly sensitive to environmental

variations. Therefore, a larger number of moving people will

result in a greater CSI variance in the target area [4], [5],

[6], [7], [66], [67]. For example, FCC [4] theoretically found

a stable monotonic function to characterize the relationship

between the number of moving people and the variation in

the wireless channel.

III. PRELIMINARIES AND ATTACK MODEL

A. Preliminaries

1) CSI-Based Breathing Rate Inference: Existing CSI-

based breathing rate inference schemes [10], [13], [16]

usually utilize three steps to infer breathing rates, namely,

CSI pre-processing, subcarrier selection, and breathing cycle

extraction. The first phase removes outliers and noise from

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 

Authorized licensed use limited to: University of Oklahoma Libraries. Downloaded on September 16,2024 at 00:19:17 UTC from IEEE Xplore.  Restrictions apply. 



4 IEEE/ACM TRANSACTIONS ON NETWORKING

the CSI to improve its reliability. As discussed earlier, each

subcarrier may be sensitive or insensitive to respiration due

to the constructive or destructive interference effect of LOS

and reflected signals. The second phase picks up sensitive

subcarriers for breathing rate inference. A sensitive subcarrier

often exhibits a sinusoidal-like periodic change pattern over

time in the CSI amplitudes, which corresponds to periodic

breathing. In the third phase, the peak-to-peak time interval of

sinusoidal CSI amplitudes can be extracted as the breathing

cycle, with which, the breathing rate can be calculated.

2) CSI-Based Crowd Counting Inference: Existing studies

on CSI-based crowd counting approaches [4], [5], [68], [69],

[70] utilize existing WiFi infrastructure for crowd classification

in indoor scenarios. The key idea is that an increase in the

number of moving people introduces larger multipath varia-

tions, resulting in greater CSI variation over time. In this way,

based on the measurement of how CSI varies over time, the

number of moving people can be estimated. In general, there

are three key phases: CSI pre-processing, feature extraction,

and crowd classification. To obtain the CSI measurements

caused by moving people, CSI pre-processing phase removes

redundant components, such as noise, from the CSI data.

Based on such processed data, distinct features (e.g., mean,

standard deviation, maximum, and minimum of CSI ampli-

tude) are extracted and then fed into a classifier (e.g., SVM,

DT) to output the estimated number of moving people.

B. Attack Model and Assumptions

We consider a general scenario, where an attacker only uses

a wireless receiver to launch a breathing rate or crowd counting

inference attack, as she has a preference to use an existing

wireless transmitter to make the attack stealthier [4], [13]. The

transmitter (i.e., defender) is benign and aims to hide true

breathing rates or person count and inject fake ones.

We assume that the receiver (i.e., attacker) attempts to find

a position that enables her to eavesdrop on the breathing rate

or person count, which is a common strategy [71]. We borrow

the idea from a long-established military tactic – ambush: set

up one or multiple ambush locations where an attacker may

appear and be trapped. We further assume that the transmitter

is able to obtain actual CSI measurements between itself and

an ambush location. This can be achieved by estimating the

CSI measurements from wireless signals emitted by a helper

node, which is placed at the ambush location in advance and

does not collaborate with the eavesdropper.

IV. BREATH INFERENCE ATTACKS AND DEFENSES

In this section, to defend against CSI-based breathing rate

inference attack, we propose the corresponding defenses called

HoneyBreath in the following.

A. Overview

To lay an ambush, the transmitter first selects an ambush

location. The locations where an eavesdropper may appear

with the highest probabilities can be determined via eaves-

dropper tracking techniques (e.g., [72]) and ambush locations

can be then deployed along the eavesdropper’s possible route.

Fig. 2. Flow chart of the proposed HoneyBreath defense.

The transmitter then enters the planning phase, which

consists of two parallel tasks: (1) determining sensitive sub-

carriers; and (2) converting a specified breathing rate into

an artificial CSI. We utilize a binary decision variable ³i to

indicate the sensitivity of the ith subcarrier, with 1 denoting

sensitive while 0 showing insensitive. The sensitivities of

all N subcarriers can be represented by a vector α =
[³1, ³2, · · · , ³N ]T . Since insensitive subcarriers do not con-

tribute to the breathing rate inference, there is no need to

manipulate their CSIs.

The next phase is disturbance manipulation. For signals on

sensitive subcarriers, the transmitter aims to make the attacker

estimate the converted CSI. As any transmitting signal has

to go through the real wireless channel, the transmitter then

desensitizes subcarriers to remove the real impact of corre-

sponding wireless sub-channels, and also crafts the artificial

disturbance on these originally sensitive subcarriers. Finally,

the transmitter combines the crafted signals on sensitive sub-

carriers with unchanged signals on insensitive subcarriers and

transmits the aggregated signal out.

Consequently, the attacker is able to infer breathing rate

based on estimated CSI by performing the general breathing

rate retrieval process. Figure 2 shows the flow chart of the

proposed ambush tactic HoneyBreath.

B. Planning Phase

1) Obtaining Subcarrier Sensitivity: Let Tx, U, and Ax

denote the transmitter, the user, and an ambush location,

respectively. A wireless signal sent by Tx travels on two paths,

the LOS path and the reflection one. The distance difference

∆d between the two paths is ∆d = dTU + dUA − dTA.

Let ¼i denote the wavelength of the ith subcarrier with

frequency fi, i.e., ¼i = c/fi, where c is the speed of light.

Correspondingly, the phase difference ∆¹i (between signals

arrived at Ax through the two paths) equals the sum of

the respective phase shifts caused by ∆d and the reflection

phenomenon, i.e., ∆¹i = 2π∆d
λi

+ Ã. We perform a modulus

2Ã operation on ∆¹i and obtain a phase difference ∆¹′i within

the range of [0, 2Ã), i.e., ∆¹′i = ∆¹i (mod 2Ã).
Based on the Fresnel Zone theory [16], [40], [41], if ∆¹′i

is close to 0 or 2Ã, the ith subcarrier is sensitive, i.e., when

∆¹′i ∈ [0, Ã/2) ∪ (3Ã/2, 2Ã), we obtain the binary decision

variable ³i = 1. On the other hand, if ∆¹′i approaches

to Ã, this subcarrier becomes insensitive, i.e., ³i = 0 for

∆¹′i ∈ [Ã/2, 3Ã/2]. The relationship between ³i and ∆¹′i
can be then denoted as ³i = + |∆θ′

i−π|
π/2 ,, where +x, denotes
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Fig. 3. An MAC process.

the floor function, representing the largest integer less than or

equal to x.

2) Converting Breathing Rate to CSI: Breathing rate to CSI

conversion is the process of translating a selected breathing

rate into a subcarrier CSI. It has been observed that periodic

chest and stomach movement caused by respiration would

make the amplitude of CSI on a sensitive subcarrier present

a sinusoidal-like pattern over time [12], [13], [16]. We thus

model the respiration-induced CSI amplitude stream on a

sensitive subcarrier as a sinusoidal wave.

Let fb denote the specified respiration frequency (Hz), so the

corresponding breathing rate equals 60 · fb (bpm). We then

convert it into a subcarrier CSI Wb(t), which can be then

denoted with |Wb(t)|e
jϕ(t), where |Wb(t)| and φ(t) represent

amplitude and phase, respectively. Since the phase could be

distorted due to an unknown time lag caused by the non-

synchronized transmitter and receiver [73], most studies only

use the amplitude to characterize the wireless channel [74]

and extract breathing rate [12], [13], [16]. We also explore

CSI amplitude and refer to it as just “CSI” in the following.

In terms of φ(t), it has no impact on breathing rate inference

and we omit it for the sake of simplicity. With the sinusoidal

model, the CSI envelope at time t can be denoted by

|Wb(t)| = a · sin(2Ãfbt + ´) + m + N0, (1)

where a, ´, m and N0 are the amplitude, initial phase, constant

shift of the sinusoidal wave, and the additive noise.

Formation of the Specified OFDM CSI: The specified

CSI for an OFDM system with N subcarriers can be

denoted with W(t) = [W1(t), W2(t), · · · , WN (t)]. Let S =
{s1, s2, . . . , sK} and S̄ = {p1, p2, . . . , pK′} denote the sets

formed by the indexes of the sensitive and insensitive subcar-

riers, where K+K ′=N . For i ∈ S, we enable Wi(t) = Wb(t);
for i ∈ S̄, we have Wi(t) = Hi(t) (i.e., no manipulation is

required), where Hi(t) is the original CSI of the ith subcarrier.

C. Disturbance Manipulation

The transmitter can utilize a multiply-accumulate (MAC)

process to generate desired artificial disturbance, as shown

in Figure 3. Specifically, the public training sequence

X(t) is encoded into N subcarrier signals by a serial-

to-parallel (S/P) converter module, represented with

[X1(t), X2(t), · · · , XN (t)]T . We use J to represent an

N × 1 vector of all 1’s. Thus, after the signal separator, the

original N subcarrier signals will be divided into two groups:

S(t) = diag(α) · X(t) and IS(t) = diag(J − α) · X(t),
denoting signals on sensitive and insensitive subcarriers,

respectively, where diag(V) denotes a square diagonal matrix

with the elements of vector V on the main diagonal.

Signals on sensitive subcarriers would then go through

two modules: subcarrier desensitization and CSI forgery.

The former module with the coefficient vector C(t) =
[C1(t), C2(t), · · · , CN (t)] aims to cancel the original channel

impact. Accordingly, we have Ci(t) = H−1
i (t) if the ith

subcarrier is sensitive, i.e., i ∈ S, and set Ci(t) = 0 for

i ∈ S̄. The latter module with a coefficient vector D(t) =
[D1(t), D2(t), · · · , DN (t)] would add the effect of the artifi-

cial CSI where the forged subcarrier CSI Di(t) = Wi(t) if

i ∈S and we set Di(t) = 0 for i ∈S̄.

Finally, signals on originally sensitive and insensitive sub-

carriers are concatenated through a parallel-to-serial (P/S)

converter module to form OFDM symbols to send via the

realistic wireless channel. The resulting transmitting signal

Xm(t) can be represented by

Xm(t)=diag(D(t))·diag(C(t))·S(t)+ IS(t). (2)

Let H(t)=[H1(t),· · ·, HN (t)]T denote the true OFDM CSI.

The received signal at the attacker thus becomes Rm(t) =
diag(Xm(t)) · H(t), where we omit the noise term for

the sake of simplicity. The attacker estimates CSI with the

received signal and the public training sequence, i.e., Rm(t) =
diag(X(t)) · Ĥ(t), where Ĥ(t)=[Ĥ1(t), · · · , ĤN (t)]T repre-

sents the estimated CSI. Consequently, we have

Ĥi(t)=³i ·
Xi(t)Ci(t)Di(t)

Xi(t)
· Hi(t)+(1−³i)·Hi(t)

=³i ·Di(t)+(1−³i)·Hi(t)=Wi(t). (3)

This demonstrates that with the disturbance manipulation,

when the ith subcarrier is sensitive, the transmitter is able to

make the attacker obtain a fake subcarrier CSI Wi(t) specified

by itself. Meanwhile, if the ith subcarrier is insensitive, it is

still observed as insensitive, i.e., the corresponding estimated

subcarrier CSI equals the real value Hi(t).

D. Breathing Rate Retrieval

1) CSI Pre-Processing: CSI pre-processing, consisting of

outlier removal and noise reduction, aims to make the collected

CSI reliable. As the collected CSI may have abrupt changes

that are not caused by respiration, a Hampel filter is enforced

to remove those outliers [12], [75]. We further adopt the

moving average filter, which is optimal for reducing high-

frequency noise while retaining a sharp step response [76].

2) Subcarrier Selection: Empirically, the CSI variance of

a sensitive subcarrier is usually more than one order of

magnitude larger than that of an insensitive subcarrier. This

observation implies a threshold-based approach to distinguish

the two types of subcarriers. Specifically, when there is no

breathing activity, the average CSI variance Ã2 across all

subcarriers can be measured, called reference variance, which

will be then utilized as the threshold. Let v2
i denote the CSI

variance for the ith subcarrier. If log10(v
2
i /Ã2) < 1 holds,

we regard that the subcarrier is insensitive; otherwise, this

subcarrier is sensitive. If the CSI variances on all subcarriers

are of the same order as the reference variance, then all

subcarriers can be considered insensitive.
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3) Breathing Cycle Identification: The CSI on a sensitive

subcarrier often shows a sinusoidal pattern correlated with

breathing activities. To obtain a breathing cycle, we can thus

compute the inter-peak interval of the sinusoidal CSI.

Intuitively, the first derivative of a peak switches from

positive to negative at the peak maximum, which can be

used to localize the occurrence time of each peak. However,

there may exist fake peaks caused by noise and consequently

false zero-crossings. Motivated by the fact that a person

usually cannot breathe beyond a certain frequency, a fake

peak removal algorithm can be developed. Specifically, if the

calculated interval is less than 60/Rmax (seconds), where

Rmax (bpm) denotes the maximum possible breathing rate,

this peak will be labeled as a fake one and then removed.

E. From Point Ambush to Area Ambush

With more deployed ambush locations, the probability that

an eavesdropper happens to be at any of them would be

higher. Meanwhile, it helps to defend against multiple collab-

orative attackers, each searches for opportune eavesdropping

locations.

The transmitter is able to deploy » ambush locations with

» antennas. We consider colluding eavesdroppers and need

to guarantee the breathing rate inferred by each eavesdropper

at any ambush location stays the same. Meanwhile, let ³i
r

denote the overall sensitivity of the ith subcarrier between the

transmitter and the rth ambush location, i.e., ³i
r = ³i

1r (
³i

2r · · · ( ³i
κr. Thus, in terms of the subcarrier sensitivity

vector α of the transmitter for all » ambush locations, we have

³i = ³i
1(³i

2 · · ·(³i
κ. Let W(t) denote the fake CSI converted

with a specified breathing rate. The transmitter aims to make

the estimated CSI at each ambush location be equal to the

specified fake CSI, i.e., Ŵr(t) = W(t).
As discussed in Section IV-C, the transmitting signals on

sensitive subcarriers will be first desensitized and then multiply

with the forged CSI before being sent out. In this scenario,

the coefficient vector for subcarrier desensitization at the sth

transmitting antenna is Cs(t) = [C1
s (t), · · · , CN

s (t)]. Also,

the coefficient vector for the CSI forgery module at each

transmitting antenna is D(t) = [D1(t), · · · , DN (t)], where

we set Di(t) = 0 if ³i = 0 and have Di(t) = Wi(t)
if ³i = 1. Similarly, each transmitting antenna utilizes the

same coefficient vector D(t) for the CSI forgery module.

Accordingly, we can then solve the manipulated signal Xm(t),
and rewrite Equation 2 as

Xm(t)=







diag(D(t))·diag(C1(t))·S(t)+IS(t)
...

diag(D(t))·diag(Cκ(t))·S(t)+IS(t)






(4)

where Cs(t) is the coefficient vector for the subcarrier desen-

sitization module at the sth transmitting antenna.

Equation 4 has » unknowns (C1(t) to Cκ(t)). As the num-

ber of transmitting antennas equals the number of unknowns,

the linear system formed by Equation 4 has a unique solution.

It demonstrates when the transmitter is able to set the coef-

ficient vector for the subcarrier desensitization module at the

sth transmitting antenna with the computed Cs(t), the goal of

deploying » simultaneous ambush locations can be achieved.

F. Security Analysis

The proposed scheme is known by the eavesdropper. One

concern is whether the eavesdropper can distinguish ambush

locations or even indirectly compute the real CSI of sensitive

subcarriers (to infer the true breathing rate).

1) Ambush Indistinguishability: With the Fresnel Zone

principle, CSI-based breathing rate inference works at certain

locations, while its performance may deteriorate greatly at

other locations [9]. Thus, when the eavesdropper moves out of

the ambush location, though she cannot detect the breathing

rate as when she is at the ambush location, she is still unable

to distinguish this case from the normal one when the ambush

scheme is not enforced. Such ambush indistinguishability

leaves the eavesdropper in a dilemma: if she believes the

inferred breathing rate, she will be deceived; instead, if she

does not trust any inferred breathing rate, her ability to

eavesdropping breathing rate is lost.

2) Indirect Calculation: To calculate the real CSI, an eaves-

dropper must compromise the phase of distribution manipula-

tion. As shown in Section IV-C, suppose that the ith subcarrier

is sensitive, the transmitting signal on this subcarrier can be

represented as Xm
i (t) = ³iCi(t)Di(t)Xi(t) + (1− ³i)Xi(t).

We utilize Mi(t) = Ci(t)Di(t) to denote the total impact of

disturbance manipulation. Let Re
i denote the signal received

by the eavesdropper on the ith subcarrier, and He
i (t) denote

the corresponding real subcarrier CSI between the transmitter

and eavesdropper. Thus, we have Re
i = Xm

i (t)He
i (t) =

aiMi(t)Xi(t)H
e
i (t) + (1 − ai)Xi(t)H

e
i (t).

To learn Mi(t), the eavesdropper must learn both ai

and He
i (t). However, this imposes a strong requirement for

the eavesdropper. On one hand, without the knowledge of the

accurate positions of the target user and the transmitter, the

eavesdropper can hardly determine the subcarrier sensitivity

except by guessing. On the other hand, the transmitter can

always hide its real CSI between itself and the eavesdropper.

Thus, He
i (t) is not available. Consequently, the eavesdropper

would fail to obtain Mi(t) and cannot calculate the real CSIs

of sensitive subcarriers for inferring the true breathing rate.

V. CROWD INFERENCE ATTACKS AND DEFENSES

A crowd inference attack using CSI is a technique that lever-

ages wireless signals to estimate the number of people in an

area of interest. The key idea of a crowd inference attack is that

as more people enter the given area, the wireless signals will

reflect off their bodies and change the channel characteristics.

After extracting the CSI features, machine learning algorithms

can be used to analyze the CSI data and estimate the number

of people in the area accurately. To counteract such a CSI-

based crowd inference attack, we propose the corresponding

defenses called Ghost in the following.

We first explore the relationship between the CSI amplitude

and the number of moving people in the given area. Thus,

we investigate the amplitude of CSI measurements at each

subcarrier within a certain time interval in several different
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Fig. 4. CSI amplitudes at all subcarriers in different situations.

situations (i.e., empty, one person in a room, two persons in a

room, three persons in a room). As shown in Figure 4, we have

the following observations: (1) different subcarriers show

similar fluctuations, which demonstrates they have similar

responses towards movement, and all subcarriers are sensitive

due to the random changes of position; (2) the CSI amplitude

is not periodic or predictable due to the random walking; (3)

when the room is empty (i.e., no person is present), the CSI

amplitude is almost flat and stable; (4) the variation of CSI

amplitude becomes larger when the number of moving people

increases. Based on these observations, we can subsequently

design our Ghost defense against the crowd inference attack.

A. Overview

To defend against the crowd inference attack, the transmitter

first arbitrarily specifies a fake person number to fool the

attacker into entering the ambush. Due to the fact that all

subcarriers are sensitive to the random movements of people

in the given area, the ambush locations can be selected in

hidden or concealed areas. Additionally, the ambush locations

can be determined based on the locations where the eaves-

dropper is most likely to appear, and then deployed along the

eavesdropper’s possible route.

Different from HoneyBreath in Section IV-A, Ghost targets

an empty room and fools the receiver into estimating the

wrong person count in the room. The transmitter first proceeds

to the planning phase, which consists of two tasks: CSI profile

construction and CSI retrieval. Based on observation (2),

the CSI amplitude is not periodic or predictable. Therefore,

to map the specified person count to the CSI measurements,

the transmitter can construct the CSI profile by collecting

the CSI measurements corresponding to the different numbers

of individuals. Later, according to the fake person count

selected by the transmitter, the corresponding CSI stream

can be retrieved from the built library and then fed into the

next phase, disturbance manipulation. Due to observation (1),

as all subcarriers are sensitive to movements, the transmitter

performs the same operation on each subcarrier. Then, all

crafted signals are aggregated and sent out. Consequently,

the attacker estimates the person number by performing the

general person number estimation process. Figure 5 illustrates

the flow chart of the proposed Ghost defense.

B. Planning Phase

1) CSI Profile Construction: Different from the breathing

inference attack where the victim is static, the victims in the

crowd counting system move randomly. In this way, it is not

Fig. 5. Flow chart of the proposed Ghost defense.

possible to predict how the CSI varies with time. To address

this challenge, the CSI profile can be constructed by collecting

several CSI measurements when there are different numbers of

moving people. Let S
p(t) = {Sp

1(t),S
p
2(t), · · · ,Sp

k(t)} denote

the CSI profile, where p = 0, 1, · · · , P represents the person

number and k = 0, 1, · · · , K means the trial number. For

each scenario with a different number of individuals, CSI

measurements are collected in multiple trials at different times.

2) CSI Retrieval: The transmitter plans to send specified

CSI to the receiver, from which the person number can be

estimated. Thus, for the given person number p that is used to

fool the attacker, the corresponding CSI S
p
k(t) can be extracted

from the library as the specified CSI.

C. Disturbance Manipulation

Different from Section IV-C, it is not required to perform

different operations on sensitive subcarriers and insensitive

subcarriers, respectively. Since all subcarriers are sensitive to

human movements during the walking period, CSI forgery

needs to be performed on each subcarrier. To achieve it,

the multiply-accumulate (MAC) process is exploited by the

transmitter to generate desired artificial disturbance. In detail,

the S/P converter takes this input sequence and splits it into

N parallel subcarrier signals. After that, a coefficient vector

D(t) =
S

p

k
(t)

Hr(t) would add the effect of the artificial CSI to

signals on each subcarrier, where Hr(t) is the real CSI of

the empty room. Thus, the artificial CSI is D(t)X(t). Finally,

signals on all subcarriers are concatenated through a P/S

converter module to form OFDM symbols.

D. Person Number Estimation

1) CSI Pre-Processing: After gathering the CSI measure-

ments from the transmitter, the receiver first performs the

CSI estimation based on the original training sequence and

the received data. Since the CSI data is considerably noisy

due to various factors such as interference, multipath fading,
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and hardware imperfections, it is necessary to remove the

redundant components from the calculated amplitude values.

For this smoothing process, we apply two kinds of filters, one

is the Hampel filter for eliminating impulse noises, and the

other is the moving average filter for removing high-frequency

noise while preserving the low-frequency components.

2) Feature Extraction: By leveraging the CSI amplitude

from each subcarrier, various statistical features [68], [77] can

be extracted for crowd counting as follows:

• Mean: the average value of amplitude.

• Standard deviation: shows how individual amplitude val-

ues deviate from the mean amplitude value.

• Median Absolute Difference: a robust measure of disper-

sion that is not affected by outliers.

• Maximum: the highest amplitude value.

• Minimum: the lowest amplitude value.

• Skewness: encompasses the asymmetric shape of the CSI

subcarrier profile and indicates a stronger or weaker

signal on the left or right.

• Kurtosis: represents how tail-heavy the shape is compared

to a normal distribution (meaning more extreme values).

• Entropy: measures the amount of signal information.

After that, the CSI at each subcarrier corresponds to a 1 ×
8 feature vector, which can be combined into a N × 8 feature

matrix, where N represents the number of subcarriers. Since

these CSI amplitudes present similar variations and describe

the same human movement, the average value of each feature

across all subcarriers is calculated and regenerates the final

1 × 8 feature vector, which is fed into the classifier later.

3) Classifier: Accordingly, based on these common statis-

tical features, a feature set can be created for each training

sample to form a labeled dataset. Two widely used classifiers

are trained to divide inputs into different predefined classes

and then make decisions as follows:

• Support Vector Machine (SVM): used with one-versus-

one (OvO) strategies, finds the hyperplane that maximally

separates the data points of different classes.

• Decision Tree (DT): used with OvO strategies, recursively

partitions the data and selects the optimal boundaries that

best separate the data points of different classes.

Based on the trained classifier, the number of moving people

can be estimated from the collected CSI measurements.

VI. EXPERIMENTAL EVALUATION

A. Experimental Setup

We implement CSI-based breathing rate inference and our

proposed ambush schemes on top of Universal Software Radio

Peripheral (USRP) X310s [78]. The prototype system includes

a transmitter Tx and an eavesdropper Eve (i.e., malicious

receiver). Each node is a USRP X310. We recruited 5 par-

ticipants and asked each to act as the target user of the

inference attacks over three months. Also, each wore a Masimo

MightySat Fingertip Pulse Oximeter [79] with hospital-grade

technology to obtain ground-truth breathing rate. The param-

eters of experimental settings are summarized in Table I.

1) Scenarios: We test two typical scenarios: (1) a bedroom,

where the user lies on a bed; (2) an office room with the user

TABLE I

EXPERIMENTAL SETTING

Fig. 6. Layout of the experimental environment.

Fig. 7. Setup for deploying an ambush area.

sitting in a chair. Figure 6 shows the ambush locations and the

position of the transmitter. For each scenario, we place Eve at

5 different ambush locations to infer the user’s breathing rate,

and the transmitter launches the proposed ambush scheme.

To deploy a trap area, as shown in Figure 7a, we use

a 5-antenna transmitter, consisting of three USRP X310s,

which are connected with a host computer through an Ethernet

switch and synchronized with OctoClock-G [80]. As shown

in Figure 7b, five collaborative eavesdroppers are placed at

5 specified ambush points on the corridor outside of the office

room: one in the center and the other four in the circle with

a radius (i.e., antenna-antenna distance) of 0.75 m.

2) Metrics: Let r̂ denote the estimated rate. We apply the

following two metrics.

• Absolute estimation error ϵ: the difference between true

and estimated breathing rates, i.e., |rgt− r̂|, where rgt is

the ground truth.

• Absolute ambush error ¸: the difference between esti-

mated and specified breathing rates, i.e., |ra− r̂|, where

ra is the one specified by the transmitter.

B. Breathing Rate Inference Attacks

We first verify the effectiveness of using CSI to infer

breathing rates. Eve estimates each participant’s breathing rate
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Fig. 8. Values of ϵ and ϵ at Eve when no defense is enforced.

Fig. 9. Enabling Eve to obtain no breathing activity.

100 times at each ambush location. This results in a total of

5,000 trials, with each trial lasting at least one minute.

Figure 8 shows the obtained absolute estimation error when

the proposed ambush scheme is not launched. Figure 8a shows

that the inference technique always achieves high accuracy

with less than 1.6 bpm of error at all locations in the bedroom.

The median absolute estimation error ranges from 0.4 to

0.6 bpm across all locations. Meanwhile, we see the value

of ϵ on average is slightly larger at Location 2 than at other

locations. This is because Location 2 is not in the LOS of

the user and the resultant signal fading degrades the inference

performance. We have similar observations from Figure 8b.

Figure 8c depicts the mean absolute estimation errors for

different users (referred to as U1∼U5). We can observe that

the mean absolute estimation error is consistently low (i.e.,

below 0.8 bpm) across all users in both environments. Also,

the average absolute estimation error for each user in the office

room is larger than that in the bedroom. It can be explained

by the fact that the user has less body movement irrelevant to

breathing activity when lying on the bed than when sitting in

the chair. These results demonstrate that an eavesdropper could

utilize passively collected CSI to accurately infer a person’s

breathing rate in different scenarios.

C. Example Defenses

We examine three example defenses, in which we deploy

the ambush location at Location 1 shown in Figure 6a.

1) Example 1 - Making Breath Unobservable: We first show

a defense method by hiding breathing rates, i.e., when Eve

appears at the ambush location, she would obtain a breathing

rate of 0 (i.e., no breathing activity is detected).

Figure 9 plots the real CSI between the transmitter and the

ambush location, the estimated CSI at the ambush location,

as well as the subcarrier CSI specified by the transmitter.

We can observe that the transmitter can make Eve observe the

CSI on a sensitive subcarrier significantly near to the specified

one while both greatly deviate from the true one; with the

estimated CSI, Eve obtains a breathing rate of 0 though the

true one is 15.1 bpm. The absolute estimation error is thus

Fig. 10. Fabricating normal breath.

15.1 bpm, while the absolute ambush error is 0. Besides, the

CSI of the insensitive subcarrier keeps insensitive with the

defense (we thus only focus on sensitive subcarriers in the later

evaluation).

2) Example 2 - Fabricating Nonexistent Breath: We aim

to make Eve obtain a fake breathing rate while there is no

breathing activity. We specify a fake breathing rate of 6 bpm.

As shown in Figure 10, we see the true CSI is almost flat,

as there is in fact no breathing activity, and the estimated CSI is

quite consistent with the CSI specified by the transmitter. With

the estimated CSI, Eve obtains a breathing rate of 6.4 bpm.

The absolute estimation error becomes 6.4 bpm, thus the

absolute ambush error is as small as 0.4 bpm.

3) Example 3 - Falsifying Breath: We aim to hide a normal

breathing rate by making Eve observe an abnormal one.

We randomly specify an abnormal breathing rate of 40 bpm.

Similar to the above examples, we observe from Figure 11

that the estimated CSI is quite close to the specified CSI while

it greatly differs from the true CSI in both environments. The

estimated breathing rate becomes 40.2 bpm, instead of the

true one (i.e., 19.9 bpm) derived from the Masimo Oximeter.

Therefore, the absolute estimation error is 20.3 bpm, while the

absolute ambush error is just 0.2 bpm.

D. Overall Defense Impact

We examine the overall impact of the three defenses

(numbered according to their respective cases): (1) a user

is breathing while we aim to make Eve obtain no breathing

activity; (2) no breathing activity occurs while we aim to make

Eve obtain a fake breathing rate; (3) a user is breathing while

we aim to make Eve obtain a different non-zero breathing rate.

Eve estimates the breathing rate at every ambush location. For

each estimate, we perform 100 trials. This results in a total of

11,000 trials, with each trial lasting at least one minute.

D1: We test when the user has different breathing rates

in the range of 6-27 bpm. For all trials, we find that Eve

always obtains an estimated breathing rate of 0, indicating

the consistent success of the defense. Let P (ϵbr f x) and

P (ϵor f x) denote the empirical cumulative distribution
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Fig. 11. Making Eve obtain abnormal breath.

Fig. 12. CDFs of P (ϵ ≤ x) for D1.

Fig. 13. CDFs of P (ϵ ≤ x) and P (¸ ≤ x) for D2.

Fig. 14. CDFs of P (ϵ ≤ x) and P (¸ ≤ x) for D3.

functions (CDFs) of the absolute estimation error ϵbr for the

bedroom and ϵor for the office room. Figure 12 shows that

ϵbr and ϵor lie in the ranges of [6.6, 26.5] and [7.5, 29.6]

with probability 100%. Both demonstrate that Eve always has

a significant error in the breathing rate estimation with the

proposed defense.

D2: We randomly specify a fake breathing rate within

the range of 3-55 bpm in each trial. Let P (¸br f x) and

P (¸or f x) denote the CDFs of the absolute ambush errors

¸br for the bedroom and ¸or for the office room. As shown

in Figure 13, we observe a small ¸ and a high ϵ for both

environments. For example, ¸br is less than 1.5 bpm with a

probability of 95.0%, while ϵbr ranges from 3.0 to 54.8 bpm

and is larger than 3.1 with a probability of 98.2%.

D3: Each participant has a normal breathing rate, and the

transmitter chooses a bogus breathing rate randomly in an

abnormal range (31-56 bpm). Figure 14 shows the CDFs of

the corresponding ϵ and ¸. We can see that ϵbr and ϵor are

larger than 11 bpm with probabilities of 96.2% and 99.0%,

respectively. Meanwhile, ¸br is always less than 1.2 bpm, and

¸or is always less than 0.9 bpm.

Figures 15a and 15b show the mean value of ϵ across all

locations in both environments when the proposed defenses

are employed. We observe that ϵ stays consistently high at all

Fig. 15. Mean absolute estimation errors (AEE).

Fig. 16. Fabricating normal breath for a trap area.

ambush locations for both environments. Compared with no

defense, all defenses can significantly increase ϵ at Eve.

E. Trap Area

We aim to generate fake breath rates in the trap area

consisting of five ambush points (referred to as P1∼P5),

as shown in Figure 7b. We choose a breathing rate of 20 bpm

when the target room has no breathing activity. We perform

10 trials of deploying a trap area, with each trial lasting at

least one minute.

Figure 16a shows that the absolute estimation errors at

all ambush points are consistently large (close to 20 bpm).

Figure 16b demonstrates that the absolute ambush errors at all

ambush points are quite small, with the mean value ranging

from 0.03 to 0.05 bpm across all ambush points. These results

demonstrate that the proposed scheme can simultaneously

deploy multiple ambush points to mislead collaborative eaves-

droppers (or simply increase the probability of trapping a

single eavesdropper) with fake breathing rates.

F. Ghost Defense

1) Experimental Setup: Similarly, we implemented CSI-

based crowd inference and our proposed defense schemes

using USRP X310s [78], which were used as a transmitter

(Tx) and an eavesdropper (Eve, i.e., malicious receiver).

We asked 3 participants to randomly walk in a room.

To build the CSI profile, we collected CSI data in four scenar-

ios: empty room, one person in a room, two persons in a room,

and three persons in a room. We performed 50 estimations for

each scenario, resulting in a total of 50×4 = 200 estimations.

Each estimation lasted for one minute. We then split the dataset

into training (70%) and testing sets (30%). The training set was

used to train the classifier, while the testing set was used to

evaluate its performance.

For the defense scheme, we first performed 20 trials in

the empty room. After that, we randomly selected one pre-

collected CSI for each of the three defense strategies (i.e.,

fabricating the presence of one person, two persons, or three

persons in an empty room). We conducted 20 trials for each

defense strategy, resulting in 20 × (1 + 3) = 80 trials in
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Fig. 17. Estimated CSI at Eve in an empty room when our defense is enforced.

Fig. 18. Confusion matrix for crowd inference attack.

total, with each trial lasting at least one minute. We used the

estimated CSI data to test the trained classifiers and evaluate

our defense scheme.

To evaluate the crowd inference attack and the proposed

defense, we used a confusion matrix to visualize the results.

The accuracy was then calculated to indicate the proportion

of correct predictions out of the total number of predictions.

2) Crowd Inference Attacks: We first verified the effective-

ness of using CSI to estimate the number of people present.

Figure 18 shows the confusion matrix for two classifiers when

the proposed defense scheme is not employed. As observed,

the SVM classifier achieves an accuracy of 96.5%, while the

DT classifier achieves an accuracy of 98.5%.

3) Example Defenses: We examine three example defenses,

in which we deploy the proposed defense in the empty room

to fool the attacker to consider it as an occupied room.

We demonstrate a defense method that involves fabricating

one, two, or three moving individuals in an empty room when

Eve attempts to launch a crowd inference attack. Figure 17

plots the real CSIs between the transmitter and the ambush

location, the estimated CSIs at the ambush location, and the

subcarrier CSI specified by the transmitter. In an empty room,

the transmitter can cause Eve to observe a CSI on each

subcarrier that is significantly close to the specified one, while

both are greatly different from the true one (since the CSI is

almost flat and stable in an empty room). It is noted that the

specified CSI is extracted from the built CSI profile, which

consists of various collected true CSIs. Thus, by obtaining

these CSIs in Figures 17a, 17b, and 17c, respectively, the

attacker will estimate the corresponding person number as 1,

2, and 3, after inputting such estimated CSI into the classifier.

4) Overall Defense Impact: We examined the overall

impact of our defense strategies. Specifically, we consider a

scenario where the actual number of people in a room is zero

(i.e., the true label is 0). If Eve launches a crowd inference

attack in this empty room, both the trained SVM and DT

classifiers can initially identify the empty room with 100%

accuracy. However, after each defense strategy is implemented,

both classifiers misclassify the empty room as containing

one, two, or three people, also with a 100% probability.

Consequently, the accuracy of both classifiers dropped to 0%.

These results demonstrate that Eve consistently makes signif-

icant errors in estimating the crowd count when our defense

strategies are applied, further confirming the effectiveness of

our defenses.

VII. CONCLUSION

Wireless signals have demonstrated exceptional capability

to detect breathing activity and estimate person count, which

introduces a new threat to the security of personal information.

To address this issue, we design an ambush-based strategy by

actively deploying ambush locations and feeding eavesdrop-

pers who move to those ambush locations with fake breathing

rates or person count. This scheme enables the transmitter to

encode the specified fake breathing rate or person count into

CSI, and then utilize disturbance manipulation to deliver it to

the eavesdropper. We conduct an extensive real-world eval-

uation on the USRP X310 platform. Experimental results in

different scenarios consistently demonstrate the effectiveness

of the proposed defenses.
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