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Abstract
The threat of (HTs) and their detection is a widely studied field. While the effort for inserting a Trojan into an (ASIC) can be
considered relatively high, especially when trusting the chip manufacturer, programmable hardware is vulnerable to Trojan
insertion even after the product has been shipped or during usage. At the same time, detecting dormant HTs with small or
zero-overhead triggers and payloads on these platforms is still a challenging task, as the Trojan might not get activated during
the chip verification using logical testing or physical measurements. In this work, we present a novel Trojan detection approach
based on a technique known from (IC) failure analysis, capable of detecting virtually all classes of dormant Trojans. Using
(LLSI), we show how supply voltage modulations can awaken inactive Trojans, making them detectable using laser voltage
imaging techniques. Therefore, our technique does not require triggering the Trojan. To support our claims, we present three
case studies on 28 nm and 20 nm SRAM- and flash-based (FPGAs). We demonstrate how to detect with high confidence small
changes in sequential and combinatorial logic as well as in the routing configuration of FPGAs in a non-invasive manner.
Finally, we discuss the practical applicability of our approach on dormant analog Trojans in ASICs.

Keywords Hardware security · Hardware Trojans · Optical side-channels · Hardware snapshots · LLSI

1 Introduction

Due to their reconfigurability, high performance, and a
short time to market, programmable hardware, especially
(FPGAs), has become the default solution in many fields.
One of the main strengths of FPGAs compared with (ASICs)
is that the hardware configuration can be updated and even
reprogrammed during runtime. At the same time, the demand
for security increases as more and more security-critical
systems are based on electronics. Therefore, malicious mod-
ifications of the design, referred to as (HTs), endanger the
security of many applications. On FPGAs, a Trojan might be
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inserted after manufacturing and testing, i.e., in the untrusted
field [1, 2], for instance, by altering the entire configuration
(known as bitstream) or via partial reconfiguration. Partic-
ularly if the chip foundry can be trusted, this depicts a
much more powerful threat model than for ASICs. Most
security-critical FPGAs rely on bitstream encryption and
authentication to avoid such Trojan insertions. However,
these protection schemes have shown to be vulnerable to
various physical [3–6] and mathematical attacks [7], leav-
ing them susceptible to tampering. Consequently, in critical
applications, where the chip is deployed in an untrusted field
or could be accessed by untrusted parties, it should be pos-
sible to check the integrity of the hardware.

Integrity checking of running applications on FPGAs in
the field faces mainly two obstacles. First, while checking
the configuration against a golden bitstream would reveal
tampering (as proposed in [8]), it is not possible in many
cases. In several defense/aerospace applications,where flash-
based FPGAs [9] or SRAM-based FPGAs with preemptive
decryption key zeroization [10] are deployed, no bitstream
(encrypted or unencrypted) is available to the hardware test-
ing engineer in the field for verification. In these cases, the
configuration is stored inside the chip and bitstream readback

123

http://crossmark.crossref.org/dialog/?doi=10.1007/s13389-023-00323-3&domain=pdf
http://orcid.org/0000-0002-8569-2020


486 Journal of Cryptographic Engineering (2023) 13:485–499

is not possible. Even if the bitstream is available, analyzing
the unencrypted bitstream is not an option since the cir-
cuit and the secret keys for bitstream decryption should be
unknown even to the testing engineer. Moreover, the same
bitstream can be encrypted with various keys for different
FPGAs, and therefore, comparing encrypted bitstreams to
each other for tampering detection might also not be feasi-
ble.

Second, while early HTs had logic triggers that could
be activated by logical testing [11] under some circum-
stances, recently proposed HTs are classified as stealthy or
dormant. In other words, the Trojan payload reacts only
under extremely rare conditions, for instance, in a particu-
lar temperature, supply voltage, or frequency range [12] or
after a certain amount of specific events have occurred [13].
Furthermore, under operational and testing conditions, a
dormant Trojan tries to hide from physical inspection or side-
channel analysis, e.g., by leveraging analog components [13],
manipulating only the dopant level of the chip [14], or
changing only the routing configuration on programmable
hardware [12].

Several approaches based on side-channel analysis (SCA)
for detecting such dormant HTs have been proposed in
the literature [15–22]. However, they all face severe limi-
tations regarding resolution and the capability to detect all
types ofHTs. For instance, approaches using electromagnetic
(EM) backscattering side-channels are naturally limited by
their resolution and can only detect larger malicious design
changes [18, 19]. Furthermore, these approaches can reli-
ably detect dormant Trojans only with a high rate of false
positives. One technique that provides higher resolution is
optical probing, where the chip is scanned through its back-
side with a laser, and the reflected light is analyzed. However,
the reported approach based on electro-optical frequency
mapping (EOFM) [21] is limited to detectingmaliciousmod-
ifications only in the sequential logic, and thus, Trojans that
solely consist of combinatorial logic stay undetected.

A new optical probing technique that has recently been
leveraged in the hardware security field is called laser logic
state imaging (LLSI) [23]. It is an optical probing technique
that can extract the logic states of single transistors, and
therefore, more complex logic gates or memory cells [24]. In
LLSI, the chip’s supply voltage is modulated, which causes
the light reflection originating from a laser scanning irradi-
ation to be modulated as well. The modulation amplitude is
dependent on the carrier concentration present in the silicon,
for instance, inside the channel of a transistor. Consequently,
the LLSI signal is highly data-dependent and provides a prac-
tically unlimited number of electro-optical probes. Hence, it
should be possible to extract the configuration of an FPGA’s
logic fabric using LLSI, especially because the configuration
is held in memory cells distributed over the chip. The logic
state of these cells controls the functioning of (LUTs), mul-

tiplexers (MUXes), and pass transistors in switch boxes. In
this work, we try to clarify if small dormant HTs on state-of-
the-art FPGAs—consisting of combinatorial or sequential
logic—can be detected by applying LLSI.

Our contribution We indeed positively answer the above
question. First, we present how LLSI allows us to capture the
state of every transistor of the logic fabrics of SRAM- and
flash-based FPGAs. Based on this, we demonstrate how to
partially reverse-engineer the FPGA’s configuration, includ-
ing the detection of changes in a single LUT. Second, we
show how this new approach can detect small and dormant
HTs on FPGAs. Stimulating all transistors with the power
supply modulation awakens maliciously modified hardware,
from which we then can take a snapshot. Therefore, the Tro-
jan can be inactive/dormant, as our approach does not rely
on any switching activity on the chip. For detecting HTs,
we first capture a reference snapshot of the FPGA’s logic
fabric in the trusted field—when the design is known to be
Trojan-free. Later, to check if the design has been altered,
we capture a snapshot of the logic fabric and compare it to
the reference. We show that the high resolution of optical
probing allows detecting small changes of the configuration,
down to changes in a single combinatorial gate.

Our approach can be applied non-invasively since almost
all current FPGAs are available in flip-chip packages allow-
ing easy access to the silicon backside. To validate our claims,
we present three case studies on SRAM- and flash-based
FPGAs from Xilinx (28 nm and 20 nm technology) and
Microchip (28 nm technology), respectively. Although our
experiments are focused on FPGAs, we discuss why LLSI is
applicable for analog HT detection on ASICs.

Remarks on the extended version The original version of
this work has been presented in [25]. The version at hand
contains the following additional and revised content: (i)
the investigation of a new target device manufactured in
a 20 nm technology, including setup, results, and discus-
sions; (ii) a more thorough explanation and discussion of the
experimental setup, especially regarding the LLSI modula-
tion frequencies; (iii) a detailed discussion of how to prepare
a real-world device that should be investigated using the pre-
sented HT detection approach; and (iv) additional figures
depicting the experimental setup.

2 Background

2.1 Hardware Trojans

2.1.1 Properties and taxonomy

The term hardware Trojan (HT) includes a wide range of
malicious circuit modifications which, for instance, try to
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leak sensitive information through side-channels, implement
kill-switches and backdoors, or enforce faulty computations.
HTs can be characterized by their physical properties (e.g.,
type and size of modifications), activation characteristics
(i.e., trigger source and frequency), and action character-
istics (i.e., which goal the HT serves) [26]. As diverse as
the different types of HTs are, so are the potential entities
that might introduce the malicious modifications [27]. Dur-
ing the development and production of (ICs), weak points
include third-party intellectual property (IP) cores, mali-
cious design tools, and mask layout or doping concentration
modifications [28] by untrusted foundries. The platform
TrustHub [29] provides several design-levelHTbenchmarks,
primarily available as gate-level descriptions. TrustHub pro-
vides access to the automatically generated HT benchmarks
presented in [30] that alter existing circuit designs by insert-
ing malicious logic gates.

Programmable hardware devices, like FPGAs, are less
prone to production-based HT insertion than ASICs. On the
other hand, due to their reconfigurability, they provide the
possibility for malicious modifications even after the prod-
uct has been shipped to the user. It has been shown that the
key used for encrypting the bitstream on recent SRAM-based
FPGAs can be extracted using SCA techniques [3–6]. With
the extracted key at hand, the bitstream can be decrypted,
modified, and stored as a replacement for the original bit-
stream [17]. Although bitstream extraction from flash-based
FPGAs might not be possible, the adversary could still be
able to reprogram certain parts of the configuration or even
replace the entire chip containing her malicious version of
the design.

2.1.2 Hardware Trojans on FPGAs

While generic Trojans, such as backdoors, can be imple-
mented on both ASICs and programmable hardware, a few
HTs especially tailored to FPGAs have been proposed. For
instance, Jacob et al. have proposed an approach that exploits
shared resources between the programmable logic and the
embedded microcontroller on an FPGAs system on a chip
(SoC) [31, 32]. By hidden functionalities in an IP design
block, the programmable logic can access and manipulate
shared memory locations used for storing sensitive informa-
tion like cryptographic keys. Ender et al. have proposed a
Trojan that is solely based on minor timing modifications on
the chip [12]. They show that by operating the chipwithmod-
ified signal paths at a specific frequency, the data masking
scheme protecting against side-channel analysis attacks is
not functional anymore, allowing the extraction of the secret
key used in the protected algorithm. They show that on an
FPGA, longer signal paths can be realized by instantiating
route-thru LUTs, or by modifying the routing in the switch
boxes, which results in zero overhead in resource usage, and

therefore, is hard to detect. In another effort, Roy et al. [2]
showed that the reconfigurable LUTs could be exploited to
realize HTs with zero payload overheads. Finally, Ng et al.
[1] demonstrated that integrated sensors inside FPGAs could
be deployed as Trojan triggers.

2.1.3 Detection of hardware Trojans—related work

As already mentioned in Sect. 1, HT detection on FPGAs
cannot always be carried out by checking or comparing bit-
streams. Therefore, most of the HT detection techniques use
different kinds of physical measurements and side-channel
information obtained from the chip. Optical chip back-
side reflectance imaging [22], scanning electron microscopy
(SEM) imaging [33], or focused ion beam (FIB) imaging [34]
are not suitable for detecting HTs on FPGAs, because the
physical design and layout of the chip do not depend on the
actual programmed functionality. SCA techniques, such as
power analysis, EM analysis [20], or backscattering anal-
ysis [18, 19], can be used for all types of ICs. By applying
different clustering algorithms, the Trojan-infected chips can
be separated from the non-infected chips, often without the
need of a golden chip, i.e., a chip which is known to be
Trojan-free. However, these techniques only offer a limited
resolution, which requires the Trojan trigger logic to consist
of a minimum number of gates or being separated from its
input signals to a certain extent [18]. Furthermore, the clus-
tering does only work if the set of samples contains at least
one non-infected device.

SCA techniques offering higher resolution include
approaches that observe the chip’s operation through the sil-
icon backside, which is transparent to near-infrared (NIR)
light. For instance, photon emission (PE) analysis can be
used to compare dynamic and static emissions with the chip
layout [16] or emissions from a golden chip [15]. Further-
more, adding oscillators with inputs from the design that act
as beacons can facilitate the detection of tampering attempts,
especially when cheaper infrared imaging is used [17]. How-
ever, such an approach increases the resource consumption of
the design considerably in many cases and might not be able
to detect all possible changes in LUT configurations. One
approach providing higher resolution and better localiza-
tion capabilities is optical probing. The authors of [21] have
demonstrated that using an optical probing technique, all
(FFs) used in the hardware design can be located andmapped
to the intended design from the FPGA’s integrated devel-
opment environment (IDE). In this way, malicious changes
in the sequential logic can be detected reliably and in a
non-invasive fashion, if the chip is packaged as flip-chip.
However, combinatorial logic cannot be detected using that
approach, which is the major downside of the approach.
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Fig. 1 Simplified schematic of anFPGA logic block. LUTs andMUXes
are controlled by configuration memory cells

2.2 Field-programmable gate arrays (FPGAs)

The heart of an FPGA is its configurable logic fabric, con-
sisting of an array of small configurable logic elements
containing lookup tables (LUTs) and flip-flops (FFs) for
implementing combinatorial and sequential logic, respec-
tively. Configurable routing resources interconnect these
blocks. Together with on-chip memories and input/output
capabilities, such as transceivers, the designer can implement
virtually every functionality on the FPGA. To add the soft-
ware configurability of processors to FPGAs, vendors offer
soft processor cores, and recently even SoCs containing both
ASIC processors and an FPGA logic fabric, connected by an
effective interconnection network.

Although the logic fabric architecture differs between
manufacturers, the building blocks are multi-input LUTs for
combinatorial logic, FFs for sequential logic, andMUXes for
signal routing, see Fig. 1. The twomain configuration storage
types for FPGAs are volatile SRAM-based and non-volatile
flash-based memories.

2.2.1 SRAM-based

The dominating manufacturers for FPGAs are Xilinx
(acquired by AMD) and Intel (formerly Altera), with a com-
bined share of more than 85% [35]. Both of them focus
on SRAM-based FPGAs. The advantage of using SRAM
as memory technology is that the chip can be manufactured
with cutting-edge chip technologies, which allows for higher
logic densities. Due to the volatile nature of SRAM cells,
the FPGA’s configuration is lost after every power-down.
Therefore, the configuration (the bitstream) must be stored
in external memory and loaded upon every reboot by the
FPGA’s configuration fabric. This fabric decrypts the con-
figuration and loads it into the distributed SRAM cells on
the chip, which determine the behavior of LUTs, MUXes,
and routing transistors. One advantage of the volatile config-
uration storage is the possibility to partially reconfigure the
logic fabric during runtime.

Fig. 2 Schematic of LLSI image acquisition. The DUT is scanned with
a laser through the chip backside; due to a power supply (VCC) modu-
lation, the reflected light is modulated, which can be detected

2.2.2 Flash-based

Flash-based FPGAs are offered mainly by Microchip (for-
merly Microsemi) and Lattice Semiconductor, with a com-
bined market share smaller than 12% [35]. The main advan-
tage of flash-based FPGAs over SRAM-based FPGAs is
their lower power consumption. Further, the configuration
is stored in a non-volatile way in distributed flash cells. One
reason for the lower power consumption is that flash cells
consist of fewer transistors than SRAM cells and do not need
to be powered for retaining their value.

2.3 Laser-based logic readout

2.3.1 Technique

Optical probing is a powerful approach known from IC fail-
ure analysis (FA). A laser is pointed on the chip’s backside,
and switching activity causes the reflected laser light to mod-
ulate. More specifically, mainly the concentration of free
carriers distinguishes the refraction and absorption of the
laser light in silicon. When the laser scans the device and
the reflected signal is fed through a bandpass filter set to
a frequency of interest, all areas on the chip switching at
a frequency of interest can be detected. The correspond-
ing technique is called electro-optical frequency mapping
(EOFM) or laser voltage imaging (LVI).

Using classical EOFM, only periodically switching ele-
ments on the chip can be detected. The static logic state
of circuits, however, can be captured using laser logic state
imaging (LLSI), which was introduced as an extension to
EOFM [24]. The main idea behind LLSI is to stop the clock
and induce a periodic frequency into the entire logic by mod-
ulating the power supply, see Fig. 2. This causes the free
carrier concentrations to vary periodically, e.g., in the chan-
nel of transistors or in capacitors. This, in turn, modulates the
reflected light, which can be detected using EOFM. Transis-
tors that are switched on (low-ohmic channel) can thus be
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Fig. 3 Approach for detecting tampering with the FPGA logic fabric
configuration

distinguished from transistors that are switched off (high-
ohmic channel).

2.3.2 Related work

LLSI has been used in the hardware security field to extract
the values stored in SRAM cells or FFs. The authors of [23]
demonstrated that the FF content of an FPGA manufactured
in a 60 nm technology can be extracted using LLSI. Using
classical image recognition techniques, they show that the
content can be extracted in an automated fashion. In [36],
the authors demonstrate that a key stored in the SRAM of
a microcontroller can be extracted using LLSI combined
with deep learning techniques without the need to reverse-
engineer the chip’s layout. To the best of our knowledge,
LLSI has neither been used to extract an FPGA’s logic fabric
configuration nor to detect HTs.

3 Approach

In our scenario, the supply chain from the finished product
to the field cannot be trusted. In other words, an adversary
might replace or change the device’s functionality after it has
left the trusted design house. In such a scenario, the highest
efforts are paid to detect malicious hardware, e.g., inmilitary,
space, and aircraft applications. Although LLSI can capture
the states of transistors and memory cells in all ICs, our goal
in this work is to apply LLSI for creating snapshots of the
logic fabric in FPGAs. To do so, we need to modulate the
supply voltage of the logic under test, in our case, of the logic
fabric, see Sect. 2.3. Furthermore, we need to halt the clock
of the FPGA. To test if the FPGA’s configuration manifests
in the hardware snapshots, we configure the logic fabric in
different ways, for instance, by altering the configuration of
LUTs and the routing.We then compare the snapshot images

to see if the changed configuration can be detected and at
which location the change has occurred.

Once different configuration changes can be detected, the
knowledge can be used to also detect malicious modifica-
tions on the chip, see Fig. 3. In our approach, we create a
snapshot of the original Trojan-free design, also known as
golden design, in the trusted design house (1). It typically
will be necessary to create multiple snapshots to cover the
entire logic fabric area with high resolution. We then assume
a malicious entity that inserts a Trojan into the FPGA con-
figuration of the product. Before using the final product in
a security-critical application, the integrity of the IC should
be certified. For this, we create a snapshot of the suspected
chip (2). To eliminate the chance of any tampering, we com-
pare the golden snapshot with the current snapshot (3). For
comparing the snapshots, subtracting the images might be
helpful. If there are differences, this indicates that the con-
figuration has been altered, and the chip is not trustworthy. It
should be noted that the state of the FPGA in step (1) and (2)
should be the same, i.e., the clock should be stopped in the
same cycle.We expect our approach to work on both SRAM-
and flash-based FPGAs.

SRAM-based FPGAs SRAM-based FPGA configuration
takes place by configuring LUTs and global/local routing
via SRAM cells. In the end, all configuration SRAM cells
do control MUXes, which consist of pass transistors. Since
LLSI can extract the logic states of CMOS transistors, the
FPGA’s entire configuration should be extractable—given a
sufficiently high optical resolution.

Flash-based FPGAs The configuration of flash-based
FPGAs is stored in dedicatedflash cells,which are distributed
over the chip. They control the LUTs and global/local rout-
ing using multiplexers, which, like in SRAM-based FPGAs,
consist of pass transistors. Therefore, also the configuration
of flash-based FPGAs should be extractable using LLSI. If
the flash cells are supplied by another voltage rail, it might
be possible to see a configuration dependency by modulating
that rail.

4 Experimental setup

This section first presents our measurement setup, followed
by the devices under test (DUTs) and their setup for conduct-
ing LLSI.

4.1 Measurement setup

As the setup for capturing the LLSI images, we use a Hama-
matsu PHEMOS-1000 FAmicroscope, see Fig. 4a, equipped
with a high-power incoherent light source (HIL) for optical
probing. Themicroscope offers 5×, 20×, and 50× lenses and
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(a) PHEMOS-1000 (b) Flip-chip package

Fig. 4 Xilinx Kintex-7 target under the PHEMOS-1000 microscope
with 5× lens in use (a) and photography of the Xilinx UltraScale device
(b)

(a) Schematic (b) Modulator

Fig. 5 LLSI modulation setup with the modulation regulator schematic
(a) and the modified MIC22705YML-EV board (b)

an additional scanner zoom of ×2, ×4, and ×8. Due to the
light source’swavelength of around 1.3µm and the numerical
aperture (NA) of our 50× lens of 0.71, the minimum beam
diameter is around 1µm. The step size of the galvanometric
scan mirrors, however, is in the range of a few nanometers.
For EOFM/LLSI measurements, the frequency of interest f ,
the bandpass bandwidth � f , and the pixel dwell time �tpx
(in ms/px) can be configured in the PHEMOS software. To
achieve LLSI measurements with an acceptable noise level,
it is required to modulate the power rail of interest at more
than around 80 kHz. LLSI image to the exact position on
the chip, an optical light reflectance image can be captured
alongside the measurement.

To better evaluate the LLSI signal differences and map
them to a location on the optical image, we used the ImageJ
application [37]. The pixel-wise subtraction of two LLSI
images results in a mostly gray image with the differences
displayed in white and black color. While this already shows
the differences between the images clearly, the location of
the changes is not intuitively visible. To superimpose the dif-
ference image on an optical image, we first remove noise by
the “despeckle” functionality of ImageJ, and then merged
the optical image and the difference image. To improve the
visibility of the differences, we have remapped the black and
white spots in the raw difference image to the colors yellow
and green.

4.2 Devices under test

4.2.1 Xilinx Kintex-7 FPGA

As SRAM-based FPGA, we chose the Xilinx Kintex-7
XC7K70T, manufactured in a 28 nm technology. The chip
is available in a ball grid array (BGA) bare-die flip-chip
package on a Numato Systems Skoll development board.
The FPGA can be programmed using the Xilinx Vivado
IDE. In the Kintex-7 architecture [38], the logic fabric is
comprised of (CLBs), so-called logic slices, and have a
switch matrix for connecting to the global routing matrix.
One slice consists of four 6-input LUTs (which can be con-
figured as two 5-input LUTs with separate outputs each),
eight FFs, as well as MUXes and arithmetic carry logic.
While the slice naming uses X and Y coordinates (e.g.,
SLICE_X0Y0), the LUTs inside one slice are named from
A5LUT/A6LUT to D5LUT/D6LUT, and the corresponding
FFs from AFF/A5FF to DFF/D5FF. Next to the logic slices
(2/3 of all slices), there are also memory slices usable as
distributed RAM or shift registers.

Toprepare the device forLLSImeasurements,wedisabled
the onboard voltage regulator for VCC. Then, we soldered an
SMA connector to the voltage rail for supplying the voltage
externally via a power supply that can be modulated. For this
purpose, we modified a MIC22705YML-EV voltage regu-
lator evaluation board by replacing the resistor between the
feedback pin andGNDwith a resistor to set the correct output
voltage, in series with a 50� resistor, see Fig. 5. In parallel to
the latter, we connected aKeithley 3390 laboratorywaveform
generator to generate a sinewave. The regulator’s output then
provides a sine wave with a frequency of up to 300 kHz and a
DC offset of the rated value for VCC of 1 V with a sufficient
current drive strength. For higher frequencies, the regulator
would stop functioning as intended. However, already when
trying to modulate the DUT’s voltage rail at low frequencies
of a few kHz, no significant modulation can be measured on
the printed circuit board (PCB)’s voltage rail. The reason for
that is the existence of large decoupling capacitors, smooth-
ing undesired peaks and fluctuations of the supply voltage.
We desoldered all decoupling capacitors connected to VCC
of 0.1 µF and larger using a hot air station to achieve a suf-
ficiently high modulation amplitude. As a result, we could
achieve a peak-to-peak modulation between 150 mV and
200mV around the VCC offset of 1V at a frequency f of
80 kHz.

Figure 6a shows optical (light reflectance) images of the
entire chip and a section of the logic fabric.A rawLLSI image
from the Kintex-7 logic fabric indicates that the modulation
of VCC influences the light reflection almost everywhere,
see Fig. 7.
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2mm 30 �m

(a) Xilinx Kintex-7

4mm 30 �m

(b) Xilinx UltraScale

4mm 30 �m

(c) Microchip PolarFire SoC

Fig. 6 Laser reflection images of the DUTs: entire chip (left) and zoom into the logic fabric (right)

4.2.2 Xilinx UltraScale FPGA

As a second SRAM-based FPGA, we chose the Xilinx Ultra-
Scale XCKU040, manufactured in a 20 nm technology. The
chip is available in a flip-chip bare-die package, see Fig. 4b,
on an AVNET development board (model AES-KU040-DB-
G). Similar to the Kintex-7 architecture (Sect. 4.2.1), the
UltraScale logic fabric is comprised of CLBs. Each CLB
contains one slice providing eight 6-input LUTs (which
can also be configured as two 5-input LUTs with separate
outputs), sixteen FFs, as well as MUXes and arithmetic
carry logic. The slices are named using X and Y coordi-
nates, whereas the LUTs and FFs are named with capital
letters (A5LUT/A6LUT to H5LUT/H6LUT and AFF/AFF2
to HFF/HFF2). Next to the logic slices, there are memory
slices that can be used as distributed RAM or shift regis-
ters. Figure6b shows optical images of the entire chip and a
section of the logic fabric.

To modulate the voltage rail of the UltraScale target, we
used the same external modulation circuit as for the Kintex-7
(see Fig. 5). First, we disabled the onboard voltage regulator
for VCC (0.95V) by desoldering the coil at the regulator’s
output. Then, we soldered an SMA connector to the corre-
sponding pad for supplying VCC externally. Furthermore,
we desoldered all decoupling capacitors connected to VCC
of 0.1µF and larger from the PCB for being able to modu-
late the voltage rail at a sufficiently high frequency. For the
experiments, we used a peak-to-peak modulation of around
150mV at a frequency f of 80kHz with a VCC offset of
0.95V.

4.2.3 Microchip PolarFire SoC FPGA

Asflash-basedFPGA,we chose theMicrochip PolarFire SoC
MPFS250T-FCVG484EES, manufactured in a 28 nm tech-
nology. The configuration is stored in distributed flash cells
manufactured in Microchip’s SONOS technology [39], con-
sisting of two floating-gate transistors. The chip is available
on the PolarFire SoC FPGA Icicle Kit in a BGA flip-chip

Fig. 7 LLSI raw image from the logic fabric on the Kintex-7 FPGA.
50× (×2) zoom, �tpx = 2.1 ms/px, � f = 300 Hz

package with a lid. After cooling down the device in a typi-
cal household freezer, we could pry off the lid using a knife
to access the chip backside. The FPGA can be programmed
using the Microsemi Libero IDE. In the PolarFire architec-
ture [40], the logic fabric is comprised of arrays of logic
clusters (LCs) that are connected by interface logic (IL). Each
LCconsists of 12 logic elements (LEs),whereas eachLEcon-
tains a 4-input LUT, a FF, and a MUX. Next to a connection
to the IL, the individual LEs inside one LC are connected by
a carry chain. Next to the LCs, there are other blocks, such
as dedicated math and memory blocks, connected via the IL.

We could use the onboard MIC22705YML voltage reg-
ulator for modulating VDD of this target. Via a jumper, the
resistor in the feedback path can be changed to create a
1.0V or 1.05V supply voltage. By removing the jumper and
connecting our own resistors, we could create the samemod-
ulation capabilities as shown in Fig. 5a. To increase the LLSI
signal’s amplitude, we desoldered all decoupling capacitors
connected to VDD of 0.1µF and larger from the PCB. We
used a peak-to-peak modulation of approximately 170m V
around the VDD offset of 1V. A modulation frequency f
of 83.5kHz led to the highest LLSI signal amplitude. Note
that the SONOS cells are not supplied by VDD but VDD25,
which is supplied by a 2.5V regulator. To modulate the
VDD25 voltage, we soldered a jumper to disable the onboard
regulator and added an SMA connector to supply VDD25
via our external modulator circuit. However, as we could not
detect any benefit over modulating VDD, we only used the
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VDDmodulation for the experiments presented in this paper.
Figure6b shows optical images of the entire chip and a part
of the logic fabric.

5 Results

5.1 Detecting changes in the logic fabric

To investigate the capabilities of LLSI for detecting changes
in the logic fabric configuration, we first tried to detect small
changes within one logic element, i.e., changes in the LUT
configurations and FF logic states. Although the number of
different configurations is high, we aimed at creating a good
coverage of detectable changes.

5.1.1 SRAM-based (Kintex-7)

LUT used versus unused We compared implementations
where once the LUT is unused and once a route-thru LUT is
implemented. We assumed a route-thru LUT to be the con-
figuration with minimal differences compared to the unused
LUT, as the input of the LUT is directly routed to the output
of the SLICE. Nevertheless, the differences can be clearly
identified, see Fig. 8a.

LUT inputs 0 versus 1 When changing the values of LUT
inputs, which originate from the output of another LUT or a
FF, the change is clearly visible as well, see Fig. 8b. As could
be expected, we observed fewer changes if fewer input values
are changed. Still, we could detect changes also if only one
input value is changed.

LUT configuration value changes The smallest possible
change we could imagine is the manipulation of single bits in
the LUT configuration. We observed that the number of bits
changed in the LUT configuration INIT value does not nec-
essarily determine how significant the difference in the LLSI
response is, see Fig. 8c, d. We assume that not the SRAM
cell holding the configuration produces the LLSI signature,
but the actual multiplexers and pass transistors. If a configu-
ration change causes—due to the applied LUT inputs—more
multiplexers to change their states (cf. Fig. 1), there will be
a bigger difference between the LLSI images.

FF value 0 versus 1 Finally, we designed a bit more com-
plex design, which contains two FFs and one LUT residing in
different logic slices, see Fig. 9.We have subtracted the LLSI
images of two consecutive clock cycles.While the difference
for the LUT is concentrated in a single small area, there are
many different spots for the FFs. This might be explained by
the fact that the input buffers, the actual memory cell, the out-
put buffers, and the clock buffers have changed their values
by advancing a clock cycle as well. Interestingly, although
the two registers were instantiated in exactly the same way
in the IDE, different changes can be observed between them.

10 �m – =

Route-thru LUT unused Difference
(a) LUT used (route-thru) vs. unused

– =

Inputs = 0 Inputs = 1 Difference
(b) 5-input LUT with all inputs set to one value

– =

0x00008000 0x00010000 Difference
(c) 1-bit LUT configuration (INIT) value change

– =

0x0000f000 0x000ff000 Difference
(d) 4-bit LUT configuration (INIT) value change

Fig. 8 Kintex-7 LLSI results for different lookup-table configurations.
50× (×4) zoom, �tpx = 3.3ms/px, � f = 100Hz

This might be caused by the different output configurations
of the FFs or an asymmetric ASIC design of the CLB. For
instance, the clock buffers or some intra-CLB routing capa-
bilities, which are invisible in the IDE for the designer, might
reside close to DFF. Finally, we could observe differences in
the (assumed-to-be) routing areas, supposedly interconnect-
ing the two slices X0Y1 and X1Y1.

5.1.2 SRAM-based (UltraScale)

To investigate if similar results can be achieved on a DUT
manufactured in a smaller technology, we conducted the
same experiments on the UltraScale FPGA.

LUT used versus unused Although the technology node
size of theUltraScale series is around 28% smaller than of the
Kintex-7 series, the difference between a route-thru LUT and
a completely unused LUT is clearly visible, see Fig. 10a. Due
to the technology size reduction, the affected area is smaller
but can still be resolved using our optical setup. Furthermore,
the difference image looks more blurry than for the Kintex-7
FPGA. One explanation for this might be the lower modula-
tion amplitude achievable on the UltraScale board.

LUT inputs 0 versus 1 Flipping the LUT’s inputs values
can be detected reliably as well, see Fig. 10b. Interestingly,
the affected area seems to be as large as in the previous exper-
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20 �m

D5LUT (SLICE X1Y1)

DFF (SLICE X0Y1)

AFF (SLICE X0Y1)

Routing
buffer

Routing
buffer

(a) LLSI difference (b) Logic schematic

Fig. 9 Kintex-7 LLSI difference superimposed over an optical image
for FF values0 versus1withCLB inputs and outputs connected.Yellow
and green colors correspond to the black and white spots in the raw
difference image. 50× (×2) zoom, �tpx = 2.1 ms/px, � f = 300 Hz

iment on used vs. unused LUT. The reason might be that we
cannot control the routing of signals and which values are
applied to unused inputs.

LUT configuration value changes We could clearly detect
the same LUT configuration changes that we could detect on
the Kintex-7, see Fig. 10c, d. For this target, the affected area
neither reflects the number of bits changed in the configura-
tion. This observation supports the hypothesis that the LUT’s
multiplexers and not the memory cells for the configuration
contribute most to the LLSI signal.

FF value 0 versus 1 When investigating an entire CLB
with one LUT and two FFs in use, multiple areas with differ-
ences in the LLSI image can be observed, see Fig. 11. Again,
we subtracted the LLSI images of two consecutive clock
cycles. From the knowledge gained in the previous exper-
iments, we could identify the changes in the LUT and map
two areas with similar changes to the two FFs. Despite these
distinctly allocable changes, many other areas with clear dif-
ferences appear in the image. These changes seem to belong
to the CLB’s MUXes (left of the LUTs and FFs) and routing
resources, such as buffers (right side of the image). However,
since the chip’s layout is unknown, these assumptions cannot
be verified further.

5.1.3 Flash-based (PolarFire SoC)

To investigate whether configuration changes can also be
detected on the flash-based FPGA, we conducted similar
experiments on the PolarFire SoC FPGA.

10 �m
– =

Route-thru LUT unused Difference
(a) LUT used (route-thru) vs. unused

– =

Inputs = 0 Inputs = 1 Difference
(b) 5-input LUT with all inputs set to one value

– =

0x00008000 0x00010000 Difference
(c) 1-bit LUT configuration (INIT) value change

– =

0x0000f000 0x000ff000 Difference
(d) 4-bit LUT configuration (INIT) value change

Fig. 10 UltraScale LLSI results for different lookup-table configura-
tions. 50× (×4) zoom, �tpx = 2.1 ms/px, � f = 300 Hz

10 �m

AFF

DFF

H6LUT

(a) LLSI difference (b) Logic schematic

Fig. 11 UltraScaleLLSIdifference superimposedover anoptical image
for different FF values and LUT inputs. 50× (×4) zoom, �tpx =
2.1 ms/px, � f = 300 Hz
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LUT used versus unused For this target, we compared the
configuration for a route-thru LUT with an unused LUT as
well, see Fig. 12a. The LLSI responses show a clear differ-
ence, although the corresponding area is smaller than on the
Xilinx FPGAs. The reasonmight be that the LUTs onKintex-
7 and UltraScale have up to 6 inputs, while they only have
4 inputs on PolarFire, resulting in a significant difference in
the number of contained MUXes.

LUT inputs 0 versus 1 The area of differences when
only the LUT inputs change are smaller than the differences
between a used and unused LUT—as can be expected, see
Fig. 12b.

LUT configuration value changes Changes in the LUT
configurations can be detected as well. For a large change in
the configuration, i.e., by flipping all bits, the change with the
largest area is visible, see Fig. 12c. As for the other FPGAs,
the reason might be the different number of MUXes affected
by the configuration change, under the assumption that the
inputs of the LUT stay constant. For a 2-bit change in the
INIT value, a smaller difference is visible, see Fig. 12d.
Moreover, we observed that when all LUT inputs are set to
0, the difference for changedINITvalues is larger thanwhen
all inputs are set to1. Since in our experiment the output of the
LUT was not changed by applying the different inputs (due
to the configured INIT value), we suppose that a different
number of multiplexers changed their states depending on
the LUT inputs.

FF value 0 versus 1 Similar to the experiments on the
SRAM-based FPGAs, we created snapshots of a larger area
of the logic fabric, on the one hand, to observe the LLSI
response differences for a FF, and on the other hand, to learn
about the detectability of buffers and routing transistors. Fig-
ure13 shows the difference of two LLSI responses captured
in two consecutive clock cycles. The state change of the FF is
clearly visible on the top right of the image. The three LUTs
receive the output of the FF as inputs, and therefore, their
responses differ, too. Differences can also be observed in
between the rows of logic elements. These areas presumably
belong to the routing logic, thus containing data and clock
buffers.

5.2 Detecting changes in routing

The authors of [12] propose malicious modifications in the
signal runtime on the FPGA by using either route-thru LUTs
or manipulating the routing to take longer paths. We have
already shown that the insertion of route-thru LUTs can be
detected; see Sect. 5.1. To test the capability of our approach

10 �m – =

Route-thru LUT unused Difference
(a) LUT used (route-thru) vs. unused

– =

Inputs = 0 Inputs = 1 Difference
(b) 4-input LUT with all inputs set to one value

– =

0x0000 0xffff Difference
(c) Large LUT configuration (INIT) value change

– =

0x0100 0x0010 Difference
(d) Small LUT configuration (INIT) value change

Fig. 12 PolarFire SoC LLSI results. Images rotated by 90 degrees,
50× (×4) zoom, �tpx = 3.3 ms/px, � f = 100 Hz

15 �m

4LUT (14,9)
DFF

(19,10)

Routing
buffer

Routing
buffer

4LUT (13,6) 2LUT (17,6)

Routing
buffer

Routing
buffer

(a) LLSI difference (b) Logic schematic

Fig. 13 PolarFire SoC LLSI difference superimposed over an optical
image for different FF values and LUT inputs. 50× (×2) zoom, �tpx =
3.3 ms/px, � f = 100 Hz
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(a) Placement schematic of design with LUT in SLICE X1Y1
(yellow) and in SLICE X4Y0 (blue)

30 �m

Route-
thru LUT

(SLICE X1Y1)

Route-
thru LUT

(SLICE X4Y0)

Routing

Routing

Routing

Routing

(b) LLSI difference

Fig. 14 Difference in routing configuration on Kintex-7 when moving
a route-thru LUT from SLICE X1Y1 to X4Y0 while keeping the signal
source and destination in SLICE X1Y1 and X0Y1. 50× (×2) zoom,
�tpx = 2.1 ms/px, � f = 300 Hz

to detect changes in the routing, we created a design for the
Kintex-7 FPGA that contains one route-thru LUT, whose
location we change between two measurements. Thereby,
the signal is forced to be routed differently. For the first
snapshot, the LUT is placed in SLICE_X1Y1, while for the
second snapshot, it is placed in SLICE_X4Y0, see Fig. 14a.
The signal source and sink are kept at the same location (in
SLICE_X0Y1 andX1Y1). Figure14b clearly shows not only
the differences in the LLSI response for the changed LUT
placement but also for the routing logic. Consequently, one
can also detect changes in signal routing with our approach.

5.3 Trojan benchmarks

The previous results have already shown that small changes,
down to single bit changes in the LUT configuration and
small changes in the routing configuration, can be detected
using our method. Therefore, we have demonstrated that
LLSI can detect themaliciousmodifications proposed in [12]
introducing changes in the signal path delays. To demon-
strate that we can also detect other HTs proposed in the
literature, we exemplarily implementedHTbenchmarks gen-
erated using the TRIT framework [30], which can be found
on TrustHub [29]. We implemented two benchmarks on the
Kintex-7DUT, one consistingonlyof combinatorialHT logic
(from TRIT-TC) and one also containing sequential logic
(from TRIT-TS). All provided benchmarks generated using

(a) 50× zoom (b) 50× (×2) zoom

Fig. 15 Combinatorial Trojan benchmark (c2670_T071) section on
Kintex-7. (a) �tpx = 5ms/px , (b) �tpx = 3.3 ms/px, � f = 100 Hz

(a) Free vs. Trojan (b) Free vs. Free, different
runs

Fig. 16 Sequential Trojan benchmark (s1423_T607) section onKintex-
7. 50× (×2) zoom, �tpx = 3.3ms/px , � f = 100H z

TRIT introduce additional logic gates and/or FFs. We fixed
the location and routing placement of all logic components
and the routing that does not belong to the HT trigger or
payload to keep the changes of the implementation minimal.

5.3.1 Combinatorial Trojan

The c2670_T071 HT benchmark introduces six additional
logic gates. Figure15only shows apart of the logic fabric area
consumed by the implementation. However, already in this
section of the design, clear differences can be observed. As
can be seen, zooming into an areawith suspicious differences
can highlight the changes more clearly.

5.3.2 Sequential Trojan

Next to combinatorial gates, the s1423_T607 benchmark
contains a counter with 15 states implemented using FFs.
Figure16a indicates that many changes can be detected both
in the CLBs and routing areas. As expected, when captur-
ing two LLSI images of the same area from the Trojan-free
design, no clear differences can be observed, see Fig. 16b.
This proves that the previously observed differences are not
only caused by noisy measurements.
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6 Discussion

In this section, we first discuss further research directions
continuing our approach. Subsequently, we talk about the
applicability of our approach and discuss potential limita-
tions.

6.1 Further research directions

6.1.1 Application to ASICs

Regarding the applicability of our approach to ASIC imple-
mentations, a few things have to be kept in mind. Generally,
it should be possible to detect the locations of all transistors
and then overlay the layout file. In this way, irregularities and
deviations from the intended designs can be detected, even
without having a golden chip. One drawback is thatmodifica-
tions that only affect themetal layers cannot be detected if the
changes do not manifest in the light reflection. However, we
think that detecting analog HTs, such as capacitor-based and
dopant-level Trojans, should be possible using LLSI. Since
theseHTsuse analogproperties of the chip and are pre-silicon
modifications,we could not investigate them.However, in the
following, we explain why our approach should be able to
detect such HTs.

Detecting capacitor-based TrojansResults from [24] indi-
cate that decoupling capacitors can be imaged using LLSI.
Since these capacitors are connected between VCC and
GND, the power supply modulation will modulate the elec-
tric field and charge density of the capacitor,which influences
the light reflection. Therefore, LLSI might also be applicable
to detect HTs that only introduce changes in the capacitance
to create a stealthy triggermechanism (e.g., A2Trojans [13]).

Detecting dopant-level Trojans The investigations in [41]
and [42] show that the light reflection for optical probing
depends on the doping level of the silicon. Therefore, mali-
cious modifications in the doping concentration to alter the
functionality of logic gates [14] might be detectable using
LLSI.

6.1.2 Reverse-engineering the FPGA configuration

As already shown in thiswork, the configuration of the FPGA
logic fabric is contained in the LLSI snapshots. Although
the resolution seems to be insufficient to extract the exact
configurationsmanually,machine learning approachesmight
be able to solve that task. The advantages of employing deep
learning techniques have already been demonstrated in [36]
for data extraction from dedicated on-chip memories. Such
configuration extraction can also facilitate the structural and
functional reverse engineering of bitstreams in proprietary
formats.

6.2 Applicability of LLSI

We have shown that our approach using LLSI can detect a
wide range of changes in the FPGA logic fabric configura-
tion. In the following, we discuss the practical applicability
of LLSI.

6.2.1 Chip access

For our approach, we need access to the silicon backside of
the chip. Since all FPGAs used in this work are only available
in flip-chip packages, this requirement can be easily met.
Moreover, due to performance, size, cost, and environmental
compatibility reasons, chips are predominantly delivered in
flip-chip packages [43].While many of such packages have a
lid installed—whichwe could easily remove for the PolarFire
SoC—there are also bare-die packages available, like the one
of our Kintex-7 and UltraScale DUTs. Consequently, if a
customer would like to have the opportunity to test the chip
for HTs using an optical probing approach, he or she should
choose a bare-die package to facilitate testing. Thinning or
polishing the silicon backside is not necessary for optical
probing, as shown in this work.

6.2.2 PCBmodifications

In order to reach modulation frequencies of 80 kHz and
higher, we had to replace the voltage regulator on the Kintex-
7 and UltraScale DUTs with an external one. However, on
the PolarFire DUT, we could leverage the on-PCB regulator
for the modulation, requiring no modifications on the PCB.
Consequently, by using a suitable voltage regulator on the
PCB, there is no need to provide the modulated voltage from
an external source.

During our investigations, we observed that a higher mod-
ulation of the supply voltage produces a clearer LLSI image,
and consequently, a shorter pixel dwell time is sufficient.
Moreover, a higher modulation frequency can further reduce
the pixel dwell time, leading to faster scan times. The PCB
and the die interposer PCB, however, are designed to com-
pensate spikes and smooth undesired peaks and fluctuations
of the supply voltage. For this purpose, decoupling capacitors
of different sizes are connected between the supply voltage
rail and ground, effectively acting as low-pass filters.

To achieve the desired modulation amplitude of the power
rail at frequencies above 80 kHz,we had to remove the decou-
pling capacitors of 0.1 µF and larger from the PCB.Due to the
existence of other capacitive and inductive elements in the
circuit, a highermodulation frequency results in a lowermod-
ulation amplitude and, therefore, a lower LLSI signal level.
Consequently, there is a tradeoff between the noise ratio in
the LLSI images, the scan time, and the electrical prepara-
tion of the DUT. Due to practical reasons, we did not remove
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smaller capacitors. Furthermore, we did not remove capaci-
tors from the interposer PCB, as there is no documentation
on potential effects available. Nevertheless, a device that is
ready for use in a practical application must have installed all
capacitors due to reliability and stability constraints.Oneway
to still enable the measurements required by our approach is
the installation of jumpers or other switches on the PCB to
disable the capacitors on demand.

6.2.3 Optical stability

In our experiments, we observed that the optical focus
was slightly drifting during the LLSI measurements due to
mechanical instabilities in the setup. Since the LLSI signal
heavily depends on the focus position, there are small dif-
ferences between LLSI images that are not caused by design
modifications. However, the stability of our setup was suffi-
cient to produce reliable and significant results for detecting
malicious changes in the design. Nevertheless, the image
quality will improve if the mechanical stability is enhanced,
for instance, by operating the setup in a tempered room and
a shock-absorbing building.

6.2.4 Optical resolution

The optical resolution of laser-assisted side-channel tech-
niques has been discussed extensively by the research com-
munity in numerous publications, e.g., in [4, 21, 44–47]. We
discuss the most important and new insights in the following.

Both FPGAs used in this work were manufactured in
28 nm and even 20 nm technologies. Although the minimum
width of our setup’s optical beam is around 1µm, it should
be kept in mind that the technology size does distinguish
neither the minimum size of a transistor nor the typical dis-
tance between transistors. An important fact is that the laser
scanner has a step size in the range of a few nanometers.
Therefore, while scanning with the laser over the DUT, the
beam covers one specific point on the chip multiple times.
Consequently, if the beam covers multiple nodes of inter-
est, the LLSI image shows a different position-dependent
superposition of the same nodes at different adjacent pixel
locations. However, due to the Gaussian intensity distribu-
tion of the beam, it might still be possible to extract the logic
state. This explains why optical probing delivers meaning-
ful results also on structures that are smaller than the beam
diameter.

Moreover, a so-called solid immersion lens (SIL) can be
used to increase the optical resolution down to 250 nm [48],
which is sufficient to resolve individual transistors in a 14 nm
technology [49]. Accordingly, Intel has shown that LLSI can
be applied on very small devices, such as single inverters, on
a test chip manufactured in a 14 nm technology [24].

Even if it might not be possible to resolve single SRAM
cells used for configuration storage in future technologies,
the FFs, MUXes, and other pass transistors are influenced by
the configuration and contribute to the LLSI image as well.
This is supported by the observation that even on the 20 nm
FPGA, the different LUT configurations could be detected.
Furthermore, typical HTs in benchmarks alter the design by
inserting or modifying multiple logic gates or FFs, resulting
in huge changes, which we could detect reliably.

7 Conclusion

Dormant hardware Trojans that introduce only tinymalicious
hardware modifications pose a severe threat in security-
critical applications. In this work, we have demonstrated a
detection approach for dormant HTs using the laser-assisted
optical probing method LLSI. By modulating the power sup-
ply of the chip, even inactive logic is visible on the logic
snapshots. By awakening the potential Trojan in this way,
no malicious modification of the FPGA’s configuration stays
undetected.We have demonstrated that our approach is appli-
cable to recent SRAM- and flash-based FPGAs on themarket
in a non-invasive manner. It did not make a significant differ-
ence whether the FPGAs were manufactured in a 28 nm or
20 nm technology. Finally,we have explainedwhyour frame-
work should also be suitable for detecting stealthy HTs on
ASICs.
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