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Abstract—This paper presents a novel technique that greatly
improves the reliability of FPGA-based CRO PUFs. We improve
upon existing CRO implementations and increase the number
of configurations per CLB tile from 16 384 to 1.1 × 1012. To
maximize reliability, each CRO pair must be configured to
maximize its frequency difference. This requires using a novel
technique that reduces the configuration search space from
1.1× 1012 to 256.

Our CRO PUF achieves 100% reliability within the FPGA’s
maximum rated voltages. We believe that this is the first FPGA
PUF that can achieve this level of reliability without the use of
post-processing. We also show that in some cases, our CRO may
be reliable enough to omit the ECC that is usually required in
PUF-based key generation circuits. This allows our CRO PUF to
provide the reliability required for key generation while reducing
the latency, complexity, and area overhead of ECC algorithms.

I. INTRODUCTION

Due to their rising popularity, FPGAs are frequently used to

process and handle critical data in security-sensitive industries

such as communication infrastructure, government, and na-

tional defense. Thus, it is becoming increasingly important to

ensure that the cryptographic keys used to secure such critical

data are generated and stored in a safe and secure manner [1].

A physical unclonable function (PUF) is a digital hardware

primitive that can be used to simultaneously generate and

store cryptographic keys. PUFs use the intrinsic randomness

of the silicon caused by manufacturing variations to produce

a random output that is unique to each chip. Since the output

of the PUF is theoretically the same throughout the lifetime

of the part, it eliminates the need for key storage as the key

can repeatedly be regenerated from the PUF’s output.

Unfortunately, due to factors such as environmental vari-

ations and silicon aging, a PUF’s output almost always ex-

periences noise, making PUFs unfit for key generation by

themselves. For successful key generation, the noisy PUF

output must be run through an error correcting code (ECC) to

reduce the probability of bit flips. However, ECC algorithms

add complexity and significant overhead to the latency, area,

and memory of the PUF-based key generation circuit.

This work focuses on improving the reliability of ring

oscillator PUFs, which are commonly used for FPGAs. In

particular, we present an improved configurable RO PUF

(CRO PUF) that has a bit error rate below 1 × 10−6, which

is low enough to eliminate the need for ECC during key

generation for many applications. This is accomplished by

improving upon existing CRO designs to increase the number
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Figure 1: A standard implementation of an RO PUF.

of possible configurations to 240 configurations per CLB tile.

We also implement a novel technique to determine the optimal

configuration for each CRO pair in the PUF. The optimal

configuration maximizes the frequency difference between

CROs in the pair, and minimizes the probability of a bit flip

happening, even under varying environmental conditions.

To the best of our knowledge, this is the first work to present

a PUF that, for many applications, may be reliable enough to

be used for key generation without the need for ECC. We

believe this work provides a significant enhancement to PUF-

based key generation on FPGAs.

II. BACKGROUND

A. Physical Unclonable Functions

Physical unclonable functions (PUFs) generate a unique

output (response) based on an input (challenge) and a source

of intrinsic randomness, which allows them to be tamper-

resistant and difficult to clone, making them useful for chip

authentication and cryptographic key generation.

Ring oscillator PUFs (RO PUFs) use ROs to generate their

output. The frequency at which ROs oscillates is dependent

on the intrinsic delays of its gates and wires. Due to manufac-

turing variation, delays will vary between ROs, giving ROs on

the same board different frequencies. RO PUFs are one of the

most common PUF implementations for FPGAs due to their

simplicity and compatibility with FPGA routing.

Suh and Devadas were the first to propose an RO PUF,

which is shown in Figure 1. It consists of N ROs, each

attached to two multiplexers that are used to select two ROs.

These multiplexers are both fed into counters, which are used

to measure the frequencies of the pair of selected ROs. The

output of the counters is fed into a comparator, which outputs

a logic-0 or logic-1 depending on which RO in the pair is
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Fi g ur e 2:  Gr a p hs s h o wi n g  w h at c a n h a p p e n t o  R O fr e q u e n ci es
as e n vir o n m e nt al c o n diti o ns, s u c h as v olt a g e, c h a n g e.

f ast er [ 2].  T h e  m a xi m u m n u m b er of p airs t h at c a n b e  m a d e
fr o m N R Os  w hil e a v oi di n g c orr el ati o n b et w e e n p airs is N − 1 .

U nf ort u n at el y, st a n d ar d  R O P U Fs c a n e x p eri e n c e bit fli ps
d u e t o a gi n g or c h a n g es i n v olt a g e or t e m p er at ur e.  A n e x-
a m pl e is s h o w n i n Fi g ur e 2,  w hi c h pl ots t h e fr e q u e n c y of
t w o  R Os a g ai nst t h e c hi p v olt a g e f or t w o s c e n ari os. I n t h e
first, ( Fi g ur e 2 a), t h e  R O fr e q u e n ci es ar e cl os e t o g et h er a n d
e v e nt u all y cr oss as t h e v olt a g e i n cr e as es, l e a di n g t o a bit fli p.
I n t h e s e c o n d s c e n ari o ( Fi g ur e 2 b), t h e fr e q u e n ci es ar e f ar
e n o u g h a p art t h at t h e y d o n ot cr oss, pr e v e nti n g a bit fli p.  T h us
t h e pr o b a bilit y of a bit fli p c a n b e r e d u c e d b y i n cr e asi n g t h e
diff er e n c e i n fr e q u e n c y b et w e e n  R Os i n a p air.

B.  P U F  M etri cs

T h er e ar e t w o  m ai n  m etri cs us e d t o  m e as ur e t h e str e n gt h
of a P U F’s r es p o ns e: r eli a bilit y a n d u ni q u e n ess.  R eli a bilit y
q u a nti fi es t h e a v er a g e p er c e nt a g e of bits i n a P U F’s r es p o ns e
t h at ar e st a bl e o v er a r a n g e of o p er ati n g c o n diti o ns f or a si n gl e
c hi p.  T o c al c ul at e r eli a bilit y, t h e P U F’s n - bit b as e r es p o ns e,
R , is e xtr a ct e d fr o m t h e P U F  w hil e t h e c hi p is o p er ati n g at
a n o mi n al v olt a g e a n d t e m p er at ur e.  T h e n, f or e a c h o p er ati n g
c o n diti o n, t h e s a m e n - bit P U F r es p o ns e, R is e xtr a ct e d x
ti m es.  T h e e q u ati o n f or c al c ul ati n g r eli a bilit y f or a si n gl e c hi p
is a d a pt e d fr o m [ 3] a n d is s h o w n i n  E q u ati o n ( 1). It r eli es o n
t h e  H D b et w e e n t h e b as e r es p o ns e a n d e a c h of t h e r es p o ns es
at t h e o p er ati n g c o n diti o n i n q u esti o n.  T h e  H D is t h e n u m b er
of bits t h at ar e diff er e nt b et w e e n t w o r es p o ns es.

R = ( 1 −
1

x

x

y = 1

H D ( R,  R y )

n
) ∗ 1 0 0 % ( 1)

U ni q u e n ess q u a nti fi es t h e a v er a g e p er c e nt a g e of bits t h at
c h a n g e b et w e e n t h e P U F’s r es p o ns es of diff er e nt c hi ps. I d e all y,
t his v al u e is 5 0 %,  m e a ni n g e a c h bit i n e a c h P U F r es p o ns e h as
a n e q u al pr o b a bilit y of b ei n g a ’ 0’ or a ’ 1’.  T o c al c ul at e t h e
u ni q u e n ess of a P U F a m o n g k c hi ps, e a c h c hi p’s n - bit P U F
r es p o ns e is e xtr a ct e d  w hil e t h e c hi p is o p er ati n g at n o mi n al
v olt a g e a n d t e m p er at ur e.  T h e n, f or e a c h p air of c hi ps i a n d
j ( w h er e i = j )  wit h r es p o ns es R i a n d R j r es p e cti v el y, t h e
u ni q u e n ess c a n b e c al c ul at e d fr o m  E q u ati o n ( 2) [ 3].

I m p erf e ct u ni q u e n ess is oft e n d u e t o s yst e m ati c v ari ati o n
w hi c h is c a us e d b y  m as k err ors, off- a xis lit h o gr a p hi c f o c usi n g
err ors, et c., a n d cr e at es t h e s a m e d el a y v ari ati o ns a cr oss
m ulti pl e di es.  W h e n t h es e s yst e m ati c v ari ati o ns o v er c o m e t h e
r a n d o m st o c h asti c v ari ati o ns f o u n d i n t h e di e, it c a n c a us e

I niti ali z ati o n

P U F 
Cir c uit

E C C 
E n c o di n g

H el p er 
Bit s

( a)  E C C i niti ali z ati o n.

K e y G e n er ati o n

P U F Cir c uit

E C C 
D e c o di n g

H el p er 
Bit s

H a s h
K e y 

G e n er ati o n
K e y /
S e e d

( b)  K e y g e n er ati o n.

Fi g ur e 3:  Cr y pt o gr a p hi c k e y g e n er ati o n  wit h P U Fs.  H el p er bits
ar e i niti ali z e d a n d us e d f or s u bs e q u e nt k e y g e n er ati o ns.

a bi as i n t h e o ut p ut of s o m e of t h e  R O p airs i n a n  R O
P U F, s o t h at t h e y ar e  m or e li k el y t o pr o d u c e t h e s a m e v al u e
a cr oss  m ulti pl e c hi ps, ulti m at el y d e cr e asi n g t h e u ni q u e n ess
of t h e P U F’s o ut p ut [ 4].  T his iss u e b e c o m es  m or e pr e v al e nt
as tr a nsist or si z es c o nti n u e t o s c al e d o w n [ 5].  Mis m at c h e d
r o uti n g b et w e e n  R Os i n a p air c a n als o cr e at e a bi as,  m a ki n g
it ess e nti al t h at e a c h  R O i n a P U F h as i d e nti c al r o uti n g.

If t h e P U F’s u ni q u e n ess is n ot e x a ctl y 5 0 %, t h e n t h e P U F’s
o ut p ut  will n ot h a v e p erf e ct e ntr o p y.  T his c a n b e c o m p e ns at e d
f or b y i n cr e asi n g t h e n u m b er of bits t h e P U F pr o d u c es at t h e
c ost of a n i n cr e as e d ar e a f o ot pri nt.

U =
2

k (k − 1)

k − 1

i = 1

k

j = i + 1

H D ( R i , Rj )

n
∗ 1 0 0 % ( 2)

C.  P U F  K e y  G e n er ati o n  M o d el

B est pr a cti c e r e q uir es t h at cr y pt o gr a p hi c k e ys ar e g e n er at e d
fr o m a s o ur c e of tr u e r a n d o m n ess t o e ns ur e u ni q u e n ess a n d
u n pr e di ct a bilit y. P U Fs ar e a g o o d s o ur c e of tr u e r a n d o m n ess
m a ki n g t h e m g o o d c a n di d at es f or k e y g e n er ati o n.  A d diti o n all y,
k e ys g e n er at e d fr o m P U Fs ar e r e cr e at e d o n e a c h b o ot u p  w hi c h
eli mi n at es t h e n e e d t o st or e t h e k e y i n  m e m or y a n d r estri cts
a n att a c k er’s a bilit y t o i nt er v e n e t h e k e y t hr o u g h  m et h o ds s u c h
as si d e- c h a n n el att a c ks [ 6], [ 7].

U nli k e a ut h e nti c ati o n,  w hi c h r e q uir es  m a n y c h all e n g e-
r es p o ns e p airs ( C R Ps), P U Fs us e d f or k e y g e n er ati o n ( c all e d
str o n g  P U Fs ) r e q uir e o nl y a si n gl e  C R Ps.  H o w e v er,  w hil e
P U Fs us e d f or a ut h e nti c ati o n c a n b e t ol er a nt of s o m e bit fli ps
i n t h eir o ut p ut, P U Fs us e d f or k e y g e n er ati o n ( c all e d w e a k
P U Fs )  m ust pr o vi d e t h e e x a ct s a m e o ut p ut e a c h ti m e i n or d er
t o g e n er at e t h e s a m e k e y.  T h us, it is of t h e ut m ost i m p ort a n c e
t o e ns ur e t h at t h e o ut p ut of t h e P U F n e v er c h a n g es.

Fi g ur e 3 s h o ws t h e pr o c ess t o g e n er at e a k e y usi n g a  w e a k
P U F.  T h e  m ost c o m m o n t e c h ni q u e t o e ns ur e a c o nsist e nt P U F
o ut p ut is t o us e a n err or c orr e cti n g c o d e ( E C C) o n t h e P U F
o ut p ut.  As s h o w n i n Fi g ur e 3 a, t h e first ti m e a P U F is r u n  wit h
a n  E C C, t h e P U F o ut p ut is f e d t hr o u g h a n  E C C e n c o d er,  w hi c h
cr e at es a n u m b er of h el p er bits t h at ar e c o m m o nl y r ef err e d t o
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as a s y n dr o m e.  T h e s y n dr o m e is t h e n s a v e d t o off- c hi p, n o n-
v ol atil e  m e m or y. Fi g ur e 3 b s h o ws t h at s u bs e q u e nt P U F o ut p uts
a n d t h e ass o ci at e d s y n dr o m e ar e f e d t hr o u g h a n  E C C d e c o d er
t o e ns ur e t h at t h e s a m e o ut p ut is us e d e a c h ti m e t o g e n er at e
t h e cr y pt o gr a p hi c k e y [ 2].

Fi g ur e 3 b als o s h o ws t h at t h e  R O P U F r es p o ns e is f e d i nt o
a h as h f u n cti o n aft er b ei n g pr o c ess e d b y t h e  E C C. Si n c e  R O
P U Fs r ar el y h a v e p erf e ct e ntr o p y, a n d si n c e t h e s y n dr o m e  m a y
r e v e al s o m e i nf or m ati o n o n t h e P U F’s o ut p ut [ 8], P U Fs us e d
f or k e y g e n er ati o n ar e oft e n r e q uir e d t o o ut p ut  m or e bits t h a n
t h e l e n gt h of t h e k e y t o  m ai nt ai n t h e s a m e l e v el of s e c urit y.
T h e h as h f u n cti o n c a n t h e n b e us e d t o c o m pr ess t h e P U F’s
o ut p ut i nt o t h e c orr e ct si z e f or t h e k e y.

F or  m a n y e n cr y pti o n  m o d els, t h e o ut p ut of t h e h as h f u n cti o n
c a n b e us e d dir e ctl y as t h e k e y. If t h e k e y r e q uir es s p e ci al
m at h e m ati c al pr o p erti es (s u c h as  wit h  R S A), t h e o ut p ut of t h e
h as h c a n b e us e d as a s e e d t o g e n er at e t h e k e y its elf.

A d diti o n all y,  w hil e  m a c hi n e l e ar ni n g att a c ks c a n b e e m-
pl o y e d t o pr e di ct a P U F’s  C R Ps, s u c h att a c ks ar e n ot a p pli c a-
bl e t o  w e a k P U Fs, s u c h as t h e o n e pr es e nt e d i n t his p a p er [ 9].
U nli k e str o n g P U Fs,  w e a k P U Fs o nl y h a v e a si n gl e  C R P,
wit h t h e r es p o ns e n e v er b ei n g e x p os e d t o a n att a c k er.  Wit h o ut
k n o w n  C R Ps, a n  m a c hi n e l e ar ni n g att a c k b e c o m es i m p ossi bl e.

III.  R E L A T E D W O R K S

S u h a n d  D e v a d as  w er e t h e first t o pr o p os e a r eli a bilit y
e n h a n c e m e nt f or  R O P U Fs.  T h e y us e d a 1- o ut- of- k  m as ki n g
s c h e m e  w h er e  R Os ar e gr o u p e d i nt o gr o u ps of k .  O nl y t h e
f ast est a n d sl o w est  R Os of e a c h gr o u p ar e p air e d t o g et h er,
i n cr e asi n g t h e fr e q u e n c y diff er e n c e of e a c h p air.  W hil e t his
i m pr o v es r eli a bilit y it als o i n cr e as es t h e ar e a c ost of t h e P U F
b y a f a ct or of k / 2 [ 2].

T o i m pr o v e t h e ar e a ef fi ci e n c y of a r eli a bl e  R O P U F,  M aiti et
al. pr o p os e d t h e c o n fi g ur a bl e  R O P U F ( C R O P U F) f or  Xili n x
F P G As. It us es a  m ulti pl e x er t o s el e ct b et w e e n t w o i n v ert ers
at e a c h st a g e of t h e  R O. It c o nsists of a n  A N D g at e a n d t hr e e
p airs of i n v ert ers e a c h c o n n e ct e d t o a  m ulti pl e x er, gi vi n g it a
t ot al of ei g ht c o n fi g ur ati o ns. F or e a c h p air of  C R Os, all ei g ht
c o n fi g ur ati o ns ar e t est e d t o fi n d  w hi c h o n e gi v es t h e l ar g est
fr e q u e n c y diff er e n c e.  T his c o n fi g ur ati o n is t h e n s a v e d a n d us e d
w h e n e xtr a cti n g all f ut ur e P U F r es p o ns es.  T h e  C R O P U F
pr o vi d es  m or e r eli a bilit y t h a n a st a n d ar d  R O P U F,  wit h o ut
r aisi n g t h e ar e a c ost [ 3].

H a bi b et al. i n cr e as e t h e n u m b er of c o n fi g ur ati o ns b y usi n g
t h e i nt er n al  L U T  m ulti pl e x ers a v ail a bl e i n e a c h 4-i n p ut  L U T
of t h e S p art a n 3 E.  C o n fi g uri n g t hr e e  L U Ts as i n v ert ers, a n d
o n e  L U T as a n  A N D g at e l e a v es 1 1 u n us e d  L U T i n p uts t h at
c a n b e us e d t o s el e ct t h e i nt er n al p at h of t h e  L U Ts, all o wi n g
t h eir  C R O t o a c hi e v e 2 0 4 8 c h all e n g e-r es p o ns e p airs.  H o w e v er,
t h e y us e t h e c o n fi g ur ati o ns t o cr e at e a str o n g P U F  wit h  m a n y
c h all e n g e-r es p o ns e p airs a n d d o n ot dis c uss usi n g it t o i m pr o v e
t h e r eli a bilit y of a  w e a k P U F us e d f or k e y g e n er ati o n.

Si n c e  H a bi b et al., ot h ers h a v e pr o p os e d i m pr o v e m e nts t o
R O P U Fs, s u c h as n e w c o m p aris o n str at e gi es [ 1 0], p h as e c ali-
br ati o n [ 1 1], a n d  X O R- b as e d  C R O P U Fs [ 1 2], [ 1 3].  H o w e v er,
li k e  H a bi b et al., all of t h es e i m pr o v e m e nts t ar g et str o n g  R O

C R O

L D C E

D Q
G

C o u nt er
C R O E n a bl e

C R O C o ntr oll er

5 5 5 5 5 5 5 5

L U T  L U T  L U T  L U T  L U T  L U T  L U T  L U TL A T C H

C R O C o nfi g

( a)  O ur  C R O ar c hit e ct ur e.  w hi c h c o nt ai ns 4 0 c o n fi g ur ati o n li n es,
gi vi n g it a t ot al of 2 4 0 p o ssi bl e c o n fi g ur ati o ns.

C o nfi g 

Si g n al
M U X

C R O N

...

{ S 1 , S2 , S2 , S3 , …, SN- 1 , SN }

C R O 1

C R O 2

C R O 3

{
C
1 , 

C1 , 
C2 , 

C2 , 
…, 

CN-
1 , 

CN-
1 }

P ai r 1

P air 2

P air N- 1

P air 1 P air 2 P air N- 1

S el e ct   Si g n al

C R O 

Cl o c k

( b)  O ur  C R O P U F ar c hit e ct ur e.  E a c h  C R O i n a p air us es t h e s a m e
c o n fi g ur ati o n,  w hi c h is c h os e n t o  m a xi mi z e t h e fr e q u e n c y diff er e n c e
b et w e e n t h e  C R Os i n t h e p air.

Fi g ur e 4:  T h e ar c hit e ct ur e of o ur  C R O a n d  C R O P U F.

Ta bl e I:  C o m p aris o n of t h e n u m b er of c o n fi g ur ati o ns o ur  C R O
h as c o m p ar e d t o pr e vi o us i m pl e m e nt ati o ns of  C R Os.

W o r k  C o n fi g u r ati o n  Li n es  C o n fi g u r ati o ns  P e r  C L B  Til e

M aiti et al. [ 3] 3 8
H a bi b et al. [ 1 4] 1 1 2 0 4 8
Ya o et al. [ 1 3] 1 5 1 6 3 8 4

T his  w or k 4 0 1 .1 × 1 0 1 2

P U Fs.  T o t h e b est of o ur k n o wl e d g e, S u h a n d  D e v a d as a n d
M aiti et al. ar e t h e o nl y t w o  w or ks t o pr o p os e r eli a bilit y
e n h a n c e m e nts f or  w e a k  R O P U Fs us e d f or k e y g e n er ati o n.
As s u c h,  w e  will f o c us o n c o m p ari n g t h e p erf or m a n c e of o ur
P U F  wit h t h eirs.

I V.  R E L I A B L E C R O  P U F

A.  C R O  Ar c hit e ct ur e

T h e  C R O  w e pr o p os e i n t his p a p er c a n b e s e e n i n Fi g ur e 4 a.
O ur  C R O P U F is d esi g n e d t o fit  wit hi n a si n gl e  C L B til e f or
Xili n x 7- S eri es a n d  Ultr a S c al e/ Ultr a S c al e + p arts.  Of t h e ei g ht
L U T S, s e v e n ar e c o n fi g ur e d as i n v ert ers, a n d o n e as a b uff er.
E a c h 6-i n p ut  L U T us es o n e i n p ut (I 1) f or t h e  R Os f e e d b a c k
li n e,  wit h t h e ot h er fi v e i n p uts (I 2-I 6) b ei n g us e d as “ d o n’t
c ar e ” i n p uts t h at s el e ct t h e i nt er n al  L U T p at h.

O ur  C R O i m pr o v es u p o n t h e o n e pr o p os e d b y  H a bi b et al.
It n e arl y q u a dr u pl es t h e n u m b er of c o n fi g ur ati o n li n es fr o m
1 1 t o 4 0 b y d o u bli n g t h e n u m b er of  L U Ts i n t h e  C R O a n d
usi n g a n e w er F P G A ar c hit e ct ur e t h at i n cr e as es t h e n u m b er
of  L U T i n p uts fr o m f o ur t o si x.  A d diti o n all y, t h e  A N D g at e
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is r e pl a c e d b y a l at c h f or t h e e n a bl e si g n al, pr o vi di n g o n e
a d diti o n al c o n fi g ur ati o n li n e.

Ta bl e I c o m p ar es t h e n u m b er of c o n fi g ur ati o ns o ur  C R O
h as  wit h pr e vi o us  w or k.  O ur  C R O h as o v er d o u bl e t h e n u m b er
of c o n fi g ur ati o n li n es c o m p ar e d t o t h e st at e- of-t h e- art,  w hi c h
e x p o n e nti all y r ais es t h e n u m b er of c o n fi g ur ati o ns of o ur  C R O
fr o m 1 6 3 8 4 t o 1 .1 × 1 0 1 2 c o n fi g ur ati o ns.

B.  C R O  P U F  R eli a bilit y  E n h a n c e m e nt

T o  m a xi mi z e t h e r eli a bilit y of o ur  C R O P U F  w e fi n d t h e
c o n fi g ur ati o ns t h at gi v e e a c h  C R O p air t h e l ar g est fr e q u e n c y
diff er e n c e.  H o w e v er, it is n’t f e asi bl e t o it er at e o v er all 1 .1 ×
1 0 1 2 c o n fi g ur ati o ns of o ur  C R O.  T h us,  w e h a d t o c o m e u p
wit h a t e c h ni q u e t o fi n d t h e o pti m al c o n fi g ur ati o n f or e a c h
C R O p air  wit h o ut it er ati n g t hr o u g h e v er y c o n fi g ur ati o n.

T h e o pti m al c o n fi g ur ati o ns f or o ur  C R O P U F c a n b e f o u n d
b y ass u mi n g t h at e a c h  L U T c o n fi g ur ati o n is i n d e p e n d e nt of
all ot h er  L U T c o n fi g ur ati o ns i n t h e  C R O.  T his ass u m pti o n is
b as e d o n t h e k n o wl e d g e t h at c o n fi g uri n g o n e  L U T t o us e a
c ert ai n i nt er n al p at h d o es n ot aff e ct  w hi c h i nt er n al p at hs ar e
us e d b y a n y ot h er  L U T i n t h e  C R O.  T h us if  w e c a n fi n d t h e
o pti m al c o n fi g ur ati o n of e a c h i n di vi d u al  L U T p air i n t h e  C R O
p air a n d c o n c at e n at e t h e m t o g et h er,  w e h a v e f o u n d t h e o pti m al
c o n fi g ur ati o n f or t h e  C R O p air.

Fi g ur e 5 d et ails t h e  m et h o d ol o g y  w e us e t o fi n d t h e o pti m al
c o n fi g ur ati o n f or a si n gl e p air of  C R Os.

V. E X P E R I M E N T S

A.  E x p eri m e nt S et u p

T o d e m o nstr at e t h e u ni q u e n ess a n d r eli a bilit y of o ur  C R O
P U F,  w e p erf or m e x p eri m e nts t h at t est o ur  C R O P U F’s r e-
s p o ns e o n si x diff er e nt F P G As t hr o u g h o ut a r a n g e of v olt a g es
a n d t e m p er at ur es.  T h e e x p eri m e nts i m pl e m e nt o ur  C R O P U F
o n si x  Di gil e nt  A R T Y  A 7- 3 5 T b o ar ds.  All si x b o ar ds h a v e
b e e n  m o di fi e d t o b y p ass t h e p o w er r e g ul at or a n d p o w er
V C CI N T dir e ctl y.  E a c h b o ar d is pl a c e d i n a t h er m al c h a m b er
wit h  V C CI N T c o n n e ct e d t o a  K e ysi g ht  N 6 7 6 3 A p o w er s u p pl y,
all o wi n g us t o p erf or m v olt a g e a n d t e m p er at ur e s w e e ps t o t est
t h e r eli a bilit y of o ur  C R O P U F.

A  C R O is pl a c e d o n all 4 0 7 5 til es of t h e F P G A.  T h e c h ai n
p airi n g  m et h o d fr o m [ 1 4] is us e d t o cr e at e e a c h  C R O p air,
gi vi n g o ur P U F a 4 0 7 4- bit r es p o ns e.  R a pi d Wri g ht [ 1 5] is us e d
t o e ns ur e t h at t h e pl a c e m e nt a n d r o uti n g of e a c h  C R O ar e
i d e nti c al.  W hil e e xtr a cti n g t h e P U F r es p o ns e, e a c h  C R O is
r u n i n di vi d u all y t o e ns ur e t h at t h e y d o n ot aff e ct e a c h ot h er.

B ef or e r u n ni n g v olt a g e a n d t e m p er at ur e s w e e ps, t h e  C R O
P U F is first i niti ali z e d o n e a c h F P G A r u n ni n g at a n o mi n al
v olt a g e of 1 .0 V [ 1 6] a n d a n a m bi e nt t e m p er at ur e of 3 5 ◦ C
t o fi n d t h e o pti m al c o n fi g ur ati o ns f or e a c h  C R O p air o n
e a c h F P G A.  O n c e o pti m al c o n fi g ur ati o ns h a v e b e e n f o u n d
a n d s a v e d, a v olt a g e a n d t e m p er at ur e s w e e p ar e p erf or m e d
s e p ar at el y. F or t h e v olt a g e s w e e p,  V C CI N T is v ari e d b y ± 2 0 %
(0 .8 V t o 1 .2 V ) i n st e ps of 1 0 % (0 .1 V ). F or t h e t e m p er at ur e
s w e e p, t h e a m bi e nt t e m p er at ur e is v ari e d fr o m 2 5 ◦ C t o 6 5 ◦ C
i n st e ps of 1 0 ◦ C .  T h e o ut p ut of t h e P U F is e xtr a ct e d t hr e e
ti m es at e a c h v olt a g e a n d t e m p er at ur e s etti n g.

Ta bl e II:  A v er a g e r eli a bilit y of o ur  C R O P U F c o m p ar e d t o
ot h er r eli a bl e- e n h a n c e d  R O P U Fs.

E x p e ri m e nt 0. 8  V d d 0. 9  V d d  V d d 1. 1  V d d 1. 2  V d d

C R O P U F
( T his  w or k) 1 0 0 % 1 0 0 % 1 0 0 % 1 0 0 % 9 9. 9 9 7 %

C R O P U F
( M aiti et al. [ 3]) 9 4. 6 4 3 % 9 7. 7 6 8 % 1 0 0 % 9 9. 5 5 4 % 9 9. 1 0 7 %

R O P U F ( S u h a n d
D e v e d as [ 2]) 9 9. 8 9 3 % 1 0 0 % 1 0 0 % 1 0 0 % 9 9. 9 6 4 %

B.  E x p eri m e nt al  R es ults

1)  R eli a bilit y: T h e r eli a bilit y of o ur  C R O P U F is c o m p ar e d
t o ot h er r eli a bl e  R O P U F i m pl e m e nt ati o ns i n  Ta bl e II.  U n-
li k e  M aiti et al., S u h a n d  D e v a d as d o n ot v ar y v olt a g e b y
± 2 0 % fr o m n o mi n al  w hil e t esti n g r eli a bilit y. F or a n a c c ur at e
c o m p aris o n,  w e r e cr e at e d t h eir r eli a bl e  R O P U F usi n g t h e 1-
o ut- of- 8  m as ki n g s c h e m e a n d t est e d its r eli a bilit y usi n g t h e
s a m e F P G As a n d p ar a m et ers us e d t o t est t h e r eli a bilit y of o ur
o w n  C R O P U F.  T h e r eli a bilit y of o ur  C R O P U F is gr e at er
t h a n b ot h  M aiti et al.’s a n d S u h a n d  D e v a d as’ P U Fs.  Wit h
o ur P U F, o nl y o n e b o ar d e x p eri e n c es a bit fli p, a n d o nl y at
2 0 % a b o v e n o mi n al, ( 1 .2 V ),  w hi c h is o utsi d e of t h e  Arti x- 7’s
m a xi m u m r at e d v olt a g e [ 1 6].  W hil e a t e m p er at ur e s w e e p  w as
als o p erf or m e d t o t est r eli a bilit y, n o bit fli ps  w er e e x p eri e n c e d
b y a n y of t h e t est e d P U Fs at a n y t e m p er at ur e.

2)  U ni q u e n ess: T h e u ni q u e n ess of o ur  C R O P U F is c o m-
p ar e d t o ot h er  R O P U F i m pl e m e nt ati o ns i n  Ta bl e III.  O ur
P U F h as l o w er u ni q u e n ess c o m p ar e d t o t h e ot h er P U Fs.  W h e n
c o m p ar e d t o  M aiti et al., o ur l o w er u ni q u e n ess  m a y b e p arti all y
d u e t o o ur  C R O P U F b ei n g i m pl e m e nt e d o n a n F P G A  wit h a
s m all er tr a nsist or f e at ur e si z e (s e e S e cti o n II- B) [ 5]. S u h a n d
D e v a d as’  R O P U F is r ei m pl e m e nt e d o n t h e s a m e F P G As as
o ur  C R O P U F a n d s h o ul d h a v e si mil ar u ni q u e n ess.  H o w e v er,
t h e 1- o ut- of- 8  m as ki n g s c h e m e us e d b y t h eir P U F i n cr e as es
t h e s p ati al v ari a bilit y of t h e  R O p airs, filt eri n g o ut l o c ali z e d
s yst e m ati c v ari ati o n a n d p ot e nti all y i m pr o vi n g t h e u ni q u e n ess
of t h e P U F.

F or a  m or e a c c ur at e a n al ysis of t h e i m p a ct o ur r eli a bilit y
e n h a n c e m e nt h as o n t h e u ni q u e n ess of  R O P U Fs,  w e als o
m e as ur e d t h e u ni q u e n ess of a st a n d ar d  R O P U F t h at d o es
n ot us e t h e 1- o ut- of- k  m as ki n g s c h e m e [ 2] (s e e Fi g ur e 1).
T o e ns ur e a f air c o m p aris o n, t h e st a n d ar d  R O P U F  w as
i m pl e m e nt e d o n t h e s a m e F P G As a n d us e d t h e s a m e pl a c e m e nt
a n d r o uti n g as o ur  C R O P U F.  As s h o w n i n  Ta bl e III, t h e o ut p ut
of t h e st a n d ar d  R O P U F is 2. 1 0 %  m or e u ni q u e t h a n o ur  C R O
P U F, s h o wi n g t h at o ur r eli a bilit y e n h a n c e m e nt d o es h a v e a
mi n or, b ut n oti c e a bl e, i m p a ct o n u ni q u e n ess.

As u ni q u e n ess g ets f urt h er fr o m 5 0 %, e ntr o p y is l ost.  L oss
of e ntr o p y i n bits is c al c ul at e d usi n g  E q u ati o n ( 3),  w h er e H
is t h e e ntr o p y l ost i n bits, U is t h e u ni q u e n ess, L is t h e l e n gt h
of t h e P U F’s r es p o ns e.  L oss of e ntr o p y c a n b e c o m p e ns at e d
b y i n cr e asi n g t h e si z e of t h e P U F’s o ut p ut.  T h e r e q uir e d
l e n gt h of a P U F’s o ut p ut t o c o m p e ns at e f or e ntr o p y l oss is
c al c ul at e d usi n g  E q u ati o n ( 4),  w h er e L is t h e l e n gt h of t h e
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m a x c o nfi g f or 
1 st L U T p air
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p air
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C o nfi g ur ati o n>

Fi g ur e 5:  T h e t e c h ni q u e t o fi n d t h e o pti m al c o n fi g ur ati o n f or a p air of  C R Os.

Ta bl e III:  U ni q u e n ess of o ur  C R O P U F c o m p ar e d t o ot h er  R O P U Fs.  A d diti o n all y, t h e ar e a i n cr e as e n e e d e d t o c o m p e ns at e
f or e ntr o p y l oss, as  w ell as t h e ar e a a n d l at e n c y o v er h e a ds of  E C C (if r e q uir e d) ar e als o i n cl u d e d f or e a c h  R O P U F.  T h e  E C C
ar e a o v er h e a d a n d cl o c k c y cl e esti m ati o n ar e t a k e n fr o m [ 1 7] a n d ass u m e a 1 2 8- bit P U F.

A r e a I n c r e as e  R e q ui r es  E C C  A r e a  E C C  Cl o c k
W o r k U ni q u e n ess ( E nt r o p y  C o m p e ns ati o n)  E C C  O v e r h e a d  C y cl e  Esti m at e

C R O P U F ( T his  w or k) 3 9. 7 2 % 2 5. 8 8 % Li k el y  N o 0 0
C R O P U F ([ 3]) 4 7. 3 1 % 5. 6 9 % Yes 2 1. 4 8 %- 3 9. 4 5 % 9, 0 0 0- 3 6 5, 0 0 0

R eli a bl e  R O P U F ([ 2]) 4 5. 1 3 % 1 0. 7 9 % Yes 2 1. 4 8 %- 3 9. 4 5 % 9, 0 0 0- 3 6 5, 0 0 0
St a n d ar d  R O P U F ([ 2]) 4 1. 8 2 % 1 9. 5 6 % Yes 2 1. 4 8 %- 3 9. 4 5 % 9, 0 0 0- 3 6 5, 0 0 0

P U F’s r es p o ns e aft er c o m p e ns ati n g f or i m p erf e ct u ni q u e n ess.

H = L ∗ ( 1 0 0 % − 2 U ) ( 3)

L =
L

2 U
( 4)

VI.  D I S C U S S I O N

T o t h e b est of o ur k n o wl e d g e, o ur  C R O P U F is t h e o nl y P U F
t o a c hi e v e 1 0 0 % r eli a bilit y  wit hi n t h e a bs ol ut e  m a xi m u m r at e d
v olt a g e r a n g es of a n F P G A.  T his  m e a ns t h at o ur  C R O P U F
m a y b e r eli a bl e e n o u g h t o all o w f or t h e r e m o v al of t h e  E C C
d e c o d er fr o m a k e y g e n er ati o n cir c uit (s e e Fi g ur e 3).  T his
w o ul d r e d u c e t h e ar e a o v er h e a d of t h e o v er all P U F cir c uit,
w hil e als o r e d u ci n g t h e c o m p ut ati o n al c o m pl e xit y, l at e n c y, a n d
m e m or y r e q uir e m e nts of t h e k e y g e n er ati o n pr o c ess.

F or k e y g e n er ati o n, it is c o m m o n t o us e a n  E C C t h at r e d u c es
t h e pr o b a bilit y of a bit fli p i n t h e c orr e ct e d P U F r es p o ns e
t o 1 × 1 0 − 6 [ 1 7].  T o f urt h er t est t h e r eli a bilit y of o ur P U F,
w e p erf or m e d a si m pl e e x p eri m e nt o n t w o F P G As  wit h o n e
r u n ni n g at 0 .8 V a n d t h e ot h er at 1 .1 V ,  w hi c h is t h e  m a xi m u m
r at e d v olt a g e of t h e  Arti x 7 [ 1 6]. F or e a c h b o ar d, t h e 4 0 7 4- bit
r es p o ns e of o ur  C R O P U F is e xtr a ct e d 2 4 7 ti m es at a n a m bi e nt
t e m p er at ur e of 3 5 ◦ C .

N o bit fli ps  w er e o bs er v e d f or eit h er F P G A, s h o wi n g t h at
t h e pr o b a bilit y of o ur  C R O P U F e x p eri e n ci n g a bit fli p, e v e n at
e xtr e m e v olt a g es, is l ess t h a n 1 × 1 0 − 6 .  T his i n di c at es t h at o ur
C R O P U F is r eli a bl e e n o u g h t o eli mi n at e t h e n e e d f or a n  E C C
d e c o d er f or  m a n y a p pli c ati o ns t h at r e q uir e t h e pr o b a bilit y of
a bit fli p t o b e u n d er 1 × 1 0 − 6 .

W hil e o ur  C R O P U F is as c o m p a ct as  M aiti et al.’s, it
d o es r e q uir e 2 0. 1 9 %  m or e of a n ar e a i n cr e as e f or e ntr o p y
c o m p e ns ati o n.  H o w e v er, f or a p pli c ati o ns  w h er e o ur  C R O P U F

is r eli a bl e e n o u g h, t h e o missi o n of t h e  E C C d e c o d er  will oft e n
offs et t h e ar e a i n cr e as e (s e e  Ta bl e III). F or e x a m pl e,  w h e n
g e n er ati n g a 1 2 8- bit k e y, o ur  C R O P U F  m ust o ut p ut 1 6 2 bits
t o pr o d u c e 1 2 8 bits of e ntr o p y,  w hi c h r e q uir es 2 6  m or e til es
t h a n  M aiti et al.’s  C R O P U F t o pr o d u c e t h e s a m e n u m b er
of bits of e ntr o p y. I n c o m p aris o n,  E C C d e c o d er cir c uits f or
a 1 2 8- bit k e y c a n t a k e a n y w h er e fr o m 2 7. 5 t o 5 0. 5 til es
o n a 7- S eri es F P G A, d e p e n di n g o n t h e  m e m or y a n d l at e n c y
r e q uir e m e nts of t h e k e y g e n er ati o n cir c uit [ 1 7].  T his  E C C ar e a
o v er h e a d d o es n ot i n cl u d e t h e p ossi bl e si z e i n cr e as e of t h e
P U F n e e d e d t o c o m p e ns at e f or l e a k e d i nf or m ati o n fr o m t h e
E C C’s s y n dr o m e [ 1 8], [ 1 9],  w hi c h  m a y pr o vi d e o ur  C R O P U F
wit h a d diti o n al ar e a s a vi n gs i n t h e c as e of  E C C o missi o n.
O v er all,  w e c o n cl u d e t h at f or a p pli c ati o ns  w h er e t h e  E C C
c a n b e o mitt e d, a P U F- b as e d k e y g e n er ati o n cir c uit usi n g o ur
C R O is  m or e ar e a ef fi ci e nt t h a n  M aiti’s  C R O P U F  w hil e als o
pr o vi di n g r e d u c e d l at e n c y a n d ar e a o v er h e a d.

VII.  C O N C L U S I O N

T his p a p er pr es e nts a n o v el  C R O P U F f or F P G A k e y
g e n er ati o n t h at is a bl e t o a c hi e v e 1 0 0 % r eli a bilit y  wit hi n t h e
m a xi m u m r at e d v olt a g e r a n g e of t h e t est e d F P G As. It us es
a n i m pr o v e d  C R O t h at us es i nt er n al  L U T p at hs t o all o w it
1 .1 × 1 0 1 2 diff er e nt c o n fi g ur ati o ns.  A d diti o n all y,  w e cr e at e d
a n o v el t e c h ni q u e t o fi n d t h e o pti m al c o n fi g ur ati o n b et w e e n
t w o p airs of  C R Os t h at gi v es t h e p air t h e  m a xi m u m fr e q u e n c y
diff er e n c e,  m a xi mi zi n g t h e r eli a bilit y of o ur P U F.

We s h o w t h at o ur P U F  m a y b e r eli a bl e e n o u g h t o p erf or m
k e y g e n er ati o n  wit h o ut t h e n e e d f or a n  E C C, gr e atl y r e d u ci n g
t h e ar e a a n d l at e n c y o v er h e a ds of t h e k e y g e n er ati o n cir c uit.
H o w e v er, r e g ar dl ess of  w h et h er  E C C is us e d, o ur  C R O P U F
c a n i m pr o v e t h e r eli a bilit y of a n y F P G A- b as e d k e y g e n er ati o n
cir c uit a n d i m pr o v e t h e s e c urit y of criti c al F P G A s yst e ms.
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