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Abstract—Millimeter-wave (mm-wave) vehicular communica-
tion networks are expected to revolutionize intelligent trans-
portation systems by enabling ultra-reliable, low-latency, and
high-speed data exchange. A major challenge that needs to be
addressed in these networks is the presence of malicious user
activity that can disrupt the network through various means.
These malicious activities include manipulating safety messages
or launching location spoofing attacks. To tackle this challenge, a
physical-layer-based location spoofing attack detection technique
for mm-wave vehicular networks is proposed in this paper.
The proposed technique makes use of the additional channel
measurements available in systems with hybrid antenna architec-
tures to enable joint beamforming and channel sensing. Spoofing
attack detection is achieved by verifying a cluster of estimated
angles of arrivals with the reported location information. The
numerical results show that the proposed technique is highly
accurate in detecting location spoofing attacks using just a
few communication packets at the receiver without the need
for a dedicated channel sensing stage or extra communication
overhead.

Index Terms—Millimeter-wave, physical-layer security, joint
beamforming and sensing, spoofing, position falsification.

I. INTRODUCTION

Millimeter-wave (mm-wave) vehicular communications are
expected to enable a plethora of applications for safety, traffic
efficiency, and driver assistance, and support future intelligent
transportation systems (ITS) [1], [2]. The intricate interplay
between connected and autonomous vehicles (CAVs), pub-
lic safety, and infrastructures means that security is crucial,
especially for next-generation mm-wave networks [3]. CAVs
continuously exchange safety messages with other vehicles
and infrastructures, including speed, GPS location, time, and
other sensory data. Ensuring the accuracy and authenticity of
this data is vital for the design of ITS, as attackers may attempt
to falsify data during communication [4]. This type of attack,
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known as spoofing, has emerged as a significant threat to ITS
as it can mislead other vehicles and infrastructures and cause
hazardous road conditions.

Several approaches have been proposed in the literature to
detect spoofing attacks in CAVs. These approaches can be
broadly classified as node-centric and data-centric [5]. Node-
centric approaches typically rely on the interaction between
multiple entities for message authentication [6], while data-
centric approaches assess the validity of received messages
based on their contents [7], [8]. Although these techniques
are effective, they usually rely on costly public-key cryptog-
raphy, which can result in significant overhead and delayed
responses, especially in real-time gigabit-per-second mm-wave
environments. Furthermore, these methods do not eliminate the
possibility of masquerading attacks, message replay attacks,
and sybil attacks [3], [5], [9]. To address these issues, physical-
layer-based security techniques that obtain independent mea-
surements to complement existing upper-layer authentication
protocols have emerged [9]-[12]. These techniques primarily
monitor a wireless channel parameter, such as the received
signal strength or the channel state information, to detect
malicious activities such as spoofing. Nonetheless, the success
of these techniques is contingent on prior channel knowledge,
which is challenging to obtain in mm-wave environments and
requires a significantly long coherence interval.

In this paper, we propose a physical-layer-based location
spoofing attack detection technique for next-generation mm-
wave vehicular networks. This technique makes use of the
excess antennas on modern roadside units (RSUs) to estimate
and verify a set of angle-of-arrivals (AoAs) associated with
a legitimate transmitter using multiple receive communication
packets. This is achieved without the need for a dedicated
beam training phase as required by compressed channel esti-



mation solutions [13]. The proposed solution is different from
the one presented in [9], which also adopts AoA verification
for location spoofing detection. The technique proposed in
[9] requires the use of a digital antenna architecture at the
receiver and high receive signal-to-noise (SNR) for AoA and
spoofing detection. Due to the high mm-wave channel path
loss and hardware constraints, the approach presented in [9] is
not suited for mm-wave systems. In this paper, we (i) develop
a new framework for channel sensing with a fixed communi-
cation beam that makes use of the existing structure of mm-
wave hybrid analog/digital antennas; (ii) propose a location
spoofing detection technique that is tailored to next-generation
vehicular mm-wave networks and low SNR regimes; and (iii)
show, via simulations, that there is a trade-off between a fixed
communication beamwidth and the AoA detection accuracy.

II. ATTACK AND SYSTEM MODELS

We consider a scenario where a vehicle (attacker) attempts
to transmit false location information to a roadside unit and
neighboring vehicles, as shown in Fig. 1. The attacker may
also utilize one or more stolen identities to purposefully falsify
their location or replay a legitimate GPS message with the
intent to commit fraudulent activity or gain an advantage. All
vehicles and the RSU communicate via a single data stream
over a line-of-sight (LoS) mm-wave communication channel.
The attacking vehicle is equipped with Nt > 1 antennas, while
the RSU is equipped with N antennas and K < N RF-chains
(hybrid antenna architecture). The attacker uses a precoder f
(of size Nt x 1) to transmit an information symbols s, where
E[|s|?] = 1, to the RSU. At the RSU, the received signals on
all N antennas are combined to obtain

Yr = wpg WrpHEs + wpg Wipe, (D

where Wgr is an N x K RF combing matrix, wgp is a
K x 1 digital combing vector, H is the N x Nr matrix
that represents the mm-wave channel between the RSU and
vehicle, e ~ CN(0,0?) is the additive white Gaussian noise
vector with a complex normal distribution. The optimum
vector wgp and matrix Wgg are selected from a predetermined
codebook as outlined in Section III-A. Adopting a narrow-
band geometric channel model [2], [13]-[16], the channel
can be expressed as H = H' + H", with H'°® and
H"'* representing the LoS and NLoS channel components.
Furthermore, the channels matrices H' and H™* can be
expressed as

H'* V1/Cararsu(1)ay(¢1) 2)
L
Hos V1/CY avarsy(0r)ad (¢r), 3)
=2

where ( is the average path loss between the RSU and
the transmitter and L is the total number of channel paths.
The angles 0, € [0,27] and ¢, € [0,27] represent the (th
path’s azimuth angles of departure or arrival (AoD/AoA) of
the communicating vehicle and the RSU respectively, and
ay is the fth path gain. The vector ay(¢) represents the
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Fig. 1. An illustration of the proposed spoofing detection technique showing
V1 transmitting a message to V2 with spoofed GPS location. The RSU
estimates a series of AoAs using the V1 signal and compares them with
the reported location. The RSU declares a spoofing attack and sends out a
warning to V2.

vehicle’s array response while the vector arsy(6) represents
the RSU’s array response [13]. While the proposed techniques
can be generalized to arbitrary antenna architectures, for ease
of exposition, the fully-connected hybrid architecture with
uniform linear arrays (ULAs) and LoS point-to-point channels
will be assumed throughout this paper. The impact of multi-
path will be examined in Section IV.

III. JOINT BEAMFORMING AND MALICIOUS
USER DETECTION

In this section, we first demonstrate how hybrid communi-
cation beams can be utilized for AoA estimation (or channel
sensing) and then formulate the spoofing detection problem.

A. Leveraging Hybrid Analog/Digital Codebooks for Sensing

To create near-ideal communication beams, hybrid antenna
architectures divide the combining (or precoding) stage be-
tween the analog RF and digital baseband domains [13]-
[17]. This is achieved by the use of hybrid codebooks that
approximate unconstrained digital beams by selecting a com-
bination of low-resolution analog steering vectors and digitally
combining them at baseband as follows [13]

(Wi, wag) = arg min | W, — Wgeweg| 7,
s.t. [WRF]Z,i € [Acan]:,dl < 14 < Ncanai = 17 >K (4)

[Wrewgs |7 = 1,

where Wgg is the N x K the constrained analog RF combining
matrix, wgg is the K x 1 baseband digital combing matrix, and
Wt and wpp are the optimum hybrid combiners. The matrix
W(‘;pt is a digital unconstrained combiner, A.,, represents an
N x N, matrix that carries a finite set of quantized analog
steering vectors, and N, is the number of possible steering
vectors due to the quantized phase-shifters. Consequently, the
hybrid combining vector becomes

opt opt
WH = WR';WB%. (®)]

In this paper, we utilize the received signal at each RF
chain (using Wﬁ‘;t), prior to digital processing, for channel
sensing. In Fig. 2, an example is demonstrated where the
hybrid beamforming vector wy is fixed, and the resulting
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Fig. 2. Comparison of the resulting hybrid, digital, and analog beam patterns
for a ULA with 32 antennas, 14 RF chains, and 2-bit phase-shifters at AoAs
—55° (sub-figures a and b) and —30° to —60° (sub-figures c and d). Systems
with hybrid antenna architectures can utilize unprocessed analog beamforming
for channel sensing.

beam pattern of the analog unprocessed beams is shown
when the communication beam is fixed and steered towards
—55° (subfigures a-b), and the AoA range —30° to —60°
(subfigures c-d). For both sector sizes, we observe that each
analog unprocessed beam (when using beam steering vectors
from W%’; yields a unique beam pattern in the angular
domain. Given K = 14 RF chains, we obtain 14 unique
beam patterns which we exploit for sensing in this paper.
This randomized beam pattern is achieved without the need
for antenna switching as done in [18], [19], and hence can
be readily exploited for PHY-layer assisted authentication in
existing systems with hybrid antenna architectures.

B. Reliable Detection of Location Spoofing and Attacks using
Consecutive Communication Packets

For location spoofing and attack detection, we estimate
the AoA of the transmitting vehicle at the RSU using the
analog unprocessed channel measurements each RF chain
provides when receiving communication packets. Each re-
ceived communication packet is assumed to consist of a
channel estimation (gain) and synchronization preamble block,
a header, communication data blocks (beacon safety message),
and optional beam training fields [19]. Unlike conventional
mm-wave channel estimation techniques that utilize the beam
training field for AoA estimation, we reuse the channel estima-
tion preamble block for AoA estimation under a fixed hybrid
communication beam. Before we introduce the proposed attack
detection technique, we first lay the following assumptions: (i)
all GPS location data is accurate and is received error-free, and
(i) each communication packet is received at the RSU from
an independent AoA.

1) Formulation of the AoA estimation problem: After
decoding the mth communication packet using a fixed hybrid
combining vector wy, the output of the analog stage prior to
digital combining can be written as

Ym = (WgE) h + (WiE) e, (6)

where y,, € CEK*1, m = 1,2,..., M is the received packet
index, the channel h,, = H,,f,,c is dependent on the

transmitting vehicle’s location at the mth time instant, and
c is a known preamble symbol for channel estimation and
synchronization (not for beam training). Assuming all AoAs
are quantized and taken from a uniform grid of N points, and
neglecting discretization errors, (6) can be written as follows
[16]

ym = (Wpt)*A X, + (Wik) en, (7)
Q mth AoA noise

where A is the N x N dictionary matrix that consists of RSU’s
antenna array response vector corresponding to each quantized
AoA 0, taken from the uniform grid. The matrix Q isa K x N
channel sensing matrix and x,, € C Nx1 is a time-varying
sparse AoA vector with the nth non-zero entry representing
the product of the training symbol ¢ and the complex channel
gain corresponding to the nth quantized AoA at the mth
time instant. Intuitively, one may apply sparse signal recovery
algorithms, see example [20], [21], to recover the entries of x,
i.e. using only one received communication packet, without
the need for additional measurements by solving the following
optimization problem: miny, ||x1l0 s.t. |ly1 — Qxi|2 < &
Nonetheless, as we will show in the next section, this requires
high receive SNR and the use of a large number of RF chains
at the RSU, both of which may not be practical in mm-wave
vehicular networks. In this paper, we propose the accumulation
of M communication packets for AoA recovery instead.

2) Sensing matrix design: When M communication pack-
ets are received, we vertically stack the received measurement
vectors y,, to obtain

y=1[yi vys yul' = (IM ® Q)x +e, (8

where I, is the identity matrix, (.)7 is the trans-

pose operator, ® is the Kronecker product operator,
x = [xI' xI' ... X% is the received vector
that consists of M sparse channel gains, and e =

[(WR)*er)T (W) *enr)™]7, is the stacked noise
vector. Given that the number of measurements in (8) has
increased by M, using sparse recovery to detect the AoAs
is still inefficient since the channel sparsity increased by at
least that factor as well.

One way to optimize AoA recovery is to make use of
the following prior information: (i) the vectors x,, have the
same number of non-zero entries as the AoAs of the received
communication packets are consecutive along the direction of
travel, and (ii) a vehicle can not be at the same location at
different time instances, e.g., having the third entry in x;
and xs to be non-zero is not possible since the LoS AoA is
changing with every received packet. Using this information,
we reformulate the sparse detection problem by grouping
M consecutive AoAs and eliminating outcomes that are not
expected to occur. This reformulation has two immediate
benefits. First, it reduces the dimension of the block diagonal
matrix in (8). Second, it improves the received SNR by
accumulating measurements over time.

To permit AoA group selection, we group all the indices of
the N quantized AoAs into subsets such that the difference



between the elements within each subset is at most M — 1.
This ensures that the AoAs within each group are consecutive,
eg, if N = 6 and M = 4, the resulting subsets are
{1,2,3,4},{2,3,4,5},{3,4,5,6}. Based on this arrangement,
the number of subsets becomes N — M + 1. Following that,
we need to rearrange the columns of the sensing matrix Q to
enable group detection. To achieve this, let the matrix Q("7),
of size K x (N — M + 1), represent the matrix Q that is
circularly shifted column-wise to the left by 7 and the last
j = (M — 1) columns are pruned. Similarly, let the vector
%9 of size (N — M +1) x 1, represent vector x circularly
shifted upwards by ¢ and the last j = (M — 1) elements
removed. We can then rewrite y,, in (7) as

Vm = Q(m—l,]\4—1))~($r7:L—l,]\/[—l) + (ngg)*em (9)

Observe in (9) the vectors 5<$,T ~LM-1) (corresponding to the

LoS AoAs) share common sparse support for all values of m.
This results due to the circular shift and pruning applied to
the vectors x,, and the sensing matrix Q which forces the
non-zero entries of X,,, Vm to have a common index. Define

M ~(m—1,M-1) _ -1
the vector z = ) =x{" ) L L, where aj L is the

m=1 "
inverse channel gain of the mth LoS AoA, be an (N — M +
1) x 1 sparse vector with the non-zero entries representing
the index of the active AoA group. Then the group detection

problem can be reformulated by rewriting (8) as

n] [QON ] oWy

92 Q(l,]VI—l) (WOP )*é2

= . z 0L a0
S;M Q(M*l,]wfl) (Wg]);[)*é]\/[

y HECME X (N-M+1) s

where y,,, and €, are the vectors y,, and e,, normalized by
the mth AoA channel gain, and the matrix ® is the equivalent
sensing matrix. When M = 1, (10) reduces to the classical
sparse AoA recovery problem in (7).

3) AoA group recovery: Given y and ®, the sparse vector
z can be easily recovered using sparse recovery algorithms
such as the orthogonal matching pursuit as outlined in [20].
Since we are only interested in recovering a single AoA group,
we apply the maximum correlation for simplicity, and the
recovered group index is obtained as follows [20]

b

* *
= ar max b
g g T A oW

= LyLyeeey

where G = N — M + 1 is the number of AoA groups along
the direction of travel.

4) Attack detection: Once the AoA group of the communi-
cating vehicle g* is estimated, the RSU compares the declared
Ao0A group index gp (location obtained via communication)
and compares it with the estimated group index g*. A spoof
attack is declared if |g* — gp| > €, where € is a small threshold.

C. Performance Analysis

We assess the performance of the proposed spoofing detec-
tion technique using the probability of correct detection, Pp,
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Fig. 3. Pp versus the SNR per antenna for L = 1 and L = 3 channel paths;
Or = —55°, K = 14, ¢ = 0.12, and the receive communication beam sector
size is 30°(—30° to — 59°). Pp increases with higher receive SNR p.
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Fig. 4. Pr versus the SNR per antenna for L = 1 and L = 3 channel paths;
Or = —55°, g = —25°, K = 14, ¢ = 0.12, and the communication beam
sector size is 30°(—30° to — 59°). Pr decreases with higher receive SNR p.

and the probability of false alarm Fr metrics. The probability
of correct detection, Pp is defined as the probability of ac-
cepting communication packets corresponding to transmission
originating from a legitimate transmitter. The probability of
false alarm Py is defined as the probability of accepting
communication packets originating from an illegitimate trans-
mitter. Let Hy represent the event that a legitimate vehicle
is communicating from the declared AoA location, and H;
represent the event that a malicious vehicle is communicating
from a location that does not correspond to its declared
Ao0A location. Based on this, we express the probability
of correct detection and the probability of false alarm as
Py = P(|g* — gD| < E‘Ho), and Pr = P(|g* — ng < E‘H1).

I'V. NUMERICAL RESULTS

In this section, we perform numerical simulations to evalu-
ate the performance of the proposed location spoofing attack
detection technique. We assume that at any moment, the
RSU receives error-free and accurate GPS location reporting
from the transmitting vehicle and the vehicle direction of
travel is from —90° to 90° with respect to the RSU. Unless
otherwise specified, the RSU is equipped with N = 32
antennas each with 2-bit phase2 shifters, the average receive
SNR per antenna is p = Z; 1. and the decision threshold
is € = 0.5. Using the hybrid combining vector in (5), the
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Fig. 5. Pp versus the number of received packets M. p = 0 dB, L = 3,
Or € {—43.4°,-38.7°,—34.2°,-30°}, and K = 14. Pp increases with
the number of received packets and narrower communication beams.

receive communication beam is fixed and steered towards the
Ao0A range —30° to — 59° (defined as a wide communication
beam) or towards the AoA range —30° to — 44° (defined
as a narrow communication beam). The matrix A in (7) is
composed of steering vectors corresponding to 32 quantized
Ao0As (—90° to 90°) and the entries of the matrix A.,, in (4)
are selected from the set {+1,+j}. The performance of the
proposed technique is evaluated considering L =1 and L = 3
channel paths. For L = 3, the gain of the LoS path is set
to a?/¢ = 0.7, and AoAs of the NLoS paths are randomly
selected from the set {—90°,90°} with /¢ = 0.15. To pro-
vide some context, we also plot the performance of the AoA-
based authentication technique proposed in [9] using mm-wave
system-suitable compressed channel estimation techniques as
outlined in [13]. It is important to note that compressed
channel estimation requires a dedicated beam training phase
for AoA estimation, whereas the proposed technique utilizes
the existing communication beam for AoA estimation.

In Figs. 3 and 4, we analyze the performance of the pro-
posed spoofing detection technique in terms of the probability
of correct decision and false alarm probability for a legitimate
vehicle located at the non-quantized AoA fr = —55°. We set
the number of RF-chains to 14 and use M = 1 communication
packet for AoA estimation. For both L = 1 and L = 3 cases,
Fig. 3 shows that the probability of correct decision increases
with the received SNR. It also shows that the probability
of a correct decision is comparable to that achieved by the
AoA-based authentication technique proposed in [9] (red plot)
when using compressed-sensing-based channel estimation that
requires the use of random beams for channel sensing. The
proposed technique can achieve similar performance by utiliz-
ing the excess channel measurements (analog) available at the
receiver, prior to digital combing, to successfully detect attacks
without requiring a dedicated channel estimation phase.

To assess the false alarm probability, we consider a ma-
licious vehicle located at AoA fr = —25° claiming to be
located at AoA 6t = —55°. For both L = 1 and L = 3 paths,
Fig. 4 shows that in the high SNR case, both spoofing detection
techniques exhibit similar false alarm rates. However, at low
SNR, the false alarm probability of the proposed technique is
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Fig. 6. Fr versus the number of received packets M. p = 0 dB, L = 3,
Or € {—43.4°,-38.7°,—34.2°, —-30°}, Or € {0° - 90°}, and K = 14,
Pr decreases with the number of packets and wider communication beams.

higher. Furthermore, Figs. 3 and 4 indicate successful spoofing
detection at high SNR only, with both methods failing at low
SNR in spite of the high number of RF chains.

In Figs. 5 and 6, we evaluate the performance of the
proposed technique in the low SNR regime when using
multiple received communication packets. When using a wide
communication beam, Fig. 5 shows that the probability of
correct decision approaches 1 with just three communication
packets while the performance of the AoA-based authentica-
tion technique using compressed channel estimation remains
constant. The reason for this is that the proposed formulation
permits the receiver to accumulate time varying measurements
for detecting an AoA cluster. Compressed channel estimation-
based techniques fail here since the AoA changes at each
location and hence, measurements can not be readily accu-
mulated for AoA estimation. To gain some insights into the
influence of the receiver’s communication beam width on the
detection performance, we also plot the probability of correct
decision when using a fixed narrow hybrid communication
beam for detection. The figure shows that narrow commu-
nication beams improve the probability of correct decision
Pp when compared to wider beams. This improvement is
due to the inherit design of the analog antenna weights that
contain entries that are correlated with the legitimate vehicle’s
communication channel. This correlation results in higher
detection probability at the cost of a slight increase in false
alarm probability as shown in Fig. 6, where we considered a
malicious vehicle located at AoAs randomly selected from the
set O € {0°,90°} with 3.6° angle separation claiming to at
AoAs Oy = —43.4°,—-38.7°, —34.2°, —30°.

Finally, in Figs. 7 and 8, we evaluate the performance of
the proposed spoofing detection technique using K = 6 RF-
chains and in low SNR regime. The results show that, for
a limited number of RF-chains and low SNR, the proposed
spoofing detection technique yields correct detection of the
legitimate vehicle with a diminishing false alarm probability
using just a few number of received packets. However, in Fig.
8, we observe a slightly higher false alarm probability for
the narrow communication beam case. This is mainly due to

the dependency of the detection matrix Q on the choice of
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Fig. 7. Pp versus M when utilizing a wide communication beam. p = 0
dB, K = 6, L = 3, 6r € {133.4°,128.6°,124.2°,120°}, and Or €
{0° —90°}.
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Fig. 8. PFg versus M when utilizing a wide communication beam. p = 0
dB, K = 6, L = 3, 6y € {133.4°,128.6°,124.2°,120°}, and 6r €
{0° —90°}.

the selected analog steering vectors from A, in (4), which
are correlated to the communication beam by design. These
steering vectors produce correlated beam patterns and result
in a detection performance hit. Therefore, there is a trade-off
between the communication beam width and the probability
of malicious vehicle detection.

V. CONCLUSION

In this paper, we presented a novel technique for detecting
location spoofing in mm-wave vehicular networks. By lever-
aging mm-wave hybrid analog/digital antenna architectures,
we demonstrated that the received analog RF signals, prior to
digital combining, can be utilized for joint communication and
sensing. The proposed technique estimates a cluster of AoAs
from a few messages using a fixed communication beam.
Spoofing detection is achieved by comparing the estimated
AoA cluster with the reported AoAs. The numerical results
confirmed the efficacy of our technique, showing that it can
detect spoofing attacks with high accuracy using just a few
communication packets.
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