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Toxicity in online games refers to behaviors where players disrupt the gaming experience of others, 
leading to adverse outcomes such as depression and low self-esteem. Although scholars have identified 
various factors contributing to toxicity, ranging from individual motivations to team dynamics to cultural 
backgrounds, the role of game design has been less frequently discussed. To bridge this gap, we conducted 
an interview study to explore players’ perceptions of how game design influences toxicity. Our research 
identified four game design elements that participants perceived as contributing factors to the emergency 
of toxicity in their experiences: team interdependency, fairness, interaction design, and privacy. These 
findings help us shed light on how game design unintendedly triggers toxic intentions, exposes players to 
vulnerability, making them potential victims, and affects player interactions which lead to toxicity. We 
further propose design implications that can mitigate toxicity in online games. 
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1 INTRODUCTION 

Toxic behavior is an umbrella term to describe “behaviors that disrupt players’ morale and team 
dynamics” [73]. It has various forms such as griefing [24], trolling [16], sexual harassment [11], 
general harassment, flaming, cheating, and cyberbullying [47]. Toxic players have various 
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reasons for engaging in toxic behavior. Sometimes, toxicity is intentionally conducted by these 
players [66]; sometimes it is a consequence of inadequate support in coping with stressful 
conditions in gaming [34]; and sometimes the toxic players are not familiar with community 
norms and thus unintentionally violate the norms [45]. Toxic behavior is widespread, with 
recent surveys and studies revealing a significant percentage of participants (some over 80%) 
experienced some form of harassment in online multiplayer games [46, 84–86]. Even worse, 
yearly consecutive studies by the Anti-Defamation League find this number increasing with 
every year [85]. Exposure to toxicity causes many players to suffer from severe, negative, and 
sometimes lasting consequences like lower self-esteem, increased anxiety, depression, and 
decreased enjoyment with the game and outside of the game [34, 63, 82, 85]. Consequently, 
many players either stop playing games altogether or resort to other methods, such as hiding 
their identity [84]. 

To understand toxicity and address its adverse effects on players, game researchers have 
committed to explaining what may cause toxicity. For instance, researchers have highlighted 
individual motivations [24, 29, 39, 51] as a major factor. For instance, Liu and Agur [51] suggest 
that players might conduct toxic behavior due to intrinsic motivations, such as prioritizing 
assisting their real-life friends in gameplay while disregarding others, which can be seen as 
toxic by other players. Researchers have also traced toxicity back to its social context [3, 5, 16, 
42]. For example, Kou [42] highlights that social dynamics, like conflicts within teams, can 
foster toxicity. Some have also probed how culture affects one’s behavior and thus fosters toxic 
conduct [29, 32, 34, 35, 41]. For example, Kordyaka et al. [35] argue that cultural differences 
among players can lead to varying levels of toxicity. As game scholars explore what constitutes 
toxicity, they also acknowledge how toxic behavior is subjective and influenced by games’ 
capabilities, ethics, rules, and norms [34, 42]. Kou [42] describes this as a “situated” view of 
toxicity. Kowert [46] takes a similar view, discussing how trash-talking may be considered fun 
rather than toxic during an eSports tournament.  

Scholars have touched upon how certain game design factors might inadvertently encourage 
toxicity. For example, Kou [42] identifies specific design aspects, like communication features 
that facilitate verbal abuse and the competitive nature of games like League of Legends, as 
potential enablers of toxicity. Türkay and Adinolf [72] point out that the option to add friends 
in Hearthstone could lead to verbal abuse. Deslauriers et al. [20] observe that game design 
elements such as repetitive tasks and role identification may contribute to toxic behavior in 
Dead by Daylight. Similarly, Burnay et al. [11] report that the portrayal of sexualized female 
characters in Ultra Street Fighter IV can incite sexual harassment. Kordyaka et al. [37] recently 
have noted that game design and its affordances significantly influence player interactions in 
general online games. However, it remains underexplored as to what are overarching design 
patterns that act as catalysts for toxicity across different online games.  

This paper seeks to bridge this gap by examining how players perceive the influence of game 
design on toxicity across different online games. While players are not game design 
professionals, their extensive experiences with toxicity can provide valuable perspectives on the 
relationship between game design and player toxicity. Thus, we pose the following research 
question:  

How do players perceive the influence of game design on toxicity? 
To address this question, we conducted interviews with 20 individuals who have 

encountered or conducted toxicity in online games. Through an inductive thematic analysis [15] 
of the interview data, we pinpoint four game design patterns that can incite toxic behavior, 
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including 1) team interdependency, referring to design patterns that affect the reliance among 
teammates and heighten the stresses of collaboration; 2) fairness, related to design patterns that 
impact players’ perception of equity and can create situations perceived as unfair to certain 
players; 3) interaction design, concerning design patterns that facilitate toxic interactions 
between players; 4) privacy, about design patterns that risk exposing players’ personal 
information in ways they may not consent to. These findings allow us to discuss how game 
design influences toxicity from the standpoint of the toxic perpetrators (i.e., the player who 
conducts toxic behavior), the victims, and the affordances that contribute to toxic conduct. 
While the specific features we discuss may not apply universally across all online games, 
understanding the overarching patterns from these features and their impact is crucial. 

Our study underscores a design perspective to understand toxicity: how game design 
influences toxicity. This broad view helps uncover underlying design patterns linked to the 
emergence of toxicity. Our contributions include 1) providing overarching game design patterns 
players perceived that can influence toxicity across different online games, 2) proposing a 
conceptual framework of the relationship between game design and toxicity, and 3) offering 
actionable insights for game designers to mitigate toxicity through designs.  

In the subsequent sections of this paper, we first examine previous studies focusing on 
toxicity attribution in online gaming, as well as the impact of game design on toxicity. 
Following this, we elaborate on the methodology for our study, including data collection and 
data analysis. Subsequently, we elucidate four game design patterns that influence toxicity. 
Drawing from these insights, we propose a framework and offer design implications to mitigate 
toxicity. Lastly, we outline the limitations and future directions of this study before concluding 
with a summary. 

2 RELATED WORK 

Toxicity has various forms [16, 24, 25, 47] and can happen due to multiple reasons [34, 45, 66]. 
This study is not limited to a specific form or reason of toxicity. Instead, this study aims to 
understand how game design influences general toxicity in online games, specifically from the 
players’ perspectives, examining both how it contributes to and mitigates toxicity. In this 
section, we first explore previous scholarly discussions on the attribution of toxicity in online 
games, including various factors such as game design. Then, we delve into how scholars have 
previously discussed the ways in which game design can also positively influence toxicity from 
players’ perspectives, specifically how players perceive game design’s role in mitigating 
toxicity. 

2.1 The Attribution of Toxicity in Game Research 

To effectively tackle toxicity and its adverse effects on players, it’s crucial to understand what 
causes toxicity. This understanding can equip researchers and practitioners with the knowledge 
needed to identify the root causes of toxicity, thereby enabling them to develop targeted 
strategies for its reduction. So far, game research has identified several key factors contributing 
to toxicity, including individual, social, cultural, and game design factors [37, 43, 51, 57]. 
Individual factors, such as personality [29, 37] and motivation [24, 39, 51], play part of the role 
in toxic behavior. For instance, players with aggressive personalities or less pro-social 
tendencies are more likely to engage in aggressive and potentially toxic actions [18]. Similarly, 
those motivated by the desire to disrupt gameplay for others (known as griefing) also contribute 
to the toxic environment [24].  
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Social factors also influence toxic behavior. Specifically, team dynamics in games where 
players are unfamiliar with each other can often become a hotbed for toxicity [43]. The absence 
of strong bonds among team members makes it difficult to cultivate a positive and supportive 
atmosphere within the team. This environment frequently leads to diminished accountability 
and a tendency to blame one another for losses, facilitating toxic interactions [3, 5, 16, 42].  

Cultural factors, including the cultural backgrounds of players and the prevailing norms 
within the gaming community, also play a role in fostering toxicity. Differences in behavior and 
attitudes towards toxicity can often be traced back to the cultural context of the players. For 
instance, players from cultures that emphasize collective social roles and expectations, such as 
India, may exhibit different patterns of behavior in games compared to players from North 
American cultures, where individualism is more pronounced [41]. This divergence may 
influence how players perceive and take responsibility for their actions within online gaming 
environments. Furthermore, the normalization of toxic behavior within the gaming culture itself 
perpetuates a cycle of toxicity, where toxicity spreads as victims retaliate against the 
perpetrator [38]. As toxic behavior becomes more accepted or expected within these 
communities, it encourages the further spread of such behavior, thereby exacerbating the issue 
[29, 32, 34].  

We refer to game design as not only design features such as communication channels, but 
also broader level mechanisms such as game events’ timing and criteria for winning [2]. 
Scholars discussed how game design factors can influence toxicity. At an abstract level, game 
design which emphasizes competition can override other valuable aspects like cooperation, 
friendship, and community, contributing to a toxic gaming environment [62]. Competitiveness 
in game design can also easily trigger conflicts within a team and thus facilitates toxicity  [42]. 
Anonymity in game design influences one’s perception about the consequences of conducting 
toxicity (e.g., lack of consequences for toxic behavior) and thus can contribute to toxic conduct 
[6, 14, 34, 51].  

In addition to how game design causes toxicity, scholars found certain game design features 
have correlations with toxicity as well. For instance, games with sexualized characters are 
correlated with instances of sexual harassment [11], players controlling characters with higher 
kill counts tend to exhibit more toxic behavior [50], and violence within games is positively 
associated with toxicity occurrence as well [48]. Research has also delved into the affordances of 
game design to understand how they facilitate toxic behavior. For example, players use the ‘add 
as friend’ feature to write comments to other players from previous matches to harass them 
[72]; players spam others in games using the emote feature to humiliate and annoy them [72]; 
and players engage in verbal abuse through team communication channels [64].  

In sum, the complexity of attributing toxicity arises from the interplay of individual, social, 
cultural, and game design factors. While considerable research has explored the first three 
factors [3, 5, 16, 24, 29, 29, 32, 39, 41, 42, 51], attention to game design factors has only recently 
increased. In addition, most of the scholars have investigated how certain game design features 
correlate with toxicity or how these features cause toxicity in a specific game. There is a notable 
gap in research efforts dedicated to explicating a broader view of how game design patterns 
influence toxicity across a wide range of online games. This paper aims to address this gap by 
exploring how players perceive the relation of game design patterns to toxicity.   
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2.2 Game Design for Mitigating Toxicity 

Design has the potential to guide human behavior in a specific direction, which, if not carefully 
considered, can veer towards immorality [31], and thus may lead to toxicity. However, game 
design can also play a productive role in mitigating toxicity. In order to make a moral gaming 
environment, before implementing a design, designers must propose how players might react to 
it [1]. To aid in this process, Flanagan et al. [22, 23] proposed a framework of game design, 
values at play (VAP), urging game designers to create environments where morality is designed 
in the game, and players are encouraged to engage in moral behavior.  

Several studies have proposed game designs to guide players towards moral behavior (i.e. 
non-toxic behavior) in gaming environments [19, 36, 49, 54, 77]. For example, Munn [54] 
proposed to encourage prosocial activities and positive behaviors through badges, rewards, or 
other items. Kordyaka and Kruse [36] suggested implementing a respective game design to 
dissociate perceived toxicity and educate players to maintain a friendly gaming environment. 
Depping et al. [19] proposed to have asymmetric abilities in character and team setup design to 
reinforce the importance of collaboration and encourage friendly communication. All these 
designs aim to promote a friendly gaming environment and moral behaviors, thereby mitigating 
toxicity. 

As toxicity can negatively affect players’ experiences and well-being, some research has 
explored designs aimed at reducing its adverse impacts on players’ wellness. For example, Wu 
et al. [77] suggested that game design can support victims by using their experiences as a 
teachable moment for them to deal with loss and frustration. Reid et al. [63] suggested to 
integrate in-game support tools for immediate and post-game recovery (e.g. eye bleach pictures 
and seeking for warm messages after exposure to toxicity). While these designs do not decrease 
the incidence of toxicity, they offer support to victims affected by toxic behavior, thereby 
alleviating the adverse effects of toxicity within gaming communities. 

Addressing toxicity through game design is crucial for creating a welcoming gaming 
environment, as well as promoting moral behaviors and supporting players’ well-being, 
especially from players’ perspective. As a human-computer interaction (HCI) researcher, it is 
crucial to incorporate users’ viewpoints into analysis and design. This notion has further 
propelled HCI design methodologies, such as participatory design [67, 68], which prioritize 
incorporating users’ viewpoints into the design process. While game design is conventionally 
seen as a domain primarily involving game designers, there appears to be a tendency to 
downplay the roles of players from the game design perspective. Although numerous design 
strategies have been proposed by researchers to tackle toxicity, only a few studies have explored 
the viability and acceptance of these measures from the players’ perspective (e.g., [63]). This 
oversight could lead to game designs that inadequately consider players’ perspectives. Despite 
players not being professional game designers, a comprehensive examination of their views of 
how game design may influence toxicity, in either positive or negative ways, can yield valuable 
insights on game design to mitigate toxicity accordingly.  

3 METHODOLOGY 

In this paper, we conducted a qualitative study to understand how players perceive the 
influence of online game design on toxicity. The perspectives from players can offer a 
nuanced players’ view of the relation between game design and toxicity, allowing for reflective 
evaluation of past designs and informed guidance for future design choices. To answer the 
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research question, we conducted 20 semi-structured interviews, followed by a thematic analysis. 
The study was approved by the university’s IRB office prior to the data collection.  

3.1 Data Collection 

We recruited our participants via the first author’s personal contact (n=2), snowball sampling 
(n=3), and recruitment messages posted on our university campus (n=15), a large, public 
university based in the U.S. Snowball sampling is a widely employed method in qualitative 
research [55, 60]. It relies on network and referral-based participant recruitment, starting with a 
small set of initial contacts and expanding through recommendations from existing participants, 
ultimately aiming to achieve a target sample size or saturation point [60]. Participants were 
requested to complete a pre-screening survey to provide demographic information prior to 
scheduling an interview session. Our participants were aged between 18 and 30. All of them 
have played at least one online game and have experienced toxicity or conducted toxicity (i.e. 
what they perceived as toxic). Except for two participants recruited from the first author’s 
personal contact, all other participants were from the same institutions as the authors. All 
participants were students. For other demographic information such as race, gender, and age, 
please refer to Table 1 below. Within the pre-screening survey, participants were also asked to 
list all the online games they have played. While during the interview, we did not specifically 
ask about the games they play, we observed that some participants, when describing their 
experiences of toxicity, referenced games not previously mentioned in the pre-screening survey. 
Consequently, we added these additional games to the table below as well. 

The first author conducted and recorded all the interviews via Zoom with the participants’ 
consent. With semi-structured interviews, we were able to ask open-ended and follow-up 
questions that encouraged participants to discuss their toxicity-related experiences of online 
games in a natural flow without a structured sequence [17]. This method allowed new ideas to 
emerge from conversations with participants [17]. We conducted all interviews between 
February 2023 and July 2023, each lasting between 30 minutes and an hour. Due to variations in 
players’ willingness to express and the number of details they can remember from past 
experiences, the interview time varies. Our interview guideline mainly included the following 
interview questions: 1) participants’ demographic information and their general experiences 
with online games (e.g. what online games they have played); and 2) participants’ experiences 
with toxicity, including their experiences either as a victim or as a toxic perpetrator, their 
explanation of toxicity, and their perceptions regarding the role of game design when 
confronted with a specific toxic behavior. 

All the interview audio was transcribed using Zoom. We stored and analyzed interview 
transcripts and coding data in Word and Excel on password-protected computers. We 
compensated each of the participants with a $20 Amazon Gift Card after their interviews. To 
protect participants’ privacy, we refer to them using code names (i.e., P1, P2, P3, …).  
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Table 1. Participants’ demographic information. The recruitment column represents how the participants 
were recruited. UC represents University Campus; SS represents Snowball Sampling; PC represents 

Personal Contact. Game column shows all online games participants have played. We used abbreviations 
to keep the table concise. LoL represents League of Legends, CoD represents Call of Duty, HoK represents 

Honor of Kings, DBD represents Dead by Daylights, OW represents Overwatch, CS:GO represents 
Counter-Strike: Global Offensive, Apex represents Apex Legends, WoW represents World of Warcraft, FF 

represents Final Fantasy, PUBG represents Player Unknown’s Battlegrounds, GTA 5 represents Grand 
Theft Auto V, CR represents Clash Royale, TFT represents Teamfight Tactics in League of Legends. 

No. Age Race Gender Recruitment Game 

P1 20 Asian Male UC LoL, Apex, Master Duel, PUBG, 
OW 

P2 20 Asian Male UC Valorant, CoD, CS:GO 

P3 18 Asian Male UC LoL, Valorant, HoK, Rainbow 6, 
CS:GO 

P4 23 White/Caucasian Male UC LoL, OW, FIFA, CS:GO 

P5 24 Black/African 
American 

Male UC CoD, Fortnite, Apex 

P6 21 White/Caucasian Male UC Valorant, CoD, CS:GO 

P7 21 Mixed Male UC LoL, OW 

P8 20 White/Caucasian Female UC CoD, Minecraft, Roblox 

P9 21 White/Caucasian Nonbinary UC Fortnite, GTA 5, CoD 

P10 22 Asian Male SS OW, DBD 

P11 23 Asian Male PC OW, Rainbow 6 

P12 23 Asian Female PC OW, HoK 

P13 25 Asian Male UC LoL, CR, Hearthstone, PUBG, 
Fortnite 

P14 29 Mixed Male UC Halo series, CoD, Gears 

P15 30 White/Caucasian Female SS Fallout 76, WoW, Guild Wars 2, FF 
14 

P16 23 Asian Female UC LoL, Minecraft 

P17 26 Asian Female UC LoL, PUBG 

P18 26 Asian Female SS TFT, Werewolf (Langren Sha) 

P19 25 Asian Female UC HoK 

P20 23 Asian Male UC LoL, CS:GO, Apex, Battlefield, 
Minecraft, Dota 2, Mario Kart 

 

3.2 Data Analysis 

We conducted an inductive reflexive thematic analysis (RTA) [15] of the interview data based 
on our RQ, aiming to understand how players perceive the game design’s influence on toxicity. 
Two researchers analyzed data together. According to six-phases of RTA [9], they first reviewed 
each transcript to understand preliminary ideas on the relation between game design and 
toxicity and held a first-round discussion with three authors. This phase helps researchers 
familiarize themselves with the data. Then, both of them independently went through every 
transcript and coded quotes that were related to game design and toxicity. This step generated 
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over 453 initial codes. After the coding phase, the next phase is to generate initial themes. In 
this phase, three researchers conducted meetings to discuss their codes and resolved 
disagreements iteratively to reach a final set of initial codes. They finally agreed on a list of 69 
second-level codes for the RQ. In the next phase, two researchers discussed several rounds to 
develop higher-level themes in the codes to capture the mechanism behind the game designs 
until they reached an agreement on a thematic map, which met the principles of internal 
homogeneity and external heterogeneity in thematic analysis [61]. The fifth phase asks 
researchers to refine, define, and name the theme. In this phase, two researchers discussed 
several rounds to settle done the theme names to finalize the thematic map. In the final phase, 
two researchers selected the most representative quotes carefully and documented them with 
theme names and codes in a finding outline with Word.  

Pertaining to principles in RTA, we did not calculate inter-rater reliability [7]. This is 
because, in RTA, themes do not underlie the data, waiting to be discovered with objective 
agreement. Instead, the quality of coding stems from an in-depth engagement with the data and 
is situated in reflexive interpretation. Because of this, it is also typical to have a single coder for 
RTA [8]. However, our RTA was performed by two researchers. Additionally, the concept of 
RTA results in that data saturation is hard to align. In RTA, the key is to develop themes 
theoretically, where new meanings are always possible. Therefore, this development process can 
continue indefinitely. Consequently, in RTA, it is the researchers’ responsibility to determine 
whether the goal is met with the current data and thus decide when to stop the analysis. A 
pragmatic practice for RTA is to determine a sample size. Our sample size is consistent with 
commonly accepted standards in the HCI community [12].  

The resulting thematic map included four overarching themes, each representing a design 
pattern: team interdependency, fairness, interaction design, and privacy. We are inspired by 
these terms’ definitions from previous work in different contexts [33, 58, 59] and define each 
design pattern in the Findings section to align this work’s unique context. As an example of 
how initial codes were categorized into one of the overarching themes, the quote ‘Smaller team 
might be more toxic than others because the longer you play… Each person’s responsibilities 
responsibility is bigger than larger teams, so their behavior will directly affect how the team 
performs if the team was small’ was initially coded under the theme ‘smaller team setting.’ After 
discussion, we had an agreement that even though, from a surface level, the participant 
perceived that toxicity is influenced by the game design of a smaller team, the reason behind it 
is the tight collaboration between teammates in the smaller team setting. Therefore, we coded it 
under the second-level sub theme ‘intra-team tensions by intense teamwork design’ under the 
first high-level theme ‘team interdependency.’ 

4 FINDINGS 

In this section, we describe how participants perceived the influence of game design on toxicity. 
There are four game design patterns that participants believe can affect toxicity: team 
interdependency, fairness, interaction design, and privacy. For each game design pattern, we 
detailed the concrete game designs participants mentioned in a diverse range of games. 

4.1 Team Interdependency 

Team interdependency refers to the extent to which players must rely on their teammates in 
order to advance or succeed in games. This interdependency intensifies with certain game 
designs, potentially leading to conflicts and, consequently, toxicity among players. Our 
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participants specified two types of game design patterns that can contribute to the emergence of 
toxicity. 
 
4.1.1 Intra-Team Tensions by Intense Teamwork Design 
Some participants pointed to the demanding nature of teamwork in competitive games as a root 
cause of toxicity. The need for precise coordination among teammates fosters a tense and 
pressurized environment within the team. In such circumstances, the subpar performance of 
even one team member can detrimentally affect the team’s overall performance and the result of 
the game. This can lead to frustration among teammates who have put significant time and 
effort into the game, thus acting as a catalyst for toxic behavior, such as verbal abuse. A 
participant pointed out the substantial impact an individual’s performance can have on team 
dynamics in games where close teamwork is essential, which in turn can escalate toxicity.  

“Smaller team is more toxic than others… Each person's responsibility is 
bigger than larger teams, so their behavior will directly affect how the team 
performs if the team was small… In Rainbow 6, there are five players in a 
team... So, each player has a lot of responsibilities, like searching on the map 
to find enemies and kill them. If one player did not search well and died, the 
team would lose a teammate in the rest of the time [which would create a 
huge disadvantage for the team].” P11 

Rainbow Six is a tactical first-person shooter game in which players engage in realistic, 
close-quarters combat, with an emphasis on strategy, teamwork, and the precise execution of 
planned assaults against threats. P11 noted that in a small team, such as a 5-player team in 
Rainbow Six, each player carries a significant portion of the responsibilities to contribute to the 
team’s success, more so than in larger teams. Consequently, any slight deviation from an 
individual’s responsibilities can lead to a substantial disadvantage for the team. P11 observed 
that players are often more critical of someone who causes a significant disadvantage in a small 
team setup, leading to a tension of in-team gaming environment and thus tendency towards 
toxicity. Such toxic behavior tends to intensify, especially under the pressures of a competitive 
environment. For example, P14 shared their experiences in Gears 5: 

“[In Gears, toxicity] normally occurs in the Horde mode because it takes hours. 
If you all die once on the mode, you have to start from scratch. Players 
normally weed out by level 10, but if you get up into the 30s and 40s, people 
aren't getting out. They will yell at you for not doing something right or 
blame you for being out of position. The longer you're in it, the more you 
want those achievements.” P14 

Gears 5 is a third-person shooter video game that emphasizes cover-based combat, 
cooperative gameplay, and a narrative-driven campaign. In Gears 5, Horde mode is a game 
mode where a team of players battles through 50 waves (i.e., levels) of enemies’ (non-player 
characters) attacks. To win, players must survive all 50 waves. If all players die, they have to 
start over from the first wave, rather than the wave where they were defeated. Such game 
design for win intensifies the tension between teammates. As P14 noted, the competitiveness in 
this game design intensifies as the levels go up and consequently increases the toxicity. This is 
because as the level increases, players are more afraid of losing and starting from scratch. This 
mindset amplifies the competitiveness and pressure to collaborate. Therefore, players under 
pressure are easily triggered and proceed to conduct toxic behavior (e.g., verbal abuse) to the 
player who has made a single mistake. 

Conversely, participants also described how toxicity levels differ in games that do not have 
intense teamwork. This difference in toxicity is attributed to a design where an individual’s 
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behavior has less influence on the performance of other players or the team as a whole. In such 
settings, where one’s actions have minimal impact, toxicity tends to be less likely. For instance, 
a participant mentioned: 

“Battlefield is nice because there are four people in a group. Whenever 
someone leaves the group, there will be a new player added to your group 
right after someone.” P12 

In many video games, leaving before the game ends is considered toxic and is reportable, as 
these games typically require players to stay and compete until the end. Leaving a game early in 
such video games results in a team being short-handed, creating a disadvantage for the team 
and negatively affecting the experiences of its players, thereby rendering it toxic behavior. 
However, in Battlefield’s setup, such behavior is not considered toxic. Battlefield is a first-person 
shooter video game series known for its large-scale multiplayer battles, combining infantry 
combat, vehicle warfare, and a class system that encourages teamwork and strategy across 
expansive maps. In these large-scale multiplayer engagements, it’s common for multiple teams 
to compete (i.e., there are two sides, and each side has multiple teams to fight for the same goal). 
Players have the flexibility to switch teams, leave the game early, or join during an ongoing 
match. Within this game design, P12 highlighted how the act of a player ‘leaving the game’ is 
perceived as inconsequential to both individual and team performance due to the availability of 
new players to join the team. This ongoing replacement of players diminishes the significance of 
leaving during the game and reduces the associated tension in collaborative game design. Thus, 
the game’s design alters player perceptions of leaving early from a toxic action to a non-issue. 

 
4.1.2 Conflicts by Imbalanced Role/Character Design 
In many team-based video games, players are assigned to different roles and characters, each 
with unique responsibilities and capabilities for teamwork. This design of asymmetrical role [28] 
in the team makes the collaboration between teammates important and thus intensifies team 
interdependency. While teammates are supposed to fulfill responsibilities and capabilities they 
are expected to do, the imbalanced role and character designs can lead to incapability of 
fulfilling the expectations and thus leads to conflicts in gameplay, which can trigger verbal 
abuse and other toxic behaviors. A participant explained how the Jungle role in League of 
Legends (LoL) can lead to such conflicts, with the potential to trigger toxicity: 

“[In LoL,] Jungler on the other side has ganked you a lot of times… This is 
pretty boring and when you cannot farm and could provide a bad feeling. 
Then you are going to call your Jungler like why you didn't gank my lane. 
And if the Jungler says I'm ganking on the other line… this will create a war.” 
P3 

League of Legends (LoL) is a competitive multiplayer online battle arena (MOBA) game 
where two teams of five players each strive to destroy the opposing team’s base while 
defending their own on a map of three lanes and jungle areas in between. The five players 
typically fill out five distinct roles. The Jungle role (Jungler) involves moving through these 
jungle areas to support the rest of the team in three lanes, also known as ‘ganking.’ Players 
often expect the Jungler to visit their lane and assist them by ganking. However, as P3, a player 
who has 8 years of expertise in playing MOBA games, described, Jungler may not be able to 
gank every lane as other players’ expectation, because there are three lanes and a Jungler can 
only gank one lane at a time. The player who does not receive the help of a gank may get 
triggered and blame the Jungler for not meeting their expectations, resulting in toxicity (i.e. a 
‘war’ as P3 mentioned, referring to verbal abuse to each other). The toxicity, while seemingly a 
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result of Jungler’s personal in-game decision (i.e., choose a lane to gank), partly stems from the 
design of the Jungle role, which entails significantly more collaboration with all other 
teammates. In other words, the design of workload for different roles is imbalanced, leading to 
much more burden on the Jungler role. Therefore, in a game with such role designs, toxicity is 
more likely to happen around the players in this role. Moreover, not just the role but also 
character design can result in different expectations of one’s responsibility in teamwork and 
thus leads to toxicity: 

“In Overwatch, there are some healers who are more likely to be blamed by 
their teammates, like Moira and Zenyatta… players in these characters don't 
heal but try to make damage…” P10  

Overwatch is a team-based multiplayer first-person shooter game where players are assigned 
a distinct role and select from a diverse cast of characters, each with unique abilities, to 
complete objectives and battle against the opposing team on various maps. The role in 
Overwatch represents the character type who has certain capabilities, such as Support, who has 
abilities to heal teammates, or Tank, who can take damage from enemies. In Overwatch, a team 
typically includes two Support roles, who are supposed to aid teammates (e.g., heal) rather than 
dealing damage. However, as P10, a player who spends 10 hours per week in playing 
Overwatch, highlighted, certain Support characters in Overwatch are uniquely crafted with dual 
capabilities allowing players to attack and heal. These dual capabilities lead to ambiguity in 
character roles, fostering divergent interpretations and consequently diverse gameplay actions. 
Such variations may not align with team expectations and thus can foster toxicity. For instance, 
as P10 noted, while teammates anticipate Support roles to provide assistance, players in these 
characters might instead engage in combat (i.e., do damage). This discrepancy between 
expectations and actual gameplay actions can spark conflicts and act as a trigger for toxicity. 
This toxicity arises not merely from players’ actions, but also from the inherent ambiguity in 
character design that offers players varied gameplay options. These ambiguous designs draw 
attention to the players’ gameplay choices, particularly when specific character capabilities are 
only tied to certain roles (e.g., only characters in Support role can heal). This situation can 
exacerbate toxicity around players in these characters who did not heal as expected. In 
summary, toxicity in gameplay often emerges from a clash of expectations, influenced both by 
the assigned responsibilities of each player’s role and the versatile, yet unclear, capabilities of 
characters within the game. 

The unclear responsibility and capability may not only align with the character’s ability but 
also with the team composition. For example, a participant explained how toxicity was triggered 
by failure to assign responsibility when selecting the character in LoL: 

“…[In LoL,] it’s hard to play especially during the team fight, because if the 
enemy team has like 2 tank and three damage, while we only have like 5 
damage but no tank, then it's like even if we do everything well like 
eventually, we’ll all die and lose the game… they actually ruin each other like, 
saying why didn't you pick the tank champ when you saw we don't have any 
tank champ.  Like they blame each other about the champion selection… In 
champ select stage, if one person selects something and if it can show like the 
AP and AD balance or like the tank and like damage balance, or the win rates 
of it. Then I think people can actually be a lot more cautious about what 
champ they select.” P16  

In LoL, players are assigned a role and can pick a character from more than 160 characters to 
fill the role. But the characters have different types. For example, a character who can deal 
significant damage is an AP or AD character type, and a character who can withstand 
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considerable enemy attacks is a tank character type. P16, who played LoL for 18 months, posits 
that a balanced team composition, featuring a mix of all character types, could foster more 
enjoyable and winnable gameplay. Nonetheless, players might not always select character types 
that contribute to a balanced team, potentially diminishing the team’s likelihood of victory 
despite collective efforts. This issue of character type selection stems from ambiguities in team 
responsibilities and the distribution of responsibilities of picking the character types, as dictated 
by the game’s design. The ambiguities stem from players’ varied interpretations of what 
constitutes a balanced team composition, and the absence of a clearly defined team composition 
of responsibility in character type selection. As a result, five players could eventually make an 
imbalanced team composition, creating disadvantages that may result in defeat, and, sometimes, 
toxicity within teams as players verbally abuse each other for not adhering to expected 
responsibilities regarding character selection balance. Thus, P16 even expressed a desire for a 
design feature that could provide information about whether their team composition is 
balanced. 

4.2 Fairness 

Some participants identify fairness in design as a contributing factor to toxicity. Fairness in 
game design means the extent to which a game design can provide every player with an equal 
chance (i.e. symmetrical fairness [59]) to compete and enjoy the game. Fairness perception 
matters to player experience. A game design that results in an unequal chance of enjoying the 
game can foster toxicity. According to participants, some of the game designs foster toxicity 
because they do not seem to provide an equal chance for every player to enjoy the game. For 
instance, a participant shared: 

“CS:GO is a 5V5 shooter game and you can team kill in that game. So 
sometimes only four of my friends and I are online. We would get some 
random fits and try to communicate with him or ask him to do something. If 
he didn't do it, we would shoot him, and he would die... You can only kill your 
teammates twice per person. So, after we'd kill him the max amount of times, 
we do a vote to kick the player from the game.” P6 

Counter-Strike: Global Offensive (CS:GO) was a first-person shooter game that sets two 
teams against each other, Terrorists and Counter-Terrorists, in various objective-based modes, 
focusing on team strategy, precise shooting, and map knowledge, with gameplay emphasizing 
bomb planting/defusal and hostage rescue missions. In CS:GO, players have the option to vote 
to kick a player if they perceive them as a hindrance to gameplay (e.g., toxic players). This 
option to vote is designed to empower players to make a democratic decision to remove toxic 
players and thus maintain a playful environment. However, when a group of players bands 
together, they have disproportionate influence during the voting process. This collective 
influence creates an unfair situation and could foster toxic conduct if their influence is exploited 
intentionally. For instance, as P6 stated, if a single player does not align with the desires of a 
four-player group (in a five-player team), that group might vote to kick the dissenting player 
out, regardless of whether that player’s behavior was actually toxic or deserving of such action. 
In such scenarios, the vote of the individual player becomes insignificant, as the group of four 
can manipulate their numerical advantage, creating an imbalance in group dynamics. This 
toxicity lies in the design that empowers the majority group in the voting system, giving the 
minority group an unequal chance in the voting process. 

Game design can also foster toxicity through unfair situations in the process of picking 
characters in the game. A participant shared: 
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“In LoL, it used to be you don't select a role… you can say I want mid but that 
doesn't guarantee that you get mid because the players ahead of you have 
priority on picking the roles they want… sometimes this causes toxicity 
because some people [ahead of you] would still pick the role they want… So 
you could see there' be fighting in the in the chat. It’s not an official rule, just 
like a convention.” P4 

In previous versions of LoL, the game requires players to select distinct roles during the role 
selection phase, with five roles available for the five players. This phase requires players to 
choose their roles sequentially, in a predetermined order. This arrangement creates an unfair 
situation where the player at the top of the order can choose their preferred role, whereas those 
later in the sequence have fewer opportunities to do so. Even though players could use the chat 
function to declare preferred roles, players with earlier selection opportunities may choose to 
ignore those declarations. Such behavior, as P6 claimed, incited arguments and, subsequently, 
toxicity. While toxicity appears to stem from the decisions made by players at the top of the 
order, it’s also attributable, in part, to the game design, which grants them more power in role 
selection.  

The last game design that fosters toxicity through unfair situations is the design of the 
encounter of players. In some online games, the encounter is dependent and regulated by the 
matchmaking system, but in some open-world video games, the encounter is unregulated and 
results in unfair situations: 

“Previously in WoW, someone who is a higher level comes in and kills all the 
resources in the area because they're farming for themselves. And to me, 
that's kind of toxic cause you obviously see these low-level people need these 
things to level up and you're just farming for materials for your own stuff…” 
P15  

World of Warcraft (WoW) is a massively multiplayer online role-playing game (MMORPG) 
where players embark on quests, explore vast fantasy worlds, and interact with other players in 
a shared online universe. In previous versions of WoW, there were different level areas where 
all players shared the same resources and the same space. These spaces allow the encounter of 
high-level players and low-level players. P15 noted that high-level players may engage in toxic 
behavior by entering lower-level areas to monopolize resources, taking advantage of their 
higher-level status. This behavior creates an unfair situation for lower-level players since it 
leaves them resourceless: low-level players cannot access resources from other areas due to 
their inability to compete in higher-level areas. As a result, low-level players lose the 
opportunity to fully enjoy the game, with all accessible resources being consumed by higher-
level players. The toxicity stemming from high-level players is a result of the game’s encounter 
design, which creates an unfair situation for low-level players. This occurs because players of 
significantly differing levels are allowed to compete for the same resources within the same 
area, impacting the enjoyment of the game for those at lower levels.  

4.3 Interaction Design 

Interaction design is a design that suggests how players can use it to act in a multiplayer game 
and thus influence their fellow players’ in-game experience. The previous two sections 
explained how game design patterns can affect interactions between players, which leads to 
toxicity. In this section, participants specified how interaction designs afford toxicity, allowing 
toxic interaction to happen. In other words, although the features are not designed for 
conducting toxicity, players reinterpret and appropriate them for toxicity. We found two types 
of affordances, affordance for communication and affordance for behavioral interactions. 
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4.3.1 Affordance for Verbal Abuse in Communication Design 
Games provide players with multiple ways of communicating with each other via 
communication design. These designs may be exploited by players for toxic conduct, such as 
verbal abuse. A participant provided an example of verbal abuse in Gears 5: 

“Gears was getting complaints about the language and verbal abuse. So, they 
stopped it for the newest game [Gear 5] and they kept it [text chat] off for the 
whole run of it... But players can still send messages to other players after the 
game... And it does feel more intentional, because they take the time to write 
you a letter now... It just seems much more passive as you weren't yelling at 
me during the game, so you felt the need to write me a note... and you can't 
have the actual reactions.” P14 

In previous versions of Gears, there was an in-game communication channel. However, as 
P14 explained, game designers removed the channel to reduce verbal abuse in-game. 
Consequently, in the latest version, Gears 5, players no longer have an in-game communication 
channel. Instead, they are provided with an option to send messages after the game to players 
with whom they have previously played with. While this new communication design might 
reduce toxicity during the game, as P14 implied, they still experienced toxicity through 
messages received after the game. The impact of this post-game toxicity can be even more 
severe, as it often comes across as passive-aggressive and leaves P14 without the ability to 
respond directly, potentially leading to more profound psychological impacts on them. 
Therefore, the affordance in communication design, whether in-game or post-game, can serve as 
catalysts for enabling or facilitating toxicity such as verbal abuse. 

 
4.3.2 Affordance for Behavioral Abuse in Communication Design 
Certain interaction designs, whether advertently or inadvertently, serve as catalysts for abusive 
behavior during gameplay. A participant described how they engaged in toxic behavior through 
‘team damage,’ which allows a player to inflict damage on their teammates, even to the point of 
killing them: 

[Q: have you ever initiated toxic behavior in the game before and what's the 
reason?] “If some players intentionally sabotage gameplay, not try to win, or 
feed the team or something else, I will kill them just for making the team 
game easier.” P11 

Team damage is a feature found in many first-person shooter games that enhances realism 
by simulating real-life shooting scenarios. However, this design also permits players to 
intentionally inflict damage on and even kill teammates, which can be considered toxic as P11 
describes. This is because players who are killed have their gaming experience disrupted by the 
consequences of their death: they are present in the game but due to death, are unable to 
participate actively in gameplay. The ability to inflict team damage, although not designed for 
intentionally killing teammates, allows players to conduct such actions that can hinder the 
experiences of others, thus influencing toxic behavior.  

Not only does disrupting others’ chance to enjoy gameplay but also irritating others through 
sensory aspects of gameplay can disrupt gaming experiences and be considered toxic. A 
participant shared how players use soundtrack game design to annoy others: 

“[In LoL,]...there is like some fancy music [when they dance]. So, I've seen a 
lot of times where people just like keep pressing it nonstop. So, you hear the 
noise all the time. It was very loud and annoying.” P18 

In LoL, characters can dance accompanied by unique background music, intended to add 
humor and make light-hearted interactions with other players, including the enemies. However, 
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as P18 mentioned, some background music is loud, and if played repeatedly, can become 
annoying and thus be considered toxic. The act of dancing, while not directly disrupting others’ 
gameplay, can interrupt the overall experience of other players, including the sounds they hear 
in the game. The sound for dance, although designed to provide fun player interactions, can be 
used in a toxic way. 

Not all affordance in design leads to toxicity, some of them can help mitigate it. A participant 
shared how certain design affords a lower likelihood of players conducting toxic actions toward 
others: 

“It's funny cause Gears does have in game gestures and you're allowed to like 
set up your character with like to actually give the middle finger, but no one 
does it well...  You get 4 gestures in your gesture wheel. And people want the 
celebration gesture... or limited-edition ones... so they don’t have a space for 
that [toxic gesture on their gesture wheel]. I think the main reason is that 
your character will actually pause and do gestures. There are multiple middle 
finger emotions, but that makes your character to stop and the other players 
actually have to be looking at your character. So, unless you want the middle 
finger to be your victory pose, it’s not really a good method to communicate 
in the game.” P14 

In Gears, players can do gestures, some of which, like the middle finger gesture, could be 
seen as disrespectful and potentially used in toxic manners. However, according to P14, players 
often opt not to use such gestures. This decision is influenced by two main factors. Firstly, 
players have limited space on their gesture wheel, a feature that allows them to select and 
customize which gestures they wish to have available during a game. Given this limitation, 
players prefer to reserve space for more valuable gestures, such as celebratory or limited-edition 
ones, rather than for gestures intended to provoke others. Secondly, the design of executing and 
seeing a gesture in Gears further discourages the use of disrespectful gestures. For a gesture to 
be seen, a player must actively stop and perform the gesture while other players need to be 
looking at them. As P14 suggests, the likelihood of this occurring during gameplay is low, 
making such gestures less impactful and, consequently, less appealing to players to have on 
their gesture wheel. Although toxic gesture designs exist, the limited capacity of the gesture 
wheel and the conditions required for gestures to be seen discourage players from utilizing 
them. Therefore, players tend to not conduct toxic behavior through these gestures, 
demonstrating how affordance in gesture design can influence player interactions and promote 
a less toxic gaming environment. 

4.4 Privacy 

Some participants mentioned how a lack of privacy protection in game design can contribute to 
toxicity. Privacy is defined as one’s ability to control personal information about oneself for 
what information can be seen by others in which ways [58]. In this section, we found that the 
lack of privacy protection leads to a situation where information some players deem as personal 
is exposed to others unwantedly and is used in an inappropriate way after exposure to others, 
resulting in toxicity. For example, some female players discussed how their gender information 
could be exposed to other players via voice channel, compared to text channel, facilitating 
sexual harassment:  

“I find it more enjoyable if I just don't turn on my microphone. So, if I'm 
playing, I'll use chat instead. I have a pretty gender-neutral username, so no 
one really knows that I'm a girl with just my username.” P8  
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“If they know you're a female and they just start talking to you like flirting, 
which is very annoying.” P18  

Both P8 and P18, who are female players, have discovered that revealing their gender 
through the voice channel leads to unwanted flirting and even sexual harassment from other 
players, diminishing their enjoyment of the games and fostering a toxic environment. P8 has 
found that their gaming experience improves when they opt not to use the voice channel, which 
prevents others from discerning their gender based on their voice. For both P8 and P18, their 
privacy expectation is not to leak their gender information to other players, but voice channel 
violates such expectation. While what P8 and P18 shared could be attributed to sexism in the 
game culture, the design of voice channel also inadvertently serves as a means for disclosing 
gender identity through voice, compared to text-based channel (e.g., P8 would use ‘chat’ 
instead). 

Besides gender identity, there is other information that, although players themselves may not 
want to share with others, is available to all players anyway due to the game design. For 
example, a participant shared how the design of performance statistics in game could be used to 
conduct toxic behavior: 

“[In Overwatch,] it shows a lot of information including damage, accuracy, 
healing amount or tank amount... So, like if you play, let's say if you play a 
healer role and then you're not doing well, anyone can press tab and see your 
healing numbers like if it is too low and then they will [start abusing you].” 
P1 

In Overwatch, the game is designed to show everyone’s performance statistics (e.g., how 
much damage one has made) in real time during a game. These statistics can unfortunately 
serve as ostensibly reasonable grounds for criticizing someone for their poor performance. As 
P1 mentioned, teammates may target the support player for their low healing numbers 
throughout the game. While these statistics might reflect performance to an extent, the statistics 
may not necessarily reflect all the performance aspects. However, players are frequently 
targeted simply because of their lower performance metrics. While gameplay-related statistics 
and visualization are highly valuable, to what extent such information should be shared with 
other players is worth thinking about. The lack of attention to privacy protection in this 
scenario, can orient players’ attention to numbers, and serve as a catalyst for toxic behavior 
targeted at players with lower numbers. 

Besides information on in-time performance statistics, another participant shared how a lack 
of protection on other’s character preferences can facilitate toxic behavior: 

“[In LoL,] I hate playing support. I like mid lane. If I don't get to mid lane, I'll 
ban others’ characters... then they usually dodge like that's the whole point.” 
P7 

In LoL, upon entering a match, players proceed to the character selection stage, where they 
can see their teammates’ character preferences. Subsequently, the system prompts every player 
to ban one character they dislike playing against before selecting their own characters. P7 
admitted that they conducted toxic behavior, banning teammates’ preferred characters to trigger 
them intentionally. This behavior is based on the information of one’s preference of character 
selection. While the visibility of the information on teammates’ preference data may serve the 
function of preventing the case of unintentionally banning teammates’ preferred characters, 
lack of protection of such information could let toxic players intentionally ban others’ preferred 
characters based on the visibility of such information, leading to toxicity. 
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Finally, a lack of protection of information on a player’s match history could also facilitate 
toxic behavior. A participant detailed how this information could be used in a toxic manner: 

“[In LoL,] when you try to get promoted to an upper rank, you need to play 
three games and you need to win two of them. If [the toxic player] sees 
someone in the game who is on that promote. He [the toxic player] usually 
tries to throw the game so that that person can't go up to the next Rank.” P16 

In an earlier version of LoL, players were required to succeed in a promotion series by 
winning two out of three games before they could advance to the next rank. As P16 noted, 
players’ rank information, including details on their promotion status, was accessible online. 
This information allows for predictions on how the results of upcoming matches could influence 
one’s rank. As such, toxic players, upon accessing this information, might intentionally lose 
games to sabotage another player’s chances of winning their match and achieving promotion to 
the next rank. A lack of protection on information on promote status and previous match result 
information can trigger toxic perpetrators to conduct toxic behavior toward the targeted victim.  

5 DISCUSSION 

We reported how players perceive the link between toxicity and game design and identified 
four key design patterns (Table 2) within game design that could potentially influence player 
experiences and inadvertently foster an environment conducive to toxicity. 

It is important to note that we are not suggesting that those games mentioned in our study 
are created with the intention of fostering player toxicity. Rather, we propose that toxicity is an 
unintended outcome of game design practices, which is distinct from games intentionally 
crafted to include manipulative features, often referred to as dark patterns [80]. The unintended 
outcome can be reflected in the behavior of players who have intentions of engaging in toxic 
actions, players who experience stress in gaming but lack adequate coping strategies, or players 
who are unfamiliar with the community norms. For example, players may intentionally sexually 
harass those from minority genders, as seen with P8 and P18. P11 can kill a toxic teammate as a 
coping strategy to confront toxicity. Some players may be unfamiliar with what others expect, 
in other words, the community norms in the game, which results in 'toxic' behavior, as P10 
mentioned, trying to cause damage instead of providing support. 

Game can be seen as a technology and unintended consequences of technology are not 
uncommon to see. Unintended consequences of technology have been recognized since the 
1990s [71], and in various sectors like healthcare technology [4, 27], digital communication 
technologies [56, 65], and educational technology [70]. Unintended consequences may arise 
from corporate practices prioritizing shareholder interests [30] or being used by users in 
manners not foreseen by its designers [13]. As such, it is possible that even well-intentioned 
game design can become a contributing factor to toxicity, due to player interactions with and 
interpretations of the design. Methodologically speaking, prior research has employed 
methodologies like interviews to explore how user interactions with technology can result in 
unforeseen outcomes  [13, 52, 74]. In a similar vein, our study employed semi-structured 
interviews to probe players’ perceptions of what game designs could have toxicity as an 
unintended consequence. 
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Table 2. Summary of theme names, design patterns, and how design patterns trigger toxicity. 

Theme Name Design Pattern How It Triggers Toxicity 
Team 
Interdependency 

The extent to which players must 
rely on their teammates in order to 
advance or succeed in games. For 
example, in a team-based game, 
players rely on collaboration in 
certain roles to win the game. 

The interdependency intensifies with 
certain game designs, potentially leading to 
conflicts and, consequently, toxicity among 
players. For example, the design of the 
workload for different roles is imbalanced, 
leading to much more collaboration burden 
on one role. Therefore, in a game with such 
role designs, toxicity is more likely to 
happen around the players in this role. 

Fairness The extent to which a game design 
can provide every player with an 
equal chance (i.e. symmetrical 
fairness [59]) to compete and enjoy 
the game. For example, the design 
of encounters between high-level 
players and low-level players can 
result in losing accessible resources 
of low-level players, which creates 
an unfair opportunity for low-level 
players to play the game.  

A game design that results in an unequal 
chance of enjoying the game can foster 
toxicity. For example, high-level players 
take the resources of low-level players, 
because players of significantly differing 
levels are allowed to compete for the same 
resources within the same area. Such 
behaviors impact the enjoyment of the 
game for those at lower levels and thus can 
be seen as toxic. 

Interaction Design A design that suggests how players 
can use it to act in a multiplayer 
game and thus influence their 
fellow players’ in-game experience. 
For example, a player can dance 
and play music in games. Fellow 
players can see the dance, hear the 
music, and choose to respond to 
the player. The dance design is the 
interaction design. 

Although the interaction designs are not 
designed for conducting toxicity, players 
reinterpret and appropriate them for 
toxicity. For example, the sound for dance, 
although designed to provide fun player 
interactions, can be used in a toxic way --- 
repetitively playing during the game.  

Privacy One’s ability to control personal 
information about oneself for what 
information can be seen by others 
in which ways [58]. For example, a 
player may not want their gender 
information to be exposed to 
fellow players in the game. 

Lack of privacy protection can lead to a 
situation where information some players 
deem as personal is exposed to others 
unwantedly and is used in an inappropriate 
way after exposure to others, resulting in 
toxicity. For example, the voice channel 
inadvertently serves as a means for 
disclosing gender identity through voice 
and triggers toxicity (e.g. sexual 
harassment) towards a specific gender. 

 

5.1 Conceptualizing the Relationship between Toxic Behavior and Game Design 

We acknowledge that toxicity can originate from a variety of factors. Prior research has 
highlighted the influence of personal [24, 29, 39, 51], social [3, 5, 16, 42], and cultural factors [29, 
32, 34, 35, 41], foregrounding toxicity as a complex, multi-faceted phenomenon. In this section, 
our focus is on the relationship between toxicity and game design as another underexplored 
factor. Our resulting framework (see Figure 1) identifies three key elements through which 
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game design may facilitate toxicity: perceived triggers, perceived vulnerabilities, and affordance 
in game design. “Perceived triggers” refer to the aspects of game design that players believe can 
drive certain individuals into exhibiting toxic behavior. “Perceived vulnerabilities” refer to the 
aspects of game design that players believe can expose certain players to vulnerabilities, making 
them more susceptible to becoming targets of toxic actions. Affordance of the design refers to 
how the interactions between players and the game design result in unanticipated consequences 
and enable toxicity to occur.  

 

Figure 1. Framework of Toxicity by Design.  

5.1.1 Perceived Trigger by Game Design 
Game researchers observed that ‘trigger,’ which is defined as a factor that motivates individuals 
to engage in certain behaviors, can facilitate toxicity [37, 51]. Kordyaka et al. found that triggers 
can result from individual factors [37]. For example, a player may be driven by achievement and 
thus get triggered when losing [37].  Kou found that triggers can result from social factors [42]. 
For example, players can get triggered when they have resource conflicts with their teammates 
[42].  Our findings show not only how game design can become a trigger for toxicity but also 
how it affects individual factors and social factors and thus contributes to toxicity.  

First, the game design that requires players’ extensive time and effort influence individual 
factors and can be a trigger. Previous literature has highlighted how time is important for player 
experiences (PX) and once the PX is disturbed, players tend to be toxic. For example, Fahlström 
and Matson found that players engaged in longer game sessions tend to exhibit more toxicity 
[21]. This may be due to prolonged interactions with teammates, potentially leading to extended 
periods of frustration [42, 53]. Such frustration can build up, ultimately impacting players’ 
emotional states and leading to toxic behavior [37]. Our findings further emphasize that not 
only time but also the efforts players invest during these gaming sessions are crucial factors 
influencing their emotional states. For example, in Gears, players invest significant time and 
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effort into progressing through waves. However, if they fail in a wave, their previous 
investment in time and effort is lost, triggering frustration and potentially leading to toxic 
behavior.  

Second, certain game designs could contribute to the emergence of conflicts between 
teammates, influencing social factors and resulting in toxicity. Social factors describe how social 
dynamics within the team affect players’ relationships with each other and result in toxicity. For 
example, players tend to attribute failure to other players [3]. Players may get into conflicts and 
even toxic conduct due to competing for in-game resources [42]. Particularly, Fahlström and 
Matson [21] observed that stealing kills, a valuable advantage by killing enemies, from 
teammates is deemed toxic as well. Our findings show certain designs, such as matchmaking 
systems can turn teammates into rivals, and thus affect social factors and facilitate toxicity. For 
instance, in League of Legends (LoL), where five distinct roles are available, it’s possible for 
multiple team members to compete for the same role. This competition can lead to arguments 
and toxicity in team chats as members contest for their preferred roles. Additionally, when roles 
are assigned, the sight of someone else securing a coveted role can provoke toxic behavior, such 
as banning characters out of spite. 

Lastly, ambiguity in game design, combined with individual factors, can influence social 
factors and trigger toxicity. Ambiguity in game design, such as ambiguity in one’s supposed 
responsibility in teamwork, can lead to different playstyles. Previous studies have highlighted 
how strategic disagreements and gameplay conflicts can precipitate toxicity [21, 36, 42]. 
Deslauriers et al. mentioned how ambiguity in objective settings in Dead by Daylight can be a 
potential source of gameplay conflict [20]. Our findings extend this notion, revealing that not 
just objective ambiguity, but also the vagueness in role design and character design can lead to 
conflicts of playstyles and thus toxicity. For example, a player in a support role who has both 
healing and damage-dealing capabilities may face a challenge in balancing damage and healing, 
leading to conflicts over the appropriate extent of each among teammates' acceptance. 
Moreover, in games like LoL, the selection of ‘roles’ that define map positions versus the choice 
of character types for each role can result in a team composition imbalance, such as the absence 
of a tank, which in turn can spark blame and toxicity. Conversely, games like Overwatch assign 
roles based on character types, mitigating conflict over selection. In addition, individual factors, 
such as players’ differing motivations [79] for engaging with a game in different playstyles, can 
facilitate conflicts and contribute to toxicity. In sum, players’ motivations for choosing certain 
playstyles and interpretations of playstyle facilitate conflicts and thus toxicity when the game 
design is ambiguous.  

 
5.1.2 Perceived Vulnerability by Game Design 
Vulnerability refers to a state in which an individual is exposed to the potential risk of being 
targeted in a harmful action. Players who are vulnerable may face a heightened likelihood of 
being subjected to toxic behavior by others. Foo and Koivisto [24] have demonstrated that 
players predisposed to toxic behavior often seek out those who exhibit signs of vulnerability. To 
understand what could contribute to one’s vulnerability, Kordyaka et al. discussed how an 
individual’s personality traits may influence their susceptibility to being targeted [40]. Our 
research has revealed that certain aspects of game design can inadvertently place players in 
such a vulnerable state. This vulnerable state can then become a focal point for toxic individuals 
to exploit, even in the absence of direct ‘triggers’ for toxicity. We found that game design can 



Toxicity by Game Design   345:21 
 

Proc. ACM Hum.-Comput. Interact., V8, CHI PLAY, Article 345. Publication date: October 2024. 

introduce three types of vulnerabilities that potentially exacerbate the risk of players becoming 
targets of toxicity. 

The first type of vulnerability identified in our research is related to the visibility of data due 
to a lack of privacy protection. Kou and Gui [44] have described that players often scrutinize 
their teammates’ performance data from previous gameplay to justify toxic behavior, 
highlighting the concerns regarding privacy issues associated with data visibility. Our findings 
reinforce the privacy concerns of game data, highlighting how publicized game data can expose 
players to toxic behavior. For instance, in-game performance data can display a player’s 
performance over time in game, making it easy for others to initiate toxic behaviors upon 
observing poor performance. Game data related to promotions, referring to a critical phase 
where a player must pass successfully in order to advance to the next rank, can also make 
players who are at a promotional stage vulnerable to toxic actions, as toxic individuals may 
actively seek out such promotion information and intentionally disrupt those players’ 
promotion games. 

Another type of information that can bring vulnerability to players involves demographic 
information, such as gender. Previous scholars have highlighted that female players received 
sexual harassment targeted to their gender [25, 69]. In games with voice channels, female 
players’ gender information can become apparent to all teammates using the same channel. 
While these channels are designed to facilitate game-related communication, they also 
inadvertently disclose gender information. While previous research [51] has indicated that the 
absence of voice channels might lead to a lack of social cues, weakening team bonds and 
potentially increasing toxicity, our findings indicate that the presence of voice channels can 
specifically expose female players and even other minorities to vulnerability, leading to 
instances of sexual harassment. Overall, the lack of privacy protection can leave certain groups 
vulnerable to becoming victims of toxic behavior. 

The second type of vulnerability arises from aspects of game design that impact fairness. 
Previous research has explored various elements of fairness within game design, highlighting 
how certain practices negatively affect PX, such as ‘pay-to-win’ models [26], the ban-pick 
system and map design [78], and latency issues like ping delays [10]. However, there has been a 
shortfall in discussions on how elements of fairness in game design might contribute to toxicity 
or increase players' vulnerability to becoming victims. In our findings, we found that unfairness 
not only detracts PX but also places individuals in unfair situations, rendering them more 
susceptible to toxicity. For instance, in League of Legends (LoL), players with lower priority in 
the champion selection process may not be able to choose their preferred roles. Consequently, 
these players are at a disadvantage compared to those at the top of the selection queue, 
increasing their vulnerability. Similarly, a player who was matched with a four-person party in 
a five-player team might feel powerless during the voting process for kicking a player, as the 
design of the voting system and the option for four-player parties inherently disadvantages the 
solo player. These examples of unfair game design can unintentionally create situations where 
some players are rendered more vulnerable than others, thereby elevating their risk of 
encountering toxic behavior. 

The third type of vulnerability arises from close collaboration with teammates, where players 
need to perform under pressure and, at the same time, are vulnerable to close scrutiny and 
abusive remarks from teammates. Fahlström and Matson [21] have shown that the significant 
influence of players’ actions and their impact on team dynamics contribute to toxicity. Because 
of the ability to influence each other’s and the team’s overall performance, errors or inactions 
can both become grounds for blame. Minor errors can significantly affect the team, prompting 
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players to blame others and diminish their own responsibility in match outcomes. For instance, 
in our finding, one participant in Rainbow 6 highlighted the critical importance of each 
member’s responsibility in a small team, which can exacerbate toxicity. Not only are mistakes a 
basis for blame, but inaction can also provoke toxicity. Liu and Agur [51] have indicated that 
within teamwork contexts, individuals are prone to minimizing their own accountability and 
attributing failures to their peers. The influence of inactions can be a reason to blame others for 
their accountability. For example, in our findings, a player blames Jungler for not ganking the 
lane. Players in certain roles, such as Jungler, bear more responsibility, leading to potentially 
unbalanced collaboration. Thus, the inability to collaborate with some players creates 
opportunities for toxic conduct, highlighting how tight teamwork can introduce vulnerabilities 
to players in certain roles. Overall, tight teamwork exposes players to vulnerabilities, stemming 
from individual mistakes that may not directly cause game failure or from role responsibilities 
that demand more collaboration than a player can effectively manage.  
 
5.1.3 Affordance in Game Design 
Affordance represents an interpretive relationship between users and a design, emerging as 
users engage with the design [75]. As players engage with a game, their interactions may 
extend beyond what designers initially envisioned. This phenomenon may resemble the concept 
of unintended consequences of design [52]; however, the distinction lies in that affordance 
specifically pertains to the nuances of design interaction, whereas unintended consequences 
encompass all outcomes, not solely those stemming from interaction, but also from other 
elements such as unfair scenarios which lead to unintended vulnerabilities of players. 

 We define affordance in game design as an interpretive relationship between the player and 
the interactive design of the game. The interactive design is the design that allows interaction 
between players. While the interactive design is innocuous, the affordance in interactive design 
shapes how players exploit these designs to facilitate toxic interactions with others. Previous 
scholars have found several interactive design features in games that can be abused by players 
to conduct toxicity. For example, Türkay and Adinolf [72] have demonstrated that players 
exploit the friend-adding feature for verbal abuse. Lam et al. [48] noted players use the emote 
feature for spamming others within the game. Our research verified previous literature by 
pointing out toxicity in similar interactive designs: players engage in verbal abuse during post-
game chats and misuse dance features to spam others. We also found that, in first-person 
shooter games, team damage and vote-to-kick mechanisms can be an interactive design players 
can use to bully others. In games like League of Legends (LoL), the ban-pick system can be an 
interactive design that players can use to maliciously ban characters preferred by others. These 
instances we found highlighted how affordance in various interactive designs can inadvertently 
facilitate toxicity. 

We see no affordance in game design when players do not have a direct interaction with 
interactive design. For example, players’ personal data, although can be used in an unintended 
way for toxic conduct, is not an interactive design that allows interactions between players. 
Ambiguous character and role designs, although can be played in various of ways out of game 
designers’ expectations or teammates’ expectations, are not interactive designs since it is only 
about the interaction between players and in-game avatars, instead of other players.  
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5.1.4 Summary 
In this section, we discussed how game design can trigger toxicity, either by fostering behaviors 
that lead to toxic actions or by creating vulnerabilities that make players targets of such 
behavior. While there may be other non-design-related triggers and vulnerabilities, our focus is 
on the impact of game design on both perpetrators and victims of toxicity. We also propose 
affordances in interactive design that allow toxic interaction to happen in games. 

5.2 Design Implication 

While game designs can inadvertently contribute to the emergence of toxicity, eliminating these 
design elements entirely is not the optimal or realistic solution for reducing such behavior. Plus, 
game design is not the sole factor that leads to toxicity. For instance, the option to remove a 
player from a game in CS:GO, though potentially misused by larger groups to target individuals 
unfairly, serves as a vital tool for addressing genuinely toxic behavior. Without this mechanism, 
alternative issues may arise. This illustrates the complexity of balancing game design to mitigate 
toxicity without compromising the game's inherent dynamics and player experience. In this 
section, we critically engage with the game design that leads to different levels of toxicity as 
well as the game designs that participants envisioned to mitigate toxicity.  
It is important to underscore that the findings of our study, while derived from the games 
participants played and mentioned, hold relevance for a broader spectrum of online gaming 
experiences. For instance, the concerns regarding privacy expressed by female players in the 
context of an online board game featuring a voice channel may extend to other online gaming 
environments with similar communication features. Moreover, the design implications below 
are not confined solely to the specific games we mentioned; rather, they bear applicability to a 
wider range of online games sharing similar mechanisms. 
 
5.2.1 Managing Triggers by Design 
We encourage game designers to proactively consider the triggers present within the context of 
specific online games and develop strategies to mitigate these triggers, thereby addressing 
toxicity. To provide more tangible design implications, we present two design suggestions based 
on triggers identified in this study. One suggestion involves providing guidance to assist players 
in better understanding character roles and team balance by the calculated win rate. This design 
strategy may help players grasp the balance of character types within the team and avoid 
potential toxicity resulting from character selection. However, there's a possibility that such a 
win rate might not accurately capture the impact of individual character selections on overall 
success. Additionally, games could integrate visualized data showcasing character balance, such 
as total defense capabilities or damage output, during the character selection stage. For instance, 
in Mario Kart, the impact of Kart selection on performance is made visible in the Kart selection 
stage [83].  This visualized data may not only allow players to see the effect of their character 
choices on various aspects of team composition but also give players an overview of team 
balance. Therefore, it may deal with the situation where players make selections that result in 
an imbalanced team composition. 

In addition, game designers could enhance support for players facing ambiguity in their 
playstyles during the game. As discussed earlier, the affordance in gameplay can lead to various 
interpretations by players, which leads to different playstyles that can trigger conflicts and 
toxicity. Providing in-game advice for players tasked with ambiguous characters could offer 
clarity on their responsibilities and help align their actions with team expectations. For instance, 
a support character possessing both damage-dealing and healing abilities might be uncertain 
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about which action best meets their teammates' expectations and benefits the team. By 
integrating in-game statistics that display the team's overall damage output and healing 
requirements, the game design could aid support players in making more informed decisions 
about their in-game actions based on the team's needs for damage and healing, thus clarifying 
their role in real-time. This strategy could potentially reduce the triggers of conflict that arise 
from differing gameplay strategies. 

 
5.2.2 Managing Vulnerabilities by Design 
We encourage game designers to proactively consider the vulnerabilities present within the 
context of specific online games and develop strategies to support potential victims, thereby 
addressing toxicity. To provide more tangible design implications, we present two design 
suggestions based on the vulnerabilities we identified in this study. Our first recommendation is 
to reevaluate the privacy enhancement of player data. This includes in-game performance 
statistics, account information, and potentially sensitive data exposed through voice channel 
affordances, such as gender. Game companies could choose to empower players with the ability 
to manage the privacy of their data, resonating with prior research advocating for player 
control over aspects like voice channel volume [1]. Regarding the information disclosed through 
voice channels, game companies might contemplate implementing voice transformation 
technology to conceal individuals' identities by altering their voices in real-time. This strategy 
could also empower players to control their personal information visibility by modifying their 
voice. With the control of the data visibility, players who believe they are in a vulnerable state 
can protect themselves by disabling the visibility of the data.  

Another design implication we suggest is to enhance players’ fairness perception in PX. 
Games designs that could render an unfair situation should be reevaluated and redesigned. For 
instance, LoL has changed the system for choosing roles, which assigns players roles before 
they enter a match. With such a system, players do not need to negotiate the role assignment in 
the chat and thus reduce the vulnerability of players in the later of the sequence to choose the 
role, therefore mitigating toxicity. To address the unfairness encountered in open-world games, 
game companies might consider regulating certain encounters or interactions. For instance, 
implementing restrictions on the lowest-level areas that players can enter could prevent higher-
level players from accessing areas intended for lower-level players. Alternatively, game 
companies could adjust the levels of non-player characters (NPCs) to match the individual levels 
of players, ensuring that all players face equal difficulty in acquiring specific resources from 
NPCs. By either of the strategies, players with lower levels may have a better chance to obtain 
resources and enjoy a fairer gaming environment.  

 
5.2.3 In-time Strategies to Maximize Player Experiences in Game 
Online games have different mechanisms that can bring about various unintended 
consequences. We realize that it is almost impossible to list all the unintended consequences for 
all the games we mentioned and all types of online games. However, what we can suggest is 
that game designers can come up with in-time strategies according to the specific game context 
to maximize player experiences in the game to minimize the consequences of toxicity. For 
example, we observe that with certain game designs, what counts as ‘toxic behavior’ is different. 
AFK is seen as toxic behavior in many video games such as LoL and Overwatch, but less so in 
video games like Battlefield. This is because there are always new players to replace the AFK 
players and thus the player experiences are not affected by the AFK players. While it may not be 
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feasible to always find substitute players in every game type, developers could explore in-time 
strategies, such as deploying AI teammates to fill gaps left by AFK players [76, 81] to support 
player experiences in the game.  

While these in-time strategies may not prevent the occurrence of toxicity, mitigating its 
impact can enhance player experiences. However, game designers have to be cautious about 
implementing such in-time features to prevent exploitation by toxic players, such as 
manipulating AI to unduly influence game outcomes. With these in-time strategies in game 
design, we believe that when the impact of toxicity is minimized to the extent that player 
experiences are not significantly affected, the behavior may not even be considered toxic. 

6 LIMITATIONS AND FUTURE WORK 

In this section, we discuss the limitations of our study, as well as what remains to be done in the 
future. First, our methodology, which involved interviewing players, means our findings 
primarily reflect how players perceive the influence of game design on what they identify as 
toxicity. It's important to acknowledge that these perceptions might be biased by their 
understanding of game design and personal experiences with toxicity. More research can be 
done using different methodologies (e.g. collecting and analyzing player gameplay data from 
APIs) to measure and predict the relationship between toxicity and game design factors.  

Second, during our interview sessions, we did not specifically inquire about participants' self-
assessed expertise, nor did we collect data on the duration or frequency of their gameplay for 
each game. We recognize that participants’ personal experiences can offer varied contexts and 
explanations regarding the occurrence of toxicity in detail. Future researchers could explore this 
aspect using alternative methodologies for data analysis, such as quantitative studies, to assess 
how personal experiences influence perspectives on toxicity in game design. 

Third, this paper mainly focuses on identifying the themes that cause toxicity in online 
games played by our participants using a qualitative methodology. Given the nature of 
qualitative data and the specific games our participants have played, our interview data may not 
cover all types of toxicity across all online games. Therefore, it is possible that some of the 
toxicity caused by some specific game designs is not reported in this paper. More research can 
be done using large-scale data (e.g. a survey) to validate the game design factors we identified in 
this study. In addition, future researchers can also look into how game design causes toxicity in 
different games and whether they have differences from each other to cross-validate our study’s 
result. 

Lastly, this study initiates a fresh inquiry into the nexus between toxicity and game design 
through the lens of players' perspectives. It is important to note that our participants consist 
solely of university students, and thus their interpretations may not fully encapsulate the 
viewpoints of players across diverse demographic cohorts. Hence, further research is needed to 
integrate the perspectives of other stakeholders, such as game designers, and individuals from 
varied demographic groups, in order to comprehensively examine how game design impacts 
toxicity.   

7 CONCLUSION 

In this study, we investigated players’ perceptions of how game design influences toxicity. Our 
research offers insights into factors contributing to toxicity across various online games, 
identifying four game design patterns that exacerbate toxicity and affect its prevalence: team 
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interdependency, fairness, interactions, and privacy. We argue that toxicity may be viewed as 
an unintended consequence of game design, leading to the triggers of toxic perpetrators, 
increased vulnerability among victims, and specific affordances in player interactions with the 
design. Moving forward, it is important for game designers to assess the potential impact of the 
identified game design factors on toxicity. This research enhances our understanding of toxicity 
in online games through a design-oriented lens from players’ perspectives. It sheds light on how 
toxicity arises as a type of unintended consequence alongside particular game design patterns. 
Player experiences with toxicity by game design underscore the importance of prosocial design 
in online games. With the hope of mitigating toxicity and encouraging prosocial activities, we 
propose design implications based on the toxic by design framework to guide game designers in 
managing triggers and vulnerabilities caused by game design, and dynamically enhancing 
player experiences during gameplay. This work also aims to bridge the gap between industry 
practices and player perspectives by incorporating players’ views into game design.  
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A APPENDICES 

A.1 Interview Questions 

1. Demographic questions - gender, race, occupation, location (State)  
2. General Questions regarding experiences with online games  

a. What online games do you play? How long have you played?  
b. Whom do you usually play with?  
c. What is a typical scenario where you start playing an online game? (Big 

context)  
3. Players’ experiences with toxicity  

a. Have you encountered toxicity in online games before? Can you give an 
example?  

b. What games/type of games have you experienced toxicity interactions? How 
often is it?  

c. When do you see toxicity in a game? Begin? In the middle? Something 
happened?  

d. Have you ever initiated toxic behavior in a game? What’s the reason for that?  
e. What type of toxicity interactions have you experienced? Chat/in game 

behavior?  
4. Players’ explanations of toxicity  

a. How would you define what is or is not toxicity? And why?  
b. What do you think causes toxicity among players?  
c. Player themselves?  
d. Do you think the game design leads to toxicity?  
e. Are there games that are more toxic than other games? And why? Any 

examples?  
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f. Do you think toxicity is a problem in online games? And why?  
5. Players’ actions related to toxicity  

a. What do you usually do when you are the victim of toxic conduct?  
b. What do you usually do when you witness players being toxic to other 

people?  
c. How are you affected by toxicity in the game (long term)? Does it change how 

you behave/play the game?  
d. Do you think game companies have done enough to manage toxicity? And 

why?  
e. What else do you wish online games have to manage toxicity?  

6. Ending questions  
a. Do you have anything else to add regarding your experiences with toxicity? 
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