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Abstract
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1 Introduction

The central problem in Hamiltonian complexity is to understand the structure of ground states of local
Hamiltonians and the difficulty of learning properties of them, e.g. [Has07, SCVO08, LVV15, ALVV17,
AA23]. In this work we study the following question: given a local Hamiltonian H, how difficult is it to
learn about the entanglement structure of its ground state? For example, given H, can you tell if its ground
state is area-law or volume-law entangled? We call such questions about the qualitative features of the
entanglement structure a Learning Ground State Entanglement Structure (LGSES) problem. This problem
is related to both condensed matter physics — where ground state entanglement structure is a central object of
study — and may also shed light on questions in quantum gravity regarding how entanglement could possibly
be dual to other physical quantities [BFV19, GH20].

Whereas most effort in many-body physics has been directed towards the positive side of this question,
i.e. finding conditions under which properties of the ground state can be efficiently learnt or computed (see
e.g. [CPF'10, LVV15, HKT"22]), here our goal is to prove hardness results for the LGSES problem from
cryptographic assumptions. This explores the limitations that any algorithm for such problems must run up
against. In other words, hardness results for the LGSES problem point to qualitative features of Hamiltonian
ground states that are inherently computationally intractable to compute.

To prove computational hardness results for the LGSES problem, we will relate it to a notion called
pseudoentanglement, a term recently introduced in [ABF*23]. Informally, pseudoentangled state ensembles
consist of low-entanglement states that masquerade as high-entanglement states to computationally bounded
observers; in other words, a pseudoentangled state only looks like a high-entanglement state to bounded
observers, whereas its actual (information-theoretic) entanglement is low. The main result of [ABF'23]
is that it is possible to create pseudoentangled states which hide vast differences in entanglement. More
concretely, they construct two ensembles of quantum states, ¥"e" and W!°%, such that any state |y) € Phieh
has high entanglement entropy across any bipartition of the qubits and states in ¥!° have low entanglement,
but any computationally bounded quantum algorithm that receives a state from ¥he? U W!o% cannot tell
which kind of state it received.

This notion of pseudoentanglement is interesting in its own right and has been used for various applic-
ations in [ABF"23], but its relevance to Hamiltonian complexity is unclear. This is because the settings
are inherently different: the notion of pseudoentanglement in [ABF*23] involves a quantum input, namely
copies of the relevant quantum states, being given to the distinguisher. If we tried to translate this into a
setting involving Hamiltonian ground states, we would end up in a model where we study the properties
of Hamiltonian ground states given quantum copies of these ground states, but without knowing the actual
Hamiltonian itself. In contrast, in Hamiltonian complexity we assume that we know a classical description
of the Hamiltonian under consideration and would like to determine properties of its ground state.

Therefore, if we want to use some notion of pseudoentanglement to prove hardness results for the
LGSES problem, we need to consider a model where the distinguisher is not just given quantum copies
of the high- or low-entanglement states, but rather an efficient classical description of these states. This
leads to a different kind of pseudoentanglement, which we call public-key pseudoentanglement since the
description of the states (the “key”) can be made public. This notion is already implicit in earlier work by
Gheorghiu and Hoban [GH20], who gave a construction of public-key pseudoentanglement that we discuss
in more detail below.

Definition 1.1 (Public-key pseudoentanglement (implicit in [GH20])). Two ensembles of n-qubit poly(n)-
gate quantum circuits {Cy}, {C}} are public-key pseudoentangled with entanglement gap f(n) vs g(n) if
they are computationally indistinguishable to poly-time quantum algorithms, and yet with high probability



over the ensembles, C¢|0") has entanglement > f(n) and C;|0") has entanglement < g(n) across one or more
cuts of the system.

The key difference between this definition and the one in [ABF*23] is that here a classical description
of the circuit used to prepare the states is given as input to the distinguisher, whereas in [ABF"23] the
distinguisher only receives copies of the output state of the circuit. A distinguisher can therefore not only
prepare copies of the output state, but also analyse the classical description of the circuits directly to gain
additional information, making it harder to “hide” the entanglement of pseudoentangled states. Hence,
public-key pseudoentanglement is a much stronger notion than that in [ABF 23], which we will call private-
key pseudoentanglement as the circuits are hidden.

There are generally two features we care about in a pseudoentanglement construction: the entanglement
gap, which we want to be as large as possible in order to hide as much entanglement as possible, and the
set of cuts across which this entanglement gap holds. Informally, a more general set of cuts (i.e. bipartitions
of the qubits) across which the entanglement gap holds corresponds to hiding more qualitative information
about the entanglement structure of the state; this is what we are most interested in for the LGSES problem.

The pioneering work of Gheorghiu and Hoban gave the first pseudoentanglement construction with
entanglement gap n vs n — O(1) across a single cut based on the Learning With Errors (LWE) assumption
[GH20]. Using this they showed that it is difficult to learn fine-grained properties of the ground state
entanglement — namely if the ground state has entanglement n vs n — O(1) across a fixed cut. The basic
idea is that if one passes the circuit to prepare pseudoentangled states through a modified Kitaev clock
construction [KSV02, NVY 18], the ground state of the resulting Hamiltonian has the same entanglement
properties as the output state of the circuit. We emphasize that the Kitaev clock Hamiltonian encodes the
circuit used to prepare the state in plaintext, so this application necessarily requires a public-key construction.

However, Gheorghiu and Hoban’s construction only suffices to prove hardness of detecting very small
differences in the entanglement of the ground state across a single cut. In contrast, the LGSES problem asks
about gualitative or coarse-grained features of the entanglement structure, as very fine-grained properties
are usually not physically relevant. This raises the following question: is it possible to get a public-key
pseudoentanglement construction that hides qualitatively different entanglement structures? This would
lead to natural hardness statements for the LGSES problem.

1.1 Near area-law public-key pseudoentanglement

Our first result is to construct strong forms of public-key pseudoentanglement from LWE. In particular we
show it is possible to hide 1D near area-law vs volume-law entanglement.

Theorem 1.2 (Volume vs area-law public-key pseudoentanglement (informal)). Assuming subexponential-
time hardness of LWE, there exist public-key pseudoentangled ensembles with volume-law vs near area-law
entanglement when the qubits are arranged on a 1D line.

That is, in one case the states have entanglement Q(min(k,n —k)) across any division of the qubits into k
vs n— k qubits (volume-law), and in the other case the entanglement of any cut is < |A|polylog(n) where |A]
is the area of the cut when the qubits are arranged on a 1D line (i.e. the number of times the cut crosses the
1D line). We call this near area-law entangled. This is optimal because if the polylog factor were changed
to a log, then these states would be efficiently distinguishable from one another by standard Matrix Product
State learning algorithms [CPFT10, LVV15]. Hiding such qualitatively different entanglement structures
requires a completely different construction from [GH20]. We note that while in Theorem 1.2 we assume
subexponential-time hardness of LWE, we also show that the standard LWE assumption implies a similar



result.! We will discuss the application of our result to Hamiltonian complexity shortly, after we present its
proof sketch.

Proof sketch for single-cut pseudoentanglement. Let us first consider a single cut partitioning the qubits
into sets A and B. In this case, the most natural states to consider are of the form Yo 1y» [x)a|h(x))p for
some function 4. If one chooses / to be injective, then this state has entanglement entropy »n across this cut; if
one chooses & to be 2¥-to-1, then the entanglement is n — k. [GH20] used exactly these states with trapdoor
claw-free functions from [BCM™ 18], which are functions that are either injective or 2-to-1, but the two
cases are computationally hard to distinguish (given a description of the function) assuming the hardness
of LWE. There are some additional subtleties arising from the fact that the trapdoor claw-free functions
from [BCM*18] do not output numbers, but probability distributions, and are only approximately 2-to-1.
We refer to [GH20] for a detailed analysis of this construction.

To increase the entanglement gap, we need to make the many-to-1 functions more compressing. The
functions in [GH20, BCM™ 18] additionally have a trapdoor; however, we observe that for pseudoentangle-
ment, we can dispense with the trapdoor and only need so-called lossy functions: these are functions that
are either injective or 2¥-to-1, but again the two kinds of functions are hard to distinguish. Starting from this
observation, it turns out to be possible to combine the construction from [GH20] with ideas from a recent
randomness generation protocol [MVV22] to achieve an entanglement gap of n vs n® for any 6 > 0.

The challenge with this approach based on [GH20] is that it appears fundamentally restricted to a single
cut. However, our goal is to obtain pseudoentangled states with near area-law vs volume-law entanglement
structure, which requires low entanglement across exponentially many cuts simultaneously. This would
require controlling the entanglement not just between regions A and B, but also within these regions. With
the approach of [GH20] it seems difficult to appropriately modify the state in register A without jeopardising
the entanglement across the cut between A and B.

For this reason, we need a different kind of state that allows us to control the entanglement across all
cuts simultaneously. It turns out that a useful class to consider are binary phase states as in [JLS18, BS19,
ABF*23], i.., states of the form },c o, l}n(—l)f ™)|x). Our approach will be as follows: we start from a
phase state with high-entanglement across every cut. We will then modify this state (in a computationally
undetectable way) to have low entanglement across some particular cut. This achieves the essentially same
as the [GH20]-based construction above.> However, crucially our “modification procedure” is iterable:
this means that we can perform essentially the same entanglement reduction operation across many cuts in
sequence and end up with a state with low entanglement across every cut.

We first describe the construction and proof for a single cut. For simplicity, let us first consider the cut
between the first and second /2 qubits. One can easily compute that the reduced density matrix of the first
half of the state is p o< TT " where Tj; = (—1)/Ull/) and i, j € {0, 1}"/? are the first and second halves of the
string x, i.e., T is the truth table of the function f written out in a matrix form. By a direct calculation, one
can show an upper bound on the entanglement entropy of our phase state (i.e. the von Neumann entropy of
p) in terms of the rank of 7', and a lower bound on the entanglement entropy in terms of the Frobenius norm
of TT". Our strategy will therefore be to start from a “T-matrix” for a high-entanglement state, and then

!n particular, the polylog correction factor to the area-law scaling is replaced by an n€ correction, where e can be any constant
> 0.

ZWe note that independently from and simultaneously to our work, Gheorghiu and Hoban updated their results to include a
construction of this form, which achieves the aforementioned gap of 7% vs n across a fixed cut with n qubits in one set and poly(n)
in the other.

30ne advantage of this construction even for a single cut is that it allows an entanglement gap of n vs poly logz for an O(n)-qubit
state, whereas in the [GH20]-based construction the B-register had to have poly(n) qubits for a comparable entanglement gap.



perform one of two modifications in a computationally indistinguishable way: either modify T to reduce its
rank to get low-entanglement states, or modify 7 in a way that does not reduce HTTT H2 too much so that
the entanglement of the states remains high. These modified 7-matrices then correspond to modified phase
states, and our goal is to hide which of the two procedures we performed, even when handing out a classical
description for preparing the corresponding states.

In [ABF 23] the idea is to apply a private key cryptographic hash function to repeat rows of the matrix
T to reduce its rank. That is, we pick a phase function f(x) which yields high entanglement [BS19],
and then “whittle down” its entanglement by replacing f(x) with f(h(i)j) where i,j € {0,1}*/? and h :
{0,1}"/2 = {0,1}"/? is a 2*-to-1 function. This reduces the number of distinct rows in T' (each of which is
now repeated many times) and correspondingly decreases the rank of 7. As a result, this procedure lowers
the entanglement of p by k. On the other hand, if we pick 4 to be a 1-to-1 function, we simply permute the
rows of T" and do not change HTTT H2 To make this public-key, we need a way of applying a 2*-to-1 or a
1-to-1 hash function to these phase states in such a way that it is hard to tell which one was applied, even
when the state preparation circuit (and therefore the source code for £) is public.

At first sight, it may seem that we can use the same idea as above: take the lossy functions from [MVV22]
and use them to reduce the rank of 7. However, the phase state construction is much less flexible than states
of the form Y, |x)|A(x)): for the latter, the codomain of /& does not matter and we can use the functions A
from [MVV22], whose codomain are probability distributions over Zg' for m > n. In contrast, for phase
states we need lossy functions / : {0,1}"/> — {0,1}"/2, i.e. the codomain has to be the same as the domain.
This is a somewhat unusual requirement from a cryptographic perspective and forces us to use a custom
construction of “imperfect” lossy functions based on LWE. Concretely, we first show how to create lossy
functions mapping {0, 1}%/% — {0, 1}P¥(") which are exactly injective vs 2¢-to-1 (for sufficiently large k)
with high probability. This is not yet what we need, as the codomain is exponentially larger than the do-
main. To fix this, we compose these functions with pairwise independent hash functions which shrink the
codomain size back to 2*/2. This can only make the 2¥-to-1 functions more compressing, which is to our
benefit. However, this also introduces unwanted collisions for the injective functions which might break the
high-entanglement case. To deal with this, we show that the repetition pattern this produces in the matrix
T is sufficiently well-behaved that the corresponding states still have high entanglement. Intuitively, this
holds because even though the “injective” functions or no longer actually injective, they are still pairwise
independent, which ensures enough independence in the row repetition pattern of 7' to give a strong lower
bound on the Frobenius norm ||TT"||,.

From single-cut to multi-cut pseudoentanglement. As we mentioned, the advantage of the above con-
struction is that it can be extended to pseudoentanglement across all cuts simultaneously. We now explain
how this extension works at a high level. A first observation is that to achieve pseudoentangled states
with 1D near area law scaling, reducing the entanglement across all n — 1 contiguous cuts of the line to
O(polylog(n)) suffices by strong subadditivity. Therefore, a natural approach is to perform a 1D sweep of
the line, reducing the entanglement of the contiguous cuts one at a time. For reasons that will become appar-
ent below, we perform this sweep right-to-left. The final phase function is then a complicated composition
of n independent lossy functions and hash functions.

To show that this construction indeed achieves pseudoentanglement across all cuts simultaneously, we
need to worry about two issues: firstly, for the low entanglement states we need to ensure that performing
the entanglement reduction operation for a cut towards the left of the line does not inadvertently increase
the entanglement across earlier cuts to the right, so that the low entanglement across those earlier cuts is
preserved. Secondly, for the high entanglement states we need to make sure that the fact that we are using



“imperfect” injective functions does not decrease the entanglement too much even after applying these
functions across every cut.

The first concern is relatively easy to deal with due to the relationships between the “T-matrices” for
different cuts. To see this, consider a phase state [y) = Y (—1)/®|x) on n+ m qubits on a line and let

77" € {£1}2"%?" be the T-matrix for the cut between the first n and last m qubits, i.e. Ti;f‘m = (—=1)7Ul9) for
i €{0,1}",j € {0,1}™. After performing the entanglement reduction operation, this matrix will only have
some smaller number R of distinct rows, each repeated many times. In the next step of the sweep (recalling
that we move right to left), we consider the cut between the first n — 1 and last m + 1 qubits. We denote the
corresponding T-matrix by 77"~ m+1 ¢ {j:1}2"7l *2"*! From the definition of the T-matrix, one can see that
the first row of 7~ !I"+1 simply consists of the first two rows of 7”1 stacked side by side. More generally,
the i-th row of 7"~ '"+1 is simply the horizontal concatenation of rows 2i — 1 and 2i from T"". Suppose we
now reduce the rank of 7"~ "+! by removing some rows and duplicating others. We then need to check that
if we go back to the cut n|m, the resulting 7-matrix (denoted T7m) still has rank at most R. This is the case
since the rows of 771" consist of the first and second parts of the rows of 7"~ !"+1; since the rank reduction
only repeats, but does not modify, rows in 7"~ m+1 every row in 77" must have already appeared in 7",
As a result, the subsequent rank reduction for cut n — 1|m+ 1 can only decrease, not increase, the rank of
the 7-matrix across n|m. It is not too hard to see that this argument generalises to any future rank reduction
operation, not just the immediately subsequent one.

The second concern is more difficult to deal with. When applying this sweep with approximately inject-
ive functions, the entanglement is reduced slightly each time. The rightmost (first) cut in particular has its
entanglement reduced »n times, so even a tiny loss could kill the entire construction. Perhaps surprisingly, we
show that this is not the case, and the entanglement losses do not compound too badly. We show that differ-
ent rows have different probabilities of being hashed together due to the structure of the sweep, and a careful
accounting of this process reveals that not much entanglement is lost, even in the first cut. The analysis
is somewhat technical and we refer to Section 3.3 for details. Finally, we note that while the construction
we described here does not produce pseudorandom states ensembles (i.e. the families of pseudoentangled
states, without the public key, are not necessarily pseudorandom states [JLS18]), we can make a simple
modification to our construction to ensure that this is the case. Since our applications do not rely on this we
only give a sketch of this in Section 3.3.3.

1.2 Hardness of learning ground state entanglement structure

Our second result is to show that this public-key, area vs volume-law pseudoentanglement construction en-
ables new applications in quantum Hamiltonian complexity. Because our public-key pseudoentanglement
construction can hide qualitative features of the entanglement structure, we can show natural results for the
hardness of the Learning Ground State Entanglement Structure (LGSES) problem for broad differences in
entanglement structure. As we mentioned above, the main idea for turning pseudoentanglement construc-
tions into hard instances of LGSES is to use a circuit-to-Hamiltonian construction on the state preparation
circuit for the pseudoentangled state. There are a variety of circuit-to-Hamiltonian constructions and using
these on our pseudoentangled states yields a variety of hardness statements for LGSES. In this paper, we con-
sider three different constructions: a Kitaev clock construction with a binary clock, a Kitaev clock construc-
tion with a unary clock, and a customised version of a geoemtrically local 2D construction [AVDK08]. As
we discuss in Section 1.4, an interesting open problem is whether a custom circuit-to-Hamiltonian construc-
tion that is focused purely on preserving entanglement structure (rather than QMA-hardness) can produce
hard instances of the LGSES problem for more physically natural Hamiltonians.



Using a Kitaev clock construction with a binary clock [KSV02], we get the following result (see The-
orem 4.2 for the formal statement).

Theorem 1.3 (informal). Assuming subexponential-time hardness of LWE, LGSES is intractable when the
input Hamiltonian is O(logn)-local on n qubits, and the goal is to decide whether the ground state is
volume-law or near area-law entangled for the qubits arranged on a 1D line.

This result follows relatively straightforwardly from the standard Kitaev clock construction. There are
only two issues that need to be addressed: firstly, the ground state of the Hamiltonian in the Kitaev clock
construction is the history state of the circuit, not the output state. However, our pseudoentanglement con-
struction only provides guarantees on the entanglement structure of the output state. This problem can be
addressed using a “padding trick” [NVY18]: we can simply pad the pseudoentanglement circuit with a large
(polynomial) number of identity gates at the end. This will ensure that the history state has most weight on
the output state. Using continuity properties of the von Neumann entropy, this implies that the history state
has the desired entanglement structure, too. The second issue is that we have no control over the entan-
glement within the clock register of the Hamiltonian. However, this does not matter for the coarse-grained
entanglement structure of the state: since the clock register only has logarithmically many qubits, discarding
it only changes the entanglement by O(logn), which is irrelevant for our O(polylogn) vs Q(n) entanglement
gap.

The Hamiltonian in Theorem 1.3 does not achieve constant locality because the Hamiltonian terms
acting on the binary clock register require locality logn. By using a unary clock instead of a binary clock,
we can make the Hamiltonians in Theorem 1.3 have constant locality [KSVO02]. This is also what was used
in [GH20] to study a Hamiltonian version of their entropy difference problem. However, the clock register
now has ®(n) qubits, and because it has so many qubits, the analysis from Theorem 1.3 no longer yields
the desired entanglement gap. However, if we trace out the clock register and measure entanglement of the
remaining mixed state by any operational mixed-state entanglement measure, we show that we still recover
a maximal entanglement gap across any cut. Intuitively, this is because due to the padding trick, after tracing
out the clock register the remaining mixed state is close in trace distance to the (pure) output state of the
pseudoentanglement circuit. We refer to Theorem 4.4 for the formal statement.

The main downside of the Kitaev clock construction is that the resulting Hamiltonian is not geometrically
local, i.e. even though we imagine the qubits as arranged on a 1D line in order to talk about area and
volume law entanglement, the Hamiltonian itself has no inherent 1D geometrical structure. In contrast,
most physical Hamiltonians are geometrically local. To obtain hard instances of the LGSES problem for
geometrically local Hamiltonians we can use a more sophisticated 2D clock construction, where we account
for time across one of the spatial dimensions instead of needing to add extra clock qubits to the circuit. We
first state the resulting hardness statement for LGSES informally and then briefly sketch the proof. We refer
to Theorem 4.19 for the formal statement and Section 4.3 for details of the construction.

Theorem 1.4. Assuming subexponential-time hardness of LWE, LGSES is intractable when the input Hamilto-
nian is geometrically local on a 2D grid of n x poly(n) qudits with constant local dimension d = O(1), and
the goal is to decide whether the ground state has entanglement scaling polylog(n) or n across horizontal
cuts.

At a high level, the construction of the 2D geometrically local case is similar to before: we take padded
versions of our pseudoentanglement circuits and convert them to local Hamiltonians using a 2D circuit-to-
Hamiltonian construction [AVDK™08]. This circuit-to-Hamiltonian construction produces a geometrically
local Hamiltonian by dispensing with an explicit clock register. As a result, the ground state also does not



have a clock register and is instead of the form Y, V;|,) (with normalization), where |i};) is the state of the
circuit after time step ¢ and V; are isometries such that V,TV,/ = 0 for any 7 # ¢’. In other words, similarly
to the Kitaev clock construction, the ground state of the Hamiltonian has the form of a history state, with
different time steps encoded in mutually orthogonal states. Since we padded the circuit with identities,
we can approximate this ground state by ¥ V;|(ou) With [/oy) the output state of our pseudoentanglement
circuit.

The challenge in bounding the entropy of the reduced states of this “history state” is that the different
time steps are encoded in different bases, specified by the isometries V;. This is in contrast to the Kitaev
construction, where the intermediate states are all encoded in the same basis. As a result, when we trace out
part of the state Y V;|¢out), We get a state that looks very different from just the reduced state of oy ). With
the construction of [AVDK™08], we do not know how to bound the entanglement of these reduced states.

We therefore need to modify the construction from [AVDK ™ 08] to gain better control over the entropy
of these reduced states. We do this by increasing the local dimension of the qudits in order to better keep
track of different steps of the circuit execution. With this modified construction, we can ensure that reduced
states of different V,|yqy) corresponding to different phases of the circuit execution are, in a certain sense,
“cutwise” orthogonal (see Lemma 4.15 for details). The overall reduced state is now a sum of different “or-
thogonal” reduced states, each corresponding to a different phase of the circuit execution. We can compute
the entropy of each of these individual reduced states relatively easily from the entanglement properties of
our pseudoentangled states. Using cutwise orthogonality allows us relate the entropy of the overall state to
the entropies of the individual reduced states that we sum over (Lemma 4.13). As a result, we can compute
the entropy of the overall reduced state even though all the different time steps are encoded in different
bases.

1.3 Related work

We have already given a detailed discussion of the work of Gheorghiu and Hoban [GH20], which introduced
the idea of public key-pseudoentanglement and gave the first construction, and the work of Aaronson et
al. [ABF'23], which coined the term pseudoentanglement and gave a private-key construction with maximal
entanglement gap across any cut.

The main motivation in [GH20] was to provide a hardness result for the so-called (quantum) entropy
difference problem: given two (quantum) circuits, decide whose output has more entropy when acting on a
uniformly random input. If the circuit depth is polynomial, these problems are known to be complete for the
complexity classes QSZK and SZK, respectively [GV99, BASTS08]. Gheorghiu and Hoban showed that
for constant-depth circuits with unbounded fan-out or logarithmic-depth circuits with constant fan-out, both
the QED and ED problems are still at least as hard as breaking LWE. In their proof, the entropy difference
between the high- and low-entropy circuits was a single bit. Our improved pseudoentanglement construction
implies that both ED and QED remain LWE-hard with large entropy gaps.* This is similar in spirit to the
classical result that SZK gaps can be amplified [SV03].

Recently, independent and complementary work of Arnon-Friedman, Brakerski, and Vidick [AFBV23]
gave a new definition of pseudoentanglement. Their definition is private-key and is natural in the context
of operational tasks in quantum Shannon theory. Consequently, they focus on operational mixed-state en-

4This result only requires our single-cut pseudoentanglement construction, for which the depth can be made logarithmic as
in [GH20]. In fact, as mentioned earlier, an independently updated version of [GH20] also achieves single-cut pseudoentanglement
with a large gap, implying the same hardness result for the (Q)ED problem that we obtain from our construction, although their
circuits have poly(n) output qubits for an entropy gap of n% vs n, whereas ours only have O(n) output qubits, i.e. achieve a larger
relative gap. We refer to [GH20] for a more detailed analysis.



tanglement measures across a single cut and require their states to be efficiently preparable under LOCC.
In contrast in our work we focus on creating public-key pseudoentanglement with different large-scale geo-
metrical structures, which is driven by our applications in Hamiltonian complexity.

Finally, we discuss the relationship between the LGSES problem and existing algorithms for proper-
ties of ground states. While the physics literature on computing properties of ground states is too vast to
survey here, we highlight two results closer to computer science. First, in [LVV15] the authors provide
a polynomial-time algorithm that, given a classical description of a one-dimensional geometrically local
Hamiltonian with constant spectral gap, outputs an MPS description of the ground state. Therefore 1D
constant gapped geometrically local Hamiltonians cannot “hide” anything about their ground state entangle-
ment structure. We note that this algorithm cannot be used on the Hamiltonians we construct in this paper
as they are neither 1D geometrically local nor have constant spectral gap. Therefore our results limit poten-
tial further improvements to their algorithm. Second, the recent result [HKT"22] considers the problem of
distinguishing phases of matter given labelled examples of states in different phases. The authors show that
if there is a constant spectral gap and the separation between the phases is sufficiently well-conditioned®,
then a classical algorithm can efficiently learn to distinguish between the phases using information from
only few-body measurements. In condensed matter physics, different qualitative entanglement structures
are often associated with different quantum phases of matter; therefore our result also limits potential fur-
ther improvements to such algorithmes, i.e. it is not possible to relax some of their assumptions e.g. to gapless
phases. An interesting direction for future work is to make our pseudoentanglement Hamiltonians “more
physical” to be closer to the assumptions of theses algorithmic settings. This would help to better delineate
the boundary between tractability vs intractability of learning properties of ground states of local Hamilto-
nians.

1.4 Discussion and open questions

In this work, we have introduced and studied the Learning Ground State Entanglement Structure (LGSES)
problem: given a classical description of a local Hamiltonian, determine qualitative properties of the entan-
glement of its ground state, e.g. whether it is area-law or volume-law entangled. To prove hardness results for
this problem, we have related it to a notion that we call public-key pseudoentanglement: low-entanglement
states that are computationally indistinguishable from high-entanglement states even when given the state
preparation circuit. Our main technical contribution is to construct public-key pseudoentanglement with
(near) area-law vs volume-law scaling assuming the hardness of LWE.

Psedoentanglement is a relatively new idea with many avenues for future work. We suggest three main
directions: (i) improving pseudoentanglement constructions themselves, (ii) strengthening the link between
pseudoentanglement and condensed matter physics, and (iii) applications of pseudoentanglement beyond
Hamiltonian complexity. We briefly discuss each in turn.

(1) Our public-key pseudoentanglement construction achieves essentially optimal parameters, but its con-
struction uses a fairly involved iterated entanglement reduction procedure. In contrast, the private-key
construction from [ABF*23] is very simple and based on subset states. It would be desirable to have
a similarly straightforward construction of public-key pseudoentanglement, too. Furthermore, as we
suggested in our discussion of [AFBV23], one can extend our definition of public-key pseudoentan-
glement to include a trapdoor that allows for efficient distillation of the “hidden” entanglement. It is
not obvious how to extend our construction to include this feature.

SIn particular, there must be a well-behaved function of few-body observables that separates the phases.
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(i) Our hardness results for the LGSES problem use Hamiltonians that differ from the Hamiltonians
typically studied in condensed matter physics. For example, while we do prove a hardness result
for the LGSES problem for 2D geometrically local Hamiltonians, this only holds for a certain set
of cuts across the system. We expect that these results can be improved to be closer to the settings
studied in condensed matter physics, such as to geometrically local Hamiltonians with more natural
entanglement structures and larger spectral gaps,® which would have implications for the hardness of
studying quantum phases of matter. This may require developing new sorts of clock constructions
where the only goal is to preserve entanglement structure of BQP computations rather than to encode
more general QMA-complete problems.

(iii)) While we have focused on applications in Hamiltonian complexity in this work, pseudoentangle-
ment might be a useful tool for proving hardness results in other domains, too. For example, recent
work [BEM 23, AFBV23] has analysed the computational resources required to execute certain tasks
from quantum Shannon theory, e.g. entanglement distillation. As observed in [AFBV23], proving
hardness results for such problems is closely related to pseudoentanglement, and we hope that our
construction of public-key pseudoentanglement will lead to additional and stronger hardness results
in this direction.

Furthermore, public-key pseudoentanglement might also be interesting from a quantum cryptographic
point of view, in particular its trapdoor-variant we suggested above. For example, recent work has
focused on finding minimal assumptions for quantum cryptography (see e.g. [Zha23] and references
therein for an overview), and it would be interesting to explore how pseudoentanglement is related to
these assumptions.

Finally, it is natural to ask if public-key pseudoentanglement might have applications in quantum grav-
ity. The AdS/CFT correspondence postulates that gravitational theories are dual to quantum mech-
anical systems, and that the entanglement structure of the quantum system is related to the geometry
of the gravitational system [RT06]. Our results show that it is difficult to estimate the entanglement
of quantum states. In contrast, geometry seems to be easy to determine, which might provide an
argument that this duality is exponentially hard to compute, as first suggested in [BFV19]. Indeed
this was part of the motivation for prior works of pseudoentanglement [GH20, ABF"23, AFBV23].
Our public-key extension might allow one to argue about hardness of different versions of the duality,
e.g. the duality remains hard to compute even if given a parent Hamiltonian for the quantum state.
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2 Preliminaries

2.1 Notation

We write [n] for the set {1,...,n}. For a bitstring x € {0,1}", we denote the m most and least signficant
bits by MSB,,(x) and LSB,,(x), respectively. We denote the concatenation of strings by x || y. For a set of
indices I C [n] and bitstrings x € {0, 1}, y € {0,1}"~" we denote by z = x ||; y the string z that equals x in
indices in / and y on indices in [n] \ . We will occasionally think of a bitstring as a Z,-vector, in which case
we denote it as X.

For a matrix A € C"™", we denote by [|A||, = Tr[(ATA)P/?] "7 its Schatten p-norm. The 1-norm is
also called the trace norm, the 2-norm the Frobenius norm (or Hilbert-Schmidt norm), and the c-norm the
operator norm.

Quantum systems are denoted by capital letters A, B, etc. For a pure state |/) 45 or a mixed state psp on
systems A and B, we denote the reduced states on system A by 4 and py4, respectively. We write quantum
circuits as C = Uy - Ur_ - - - U;, where U; are elementary gates. This should be thought of as a list of gates,
not simply a large unitary; in particular, inserting identity gates into the circuit does change the circuit
(although of course it does not change the unitary implemented by the circuit). We will use this property of
circuits in Section 2.6.

2.2 Independent hash functions

Definition 2.1 (r-wise independent function family). A function family H = {h : [N] — [M]}iex in-
dexed by some set of keys /K is r-wise independent if for all distinct xy,...,x, € [N], the random variables
hi(x1), ..., hi(x,) (for k € K chosen uniformly) are uniform i.i.d.

The following is a standard result (see e.g. [Vad12, Corollary 3.34]):
Lemma 2.2. For any n,m,r € IN, there exists an r-wise independent function family H, = {hy : Ziy —
77 }rex: such that each k € KC has length poly(n,mr,log q) and given k € K, the function hy can be evaluated
in time poly(n,m,r,logq).
2.3 Entropies
We recall the basic definitions of quantum entropies. Throughout, we use the convention that 0log0 = 0.
Definition 2.3 (von Neumann entropy). The von Neumann entropy of a quantum state p is defined as

S(p) = —Tr[plogp] .

Definition 2.4 (Conditional von Neumann entropy). The conditional von Neumann entropy of a quantum
state pap is defined as

S(pas) = S(pag) — S(pp).-
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Definition 2.5 (Binary entropy function). The binary entropy function is defined as
h(x) = —xlogx — (1 —x)log(1 —x),
forx € [0,1].

2.3.1 Continuity properties

Lemma 2.6 (Continuity of the von Neumann entropy [Fan73, Aud07]). Let pap and oap be the density
matrix of two n-qubit quantum states respectively, each partitioned into subsystems A and B, and let

1
EHPAB_O'ABul <e.

Then,
IS(paB) — S(oaB)| < €-n+h(e),

where h(-) is the binary entropy function.
Lemma 2.7 (Continuity of the conditional von Neumann entropy [Winl6]). Let pap and oap be the density
matrix of two n-qubit quantum states respectively, each partitioned into subsystems A and B, and let

1
EHPAB_O'ABHI <e.

Then,

€
[S(oajp) = S(0ajp)| < 2€-log|A[ + (1 +€) .h<1+e) 7

where |A| is the dimension of the Hilbert space for subsystem A and h(-) is the binary entropy function.

2.4 Entanglement measures
2.4.1 Pure state entanglement measure

For pure states on systems AB, the entanglement between A and B is quantified using the so-called entangle-
ment entropy, which is simply the von Neumann entropy of the reduced state on either subsystem.

Definition 2.8 (Entanglement entropy). For a pure state ) 4p, the entanglement entropy between systems
A and B is defined as S(i4 ). Note that this is invariant under swapping A and B since for a pure state ) 4p,

S(a) = S(Wp)-

2.4.2 Entanglement entropy for phase states

Definition 2.9 (7-matrix associated with phase states). Lets: {0,1}" — {0, 1}. For an n-qubit phase state

) =Y (=1)W)

X

1] sl

and a subset X C [n], we define the “T-matrix” with respect to the cut X as a {#+1}? -matrix with

entries
T = (—1)0lxd)

where ||y is the “index string concatenation” defined in Section 2.1.
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Lemma 2.10. Let s: {0,1}" — {0,1} and |) = ¥,,(—1)*®) |x). Then for any cut X C [n], the entanglement
entropy of that cut is bounded by

1T
—log <H2”TT

) < S(yx) <logrank(T),
2

where T is the T-matrix of |§) across cut X.

Proof. This follows from a direct computation, see [ABF*23, Equation (113)]. ]

2.4.3 Mixed state entanglement measures

Quantifying the entanglement of mixed states is much more difficult than for pure states, and several meas-
ures have been proposed [HHHHO09]. The two most operationally meaningful ones are the distillable entan-
glement, denoted Ep(pap), and the entanglement cost, denoted Ec(p4p). Informally, the distillable entan-
glement of a state p4p is the rate at which one can extract EPR pairs from many copies of p4p using local
operations and classical communication (LOCC) (i.e. it gives the number of extractable EPR pairs divided
by the number of available copies of p in the limit of infinitely many copies). Conversely, the entanglement
cost of a state pap is the rate at which one needs to consume EPR pairs to create the state p4p using LOCC.
For our purposes the precise definition of these measures does not matter and we refer to [HHHHO09, Section
XV.A] for details.

More importantly for our purposes, distillable entanglement and entanglement cost are extremal meas-
ures in the sense that any entanglement measure E that satisfies a number of nautral requirement is bounded
as [DHRO02, Chr06]

Ep(paB) < E(pap) < Ec(pas)- 2.1

We will be interested in bounding these operational entanglement measures. For this we will rely on non-
operational quantities that are easier to deal with mathematically. Concretely, we will use the entanglement
of formation and the coherent information, both defined below.

Definition 2.11 (Entanglement of formation). The entanglement of formation of a quantum state p4p is
defined as

Er(pas) = inf{ ZPi S(%,A)}a
i
where the infimum is taken over all possible ways in which we can decompose p4p as
paB = Zpi Wi)aB(Wilas-
4
Definition 2.12 (Coherent information). The coherent information of a quantum state p4p is defined as

1(pag) = —S(pajp)-
We then get the following useful bounds.

Lemma 2.13. Any natural entanglement measure E(pap) (in the sense of Equation (2.1), see [DHRO02] for
details) satisfies

1(paB) < Ep(paB) < E(pas) < Ec(pap) < Ec(pas)-
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Proof. The lower bound in terms of coherent information was shown in [DWO05] and the upper bound in
terms of entanglement of formation follows from [HHTO1]. O

For pure states, all of these measures coincide with the entanglement entropy:

Lemma 2.14 ([Woo01], [HHO1], [SN96]). Let pap be a pure state. Then,

Er(pag) = Ec(pas) = Ep(pag) = I(pas) = S(pa)
Finally, we will require the following continuity property of entanglement of formation.
Lemma 2.15 (Continuity of entanglement of formation [Win16]). Let pap and oap be the density matrix of
two n-qubit quantum states respectively, each partitioned into subsystems A and B, and let

1
EHPAB—O'ABM <e.

Additionally, let 6 = \/€(2 — €) and let h(-) be the binary entropy function. Then,
0
|Er(paB) —Er(0ap)| <6-n+(1+06)-h (l+6> .

2.5 Learning with Errors

Definition 2.16 (Uniform, Gaussian, and lossy matrix distributions). We denote the uniform distribution
over Z*"-matrices by U,"*". We denote by Dy'7" the distribution over Zg*" where each element is an
i.i.d. sample from the discretised Gaussian distribution with width o (see [Peil6, Section 2.2] for a defini-
tion).

We further define the following distribution L’;’;’(’; over Zy ™ -matrices:

(i) Sample B,C < U™,
(ii) Sample E < Dg'5".
(iii) Output B" -C+E.

Definition 2.17. The LWE,, ,, 4 o problem is the computational problem of distinguishing the following two
distributions:

(i) (A,u) < U x Uy
(i) (A,A-5+€), where A <~ U™ " §< U", and é + D"
q q

q,0°

We will rely on the following standard assumption in post-quantum cryptography [Reg09, Peil6].

Assumption 2.18 (Standard LWE assumption). For every constant 8 > 0, every poly(m)-time quantum
algorithm has negl(m)-advantage in solving the LWE, ,, , ~ problem for n = mP, g =2rY" and o >

bty = 2V

We will also make use of the following stronger assumption to achieve larger entanglement gaps in our
pseudoentanglement construction [LP11, Peil6].
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Assumption 2.19 (Subexponential-time LWE assumption). There exist constants 81 > 8> > 0 such that
every poly(m)-time quantum algorithm has advantage at most 27Q1) i solving the LWE,, , -~ problem

for m = 20(2) g = 2poly(m) and & > oty = 2V/m.
We will use the following immediate consequence of Assumption 2.18 [GKPV10].
Lemma 2.20.

(1) Under Assumption 2.18 matrices sampled from Uy M and Lm;’g are computationally indistinguish-
able for m = poly(¢), g = 2P°Y") and o > oly = 2\/m.

(i) Under Assumption 2.19 there exists a constant § > 0 such that matrices sampled from U, M and
LZ’Z("; are computationally indistinguishable for m =2, g = 2P°D(")_ qnd o > oo 2\/>

Proof. In A= B' -C +E, we can view every column ¢; € Zg of C as an LWE secret of length ¢. Then

distinguishing U;"*" and LZ‘Z’” is equivalent to solving at least one of m instances of LWE, ,, , , decision

problems. This can be bounded using a union bound for both parts of the lemma:

(i) By Assumption 2.18, the distinguishing advantage on a single instance of LWE ,, , - is negl(m), so
the distinguishing advantage for m copies is at most mnegl(m), which is still negligible in m.

(i) By Assumption 2.19, there are constants 5 := [, < £ such that the distinguishing advantage on a
single instance of LWE,,, , » is 2-Q) 5o the distinguishing advantage for m copies is at most

m2~U2) = 20(F)=Q(l72) _ peo](m) since B, > B.
O

Lemma 2.21. If g > 2'2 and ¢ < m, then
PrA%Ulfxm [rankA = /] > 1 — 0(2—12/4)_

Proof. We can imagine A being sampled row-by-row. Conditioned on the first » rows being linearly inde-
pendent, the probability of the first 4+ 1 rows being linearly independent is 1 — ¢"/¢", so the probability of
all rows being linearly independent is

{—1 r
H<1—q> s1-fs1_o0nt.
) q" q

O

We will need the following simple fact about the number of binary vectors that get mapped to O under a
random matrix multiplication.

Lemma 2.22. If g > 2"/* then

PrA%U[ﬁxm [|{)_C‘ € {0, 1}m s.t.A-X= O}| < 2( >1— O(fo) )
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Proof. For X € {0,1}" define 1; as the indicator random variable (over the random choice of A) that is 1 if
A -X=0. Then by linearity of expectation,
2m—1

q"

B [[{Fe (0,1} .4 T =0} ] =By

21] =Y Ealld=1+

where the last equality holds because 15 = 1 always, and for the remaining 2" — 1 choices of X # 0, the
vector A - X is uniform in Zg. Therefore by Markov’s inequality,

S L = 2" —1 _
PrAFngm[\{xe{OJ}m SLA-%=0}| >2‘f} <2ty o =00 o)

for g > 2m/*. O

2.6 Hamiltonians and Kitaev clock construction

In this section, we will introduce some notations having to do with some variants of the standard circuit-to-
Hamiltonian construction by [KSV02].

Definition 2.23 (History state). For a circuit C = Uk - Ur_; - - - Uy, the history state |¥¢) is defined as

1
W) —
[¥e) VK+1

Here, clock(#) can be any encoding of the integer ¢, typically in binary or unary.

T
Z U -U—1---Up|0") @|clock(t)).
t=0

Definition 2.24 (Padded history state Hamiltonian). For a circuit C = Uk - Ug_;---U; on n qubits with
K = poly(n), define the M-padded circuit as Cj; = Uxip---Uk41 - Uk -+~ Uy, where Uk, ..., Uky) are
identity gates. A M-padded history state Hamiltonian Hc j for circuit C is any Hamiltonian with spectral
gap at least 1/poly(n) whose unique ground state is [¥'c; ).

Applying Kitaev’s well-known circuit-to-Hamiltonian construction [KSV02] to a padded circuit imme-
diately shows the existence of padded history state Hamiltonians. The requirement on the spectral gap
follows e.g. from [AVDK T 08].

Lemma 2.25 ([KSV02, AVDK " 08]). If we choose clock(t) in Definition 2.23 to be a binary encoding, then
for any K = poly(n), a poly(n)-length circuit C has a O(logn)-local M-padded history state Hamiltonian
Hc y.

If we choose clock(t) in Definition 2.23 to be a unary encoding, then for any K = poly(n), a poly(n)-
length circuit C has a O(1)-local M-padded history state Hamiltonian Hc .

The useful property of the padded history state Hamiltonian is that its ground state is close to the output
state of the circuit C. This has already been shown and used in [NVY 18, GH20], so we only sketch the
proof.

Lemma 2.26. Let C be a K = poly(n)-gate circuit on n qubits. For any € > 1/poly(n) there exists a
M = poly(n) such that the ground state | grouna) of the M-padded history state Hamiltonian Hc y satisfies

H "ﬁf><‘rl/f| - “/’ground><’ﬁground‘ Hl <eEe,

where |y ¢) = Ug ---U1|0") ® WZKBK‘CIOCKO»
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Proof. By construction,

1 K 1 M
=—=o=) U;-U_---U]|0") ®@|clock(?)) + ———= ® clock(z)) .
o) =~y LU Ut Ui l0")  lock (1) + e} © ) [elock(s)
The lemma then follows by a direct calculation choosing M = poly(n) sufficiently large such that % =

O(e) is sufficiently small.

3 Public-key pseudoentanglement: definition and construction

In this section, we define and construct public-key pseudoentanglement. Our construction uses a similar
idea as in [ABF'23, Appendix A], which is to consider phase states whose phases have been manipulated
in a particular way to create high or low entanglement. The “manipulation” of these phases is by means
of applying a one-to-one or many-to-one function (see Section 3.2 for details). We therefore need to con-
struct such lossy functions with the appropriate parameters, which we do in Section 3.1 based on the LWE
assumption.

In Section 3.2, we then use these lossy functions to construct indistinguishable families of quantum states
where states in one family have high entanglement and states in the other family have low entanglement
across a single fixed bipartition of the qubits. In Section 3.3, we extend this construction to states that have
high or low entanglement for (almost) every cut on a 1Dimensional line, i.e. we imagine the qubits of the
state being arranged on a line and consider all bipartitions into left and right qubits. We show that under the
subexponential-time LWE assumption, it is possible to construct pseudoentangled states of this form where
either all cuts a have a linear or a polylogarithmic amount of entanglement, which is the largest possible
separation, as discussed in Remark 3.11. In this sense our public-key pseudoentanglement construction
is optimal. We will use this multi-cut construction in Section 4 to show that learning the ground state
entanglement structure of (classically described) local Hamiltonians is computationally hard (under the LWE
assumption).

3.1 Construction of lossy functions

We define the following rounding function for Z, elements.

Definition 3.1. For g = c¢p with ¢ € IN, divide Z, into p consecutive bins. We define | x|, € Z, as the index
of the bin in which x lies. For a vector x € Z7, | X, € Z} is defined as the element-wise application of |- | ,.

Definition 3.2 (Lossy function construction). Choose parameters £(m), r(m) < poly(m). Let p = 2%, g =
2" and o = g/m>. Let H, = {hy : Zly — 73 e jomsn be the r(m)-wise independent function family from

Lemma 2.2. We define two families of functions f : {0,1}™ — {0,1}™ indexed by key sets Kn, Ko™
Zg™ " x KChash a5 follows:

* To sample a key from K| denoted k «+ K, sample A Uy and khash  jchash ypiformly. Set
k= (A, khash),

* To sample a key from KoY denoted k + Ko™, sample A <+ LZ’?’Z}_ and k"N € KChash ypiformly. Set
k= (A, khash),
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* For a key k = (A, kM) ¢ K U Ke™ | the function f; : {0,1}" — {0, 1} is defined as
fk(f) == hkhash (I_A )_C’JP) .

The following theorem summarises the relevant properties of our lossy function construction.

Theorem 3.3. The following properties hold for the function family from Definition 3.2 instantiated with
any r(m) < poly(m) and polylog(m) < {(m) < poly(m).

(1) (Almost injective functions) With overwhelming probability over the choice of A < UC;"X’", the function

Jamily {f(a gasny }gnasncjcnasn s 7(m)-wise independent:

Pry g { A grast) Fgrash c genasn is 7 (m)-wise independent} >1-0(27").

(ii) (Highly compressing functions) For keys in K'°%, the image of fi has size at most 22 with over-
whelming probability:

P limg fi] <27] > 127/

rkelCif’,“y

(iii) (Computational indistinguishability) Under Assumption 2.18, if r(m) < poly(m) and £(m) > Q(m")
for any constant ¢ > 0, then all efficient quantum algorithms have advantage negl(m) in distinguishing
keys sampled according to K,y and JCRossY.

Similarly, under Assumption 2.19, there exists a constant § > 0 such that if r(m) < poly(m) and £(m) >

Q(log(m)'*9), then all efficient quantum algorithms have advantage negl(m) in distinguishing keys

. i Jos:
sampled according to K and Ky

Proof. We prove Item (i) in Corollary 3.5. Item (ii) is shown in Lemma 3.8. Item (iii) follows immediately
from Lemma 2.20. 0

3.1.1 Bounds for almost injective functions

Lemma 3.4. Form € N, p =2* and q = cp for some c € N,
Pry_ymn[X = |AX]) is injective] > 1—0(27").

Proof. We bound the probability that there exists a pair X # X’ € {0, 1}"" for which |AX|, = |AX'] ,. Suppose
first that X = 0. Then X' # 0, so |AX'|, is a uniform Z/}-vector over the random choice of A. Hence using
p = 2% and a union bound,

PrA%U‘;nXm [3)?/ s.t. \‘A)‘C,Jp = LA.;CJJ P] S 2m274m S 27m .

If both X, X’ are non-zero, then over the random choice of A, AX and AY’ are independent uniform Z’;—Vectors,
so |AX|, and |AX'|, are independent uniform Z}'-vectors. Hence, for fixed non-zero X, ¥,

Pry. g [|AR], = [AT|,] <279,

The lemma follows by a union bound over the (less than) 2" possible pairs (¥,X') and using p = 2%. O
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Corollary 3.5.
Pry g {fa khasn) }hash e jomasn i P-wise independent| > 1 —0(27").

Proof. Composing an injective function with an r-wise independent hash family yields another r-wise in-
dependent hash family. Therefore, the corollary follows directly from Lemma 3.4 and the construction of
J(a ey in Definition 3.2. U

3.1.2 Bounds for compressing functions

Definition 3.6. For any M € ngm, let fyy : {0,1}" — Zé be the associated linear map. We define v;(M)
as the j-th element of img( fjs) (ordered according to the usual ordering on Zfl). For j € {1,...,q""M} we
then define the following collection of subsets:

Ci(M) = fi; (V;(M)) € {0, 1}".

If j > |img(fu)|, then C;(M) = @.

Remark 3.7. Note that in the above definition, j > |img(fy)| can indeed occur: this is because rank M is
defined over Z,, but we have restricted the domain of fy, to bitstrings, so img fjs only contains Z, elements
that have a binary preimage under fy;. Still, g®*M is an upper bound on |img fy|, which is all that will
matter for our purposes. Further, observe that the family {C;(M)}; defines a partition on {0, 1}".

Lemma 3.8.

P img fi <27] >1-27

rkelC}i,’“y |
Proof. First observe that for any choice of key k = (A, kM),
|img fi| < |imggal, 3.1)

where g4 (¥) = |A-X|,. We will therefore bound the latter. For this, for A = B'C + E chosen as in Defini-
tion 3.2 we can bound

L/

limggal < 3 Hea® [ ¥ CON)]. (32)

j=1

This is because rank C < ¢, so by Remark 3.7 {C;(C)},_, _« forms a partition of {0,1}".

We now fix a C and a j such that 0 ¢ C;(C) and bound the expectation of |{g4(x) | x € C;(C)}| over
A+ LZ?’". Recall that g4(x) “rounds” each entry of A-X to a Z, element by dividing Z, into p equally
sized contiguous regions. We can therefore define B, , g as the set of Z,-elements that are within g < % of
such a cut (where distance is in Zg, i.e. mod ¢). Since there are exactly p cuts, |B, , g| = 2pp. (This is an
equality because for § < %, the S-thickenings around the cuts cannot overlap.)

For i = 1,...,m we define the random variable (where the randomness is only over B as we fixed a
choice of C and j and C-X is the same for all X € C;(C))

) {1 if FeC;(C)st. (BC-%);€Bypp,
i =

0 else.
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Here,

(B'C-%); € Z, denotes the i-th vector entry. Importantly, the different 1; are independent. To see

this, observe that C - ¥ is a fixed non-zero vector for all ¥ € C;(C). Therefore, (B'C-X); is the inner product
between the i-th row of B and this fixed vector. Since the different rows of B are sampled independently,
(BT C-¥); are independent, too, and consequently so are 1;. By the same reasoning, (B'C - ¥); is uniform, so

_ 2B
q

Prg(l; = 1] (3.3)

To relate these random variables to [{ga(x) | x € C;(C)}|, we set 8 = 2mo and define a set of “large”
error matrices E:

®

(i)

L={E € Z;"" | E has arow ¢; with 1-norm |l¢;|[; > B} .

Case E € L. We will bound the probability of this happening and treat this event separately. Since each
entry to E is a Gaussian with standard deviation o, ||¢; ||, is a sum of absolute values of i.i.d. Gaussians,
so by a union bound over the m rows and the 2™ possible signs for the absolute values within each
row,

2

_ B
Pr[E € L] < m2"e ma? <27 (3.4)

Case E ¢ L. In this case, in each direction i the difference between (B'C-¥); and (A - ¥); is at most S3.
Hence, since B C- X is the same for all x € C;(C), the only way that the “cloud” of points {A “¥}rec;(0)
be split into two distinct sets along dimension i by the rounding procedure is if 1; = 1. Therefore, for
any E ¢ L we find that

[{ga(x) | x € C;(C)}| < 2Eli.

We can bound the expectation of this quantity over the random choice of B. Because the different 1;
are independent:

Al 1;
By, ypen |25"| =T By yen [2]

:<1+2M>m
q

<e.

By Equation (3.3):

Since g > 2ppSm for sufficiently large m:

We can now combine the pieces of the proof as follows. We write E <— L€ for an error matrix E sampled
as in Definition 3.2 conditioned on E ¢ L and C < U{f xm \good for a uniform C conditioned on

{¥e{0,1}"s.t.C-¥=0}| <2°.

By Equations (3.1) and (3.4) and Lemma 2.22 and with A = B'C +E as before:

. 2 _ . 2
Prkelclossy |lmgfk| > 26 :| < 0(2 F) +PrBeU[fx"’,CeU,fX”’\fuu,E%LC ‘lmggA| > 2[
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By Markov’s inequality:

1

27E

iy .
<027+ BeUL™ CUL™ | good E4L¢ [limggall

By Equation (3.2)
o, 1L
<002+ 2 ¥ Beeypornyese (Baeggen 143 | 7€ CONM)
j=1

By our analysis of the case E ¢ L, we know that the expression in parentheses is at most e in case j is such
that 0 ¢ C;(C). On the other hand, if 0 € C;(C) then for that value of j the expression in parentheses is
trivially bounded by 2¢ by our definition of U, 5 M| g00d. Therefore we can bound the whole expression by

e(g' —1)+2f

N <o) +o@ ") <o2™)

<o H+
since m > £ and £ —logqg > 1. O

3.2 Public-key pseudoentanglement across a single cut

We will now use our lossy function construction from Section 3.1 to construct public-key pseudoentangled
states for the middle cut that separates the left and right half of qubits. In Section 3.3 we will use the ideas
from this section in an iterated way to construct pseudoentangled states for qubits arranged on a line that are
pseudoentangled across every cut on the line. Strictly speaking, all the results in this section follow from the
more general analysis in Section 3.3. We spell them out nonetheless because it may be easier for readers to
first understand the single-cut construction in detail before moving on to Section 3.3.

We begin by defining single-cut public-key pseudoentanglement formally.

Definition 3.9 (Public-key pseudoentanglement across a single cut). A public-key pseudoentangled state

ensemble with entanglement gap (f(n),g(n)) across cuts X, C [n] consists of two sequences of families of
quantum states ¥,™ = {[y/x) }xexcon and whiEh — £y} reien indexed by key sets K™ and K" respect-

ively with the following properties:

(i) Every |y;) € PV U PhEM is an n-qubit state.

(ii) Bvery key k € KV U JCHEN has length poly(n), and there exists an efficient sampling procedure that,
given as input 7 and a label “high™ or “low”, outputs a key k € K% or k € ICBlgh, respectively. We
write k < K% and k JCHEM for keys sampled according to this procedure.

(iii) Givenk € KlVU ICBigh, the corresponding state |1/ ) is efficiently preparable (without knowing whether
k € K or k € KMieh), Formally, there exists a uniform polynomial-time circuit family {C,} such that
C,, takes as input a key k € KV U Kot and outputs a state negligibly close to |y/).

(iv) The keys from K!°¥ and ICL’igh are computationally indistinguishable. Formally, for all poly(n)-time
quantum adversaries A that take as input a key K!°% U KCo'eh and output a single bit:

Prk<_lclrlow [A(k) = O] — PrkH}CBigh [A(k) = 0] = negl(n) .
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(v) With overwhelming probability, across the cut X, states in WPlow have entanglement entropy O(f(n))
and states in Wh€" have entanglement entropy ®(g(n)). Formally, there exist constants 0 < C} < C;

such that for all sufficiently large n,

Pry o [S((Wk)x,) € [C1£(n),Caf (n)] > 1 —negl(n),
Pr, onien [S((¥i)x,) € [Cig(n),C2g(n)]] = 1 —negl(n).

Here, S((¥)x,) is the von Neumann entropy of the reduced state of |if;) on the qubits in the set
X, C [n].

Remark 3.10. We will frequently abuse notation and use entanglement gaps of the form (O(f(n)),Q(g(n))).
By this, we mean that (across a specified cut X,) W has entanglement at most O(f(n)) and Phish ag
entanglement at least Q(g(n)). Formally, this means that for this case Item (v) of Definition 3.9 has to be
modified as follows:

IN

(f(n)] = 1 —negl(n),

Prjeon [S((Wa)x,) < O
Q(g(n))] = 1 —negl(n).

k
Prk<_]d;igh [S((¥r)x,)

v

Remark 3.11. A natural question is what the optimal entanglement gap for pseudoentangled states is.
Clearly, the high-entanglement states can have entanglement at most g(n) = O(n) across any cut, since
the entanglement entropy is upper bounded by the number of qubits. For the low-entanglement states, one
can show that the entanglement entropy needs to scale faster than logn, i.e. f(n) = w(logn). Otherwise,
one could distinguish the low-entanglement states from the high-entanglement states using a variant of the
SWAP test. This was proven in [JLS18] and [ABF 23, Appendix F] for private-key pseudoentangled states
and the same proof applies to the public-key setting, too.

We now give a construction of single-cut pseudoentangled states based on our lossy function construc-
tion from Section 3.1. As we will show in Theorem 3.13, these states do indeed form pseudoentangled
ensembles in the sense of Definition 3.9. Under the standard LWE assumption (Assumption 2.18), we can
achieve an entanglement gap of (O(n®),Q(n)) for any 6 > 0, where n is the number of qubits and the
cut divides the qubits into two equal halves; under the stronger subexponential-time LWE assumption (As-
sumption 2.19) we can achieve an entanglement gap of (O(polylogn),Q(n)), which is essentially optimal
as noted in Remark 3.11.

For simplicity, for the rest of this subsection we always assume that n is even and write m = n/2. We
will consider the cut that divides the qubits into two sets of size n; we could also consider more general cuts
and treat them with the same technique, which we do in Section 3.3.

Overview. The intuition of the construction below is as follows: our high entanglement and low entan-
glement states will be phase states of the form |i;) = er{ovl}n(—l)sk(x) |x), where s; : {0,1}" — {0,1} isa
function described by some public key k. This is why we call the construction public-key: the states we are
considering are fully described by the public key k, and given k one can efficiently generate |i)4). Our task
then is to construct two families of functions {s }cjcniesn and {s; } ;v indexed by key sets K€" and KOV,
respectively, such that

(i) for k € K'°%, the state |y/;) has low entanglement entropy and for k € ICPeh, the state [/;) has high
entanglement entropy, but

(ii) it is computationally hard to distinguish keys in XM2? from those in AC'°%.
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To construct these functions, recall from Lemma 2.10 that if we define a matrix 7' € {jzl}zn/zxzn/2 by

T, = (—l)sk("‘m, then

[
—log <H2”TT

> < S(yx) <logrank(T).
2

Therefore, for the high-entanglement states we need to show that ‘
entanglement case we need to show that rank(7) is small.

If one samples s; from a 4-wise independent function family, one can show that } 2i,,TTT Hz is indeed
exponentially small. We take this as our starting point and now want to modify this s; to “remove” entan-
glement to get low-entanglement states, i.e. we need to reduce the rank of the corresponding matrix 7. One
natural way to do this is to repeat rows of 7' if we consider some many-to-one function 4, then the matrix
T; j = Th(i),; is the same as T, except instead of all of the rows of T', the matrix T only contains (many copies)
of those rows in T whose index is in img/. Hence, the rank of 7 is at most img/h. We can incorporate this
row repetition procedure into our definition of our function sy to get an “augmented phase function” whose
states |,) have low entanglement. The technical term we use to describe removing entanglement by means
of row repetitions is smashing down the entanglement.

Of course if for the high-entanglement case our s; was simply a 4-wise independent function, but for
the low-entanglement case it was augmented with this row reduction procedure, the two cases would be
easily distinguishable given a description of either function. In other words, we need to smash down the
entanglement in a computationally undetectable way. To solve this problem, in the high-entanglement case
we will also augment s; by a “fake” row reduction procedure that is computationally indistinguishable from
the procedure in the low-entanglement case, but that does not actually meaningfully reduce the rank of the
matrix 7. For this, we use the lossy function construction from Section 3.1: in the low-entanglement case,
the row repetition function % described above will be a compressing function and therefore reduce the rank
of the matrix T'; for the high-entanglement case, the function 4 is an almost injective function (Theorem 3.3),
which we show does not reduce the Frobenius norm of 77T too much. Since the compressing and almost
injective functions are computationally indistinguishable (even given a public key description of them), the
descriptions of the corresponding augmented phase functions s; are also computationally indistinguishable.

We now give a formal description of this construction.

2i,,TTTH2 is small, and for the low-

Definition 3.12. Fix a function f(n). (This will be treated as a parameter of the construction.) Let H, =
{hr - {0,1}" — {0,1} };cks be a 4-wise independent family as given in Lemma 2.2. Instantiate the lossy

functions from Section 3.1 with parameters ¢(m) = +/ f(2m) and r(m) = 2. (Recall that m :=n/2.)
We first describe the sampling procedure for the keys K" and jopieh,
(i) To sample k € K%, sample k™P < Ko™ and ki € K# uniformly. Set k = (kP kfin).
(ii) To sample k € Kn€", sample k™P < K and kin € K2 uniformly. Set k = (kP kM),
For k = (k™P k™), define the labelling function ry : {0,1}"* — {0,1}" by
() = (fio(@) 1 ) with i = MSBy(x), j = LSBy (x).
We next define the function sy : {0,1}" — {0,1} as

5k (%) = Pyan (1 (x))
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The states |y) are then given by

o =Y, (~1)*).

xe{0,1}"
Theorem 3.13.

() Under the standard LWE assumption (Assumption 2.18), for any function f (n) =n® for & >0, the state
families P = {|y1) } e Kclow and PhE — {1y} vejchien from Definition 3.12 form a pseudoentangled
state ensemble with entanglement gap (O(f(n)),Q(n)) across the cuts X,, = [n/2].

(ii) Under the subexpoential-time LWE assumption (Assumption 2.19), there exists a function f (n) =
polylogn such that the state families W\°% = {wi) rexow and phieh {1Wi) }iepetien from Defini-

tion 3.12 form a pseudoentangled state ensemble with entanglement gap (O(f(n)),Q(n)) across the
cuts X, = [n/2).

Proof. We need to check the properties required in Definition 3.9. Items (i) and (ii) are obvious. Item (iii)
is also immediate because the function s (x) is an efficiently computable classical function, so it follows
from the standard phase oracle construction that |¢;) can be constructed efficiently, too. It Theorem 3.3
Item (iii) that the key families XCM€" and K'°% are computationally indistinguishable for all choices f(n) = n®
for 6 > 0 under the standard LWE assumption, and that they are indistinguishable for some (sufficiently
large) f(n) = O(polylogn). The proof of Item (v) is slightly more involved, so we show it separately as
Lemma 3.14 below. O

Lemma 3.14. Using the same setup as in Theorem 3.13, we have that

Pry oo [S((Wi)x,) < f(n)] = 1 —negl(n),
Prk(ilczigh [S((wk)X,,) > I’l/S] > 1 —negl(n) .

Proof. The states |) in Definition 3.9 are phase states, so viewing sy as a function sy : {0, 1} — {0,1}" —
{0, 1}, we can define the matrix 7 € {£1}>"*?" as in Definition 2.9. From Lemma 2.10 we then have that

—log <H21,1T1<TkT ) < S((yr)x,) <logrank(7Ty).

2

To prove the first statement in the lemma, we therefore need to bound the probability that 7} has large
rank if k = (kP k") € KCI°V, For this, observe that by construction 7; has at most |img fir»| distinct rows.
Therefore, recalling that we chose £(m) = 1/ f(n) (with n = 2m as before) we get from Theorem 3.3 Item (ii)
that

Pryjow [S((Yi)x,) > f(n)] < Pryiow [logrank T > f(n)]

S Prk<_lcllow [| imgfkrep‘ > 2/(”1)2 S Z_Z(m) = negl(l’l) .

Here we used that £(m) = log(m)'*¢ for some § > 0 by Theorem 3.3 Item (iii), so 2~") = negl(n).
To prove the second statement in the lemma, we need to bound the probability that TkaT has large
Frobenius norm. We will do this by computing the expectation of the Frobenius norm and then applying
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Markov’s inequality. We begin by expanding the Frobenius norm and using that 7;; € {+1}:

2
By ichien [HTTTH%}: Y E ( Y T )
i.je{0,1}m 1€{01}m

= Y E| Y TuTuTuTi
i,je{0,1}m  [a,be{0,1}m

:ZE

ic{0,1}m

Y,  TuTuTuTy
a,be{0,1}m

>

i,je{0,1}m

) mmmm]
ac{0,1}m

+ Y E| Y TuTuTuTy
i,je{0,1}" a,be{0,1}"
i#j a#b

—p3m 4 p3m Z E Z TiaTia Ty Tjpy
i,je{0,1}" a,be{0,1}"
i#] azb
—3mtl Z Z E [(_1)Sk(il\a)ﬂk(i\lb)ﬂk(jHa)+Sk(ij)] ) (3.5)
i,je{0,1}" a,be{0,1}"
i#] a#b

Since s (x) = Ay (re(x)), and Iy is drawn from a 4-wise independent function family, it is easy to
see that the term & [(—1)“'k(i”“)+sk(i 1B)+sic(jlla)+si(j ”b)] is zero unless the 4 terms in the exponents pair up to
cancel. In particular, this means that a necessary condition for E [(—1)sUl@)sllb)+s(illa)+s(716)) 2£ 0 is
that

n(illa) =n(lb) or  nla)=nlila o  nila)=nilb).

Since a # b, from the definition of r; we see that the first and last case never occur. The second case
is equivalent to firep (i) = firer(j). We can bound this using the properties of fier. For this, recall that
kP = (A, khash) 'We call a choice of A “good” if { f(ahash) } st forms a 2-wise independent family.

Pr _ctien[fioeo (i) = fioen ()] = Pryp _ins [feen (1) = Sfieo ()]
< Prkrep:(Akhash)(_K’ixj [fkrep( ) krep( ) ‘ A gOOd] + Prkrep:(A,khaSh)elCi,?j [A not gOOd]
<o(2™).

The last line follows because for a good A, the probability that firp (i) = fiep (j) (for i # j)is 27" by 2-wise
independence, and the probability that A is not good is O(27™) by Theorem 3.3 Item (i). Therefore,

E |:(_1)sk(iHa)+Sk(iHb)+sk(j““)+sk(j”b>:| <2%m.o(27™m =0(2*").
i,je{0,1}" a,be{0,1}"
i ath

Inserting this into Equation (3.5), we get that

2 m
By [ITTTI] < 02%7).
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Therefore we get from Markov’s inequality:

1 m 2 ,
Pr_yien [_ log ’%Tx,kaTk ) < 4} = Pryjcnien [ ‘TkaTxT,kHz > 2% "/2}
1 T 2
S Soms P i [HTkaTX,kHz]
< 0(23m74m+m/2) _ 0(27m/2),
where we inserted n = 2m. 0

3.2.1 Application: quantum entropy difference problem with maximal gap

One immediate application of our single-cut construction is that we get a maximal stretching of the entropy
gap for the quantum entropy difference problem studied in [GH20]. To recap, the problem is as follows:

Definition 3.15 (Quantum entropy difference problem). Given two circuits C; and C, each acting on n
qubit, decide whether or not S(p4) > S(04 ), where p4 and o4 are the reduced density matrices of the states
[1) = C1]|0") and |y2) = C2|0") with the last n/2 qubits traced out.

Under the subexponential-time LWE assumption (Assumption 2.19), our construction in Section 3.2
yields C; and C; such that S(p4) = Q(n) and S(o4 ) = poly logn, yet the quantum entropy difference problem
still remains hard for any polynomially bounded quantum algorithm. From Remark 3.11, it can be argued
that this entropy gap is maximal. Previously, the entropy gap in [GH20] was only O(1). Note that by the
same arguments as [GH20], our circuits can also be made shallow depth—that is, they are in NC'.

A different version of the entropy difference problem, called the Hamiltonian quantum entropy dif-
ference problem, also appears in [GH20], where, instead of circuits, the input is the description of two
Hamiltonians, and the task is to distinguish between different entanglement entropies across a fixed cut of
the ground states of these Hamiltonians. [GH20] showed that this problem is LWE-hard for O(1) entropy
gaps. Our construction achieves hardness for a maximal entropy gap of polylogn vs n for that problem,
too, by running our pseudoentanglement construction through a history state Hamiltonian construction in
the same manner as in [GH20].

In Section 4 we will consider a much stronger version of this problem: instead of distinguishing Hamilto-
nians with ground states whose entanglement differs across a single cut, we will construct indistinguishable
Hamiltonians whose ground states have qualitatively different entanglement structures, e.g. near area-law
vs volume-law entanglement. This will require states that are pseudoentangled across many cuts simultan-
eously, which we construct in the next section.

3.3 Area-law public-key pseudoentangled states on a 1D line

In this section we will give a (nearly) area-law public-key pseudoentangled states construction on a line
based on the row repetition technique we introduced in Section 3.2. This means that we will construct
public-key pseudoentangled states such that if we imagine the qubits arranged on a line, the entanglement
gap is polylogn vs n across all cuts that separate the qubits into left and right qubits on the line.

We begin by formally defining this multi-cut version of pseudoentanglement. The definition is almost
identical to Definition 3.9, except that we now need to require an entanglement gap across all cuts on a line
simultaneously. One slight subtlety is that if we consider cuts close to the end of the line, the entanglement
will be low simply by virtue of the fact that there are only very few qubits on one side of the cut. Therefore, in
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the high-entanglement case, we need to require the entanglement to be at least g(distance from end of line)
rather than simply g(n). Furthermore, very close to the boundary (namely, O(logn) close), certain properties
of our construction break down. Therefore, we only consider cuts that are at least w(logn) far from the
boundary. Since we are primarily interested in large entanglement gaps of the form (O(polylogn),Q(n)),
this small boundary region is of no particular interest to us. Nonetheless, it is possible to modify our
construction to work for such small boundary regions too; we briefly sketch this in Section 3.3.3.

As in the single-cut case, we use entanglement gaps of the form (O(f(n)),Q(g(n))) for pseudoentangled
states where we only have an upper bound on the entanglement in the low-entanglement case and a lower
bound in the high-entanglement case (see Remark 3.10 for details). To simplify the definition slightly, below
we state the definition directly for this case; it is straightforward to adapt it to the case where one wants the
exact scaling rather than one-sided bounds, but we will not need this for our results.

Definition 3.16 (Public-key pseudoentanglement across geometrically local cuts in 1D). A public-key
pseudoentangled state ensemble with entanglement gap (O(f(n)),Q(g(n))) across geometrically local cuts

on a 1D line consists of two sequences of families of quantum states ¥V = {|) }1c Klow and phieh

{lwi) } rechien indexed by key sets Klo% and jopieh respectively that satisfy Items (i) to (iv) from Definition 3.9
and the following modified version of Item (v) from Definition 3.9:

(v’) For any function b(n) = w(logn), with overwhelming probability, states in Plow have entanglement
entropy O(f(n)) and states in whieh have entanglement entropy Q(g(distance from end of line)) for
all geometrically local cuts that are at least b(n) far from the end of the line. Formally,

Pri i [Ve € {b(n),...,n=b(n)} : S((Wx)) < O(f(n))] = 1 —negl(n),
Pr _ jctien Ve € {b(n),...,n—b(n)} : ((lpk)[c]) > Q(min(g(c),g(n—c)))] > 1 —negl(n).

Here, (/1) is the reduced states of [f;) on qubits (1,...,c).

Overview. We first give an informal overview of our construction and proof. Recall the high-level idea
for single-cut pseudoentanglement: we started from a phase-state whose phases where chosen in a 4-wise
independent way and then “smashed down” the entanglement across a particular cut by repeating rows in the
matrix 7 associated with the phase state (see Definition 2.9) associated with that cut. To generalise this to
all geometrically local cuts on the 1-D line, we can sequentially apply this single cut technique. Specifically,
we again begin with a phase state and consider a cut on right end of the 1D line. We can then reduce the
T-matrix across that cut as in the single cut construction. The modified 7-matrix corresponds to a modified
phase state which is now guaranteed to have high or low entanglement across the cut we chose. We can now
consider the next cut, moving right to left. Starting from the modified phase state from the first iteration of
the procedure, we can again consider the associated T-matrix, but now across the second cut, and again use
the row-repetition procedure as in the single cut case. Performing this procedure for all cuts, moving right
to left cut-by-cut, we obtain our final states.

The key difficulty in the proof is to show that subsequent row repetition operations do not tamper with
the entanglement structure across previous cuts. For the low entanglement ensemble, one might worry that
future row repetition might increase the rank of the T-matrix across previous cuts. We prove that if the cuts
are treated in the correct order, this does not happen, later treatments never jeopardize the low entanglement
status we established for previous cuts. Combining this with the single cut analysis, we conclude that the
low entanglement ensemble enjoys the same low entanglement guarantee as in the single cut analysis for
each cut.
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For the high entanglement ensemble, one might worry about the opposite direction, namely that treating
future cuts might reduce the rank of the T-matrix for previous cuts. Indeed, this might happen because the
functions we use for the row repetition operations in the high entanglement case are not perfectly injective,
only “almost injective” as shown in Theorem 3.3. To show that nonetheless the entanglement across all
cuts remains high, we prove a similar upper bound on the expectation of the Frobenius norm as the single
cut version. The analysis is somewhat complicated and relies on the statistical properties of the “almost
injective functions” from Theorem 3.3 and the structure of the iterated row repetition operations.

We begin by describing our construction for the multi-cut case. This is analogous to the single-cut case
(Definition 3.12), except that we now need to iterate the row repetition operations, so the function r; from
Definition 3.12 needs to be modified and defined recursively.

Definition 3.17. Fix a function f(n) (this will be treated as a parameter of the construction). Let H, =
{hr :{0,1}" — {0, 1} }cxc4 be a 4-wise independent family as given in Lemma 2.2. For m € {f(n), f(n) +
1,...,n}, instantiate the m-bit lossy function from Section 3.1 with parameters ¢(m) = 1/ f(n) and r(m) = 2.

We first describe the sampling procedure for the keys K and joneh,

(i) To sample k € K%, for m € {f(n), f(n)+1,...,n}, independently sample kie® < Ko™ (see Defini-

tion 3.2) and k" € K} uniformly. Set k = (k}?%,k;?%H ve kP K,
(ii) To sample k € Kn®", for m € {f(n), f(n)+1,...,n}, independently sample k¥ < K and k™ € 4
. _ /prep  prep rep 1fi
uniformly. Set k = (kf(n)’kf(n)+1""’k” kM.
For k = (kjf(l;) , k?([:l) T kP k™), define the labelling functions r,f ("), ,rp:{0,1}" —{0,1}" recursively
by
X m=n+1,
() =9 S . .
e (S @)1 J)  f(n) <m<n,MSB,(x) =i,LSB,_u(x) = J,

where MSB,,(x) is the first m bits of x, LSB,,(x) is the last m bits of x, and i || j is the concatenation of bit
strings i and j. For simplicity, we define ry(x) = r,’: (n) (x).
With this notation, for k = (K70, &7 ,kn P kM), we next define the function sy : {0,1}" — {0, 1}

f) " f ()17
as

sk (x) = hygan (re(x))
The states |) are then given by

=Y, (1",

xe{0,1}"

Our main result is that this construction satisfies the requirements from Definition 3.16 as summarised
by the following theorem. In particular, we show that under the subexponential-time LWE assumption, our
construction achieves an entanglement gap of polylogn vs n, which is essentially optimal by Remark 3.11.
On a 1D line, this entanglement scaling corresponds to area-law (up to polylog factors) vs volume law
entanglement, which is why we call this result area-law pseudoentangled states.

Theorem 3.18.

(1) Under the standard LWE assumption (Assumption 2.18), for any function f (n) =n® for & >0, the state
families P = {|y1) } e Kcow and PhE — {1y} vexctien from Definition 3.17 form a pseudoentangled

state ensemble with entanglement gap (O(f(n)),Q(n)) across geometrically local cuts in 1D (Defin-
ition 3.16).
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(ii) Under the subexponential-time LWE assumption (Assumption 2.19), there exists a function f(n) =
polylogn such that the state families W\°% = {[¥i) rexow and phieh {lw) }icpenien from Defini-
tion 3.17 form a pseudoentangled state ensemble with entanglement gap (O(f(n)), Q’&n)) across geo-
metrically local cuts in 1D (Definition 3.16).

Proof. We need to check the properties required in Definition 3.16. Items (i) to (iv) hold by the same
argument as in Theorem 3.13. The proof of Item (v’) is more involved. We show the entanglement scaling
for the low-entanglement states in Proposition 3.19 and for the high-entanglement states in Proposition 3.24.

O

3.3.1 Low-entanglement states

Proposition 3.19. Using the same setup as in Theorem 3.18, for any ¢ € [n] we have that

Pryejciow Vji=1,...,n: S(Wi)) < O(f(n))] = 1—negl(n).

Proof. 1f ¢ < f(n) the statement holds trivially because then (/4 )( has at most f(n) qubits, and therefore
at most entropy f(n). Hence fix any ¢ € {f(n),...,n} and consider the cut between the first ¢ qubits and the
last n — c qubits. As in Definition 2.9, we can define the matrix T € {+1}>*"" by

Tij — (_l)sk(i\|j) — (_l)hkﬁn(rk(iHj)).

Then by Lemma 2.10, it suffices to show that the rank of this matrix is bounded by 2°/() with overwhelm-
ing probability.
Define the functions 77" : {0,1}¢ — {0, 132" by

~m

7 = (G ] )eqonye.

In particular, 7 (i) := ?,{ (n) (i) outputs the i-th row of T prior to applying the hash function /.

From the recursive definition of ry, it is easy to see that for i € {0,1},j € {0,1}"7¢ we can write
re(i]] j) = €(ri(£(7)) || j) for some functions £, whose details do not matter here. This implies that
|img 7| < |img#|. We then have that

rank(7T) < [img 7| <|img7| < [img fire |,

where the first inequality holds because the number of distinct rows in 7 is at most |img 7|, the second
inequality follows from the argument above, and the third inequality follow from the definition of 7} in
Definition 3.17. Having reduced the problem to bounding the image size of firer, the lemma now follows
exactly like Lemma 3.14. O

3.3.2 High-entanglement states

We will now show that despite using the imperfect injective functions from Theorem 3.3, the states in ‘P},;igh

from our construction in Definition 3.17 have high entanglement across every geometrically local cuton a 1D

line (sufficiently far from the end of the line). The keys in K€" are of the form k = (k;f’(lz) , k;,e([; Y1 P k),
rep _ .

and each k.;® has the form k)" = (Am, kf;f‘Sh). By Item (i) of Theorem 3.3, we know that with overwhelming
probability over the choice of the matrix A,, (as long as m = w(logn)), the family {f(4,, gsn) }nan is pairwise

m
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independent. We call a matrix A,, “good” if this is the case. We then define a “good” key k € ICEigh as one
for which all the A,,-matrices are good:

Kzigh|g00d = {(k;e(a),kﬁ‘:l)+l,...,k,rfp,kﬁ“) € KChiEh st Vm : kP = (A,,, k") has a good Am} :

We write k < K,t;igh‘goo 4 to denote a key sampled as before, but conditioned on getting a good key.
We being by showing a few useful properties of the r}’-functions.

Lemma 3.20. Instantiate the construction from Definition 3.17 with any choice of function f(n). For any
x,,xX,y €{0,1}" and m € {f(n), f(n)+1,...,n} such that x #y, X #y , LSB,_u(x) = LSB,,_, (), and
LSB,_(y) =LSB,_u()), the following two properties hold:

[t () = ()] if LSByy—(x) # LSBy_m(y)
o] SR ZAOIZN 0w ipr L [ 0 = 0] LBy () = LSBy (),

good

P

and

Prk<_,cl;igh| [ (x) = ()] = Prke,cgigh‘gm [ = ()]

Proof. For ease of exposition, let iy =Pr g ’ [7(x) = r{"(y)]. Throughout the proof all probabilities
. " good

are over k < Kl,}'gh‘ . We prove the lemma by induction.
good

From the definition of 7*!(x) we have

P;l,y = Z Pr[fk,‘fp (x) = X /\fk{fP ) = yl] P;/t}
xy'e{0,1}"
1
T
1 21 )
- ? + on Prk%KZigh [rk+1 (x) = rZ—H (y)] :
good

The second line holds because firr is pairwise independent conditioned on good , and pitl =

', = 0 for any
x',y € {0,1}" such that x # y. This shows the lemma for m = n since trivially LSBq(x) = XLSBO(y) (so we
are in the second case for the first equation in the lemma) and we have shown that p} , is independent of x, y
(so the second equation in the lemma holds).

Now assuming the claim holds for m + 1, we will argue that it also holds for m. Let i = MSB,,(x), j =
MSB,,(y),a = LSB,_(x),b = MSB,,(y). In particular, we have the following useful observation: if

LSB,_(x) = LSB,_n(y) then LSB,_p_1 (x) = LSBy_pm_1 (¥).

Casel: a#bandi# j. Since fy is pairwise independent conditioned good k, and {k"} are sampled
independently for different m, we have
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pT,y = Z Pr[fk,‘,fp (i) = I /\fk,rfp (Jj) = ]l] ‘P,r-fl‘ra’lj/”b

i,y e{o,1}m
1 m
— +1
=5m L Pilais
i,j'e{0,1}"
1
_ m+1
T 922m Pxy
i',j'€{0,1}"
— +1
*pf\crfy )
where the third line uses the induction hypothesis. The second property is obvious, by induction hypothesis,
m _ om+l _ om+l _ m+1
px-,y - pX,y - px’,y’ - px’,y’ .

Case2: a#bandi=j. Similarly, by the fact that firr is pairwise independent conditioned good k, and
{kn"} are sampled independently for different 2, we have

piy= Y, Pl @ =11-Pi
i'e{0,1}m

1
_ m+1
Y Z Pi|ja,i|b
i/€{071}))1

1

_ m+1
- m Z vay
i'e{0,1}m

_ i+l
_px7y ’

where the third line uses the induction hypothesis. Similarly, the second property holds for this case.

Case3: a=bandi+# j. Similarly, by the fact that fir is pairwise independent conditioned good k, and
{ki"} are sampled independently for different m, we have

. , . . 1
poy= ), Prlfun @) =iAfie () =1 PE
7,j/€{0,1}"
1 1 1 1
= 227 Z p?'qHu.,i’Ha—i_ 227 ] Z p?’lﬂa,j'Ha
i'e{0,1}" i',j'e{0,1}"
iI'#]
1 1 m+1
= Sntom L Py
i',j'e{o,1}"
i'#j
L o 2"-1
- 27 + om Xy 0

where the third line uses the induction hypothesis. Similarly, the second property holds for this case. O
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Lemma 3.21. Instantiate the construction from Definition 3.17 with any choice of function f(n). For any
d € [n] and x,y € {0,1}" such that LSB,(x) = LSB4(y) and LSB,(x) # LSB1(y), the following holds:

2d+1

Pry g [0 =0 < 5

r .
kefchieh

[rk(x) = r¢(y)]. By Lemma 3.20 we

good

Proof. For ease of exposition, we again abbreviate p)’c’fy =Pr e ’Chighl
- n

have the following recursive relationship:

)

m—+1

- {2%,1+2’§m1 Pt if LSBy_m(x) = LSB,_u(y)
Pry=
x?y

otherwise

with the boundary condition p;’j,] =0.
For x,y € {0,1}" such that LSB,(x) = LSB,(y) and LSB,(x) # LSB41(y), we have

1[LSB,,_n(x) = LSB,_p(x)]
2m

as desired. O

Corollary 3.22. Instantiate the construction from Definition 3.17 with any choice of function f(n). For any
x € {0,1}", the following holds:

Y Prn(o) =n()] <n.

yel{0,1)”

X7y
Proof. Observe that for any given x, the number of y € {0, 1}" such that LSB,(x) =LSB;(y) but LSB;; (x) #
LSB;11(y) is 2‘2,% Therefore, splitting up the sum over y depending on the first bit on which x and y differ,
we get from Lemma 3.21 that

n—1
Y Prn)=n®=) Y Prlr(x) = re(y)]
ye{o,1}" d=0 ye{0,1}"
x#y LSB(x)=LSB,(y)
LSBy41(x)#LSB g1 (v)
n—1 on 2d+1

<Y
= 2d+1 on
=n. D

Now we can use this lemma to upper bound the expectation of the Frobenius norm of the T-matrix (see
Definition 2.9) associated any cut X C [n]. While Theorem 3.18 only requires us to consider geometrically
local cuts, the proof works for arbitrary cuts, which we will make use of in Section 3.4. Specifically, we
have the following lemma.
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Lemma 3.23. Instantiate the construction from Definition 3.17 with any choice of function f(n) and con-
sider any cut X C [n] of size m := |X| < n/2. Let Tx x be the T-matrix (Definition 2.9) for |y) associated
with cut X. Then we have the following bound on the expected squared Frobenius norm:

2
E [HTK;(T;J(HJ < 5p.22m

high
ke KCp'®

good

Proof. To simplify the notation, we drop the explicit dependence on X and k and simply write 7 = Tx . All
. high
expectations are taken over k < KC, |g00 &
The first part of the proof is almost identical to the proof of Theorem 3.13, except that now we con-
sider cuts that do not necessarily divide the qubits into two equally sized sets. We spell out the details for

completeness. Expanding the Frobenius norm and using that 7;; € {£1}:

[ 2
]E[HTTTH%}: Y E < y T,'lTﬂ>
l,/G{O.l}m 16{071}117"1

= Z E Z T;'a Tja T;'ijb
1‘7‘]'6{071}771 _a,bE{O,l}”*”’

:ZE

i€{0,1}m

Z T;'a Tia T;'b Tib
a,be{0,1}n—m

+ )Y E

i.je{0,1)m

y mmmm]
LIG{O,I}”*W

+ Z E Z Tiq Tja Tip ij
i,je{0,1}" a,be{0,1}"~ ™"
i#j a#b

—omomgrtmy Y Y, TuTiaTwTp
i,je{0.1}" | abe{0, 1}

i#j a#b
— 2n=m  gnim Z Z E |:(_1)sk(iHa)—G-Sk(i\|b)+sk(j”a)+5k(J'Hb)] . (3.6)
i,je{0,1}" a,be{0,1}+—™
i#] a#b

Since sg(x) = Ay (re(x)), and hyan is drawn from a 4-wise independent function family, it is easy to
see that the term I [(—1)S"U”‘”“’f“””+Sk(j“")+sk(j”b)] is zero unless the 4 terms in the exponents pair up to
cancel. In particular, this means that a necessary condition for E [(—1)%Ul@)sllb)+s(illa)+s(716)] 2£ 0 is
that

n(ilfa)=n(illb) — or  nlilla)=n(illa) or  nlilla)=r(jlb).

In Theorem 3.13, the probability of this event was straightforward to bound using pairwise independence.
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Here, this direct argument is replaced by using Corollary 3.22. For the first case, we can bound

Y  knillag=n(lal= ) Y Y Prn(ifla)=n(j| a)
i,j€{0,1}" a,be{0,1}1m i€{0,13m a be{0,13~m | je{0,1}™
i#] a#b a#b i#]

< Yy Y Y, Prln(illa)=rn(y)]

ie{()’]})na’be{o’l}n—m yE{O,l}”
a#b y#(illa)

< 22n—m -n.

For the second line we have added terms to the sum in parentheses, which can only increase its value. For the
third line we have used Corollary 3.22 to deduce that the term in parentheses is at most » and then counted
the number of terms in the outer sum.

By analogous derivations, we also obtain

Y Prinif a)=ri(i|| ) <27 n,
i,je{0,1}" a,be{0,1}"™
i#j a#b

Y Pin(illa)=n(jl b)) <2"n.
i,j€{0,1}" a,bc{0,1}"™
i#]j a#b

Using the trivial bound I [(— 1)@ tsx(il)+s(jla)+5¢(jIP)] < 1, we can therefore bound the remaining
sum in Equation (3.6)

E [(_1)sk(iua)+sk(i|\b>+sk(juu)+sk(jub>}

i,je{0,1}" a,be{0,1}™
i#j a#b

< X ) (Pr[rk(i la) =re(j | @)]+Prlr(i ]| @) = re(i || )] +Prlre(i || @) = ric(j || b)]>
i,je{0,1}" a,be{0,1}"~"
i#j a#b
Sn_22n7m+n.2n+m_‘_n.2n.
Inserting this into Equation (3.6) we get that
E [HTTT”g] < 22n7m + 2n+m +n- 22n7m +n- ontm +n-2n <5n. 22n7m

since we assumed that m < n/2. O

Proposition 3.24. Using the same setup as in Theorem 3.18, for any cut X C [n] of size m .= |X| = w(logn)
we have that

. .
Pr, _jctien {V] =1,...,n: S((Yr)x) > me(m,n—m) > 1—negl(n).
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Proof. Without loss of generality, we can assume that m = |X| < n/2; otherwise we can simply consider
the complementary cut [n] \ X and use the fact that S((¥x)x) = S((¥& )\ x)- Let Tx be the T-matrix
(Definition 2.9) for |y) associated with cut X. By Lemma 2.10 it suffices to show that

1 T
on Ix -,kTX,k

m
PrkHCEigh [—log < 4} < negl(n).

2

2
Z%TXJ(TXT,(H < % is equivalent to the event that H TX.kTXTkH > 221=m/2 We can bound
K12 XK

The event that —log ‘

the probability of the latter as follows. From Item (i) in Theorem 3.3 and a union bound we know that if we
sample a key k < K€", the probability that this key is not contained in K€" ‘goo 4 atmost n-27/( which
is negligible in n since we chose f(n) = w(logn) in Theorem 3.18. Therefore we get that

1 T
? TX J‘TX,k

1 T
ﬁTkaTX,k

“l<p
e

m
Pr, _ jchien [—log ) < 4] +negl(n)

——'1()gg
good
r 1
ke/Cslgh

good [
high

S Samfa Ehe it
< 5p- 22 mm=2mm/2 4 pegl(n)
= 5n-27"2 4 negl(n)
=negl(n).

Here, the third line uses Markov’s inequality, the fourth line uses Lemma 3.23, and the last line holds because
m = w(logn). O

=P

2
‘TX,kTXT,kHZ > 22”_’"/2] +negl(n)

. [H TX7kTXT7kHj + negl(n)

ood

3.3.3 Pseudorandom states and entropy lower bounds for cuts with sub-logarithmic sizes

Note that the current high entanglement construction may not always satisfy volume law entanglement for
partitions where one side is extremely small (formally speaking, of size O(logn)). Although this limitation
does not impede the applications presented in this paper, we briefly discuss adjustments needed in our
construction guaranteeing that volume law entanglement even holds for these small cuts.

Intuitively, when the size of the subsystem is at most O(logn), adversaries can approximate entangle-
ment entropy up to an inverse polynomial error. On the other hand, a logarithmically-sized subsystem of
Haar random states concentrates very strongly around the maximally mixed state. Therefore, any pseudor-
andom state must have volume law entanglement for cut X of size |X| = O(logn).

While the construction we have described so far is not pseudorandom,’” a simple modification can
achieve this: according to [ABF23, Appendix A], it suffices to modify ;" and k" such that they are pseu-
dorandom functions (PRFs). The construction utilizes two types of functions: k-wise independent functions
and LWE functions, with the latter being PRFs based on the standard LWE assumption. Consequently, the
transformation involves converting k-wise independent families into families that are both k-wise independ-
ent and pseudorandom (for a specific construction, refer to [ABF 23, Appendix A]). Notably, since both
our low-entanglement and high-entanglement constructions employ the same k-wise independent families,
these modifications do not jeopardize the public-key indistinguishability of two constructions.

"By “pseudorandom” we mean that the state families without the public key are indistinguishable from Haar random states.
Naturally, if the circuit to prepare the state is made public, it is easy to distinguish the state from Haar random states since generic
Haar random states have no short state preparation circuit.
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3.4 Area-law public-key pseudoentangled states on a 2D grid

We can easily generalise the 1D construction from Section 3.3 to a system of qubits arranged on a 2D grid.
This is the same construction as in [ABF"23, Appendix D.5], so we only provide a short sketch. Let |yy)
be an n-qubit state from a pseudoentangled state ensemble. We can arrange the qubits of this state on an
\/n x y/n grid as shown in Figure 1. Now consider a contiguous 2D subregion R of this \/n x \/n grid. Let

o—o—9o—0o—9

—o 9o oo
Figure 1: Arranging an n-qubit state on a y/n X \/n grid.

|R| be the size of R (i.e. the number of qubits in R) and |JR| the size of the boundary of R. Unfolding the
“snake”, this region R corresponds to a (not necessarily geometrically local) cut in 1D.

For the pseudoentangled state ensembles we constructed in Theorem 3.18, a high-entanglement state
|¥k) has entanglement entropy Q(|R|) for any (sufficiently large) cut R, even if the cut is not 1D geomet-
rically local (Proposition 3.24). This means that arranged on a 2D grid, the high-entanglement states from
Theorem 3.18 exhibit volume law entanglement scaling.

Conversely, consider a low-entanglement state |;) from the construction in Theorem 3.18. From the
geometry of Figure 1 it is easy to see that a region R corresponds to a 1D cut that divides the qubits into
at most O(|dR|) contiguous regions; this is because the boundary of the region R can cut the “snake” at
most O(|dR|) times. For each of these O(|JR|) cuts in 1D, we know from Theorem 3.18 that |i/;) has
entanglement entropy at most O(polylogn) across that cut. Using subadditivity of entanglement entropy, it
then follows that the entanglement entropy of the region R is at most O(|dR| - polylogn), which corresponds
to area-law scaling in two dimensions (up to polylogarithmic factors).

4 Computational hardness of learning ground state entanglement structure

Our public-key pseudoentanglement constructions can be leveraged to construct Hamiltonians such that
it is hard to learn the entanglement structure of their ground state. This is what we will discuss in the
next sections. Specifically, we will study variants of the following problem, which we define somewhat
informally.

Definition 4.1 (Learning Ground State Entanglement Structure (LGSES) problem). Given a classical de-
scription of a k-local Hamiltonian H on n qubits with spectral gap at least m, decide whether the ground
state of H has entanglement structure A or B? Here, A and B should be two qualitatively different, pre-
specified entanglement structures, e.g. near are-law and volume law entanglement.

We will see three different variants of this problem for three different types of local Hamiltonians and
correspondingly three slightly different entanglement structures. We will progressively make our construc-
tions more local—in some sense, more local corresponds to more physical Hamiltonians—but we will pay
a slight price in terms of how straightforwardly the entanglement structures can be described.
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(i) In Section 4.1, we will study the hardness of LGSES for O(logn)-local Hamiltonians on n qubits
arranged in a 1D line. The two entanglement structures to distinguish between will be polylogn vs
Q(n) entanglement across geometrically local cuts in 1D. In other words, we are asked to distinguish
1D near area-law vs volume-law entanglement.

(i1) In Section 4.2, we will improve upon the locality of the Hamiltonian and study the hardness of LGSES
for O(1)-local Hamiltonians on n qubits arranged in a 1D line. However, the entanglement structure
will be slightly more complicated: we will consider the reduced states of ground states on a specific
subsystem and ask whether this has 1D near area-law or volume-law entanglement structure for a
mixed state measure of entanglement.

(iii) In Section 4.3, we will study the hardness of LGSES for 2-local Hamiltonians on a 2D grid of size
n x poly(n) and with constant local dimension, where all Hamiltonian terms are geometrically local
(i.e. only nearest neighbors on the grid can interact). The two entanglement structures to distinguish
will be entanglement entropy O(polylogn) vs Q(n) across horizontal cuts through the grid.

4.1 1D Hamiltonians with logn-locality and pure states

In this section, we will show how to obtain two families of logn-local Hamiltonians, one whose ground
state has polylogn entanglement scaling and the other whose ground state has Q(n) entanglement scaling
across geometrically local cuts in 1D, such that given the description of one of these Hamiltonians it is
computationally hard to decide which family it belongs to.

We will start with the public-key pseudoentangled state constructions in Section 3.3, use the padded
circuit-to-Hamiltonain construction of Section 2.6, and then use the trace distance closeness property of
Lemma 2.26 to show that the entanglement structures of the ground states of these Hamiltonians resemble
the entanglement structure of the public-key pseudoentangled states.

Theorem 4.2. For every n € IN, there exist two families H° and HIE of O(logn)-local Hamiltonians on
(n+ O(logn)) qubits arranged on a 1D line with spectral gap Q(1/poly(n)) and efficient procedures that
sample (classical descriptions of) Hamiltonians from either family (denoted H <+ ’HL"W and H < Hzigh ) with
the following properties:

(i) Hamiltonians sampled according to H <+ H!°" and H + HUER G computationally indistinguishable
under Assumption 2.19.

(ii) With overwhelming probability, the ground states of Hamiltonians H < H°Y have 1D near area-law
entanglement and Hamiltonians H <+ HL"W have 1D volume-law entanglement. Formally, this means
that for geometrically local cuts in 1D of size r = w(logn), the ground states of the Hamiltonians have
entanglement entropy O(polylogn) or Q(min(r,n —r)), respectively.

Proof. Let W)™ = {|yx) }rexciow and whieh — (1)) rexchin be two ensembles of public key pseudoentangled
states across geometrically local cuts from Section 3.3. For a key k € K!°V U Kﬂigh, we denote by H; the
O(logn)-local K-padded history state Hamiltonian from Lemma 2.25 with a binary clock, for K = poly(n)
to be chosen later. We then choose H!°% = {Hy}rexion and et — {Hy} o ymien. It follows from our
pseudoentanglement construction and the padded history state Hamiltonian that these are efficiently sample-
able families of O(logn)-local Hamiltonians, noting that each term has a classical description (as a list of

matrix entries) of size poly(n) and there are poly(n) terms, so the full Hamiltonians has an explicit classical
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description of size poly(n), too. The statement about the spectral gap follows from Lemma 2.25. Item (i)
follows directly from the indistinguishability of C!° and Jopieh (Item (iv) in Definition 3.9).
To prove Item (ii), first consider a Hamiltonian H < H!°%. Let |t ground) be its ground state and define

W) =v)® FZlclock

where |¢) is the pseudoentangled state for which H is the history state Hamiltonian and 7 is the number of
gates in the (padded) circuit (see Section 2.6). Note that from Lemma 2.26,

1
11050051~ Wuns) un |, =0 (o5 @n
for a sufficiently large choice of padding K = poly(n).

Let (A, B) be a geometrically local bipartition of the n+ O(logn) with |A|,|B| = w(logn). Since we are
considering geometrically local cuts with |B| = w(logn) and there are only O(logn) qubits, for a suitable
choice of implicit constants in |B| = w(logn) all of the clock qubits are contained in B and therefore do not
contribute to the entanglement across the cut. Hence,

S((¥r)a) = O(polylogn).

Using the continuity property of the von Neumann entropy (Lemma 2.7) and Equation (4.1), if we choose
the padding K = poly(n) sufficiently large we get that

S((Wgouna)a) < S((W7)a) +0 (pl;()) — 0 (polylogn)

as desired. .
By applying a similar argument, when we consider H < ’H,}fgh and a bipartition (r,n —r),

S((wground)A) = Q(min(r,n—r)).
This completes the proof. .

Remark 4.3. Under the standard LWE assumption (Assumption 2.18) instead of Assumption 2.19, The-
orem 4.2 still holds, but with the smaller entanglement gap O(n°®) vs Q(n) for any ¢ > 0. This mirrors
directly the statement in Theorem 3.18.

4.2 1D Hamiltonians with constant locality and mixed states

In this section, we will modify the construction in Section 4.1 with a unary clock to get constant locality.
However, because the clock register will now have poly(n) qubits, we can no longer simply remove the clock
qubits as we did in Theorem 4.2. Therefore, we will consider the entanglement structure of the reduced
density matrices of the ground state with the clock register traced out. Using mixed state entanglement
measures (Section 2.4.3), we will show that one such density matrix will have high entanglement, and the
other will have low entanglement.

As discussed in Section 2.4, there are many mixed state measures of entanglement. We will show that
for any “natural” mixed state entanglement measure (in the sense of Lemma 2.13), the ground state of the
our Hamiltonian (with the clock register traced out) has either high or low entanglement. We achieve this by
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giving an upper bound on the entanglement of formation of our low entanglement construction and a lower
bound on the distillable entanglement of our high entanglement construction. Combined with Lemma 2.13,
this gives an entanglement gap for any natural entanglement measure. In fact, Hamiltonians constructed
from our ensembles of pseudoentangled states achieve a maximally large gap.

Theorem 4.4. For every n € IN, there exist two families H°V and Fpieh of O(1)-local Hamiltonians on

(n+poly(n)) qubits arranged on a 1D line with spectral gap Q(1/poly(n)) and efficient procedures that
sample (classical descriptions of) Hamiltonians from either family (denoted H < H!*% and H < ’Hzlgh ) with
the following properties:

() Hamiltonians sampled according to H <+ H!°" and H + Hgigh are computationally indistinguishable

under Assumption 2.19.

(ii) If we trace out poly(n) many qubits from the ground state of each Hamiltonian, the entanglement
gap between the resultant quantum states in the high and low families is Q(min(r,n —r)) versus
O(polylogn), for a cut of size (r,n—r), for any natural entanglement measure. With overwhelming
probability, the reduced states on the first n qubits of the ground states of Hamiltonians H < H!°%
have 1D near area-law entanglement and Hamiltonians H < H!°V have 1D volume-law entanglement
with respect to any natural mixed state entanglement measure (in the sense of Lemma 2.13).

Proof. We consider the same construction of 7!°% and HI'EM a5 in Theorem 4.2, except that we now use the
unary clock construction from Lemma 2.25 instead of the binary one as in Theorem 4.2. With this, we only
need to show Item (ii) as the other properties follow in exactly the same way as in the proof of Theorem 4.2.

First consider a Hamiltonian H <+ H®". Let |¥ground) and [¢7) be as in Theorem 4.2, except with
a unary clock. Let pgaa be the density matrix on n qubits left when we trace out the clock qubits from
|t ground) and recall that the reduced state of |i;) on the first n qubits is the pseudoentangled state |y )(¥/|
(using the notation from Theorem 4.2). Then, using Lemma 2.26 and the fact that tracing out qubits cannot
increase the trace distance between two states,

1
| pasa— )| [ = 0 <ply(>) 42)

for a sufficiently large padding K = poly(n). Then, using continuity properties of the conditional von Neu-
mann entropy (Equation (4.2), Lemma 2.7), standard properties of the binary entropy function, the fact that
all natural mixed state entanglement measures collapse to the von Neumann entanglement entropy for pure
states (Lemma 2.14), and the fact that coherent information is just the negative of conditional von Neumann
entropy (Definition 2.12) and lower bounds distilalble entanglement (Lemma 2.13),

1
E > I(pdats =Q ST
D(Pdata, AB) = I(Pdata, AB) <n poly (n)>

By applying a similar argument, when we consider H < HIE" and a bipartition (r,n — r), using continuity

properties of the entanglement of formation (Lemma 2.15) we get that

1
E =0 lyl .
F(pdata, AB) (pO ylogn + pOly(l’l))

Then, with the observation that any natural entanglement measure is upper bounded by Er and lower
bounded by Ep (Lemma 2.13), the result follows. ]

Remark 4.5. Just as in Remark 4.3, under the standard LWE assumption (Assumption 2.18) Theorem 4.4
still holds, but with the smaller entanglement gap O(n°) vs Q(n) for any 6 > 0.
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4.3 2D Hamiltonians with geometric locality and pure states

In this section, we will show how to obtain two families of 2D Hamiltonians on a 2D grid of poly(n) qudits,
one whose ground state has entanglement entropy of order n and the other whose ground state has entan-
glement entropy of order polylogn, with respect to most horizontal cuts across the 2D grid. Thus, arguably,
this gives us a relatively more complicated entanglement structure than the constructions in Theorem 4.2
and Theorem 4.4. However, we gain in geometric locality: the Hamiltonian only has nearest neighbor
interactions on a 2D grid. Formally, 2D Hamiltonians are defined as follows.

Definition 4.6 (2D (local) Hamiltonian, [AGIK09]). Let H be a Hermitian operator (interpreted as a Hamilto-
nian, giving the energy of some system). We say that H is an r-state Hamiltonian if it acts on r-state qudits
(i.e. d = r). When r = 2, namely, when the qudits are qubits. We say that H is k-local if it can be written as

H=Y H,
i

where each H; acts non-trivially on at most k qudits. Note that this term does not assume anything about the
physical location of the qudits. We say that H is a 2D Hamiltonian if the qudits are arranged on a 2D grid
and the terms H; interact only pairs of nearest neighbor qudits. In particular, a 2D Hamiltonian is 2-local.

Overview. The main steps of our construction are as follows:

* First, we start with two n-qubit public key pseudoentangled states across multiple cuts, according to
the construction in Section 3.3, and consider the circuits for preparing them. Suppose these circuits
have K = poly(n) gates. Without loss of generality, we assume the circuit can be decomposed into
R = poly(n) “rounds”, each made up of exactly n nearest-neighbor interactions on qubits 1, (1,2),
(2,3), etc. Any circuit can be transformed into this form by inserting a polynomial number of identity
and swap gates. Hence, the circuit contains nR gates in total. As in Section 4.1, we pad the circuits
with nM identity gates at the end for a sufficiently large M = poly(n).

» Then, we use a modified version of the 2D clock construction [AVDKT08] to construct two families
of 2D Hamiltonians such that the padded circuit is embedded into its ground state. That is, if C =
Uyr - Uyr—1 --- Uy is the circuit with padding, where T = M + R is the total number of rounds after
padding, we construct a Hamiltonian H such that the ground state ]z//ground>, on an n x T grid of
qudits, encodes the time evolution of the padded circuit.

* We show how, because of the padding, the entanglement structure of the 2D ground state across any
horizontal cut resembles the entanglement structure of the state

|1r//output> = UnR : Uanl t Ul |On>, (4-3)
across the same cut.

* By virtue of our pseudoentanglement construction, the state in Equation (4.3) either has high or low
entanglement, whenever the cut has distance w(logn) to the boundary of the grid. Then, by a con-
tinuity argument, we show that the ground state |ygrouna) also inherits the high or low entanglement

property.
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4.3.1 Geometrically local 2D history state Hamiltonians

Based on the framework of [AVDK " 08], we begin by showing how to construct a 2D Hamiltonian whose
ground state encodes the state obtained by taking our padded circuit, as defined in Equation (4.3). Without
loss of generality, we assume that before padding, the circuit has initial state |0) and consists of R rounds,
where in each rounds there are n nearest-neighbor gates, acting on qubits 1, (1,2), (2,3), (3,4) and so on.

Legal shapes of the clock. To start, we will introduce some notation to reason about the valid clock states.
Suppose we have in total n(T + 1) 9-state qudits arranged on a two-dimensional square lattice with n rows
and T + 1 columns. We refer to the quantum state defined on this lattice as a clock state. From the top to the
bottom, we number the rows from 1 to n. From left to right, we number the columns from O to 7. Intuitively,
the vertical axis of the 2D grid aligns with the spatial dimension of the original circuit, while the horizontal
axis of the 2D grid aligns with the temporal dimension of the original circuit. Additionally, we have the
following features.

* Possible states: For each qudit, following the notation of [AVDK " 08], we denote its 9 possible states
to be

[O), D), D), D), D), 1K), @), |0) &)

The former 6 states were introduced in [AVDK08] whereas the latter three states are newly intro-
duced in this work.

* Phases: These states can be categorized into six distinct phases: the unborn phase represented by
|O), the first phase containing |D),|D), the second phase containing |@),|d), the dead phase
represented by |X)), the flag phase containing |(]), |(]), and the marker phase represented by |0).

* Encoding the value: The orientation of the state in the first phase, the second phase, and the flag
phase encodes the value, i.e., |0) and |1) states of a qubit in the circuit. For example, we can map |0)

o [D) (@), |O@)) and [1) to |D) (D), [O))-

+ Symbols for spanned subspaces: Denote |Q) as any state in the subspace spanned by |D) and |(]).
Similarly, denote |{)) as any state in the space spanned by |@D) and |{D), and denote |([])) as any state
in the space spanned by |(]) and |(]).

» Shapes: Based on the concept of phases, we can further define the shape of the quantum state on this
two-dimensional square lattice. A shape is defined as an allocation of one of five phases to each qudit,
ignoring the orientations of the states in the first, second, or the flag phase. Intuitively, the flag phase
serves as a marker for the location where the current change occurs, and plays a similar role as the
flag in [AGIKO09] concerning the ground state in the one-dimensional setting.

Similar to [AVDK "08], we show that we can represent the time evolution of the padded circuit using a series
of (3n—1)T + 1 clock states that are legal shapes, where each shape corresponds to one time step in the
circuit.

Remark 4.7. Formally defined in Definition 4.8, the notion of legal shapes we consider is slightly different
from the original ones in [AVDK ™ 08] because we have the extra flag and marker states.

Definition 4.8 (Legal shapes, [AVDK*08]). Denote L = (3n—1)T. For any ¢ € [0, L], we say a clock state
is in the #-th legal shape if one of the following conditions is satisfied
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(i) There exists r and k € [0,n] such that t = (3n — 1)r + k. Moreover, the r leftmost columns of the
state are in the dead phase, the top k — 1 qudits in the (r+ 1)-th column are in their second phase, the
bottom n — k are in the first phase, the qudit in between is in the flag phase, and qudits in the remaining
R — r columns are all in the unborn phase

(ii) There exists r and k € [0,2n — 1] such that f = (3n — 1)r +n+ k. Moreover, the r leftmost columns of
the state are in the dead phase, the (r+ 1)-th column has its n — k topmost qudits in the second phase
while its remaining k qudits in the dead phase, the (r+ 2)-th column has its n — k topmost qudits in
the unborn phase, the bottom & — 1 qudits in the first phase, the qudit in between is in the flag phase,
and all qudits in the remaining columns are in the unborn phase.

(iii) There exists r and k € [0,2n — 1] such that = (3n — 1)r 4+ n+ k. Moreover, the r leftmost columns of
the state are in the dead phase, the (r+ 1)-th column has its n — k topmost qudits in the second phase
while its remaining k qudits in the dead phase, the (r+ 2)-th column has its n — k — 1 topmost qudits
in the unborn phase, the bottom k qudits in the first phase, the qudit in between is in the marker phase,
and all qudits in the remaining columns are in the unborn phase.

Denote S to be the (L + 1)2"-dimensional space spanned by all states in legal shapes. Moreover, for
each0<r<Land0<j<2"—1,define ]y{ ) to be the state in the ¢-th legal shape, where the orientations
of its n active qudits (i.e., qudits in the first phase, second phase, or the flag phase) correspond to the state
of the circuit after applying the first ¢ gates to an initial state that encodes the binary representation of j, or
quantitatively,

U -U_1---Uilj). 4.4)

Moreover, we denote |y(t)) = |y?) for brevity.
The following is immediate from the construction.

Lemma 4.9. Forany0< j<2"—1landanyt #1t, € [0,L], 7{|> and \y,]2> are orthogonal to each other.

Transition rules. Based on the definition of ]yt’ ), we can further divide S into 2" subspaces Si, ..., S,
where each subspace S; is spanned by {|}),...,|y])}. As shown in [AVDK"08], intuitively, the transition

rules between the states |y{),...,|y;) can also be understood as follows.

« Downward stage: Consider a state |y/) for some ¢ = (3n— 1)r. In this stage, the n qudits located in
the r-th column are in their initial phase, and the orientations of these active qudits (i.e., those in the
first phase, second phase, and the flag phase) encode the initial state of the circuit at the beginning of
the r-th round. To the left of this column, the qudits are in the dead phase, while to the right, they are
in the unborn phase. The state |ytj 1) can be obtained from ly]) by converting the uppermost qudit
in the r-th column into active-phase and then applying the first gate of the r-th round (a one-qubit
gate) to the state encoded in these active qudits. Subsequently, the state |ylj ) is derived from b/[] 1)
by converting the second qudit from the top in the r-th column into active phase, converting the frist
qudit from the top in the r-th column into first phase, and applying the second gate of the r-th round
(a two-qubit gate) to both this qudit and the one above it. This process continues in a similar manner
until we reach the state |y/,,), where the entire r-th column consists of qudits in the second phase
except the one at the bottom. These sequential steps are referred to as the downward stage.
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» Upward stage: Correspondingly, there is an upward stage. In this stage, the state |ytj+n 1) i trans-

formed from |y,J+n> by shifting the bottommost qudit in the r-th column one position to the right. To
be more precise, the bottommost qudit shifts into the dead phase, while the qudit to the right of it shifts
into the active phase. Then, |y/,,.,) is transformed from |y/,, . ) by shifting the bottommost qudit
into the first phase without changing its encoding and shifting the qudit above it into the marker phase.
It is worth noticing that the encoded state is not changed during this process, which corresponds to
the identity gate applied in the circuit. Continuing this iterative process to go up the column, we can
“copy” the encoding of the r-th column into the (r+ 1)-th column. We observe that the upward stage
ends in the state |y, ,.,) = |yé(r +1)n) which aligns with the previously described initial state of a new
round.

An example of legal shapes with n = 6 and 7" = 2 is given in Figure 2, where the shapes correspond
tot=0,1,...,19. It is worth noting that each shape has exactly n qudits in the first, second, or the flag
phase. Consequently, each shape contains a subspace with a dimension of 2" spanned by the possible states
of qudits within the first or second phase.

Constructing the corresponding Hamiltonian. Based on the construction in [AVDK "08], in the remain-
ing part of this section, we present a two dimensional Hamiltonian on the grids whose ground state is the
history state of the evolution

L

_ 1 0
‘wground> = \/m[;o b’t > 4.5)

Following [AVDK " 08], our 2D Hamiltonian H,p contains three parts:

1 L
Hyp = B Z Hy+ Hinput +J - Helock, (4.6)
(=1
where J = €2 - L® with e = ——. Conceptually, each Hamiltonian term Equation (4.6) imparts an “energy

polyn*
penalty” upon any state that fails to meet the required properties of the ground state. In particular, Hcjock

guarantees that the ground state is a superposition over a set of clock states in legal shapes. Then, Hjnpy
verifies that the component in the first legal shapes encodes the input of the circuit, i.e., |0), in its first
column of qudits. Finally, the propogation H; ensures the correctness of transitions between consecutive
legal shapes, meaning that the encoded quantum state evolves in accordance with the corresponding gate
applied in the circuit during that time step. Formally, as in [AVDK™08], we let

n

Hinput := Z (1®) <@Di-,1>

i=1

where the indices indicate that the corresponding term acts on the i-th row and the first column of the 2D
grid. As for Hjock, similar to the case in [AVDK™'08], it is worth noting that the legal shapes defined in
Definition 4.8 can be verified in a 2-local way, which allows us to define a 2-local Hamiltonian such that its
ground space contains only superpositions of clock states in legal shapes.

Similarly to [AVDK ™08, Claim 4.2], we prove the following result.

Lemma 4.10. A clock state is in legal shape defined in Definition 4.8 if and only if it contains none of the
forbidden configurations in Table 1.
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Proof. The proof is similar to the proof of [AVDK 08, Claim 4.2]. First, we can check that any clock state
in legal shape contains none of the forbidden configurations. Conversely, for any clock state that contains
none of these configurations, each of its rows admits to the pattern Q* [, D, D, D™]O*. In other words,
it starts with a sequence of zero or more (X) from the left, then incorporates either @), @), (], or ™), and
ends with a sequence of zero or more () on the right. As for the vertical direction, the columns are in one
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Figure 2: An example of clock states in legal shapes withn =6, T = 2.

such a shape must satisfy Definition 4.8.

Based on Lemma 4.10, we can define a two-local nearest-neighbor Hamiltonian that checks whether a
clock state is in legal shape or not. For example, prohibits a qudit at location (i, j) in state ) to be positioned
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] Forbidden \ Guarantees that

O, 00, 0OXR, 00, O®™ | O is to the right of all other qubits
OR, DR, DR, DR, MR | & is to the left of all other qubits
O&®, R0 O and %) are not horizontally adjacent
QD DV, OO
DD, DD, DO only one of @), @), or ) per row
0D, 00 0O
%,%,%,% only @) above @
%,%,%,% only @ below @)
O ® (O and ) are not vertically adjacent
R’ O Yy adj
%,%,%,% no () below @) and (]; no @) and {J) below &)
% no () above @)
%,%,%,% only () above M
%,%,g,% only @) below &)
DM, XM, D™, W™ only () to the left of &
MWD, O, WO only O to the right of @

Table 1: Local rules for basis state to be in legal shape.

to the left of a qudit at location (i, j + 1) in state X). Then, the corresponding Hamiltonian term would be
(1O, @O, ®l)ij),(i,j+1)- Summing over all the forbidden configurations of Table 1 and over all relevant
pairs of particles, we have

I"IclockE Z Hr- (4-7)

rerules

Next, we turn to the propagation term H, that guarantees the correctness of transitions between clock states
in consecutive legal shapes. Observe that according to Definition 4.8, consecutive legal shapes only differ
in at most two adjacent locations, which makes it possible to be verified using two-local nearest-neighbour
Hamiltonians. In particular, the structure of Hy takes on different forms depending on whether £ is in the
downward phase (i.e., is of the form (3n — 1)r+k for 1 < k < n) or the upward phase (i.e., is of the form
(B3n—1)r+n+k for 1 <k < 2n—1). For the downward stage, Hy checks that a gate is applied correctly.
For ¢ = (3n—1)r+k and 2 < k < n, as the same in [AVDK™08], we define

w0 ) (BN BXB NG BNE]) 1

(19331 1B) QDN B NG ¥, o
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where the stacked notation ‘ >< ‘ denotes a 2-local Hamiltonian term acting on nearest neighbors as in-

dicated by the indices outside the parentheses. Moreover, the first term in Equation (4.8) represents a
Hamiltonian that acts on the two particles in positions (k,r) and (k+ 1,r) and is restricted to the subspace

)12 18)13) 18)13)16) 13)

For the special cases where kK = 1 or n, we set
0 —Uin-1)r+1
Hisn )01 = ( u B0 ) 1 (D) (DI [OHOD,

(Bn—1)r+1
(100222 [+ 1212 +2)(2))

and

= )+ (SHGBNG BN BNS)

(Bn—1)r+n
(BB B)EI-80E 1+ 8)E]) 1

As for the upward stage, we have { = (3n— 1)r+n+kforsome | <k <2n—1.1f 1 <k <2n—1andisan
odd number, in this step the qudit in the marker phase |§) in the i-th row with i = n— (k— 1) /2 will acquire
the value of the qudit on the left of it. Then, the corresponding Hamiltonian term H; can be written as

m= D)D) +IHS] T - 10.0H®.01+B.OND @D e
HENG i DD - (10,8801 + 9. 0N @Dyieen

where the first line corresponds to changing the state |, @) to |O, (D), and the second line corresponds to

changing the state |({D, ™) to |O, D).
If k is an even number, in this step the qudit in the flag phase |{]) in the i-th row with i =n+1—k/2

will transform into the first phase &), while the qudit above it will transform into the marker phase M from
the unborn phase |()). Then, the corresponding Hamiltonian term H; can be written as

w=lo)Gl L e)al L -(E)Xal+B)G) 1

)@l oGl - (BXGl+6X3l)
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For the special case where k =1 or k = 2n — 1, we set

Ao =l0)l 1 +0)ol 1 +lp)e I
- !®,O><®,®!+\®,®><®70\)m (nr+1)
ool +o) el +)O><O L
—(0,0)(®, 0|+, )X, OI) (nr)(nr+1)

and

H(3n71)(r+1) = ’ ><@ ’ 1r + ‘@ <®|1 r+1 = (|®7®><®7®| + ’®’®><@’®’)(17r)(1,r+1)
) (S ;j N @lrs1 — (IO, @) (@, DI+ 1@, DB @D t1rs1)

Based on the definition of Hippy, Hclock, and Hy, we present the following result, which is a variant of
[AVDK ™08, Lemma 4.7].

Lemma 4.11. For any € > 1/poly(n), the Hamiltonian Hyp defined in Equation (4.6) on the n x (T + 1)
grid of qudits satisfies the following.

* The history state of the evolution |Wgrouna) is a ground state of Hyp. Moreover, any ground state of
Hyp is e-close to | ground)-

s The spectral gap of Hyp is at least Q((nT)~3) = 1/polyn.
The proof of Lemma 4.11 essentially follows the proof of [AVDK ™08, Lemma 4.7].

4.3.2 Entanglement properties of the ground state

In this section, we analyze the entanglement properties of the state |Ygrouna) defined in Equation (4.5),
which is the ground state of the 2D Hamiltonian H,p defined in Equation (4.6). We begin by presenting
some definitions and technical lemmas that are useful.

Definition 4.12 (Cutwise orthogonality). For any K > 0, let |¢/1) and |,) be two K-qudit states, and con-
sider any bipartite cut among these K qudits. We denote the density matrices obtained by tracing out the
right parts of 1) and |y,) as pEA) and péA), respectively. Similarly, we define pr) and pr). We define |y1)
and |¢2) to be cutwise orthogonal with respect to this bipartite cut if the following condition holds:

Vol = piPpl 0.

The next lemma demonstrates the entanglement properties of a set of mutually cutwise orthogonal states.
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Lemma 4.13. For any m,K > 0, suppose there are m K-qudit states \1//1> \a,bm> and there is a bipartite
cut among these K qudits into subsystems (A,B). Then for any a1,. ..,y wzth Y, a/ =1, the state

V) = ai|y1) + -+ am|¥m)

satisfies

2 2 1
=Y [ail®S((i)a) + ) lail*log —3 ,
i=1 i=1 i
if |yi) and |y ;) are cutwise orthogonal for any i # j € [m|. Here, ¥ is the reduced state of |¥') on subsystem

A, and likewise for the other states.

Proof. For any i € [m], we express the Schmidt decomposition of |i;) as
Ki
=Y Bulv ) @ i)
k=1
Consequently, for any i € [m] we have

K;
Wia= Y Bl i) i), 2 Bl ) i),

k=1

Given that |¢;) and ¢ ;) are cutwise orthogonal for any i # j € [m], we can then derive that

W(iwﬁj)‘ = ’<¢f?|¢ﬁ1>‘ =0

for any k; € [Kj], k; € [K;], and any i # j € [m]. Then, tracing out the right part of |®), the resulting reduced
state Wy is given by

w, =Y D,

i=1 k=1

where the components { |t//l.(2)>} are orthogonal to each other. Hence, we can conclude that

K;

1
PP log — =
L @ ~|2|ﬁ- 2

1

2

= a; Bik|” | log +log—— )
;’ ’ Z| | ( F 1\2 \Bikl?

=Y lail’S(jy)) +Z!04|210g

i=1 | ‘

S(Wa) =

SN agE

3

O

We consider a horizontal cut through the 2D grid of size n x (T + 1) such that the cut has distance at
least w(logn) to both the top and the bottom of the grids, and use S(-) to denote the entanglement entropy
across this cut. Additionally, we slightly abuse notation by using S((¥output)a) to denote the entanglement
entropy of the reduced output state (Yougput)a across the corresponding cut among the n qubits. Formally, if
the horizontal cut through the n x (T + 1) 2D grid is positioned between the c-th line and the (¢ + 1)-th line,
then S((Youtput)a) is defined as the von Neumann entropy of (¥ ouput)4, Which is the reduced state of [/output)
across the cut between the c-th qubit and the (¢ + 1)-th qubit among the n qubits. With this notation, we
establish the following fact.
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Lemma 4.14. For any t € [(3n— 1)R,L|, the t-th legal shape |y(t)) defined in Equation (4.4) satisfies
S(YA(I)) = S((¢output)A)~

Proof. Foranyt € [(3n—1)R,L], observe that |y(r)) can be decomposed as follows:
ly(2)) = (dead qudits) ® (active qudits) ® (unborn qudits),

where (dead qudits) denotes qudits in the dead phase, (active qudits) denotes qudits in the first, second, or
the flag phase, and (unborn qudits) denotes qudits in the unborn phase. Moreover, note that with respect
to the cut (dead qudits) can be further divided into

(dead qudits) = (dead qudits),pove ® (dead qudits)peiow,

where (dead qudits)ahove and (dead qudits)peiow denote qubits in the dead phase that is above the cut and
below the cut, respectively. Similar division can also be applied to the unborn qudits. Hence, we have

ly(t)) = (dead qudits) pove ® (unborn qudits),peve @ (active qudits)
® (dead qudits)pejow © (unborn qudits)pejow,

S(ya(t)) thus equals the von Neumann entropy of the reduced state of active qudits, which equals S((Woutput)4)
given that the active qudits encodes |Youpue) in their orientations when t > (3n—1)R. O

Next, we introduce a concept called “turn” to analyze the entanglement structure of the ground state
| ground). Formally, we divide the L+ 1 clock states |y(0)),...,|y(L)) in legal shapes into 7 + 1 turns,
where in each turn, the changes of the legal shapes happen on the same side of the cut. As an example,
suppose 7 is even and the cut is between the 5-th line and the (% + 1)-th line. Then, the first turn consists of
{]¥(0)),...,|y(n/2))}, the second turn consists of {|y(n/2+1)),...,|y(3n/2))}, and so on. An example
with n =6 and T = 2 is given in Figure 3. It is worth pointing out that the concept of “turn” is new and is
crucial to our analysis regarding the entanglement structure of the ground states.

For the p-th turn of legal shapes starting at the ts(p )_th legal shape and ending at the t,gp )
we define the uniform superposition state of this turn to be

-th legal shape,

(p)
1 %
Y v(x). 4.9)

G

£(p))

Then, the ground state |g.//gr0und> defined in Equation (4.5) can also be expressed as

T+1 /tegp) —ts(p)—i-l
’wground> = Z Li—i-lw(p»
p=1

Lemma 4.15. For any p; # p, € [1,T + 1], the uniform superposition states |{(p1)) and |{(p2)) of these
two turns are cutwise orthogonal with respect to the cut per Definition 4.12.

Proof. We prove this lemma by showing that for any two states |y(¢;)),|y(f2)) in these two turns, respect-
ively, are cutwise orthogonal.

If |p1 — p2| > 1, note that the number of qudits in dead phases are different on both sides of the cut for
any possible |y (1)) and |y(t2)). Hence, they are cutwise orthogonal.
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Figure 3: An example of the first three turns when n = 6, T = 2, and the cut is between the third line and
the fourth line.

If |p1 — p2| = 1, i.e., p1 and p; are two consecutive turns, then the changes of shapes two turns are on
different sides of the cut. Without loss of generality we assume p> = p; + 1 and the changes in the p,-th turn
happen below the cut. Then, |y(#2)) contains a qudit in the flag phase |(]) or the marker phase |8)) below
the cut, which is not present in |y(#;)). As for the part above the cut, note that |y(#;)) contains a column
whose qudits above the cut are all in the second phase |@)), which is not present in |y(#;)). Hence, |y(t1))
and |y(r2)) are cutwise orthogonal. O
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Padding does not change entanglement structure within a turn. The next lemma can be viewed as a
sanity check. Suppose we are at the time instance corresponding to ¢, = (3n— 1)R, so that |y(,)) corresponds
to an encoding of |w0utput>. Note that the state ]»,.//Omput) has nice entanglement properties that we desire. For
t > tq, all we do to the circuit is pad it with unitaries. Ideally, it should not change the entanglement structure
of the encoded state, but it is not immediately obvious that it is indeed the case, because of the complicated
way in which we encode the clock. In the next lemma, we assuage some of that concern by showing that
the entanglement structure indeed does not change, when we consider a superposition of temporal states, for
t > t,, that are all part of the same turn.

Lemma 4.16. For any turn of states in legal shapes that starts at the to-th shape and ends at the t.-th shape,
denote

¢) = \/T,Z;YW

to be the uniform superposition state over all the clock states in this turn as in Equation (4.9). Then, if
ts > (3n—1)R, we have

S({A) = S('yA (T)> = S(('ﬁoutput)A% VT e [lnte]-
Otherwise, we have
0<5(L4) <2n.

Proof. Without loss of generality we assume the changes of the shapes in this turn happens above the
cut. Observe that in all the states in this phase, their active qudits string encodes the same quantum state
|lﬂoutput> in their orientations and the encodings are cut through at the same position, however in orthogonal
subspaces. Hence, if \;.//Ompm) admits the following Schmidt decomposition

W’output> = ZWW;A)> ® ‘¢§B)>7

across the cut, where A and B denote the subsystems above and below the cut, respectively, the state in the
7-th shape |y(7)) admits the following decomposition

Zvlb/t ®’y1 >7

where {|yi(A) (11))} and {|yl-(A) (12)) } span orthogonal subspaces for any 7, # 2 € [t,,1,], and the RHS of the
tensor product is identical for every #; < 7 <t,. Hence, the superposition state |{) of this phase satisfies

) = \/TZZM% )@y

T=ly 1

Z (\/T;I% )®\7§B)>-

Hence, for any ¢, < 7 < 1,, tracing out the left side of |y (7)) yields the same reduced state as tracing out the
left side of |¢), by which we can conclude that

§(Za) = S(ya(7)) = S(Woupu)a), Vs <7 <te.

where the last equation is from Lemma 4.14.
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Remark 4.17. As for the case where t; < (3n— 1)R, it is possible that in this turn there exists some clock
state |y(7)) encoding an intermediate state of the circuit rather than |Wouput). Nevertheless, all the clock
states in this turn have their (active qudits) concentrated within only two columns of the 2D grid. Hence,
|¢) is in a Hilbert space spanned by 27 basis states which has dimension at most 22%, which leads to

0<8(Z4) < 2n.

Showing that the ground state inherits desirable entanglement properties because of padding. In this
section, we will collect all our ideas together and prove that the entanglement entropy of the ground state of
our clock Hamiltonian is, more or less, the same as the entanglement entropy of |Woupuc). At a high level,
this is because of padding. Since we pad with sufficiently many identities, the entanglement structure of the
ground state looks fairly similar to |¢ouput), because of a preponderence of terms which encode [ouiput) in
the superposition.

Lemma 4.18. Consider a horizontal cut through the 2D grid of size n x (T + 1) such that the cut has
distance at least w(logn) to both the top and the bottom of the grid, the entanglement entropy S((¥ ground)A)
of the ground state Y ground) defined in Equation (4.5) satisfies

1
(1 - > -S((Woupu)a) < S((Wrouna)a) < S((Woupu)a) + polylogn,

for any T = polyn satisfying T > 3nR.

Proof. For any p € [1,T + 1], we denote

(4P ) 4

L+1 ’

ap

where ts(p ) and tép ) separately denotes the number of starting shape and ending shape of the p-th turn. Then

the ground state [ground) defined in Equation (4.5) satisfies

T+1

|¢ground> = Z a/p\{(p».
p=1

Since the states |£(p)) are shown to be cutwise orthogonal by Lemma 4.15, we can derive that

T+1 T+1
S((Wground)A) = Z |a'p|2S(évA(p>) +2 Z ’aplzlog(l/‘ap‘)
p=1 p=1

according to Lemma 4.13. Furthermore, by Lemma 4.16 we can establish that

S(¢a(p)) = S((Woupu)a), Vp€ (R+1,T+1],

which leads to

T+1 T+1 Rl
S((Weroma)a) = Y, [@pl*S(Woupu)a) +2 Y lap[*log(1/]ay|) + Y lapl*S(Za(p)) (4.10)
p=R+2 p=1 p=1
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Given that T = poly n, we have

T+1

0< Y |apl*log(1/]a,|) < polylogn
p=1

for any possible values of a1, ...,ar+1. As for the third term in Equation (4.10), we have

R+1 R+1

0< Y [apPS(ea(p)) <2n- Y Jay 2,

p=1 p=1

given that 0 < S(Za(p)) < 2n by Lemma 4.16. Furthermore, we have

R+1 R+1,(p) _ .(P)
Yoy et o S L
P P L+1 2nT+1 " n
and
T+1 ) R+1 ) 1
Z |ap] :1_Z|ap| >1—-.
p=R+2 p=1 n

Thus, we can conclude that

<1 - rll> “S((Woupu)a) < S((Ygrouna)a) < S((Wouput)a) + polylogn.

4.3.3 Learning ground state entanglement structure for 2D geometrically local Hamiltonians

We can now use the padded circuit-to-2D-Hamiltonian construction to convert the pseudoentangled states
ensembles we constructed in Section 3.3 into families of 2D Hamiltonians for which it is difficult to decide
whether the ground state has low entanglement (i.e., polylogn) or high entanglement (i.e., Q(n)) entangle-
ment across horizontal cuts through the n x poly(n) grid. Formally, we show the following.

Theorem 4.19. For everyn € IN, there exist two families H}IOW and Hgigh of geometrically 2D-local Hamilto-
nians on (n x polyn) qudits arranged in an n x poly(n) grid with spectral gap Q(1/poly(n)), and there
are efficient procedures that sample (classical descriptions of) Hamiltonians from either family (denoted
H < H° and H + e ) with the following properties:

(1) Hamiltonians sampled according to H < ”H}fw and H + Hgigh are computationally indistinguishable
under Assumption 2.19.

(ii) With overwhelming probability, the ground states of Hamiltonians H <+ H!° have polylogn entan-
glement across horizontal cuts through the grid that are at least w(logn) far from the boundary, and
Hamiltonians H < H'° have Q(n) entanglement across the same cuts.

Proof. We consider the same construction of HLOW and ’Hl,}igh as in Theorem 4.2, except that we now use the
2D circuit-to-Hamiltonian construction described in Section 4.3.1. With this, we only need to show Item (ii)
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as the condition on the spectral gap follows from [AVDK " 08] and the other properties follow in exactly the
same way as in the proof of Theorem 4.2 4

Consider a Hamiltonian H <+ ’HLOW or H + ’Hglgh. Let |¥ground) be the history state of the circuit as
defined in Equation (4.5). By Lemma 4.11 any ground state of H is e-close for any € = 1/poly(n) that
we can choose. Therefore, choosing € small enough and using the continuity bound for the von Neumann
entropy (Lemma 2.7), we can ensure that any ground state of H only differs in entanglement entropy from
| ground) by 1/poly(n). It therefore suffices to show Item (ii) for [grouna). This follows directly from
Lemma 4.18 and the fact that the states [Jouput) are pseudoentangled with entanglement gap O(polylogn)
vs Q(n) by our pseudoentanglement construction (Theorem 3.18). O

Remark 4.20. Just as in Remark 4.3, under the standard LWE assumption (Assumption 2.18) Theorem 4.19
still holds, but with the smaller entanglement gap O(n?) vs Q(n) for any 6 > 0.
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