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Introduction

Cybersecurity is a fast-expanding field that is essential for shielding people, businesses, and
governments from online dangers. There is no denying that the Internet and other digital media
have altered how individuals collect, study, and create information/knowledge [1][2]. The action,
process, capability, or state of information and communications systems and the data they
contain being guarded against or defended against harm, unauthorized access use or alteration, or
exploitation is another definition of cybersecurity [1]. When spending a lot of time online, all
users, regardless of age, are subject to various cybersecurity threats [2]. Young individuals are a
specific target for these cybercrimes due to their lack of expertise in cybersecurity and cyber-safe
habits. Hackers are predicted to launch increasingly complex attacks on everything from
autonomous vehicles to air traffic control systems, power grids, and nuclear plants in the
upcoming years [3].

The need for knowledgeable cybersecurity professionals is expanding along with the usage of
technology in our daily lives. Although there is a rising demand for cybersecurity education,
many students are not exposed to it until they are at the undergraduate level or even later in their
careers. Targeting high school students and university freshmen students, it is critical to promote
cybersecurity education early to solve this issue. Every parent needs to have awareness about
and skills in cyber parenting [9]. The need for innovation in providing cybersecurity education
to local high school kids who do not have access to these burgeoning professions is pressing for
minority-serving rural hybrid community institutions [10]. Along with companies and well-
known individuals, many middle and high school pupils have become victims of cybercrime [4].
Students will gain the knowledge and skills they need to make wise decisions about their future
employment as well as a greater awareness of the subject and its prospective career prospects.

Providing early cybersecurity education for high school students can help them develop the
knowledge and skills they need to protect themselves and others from cyber threats. This can
include learning about common types of cyber-attacks, such as phishing, malware, and social
engineering. They can also learn about the best practices for maintaining security on their
personal devices, such as using strong passwords, keeping software up to date, and being
cautious when sharing personal information online. Additionally, as kids from underrepresented
groups might not have the same access to information and resources concerning cybersecurity
professions, early exposure to cybersecurity education can help boost the field's diversity and
inclusivity. Furthermore, since it can help to develop a new generation of knowledgeable experts
to fulfill the expectations of the industry, early cybersecurity education can also contribute to



addressing the present cybersecurity professional shortage and to be able to protect their digital
assets, personal devices, and personal information.

In addition to protecting themselves, high school students who have cybersecurity education can
also play a crucial role in protecting their families, friends, and communities from cyber threats.
They can educate others about safe online practices and help to create a more secure digital
environment for everyone. Despite the State of Ohio’s sponsored initiatives that benefit students,
including $89 million for top-notch summer and after-school activities, there has not been a lot
of focus on cybersecurity education at the high school level. This NSF-sponsored initiative's
main objective is to educate high school students about cybersecurity through a free summer
camp that includes lectures, lab sessions, and free lunch and snacks, focusing on including
students from low-income and underrepresented families. It also aims to teach students to
recognize fraudulent behavior in malicious apps by exposing them to apps that behave
fraudulently.

Goals and Objectives

A cybersecurity summer camp for high school students aims to provide students with a
comprehensive introduction to the field of cybersecurity and the potential consequences of
cyber-attacks. The main goal of this camp is to expose students to the various career
opportunities available in cybersecurity and to educate them on the basics of computer and
network security. The session name and its respective learning objectives are shown in Table 1.
In addition, the camp provides hands-on experience through labs and applications that allow
students to apply their knowledge in a practical setting. By participating in these hands-on
activities, students can develop a better understanding of the concepts they are learning and gain
valuable skills that can be applied in their future studies or careers. Student-centered learning
strategies are effective at enhancing student learning, according to research [5].

Table 1 Session Name and its respective learning Objectives

Session Name Learning Objectives
Intro to e Cybersecurity Importance
Cybersecurity e Few past and recent Cyber attacks
e CIA triad

e Threat, vulnerability, attack
e Domains of Cybersecurity

Cryptography e What is Cryptography?

e Types of Cryptography

e Usage

e Real World Examples of Cryptography
Malicious e What is Malware?
Software e Targets of Malware

e Malware Attacks Trends
e Types of Malware
e Prevention/Detection

Cyber-safe e Cyber Safety (Electronic devices)
Practices e Dangers (Cyberbullying, Online Predators, Phishing, Identity theft, etc.)




e Common mistakes (E.g.: Reusing Passwords, leaving unlocked devices
unattended etc.)
e Staying Safe (Password Management, Two Factor Authentication, etc.)

Internet ¢ Introduction

Security e Type of Internet attacks (Malware Spread, Sniffing, Ip Spoofing, etc.)
e Attacks on TCP (TCP SYN Flooding)

e Attacks on DNS

e Defense tools (Firewall, Intrusion Detection System etc.)

Web Security

Intro to world wide web (www)
Elements of Web

Why Web Security?

Malicious URL

Cross-site Scripting (XSS) attack
SQL Injection Attack

Additionally, the camp helps students develop critical thinking, problem-solving, and teamwork
skills. These skills are essential for success in the field of cybersecurity and are also transferable
to other areas of study and work.

Cybersecurity awareness is essential since it lowers the possibility of assaults and safeguards
data. Therefore, it's crucial to comprehend how to defend against viruses and hackers. So, this
study aims to educate high school senior and university freshmen students about cybersecurity
topics, such as internet security, web security, cryptography, and malware, through a week-long
experience. We aim to assist students in discovering and identifying their cybersecurity interests
through this experience. Additionally, it gives students a chance to decide whether to pursue a
career in this domain. There is a sizable proportion of pupils from economically underprivileged
and/or underrepresented racial and ethnic groups in the public schools of the cities of the
participating institutes. According to the Ohio Department of Education's School District Report
Card, during the 2021-22 academic year, Toledo Public Schools (TPS) had around 71.4%
minority enrollment and 86.8% economically disadvantaged families [6]. Black, Hispanic, and
multiracial students make up 47.9% of the minority population at Munster High School
(Indiana), which has 50%, female students. 17% of the kids qualified for free or reduced meals
[7]. Schools, colleges, and universities must comprehend the significance of cybersecurity to
better prepare students for the risks associated with the internet. Students can learn to be safe and
secure when accessing the internet and using technology.

Research Methodology and Activities

This study used a quasi-experimental approach in which two participant groups—high school
seniors and first-year university students—were exposed to early cybersecurity training via
various channels. The senior high school students took part in a summer camp where they
learned practical cybersecurity skills and gained exposure to them. On the other hand, first-year
university students attended lectures on the same subject as part of their curriculum. Before and
after the participants were exposed to the education, their attitudes regarding pursuing a career in
cybersecurity were compared using the pre- and post-surveys.

Students who attended the summer camp and were seniors in high school and first-year students
in college made up the sample population for this study. Being a high school senior or a
university freshman and having an interest in technology and cybersecurity were requirements




for participation in the study. Twenty-six high school students attended the summer camp at the
University of Toledo and Purdue Northwest University. Roughly 130 students from the
University of Toledo attended the lectures as first-year students. For the objectives of this study,
a sample size of 130 first-year university students and 26 campers was deemed adequate because
it allowed for the collection of valuable data and the analysis of the findings. Due to the small
sample size, it's crucial to remember that the conclusions might only apply to some of the more
significant populations of high school seniors and first-year university students.

To assess the participants' comprehension of several cybersecurity-related issues. The data were
compiled using descriptive statistics, like the mean, to give a broad overview of the participants'
comprehension levels. The surveys evaluated participants' knowledge of and attitudes about
cybersecurity and covered subjects like phishing, security, and malicious software. In addition,
several other interventions, such as hands-on experiments, app development exercises, in-house
developed educational apps (aka “fake” apps), and an animation-based teaching tool, were
employed. Drawing conclusions regarding students' perspectives on cybersecurity and their
decision to pursue it as a career depends mainly on the data collected using surveys that were
conducted before and after the interventions. Surveys were conducted in a pre/post setting, and
the results indicated a positive change in the interest of students in pursuing a career in
cybersecurity.

Engaging High School Students in Cybersecurity Learning

The week-long high school summer camp was created to give pupils a practical and exciting
cybersecurity education. The students were exposed to cybersecurity-related topics from 9:00 am
to 3 pm, including practical lab sessions where they received the required guidance and support
to ease their concerns. Schools need more knowledge, resources, and financing to implement
cybersecurity education [8]. The high school summer camp's lecture sessions were thorough and
covered various cybersecurity-related topics. These topics included cryptography, best practices
for online safety, malicious software, Al and ML fundamentals, and security applications. In
addition, the students learned about Internet Security and Web Security, two crucial elements of
contemporary cybersecurity. The lectures were made to give pupils a strong base of information
and abilities. The high school summer camp was created to offer an in-depth and enjoyable
opportunity for cybersecurity education. The labs included the Android App Lab, Cryptography
Lab, Malware Visualization Lab, Network Lab, Interactive Visualization Lab, Android Malware
Lab, and Web Security Lab. Students were allowed to practice the ideas they had acquired in
theoretical courses and put them into practice in these labs.

The Android App Lab's hands-on learning experience was a highlight of the high school kids'
summer camp. The students used the MIT App Inventor to design various applications they
could download and use on their own devices. Students gained a more profound knowledge of
using this practical method. Through this practical approach, students gained a greater
comprehension of how applications operate and the potential for them to spread malicious
software. A "Hello-world" app with a button that talks the message stored within the app, a "To-
Do list" app that allows students to store and manage a list of daily tasks, a "Tiny-banking" app
that simulates a concise banking system with a default balance of 200 dollars and buttons for
withdrawals and deposits, and a game of "Tic-Tac-Toe" are just a few of the applications that
students built. Each of these applications allowed students to use their newly acquired knowledge
and see how the ideas they learned, in theory, could be used in real-world situations.

Students learned about cryptography's fundamentals through practical exercises at the



Cryptography Lab. Students' understanding of encryption and decryption algorithms was
improved by these exercises. Additionally, they discovered the significance of key management
and how it helps to protect encrypted data. Additionally, through working on a practical project
where they had to encrypt and decrypt a picture, the students had the opportunity to learn how
encryption was used in real-world situations. Students now have practical knowledge of how
cryptography functions and how it can be applied to safeguard data in the real world. By working
on this project, students could understand the significance of cryptography and its function in
protecting security. To help students comprehend how networks work and how data is
transported over the internet, the Network Lab and Interactive Visualization Lab were

created. The Web Security Lab and the Android Malware Lab gave students practical
experience identifying and defending against web-based threats and malicious malware. Through
these labs, students understood cybersecurity's significance and the crucial role cybersecurity
experts play in safeguarding sensitive information.

Students were supervised by skilled professionals who were on hand to assist and guide them as
needed during the lab sessions. All students could participate entirely and make the most of the
hands-on learning opportunity because of the attentive supervision. Each lab exercise's complete
manual was a valuable resource, offering pupils simple, comprehensible directions they could
readily follow. Even if they were having difficulty understanding the ideas, these instructions
helped students make the most of their classroom instruction and gave them the confidence to
complete the exercises. A closing ceremony and certificate presentation were held on the last day
of summer camp to honor the diligent work of the participants.

Delivery of Cybersecurity Education to Undergraduate Students
1. Overview of the lecture schedule:

The lecture series, which spanned two weeks, was intended to give undergraduate students a
thorough understanding of the cybersecurity profession. The subjects discussed included:

e Cryptography

e Malicious software

e Web & Internet Security and Privacy
Cyber Safety Practices

The target audience included 135 undergraduate students who attended the 80-minute seminars
every week on Tuesday and Thursday for two weeks. On Monday, surveys were given out
before the lectures to get feedback from the students and determine how well they understood
the subject matter. After the second week of classes, these surveys were compiled and
examined. Hands-on lab assignments were provided on Blackboard for students to perform
independently and without supervision to complement the lecture sessions. With this method,
students could put the ideas they had acquired in lectures into practice and further their
understanding through hands-on learning.

On Monday, surveys were given out before the lectures to get feedback from the students and
determine how well they understood the subject matter. After the second week of classes, these
surveys were compiled and examined. Hands-on lab assignments were provided on Blackboard
for students to perform independently and without supervision to complement the lecture
sessions. With this method, students could put the ideas they had acquired in lectures into
practice and further their understanding through hands-on learning. The lecture sessions' goal
was to give a thorough understanding of the significant cybersecurity issues and their



applications. Students learned about a wide range of topics, such as:

e Cryptography: The first session is on cryptography fundamentals, which cover
encryption and decryption algorithms. The pupils could comprehend how to encrypt and
decrypt messages and images and the function of cryptography in ensuring data
security.

e Cyber Safety Practices: This section discussed the value of good cyber hygiene and
recommended procedures for online safeguarding private and sensitive data. Students
were taught the risks of phishing scams, password security, and other typical issues.

e Malicious Software: In this session, students learned about the various kinds of malware
and how these programs may infect computers and other devices.

e Introduction to the Internet: This section gives a thorough overview of the Internet and
its different parts, including the World Wide Web, email, and other widely used
programs.

e Internet Security: This part discussed the fundamentals of Internet security as well asthe
different kinds of attacks that can happen. Students gained knowledge of the risks
associated with insecure networks, phishing scams, and other typical hazards.

e Web Security and Privacy Fundamentals: In this section, students explored the
fundamentals of web technologies and how to defend against frequent web-based attacks,
including cross-site scripting (XSS) and cross-site request forgery (CSRF). The
significance of web application security was also taught to them. In addition, privacy and
related concepts were discussed.

2. Overview of the lab sessions

The lab sessions were made to be self-paced so that students could finish the tasks when
convenient for them. Due to the flexible timetable made possible by this method, all student's
various demands and schedules could be met. To ensure they fully grasped the topic before going
on to the next exercise, students had the chance to ask any questions or raise any issues regarding
the lab exercises during the lecture sessions. The absence of direct supervision throughout the lab
sessions allowed the students to hone their independence and problem-solving abilities as they
completed each activity. Comprehensive guides with step-by-step instructions for each exercise
were also available to help the students throughout the lab sessions. This allowed students to
finish the labs on their own time and gave them the opportunity to reference the manual if they
ran into any problems or obstacles. The guidebook was a useful tool that empowered pupils to do
the activities on their own and with more confidence.

Results
1. Assessment of Undergraduates' Understanding of Cybersecurity

This section of the paper's results sought to examine how the University of Toledo's first-year
students responded to the cybersecurity lecture sessions. Surveys given out before and after the
lectures were used to gather the data. Each survey had ten questions addressing various
cybersecurity-related issues, and there were five options for the students to select from for each
question. Based on how much respondents agreed or disagreed with the statement, these answers
were given a numerical value between 1 and 5. The data gathered from the surveys were
presented in this section in a thorough and well-organized manner, including tables and charts to
make the findings easy to understand. To ascertain any improvements in the students'



comprehension and awareness of cybersecurity subjects, we examined the responses of the
students and compared the findings of the pre-lecture and post-lecture surveys. The influence of
the lectures on the student's knowledge and comprehension of the subject was also discussed in
this part, along with the students' perspectives and attitudes regarding cybersecurity. We sought
to assess the success of the lecture sessions in providing cybersecurity education to first-year
students through the analysis of the findings and to pinpoint any areas where program
enhancements might be made in the future.

There were ten questions with five different options, from "Strongly Agree" to "Strongly
Disagree," for each one. Based on each respondent's response to each question and their degree
of agreement or disagreement with the question, 1 to 5 as shown in Table 2 was assigned to each
choice, transforming the reactions into a numerical representation. A graphical representation of
the average value for each question in the pre-and post-surveys is provided as follows.

Table 2 Mapping categorical data to numerical values

Strongly disagree
Somewhat disagree
Neither disagree nor agree
Somewhat agree

Strongly agree

IEY I

Except for questions 1 and 9 in Figure 1, the results show that the average value of the questions
in the post-survey was higher than in the pre-survey in all survey results as shown in Figure 2
and Figure 3, demonstrating that the students had a more excellent knowledge of the topics

Comparison of Pre and Post Survey of Quiz Survey
5.00
4.50

4.00
3.50
3.00
2.50
2.00
1.50
1.00
0.50
0.00

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10
M Pre-Survey 4.02 393 391 390 3.69 438 370 4.15 4.73 4.37
W Post-Survey 3.97 4.14 4.24 4.20 3.82 4.62 391 4.17 4.71 4.47

Average of correct answers

Questions in Quiz Survey
W Pre-Survey M Post-Survey

Figure 1 Comparison of pre and post-survey results of Quiz Survey

introduced during the lectures and lab activities. The survey questions for the Quiz Survey,
Phishing-Chat App Survey, and Phishing-Facebook Survey are shown in Table 2, Table 3, and
Table 4 respectively. The survey findings indicate that the lecture sessions had a beneficial
effect on the student’s comprehension of the subjects in cybersecurity. Following the lecture



sessions, the students appeared to have improved their knowledge and understanding of the
subject, as evidenced by the rise in the average value of each question in the post-survey
compared to the pre-survey. This may be ascribed to the thorough lecture materials and practical
lab exercises that were made available to the students, which helped to reinforce the ideas and
provide them with hands-on experience using the knowledge acquired. The findings support the

idea that providing cybersecurity education to undergrad students can significantly affect their
comprehension of and readiness for the sector.

Table 2 Questions of Quiz Survey

S. No. | Questions of Quiz Survey
Ql You should download any mobile application only from legitimate sources such as Play Store
Q2 After the app has been downloaded, you must grant all the permissions that it has asked for the
proper functioning of the app.
Q3 You should grant "Phone" permissions to an app that is used to click pictures
Q4 Media on your smartphone is secure as you only hand over your phone to those you trust.
Q5 A mobile app can share your data on an external website without your consent.
Q6 It's fine to download email attachments even if the email app cautions you with a warning
message.
Q7 Educational apps can be granted all the permissions such as the Internet, Access to media
storage, and location.
Q8 Antivirus software is a must for all computers.
Q9 Everything you read on the internet is true
Q10 You should not share your personal details with someone you have met online.
5 Comparison of Pre and Post Survey of Phishing- Chat App Survey
é —Pre-Survey —Post-Survey
= 5.00 3
(S} = —
g 4.00
8  3.00
S 2.00
o 100
> 000
< Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q1o
—Pre-Survey 4.37 4.64 4.56 4.24 4.17 4.24 4.26 2.77 3.57 4.63
—Post-Survey 4.64 4.73 4.66 4.32 4.50 4.57 4.50 2.98 3.69 4.71
Questions in the Survey
Figure 2 Comparison of Pre and Post Survey of Phishing- ChatApp Survey
Table 3 Questions in Phishing-Chat App Survey
S. No. | Questions in the Survey
Ql Every text you get on your phone comes from people you know.
Q2 You can trust a text or email message that claims to have a gift card for you.
Q3 Clicking on the links in a text message or e-mail from an unknown sender is not unsafe.
Q4 Unsafe and unsecured URLs do not exist. For example, http://amazonsurprises.com/ and
https://amazonsurprises.com/ are the same.




Q5 The safest way to save all your personal information, including university data, is by saving it
to notes on your mobile phone.
Q6 You can be a victim of Phishing if you're not careful when using your social media accounts on
public devices.
Q7 The use of "Public WIFI" is secure and inexpensive since its free to use.
Q8 You can save yourself from becoming a victim of Phishing by using complex alphanumeric
passwords.
Q9 Phishing attacks can only occur when you click on a malicious link in your mobile browser.
Q10 Responding to emails that claim you've earned a reward or inherited wealth will make it easier
for you to earn money.
¢ Comparison of Pre and Post Survey of Phishing-
z Facebook Survey
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§ 400
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—Pre-Survey 3.61 4.33 3.63 4.42 4.09 4.03 3.84 4.44 4.46 3.61
—Post-Survey 3.72 4.56 4.15 4.46 4.41 4.40 4.11 4.63 4.60 3.72
Questions in the Survey = —Pre-Survey —Post-Survey
Figure 3 Comparison of Pre and Post Survey of Phishing Facebook Survey
Table 4 Questions in Phishing-Facebook Survey
S. No. | Questions in the Survey
Q1 Apart from "App Store" and "Play Store," any mobile app can be updated from other websites|
on the Internet.
Q2 Any mobile app that looks familiar or similar to a well-known app is safe to trust.
Q3 I know what cyber threats are and what phishing is all about.
Q4 Hackers target for phishing attacks at both common man and highly reputed organizations.
Q5 Phishing attacks can only occur on mobile financial transaction apps, such as banking.
Q6 Phishing attacks are intended to steal confidential personal data.
Q7 One may avoid being a victim of phishing by following specific guidelines.
Q8 Never be suspicious about emails asking for your personal information.
Q9 Social media can also be a platform for phishing attacks.
Q10 A third party cannot access the details of my personal social media account without my

permission.

2. Assessing High School Student Interest in Cybersecurity as a Future Career

a. Choosing Cybersecurity as a career

The rise in the percentage of students who only partially disagreed that they should pursue a
career in cybersecurity is a sign that the lectures and hands-on labs have successfully promoted
the profession as shown in Figure 4. The decline in the percentage of students who partially



disagreed, and the unsure students may suggest that the program has assisted in resolving any
Pre-Post Survey Comparison of choosing Cyber Security as

> B0 Career 55
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a Pre-Survey Post-Survey
H Strongly Disagree 11 14
H Disagree 18 10
i Neutral 19 14
Agree 30 55
M Strongly Agree 22
W Strongly Disagree M Disagree m Neutral Agree W Strongly Agree

Figure 4 Pre-Post Survey Comparison of Choosing Cybersecurity as a Career

issues or worries some students may have had. It is necessary to recognize the increased number
of strongly objected students, and this implies that there might be obstacles keeping sure students
from considering cybersecurity as a career. These elements could be related to how the industry
is viewed, a lack of role models, or ignorance of career options in cybersecurity. Consequently, it
might be required to investigate other approaches to overcome these obstacles and boost interest
and confidence in the area. The findings indicate the program's success in raising awareness of
and interest in cybersecurity as a career. However, there is still potential for improvement to
persuade more students to consider this field.

b. Changes in Cybersecurity Knowledge of High School Students

The poll's findings in Figure 5 taken before and after the lectures on cybersecurity point to a
significant improvement in the student's knowledge of the topic. According to the chart's
research, from 0% in the pre-survey to 8.7% in the post-survey, more students now have
advanced cybersecurity knowledge. On the other hand, from 46.75% in the pre-survey to 0% in
the post-survey, the proportion of pupils with novice knowledge decreased. It is interesting to see
that more students now have intermediate knowledge of cybersecurity, which suggests that the
lecture sessions, interactive games like Kahoot, and hands-on exercises allowed them to
comprehend the subject better. Also, the games played following lunch helped the youngsters
perform better. Overall, the student's cybersecurity knowledge was improved due to the lectures,
games, and practical exercises. The survey's findings imply that students are now much more
interested in and aware of cybersecurity as a potential career. These results emphasize the need
for comparable programs to increase student understanding of cybersecurity and inspire them to
pursue professions in this industry.
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Figure 5 Pre- and Post-Comparison of knowledge rating on Cybersecurity
Conclusions

The findings indicate a favorable change in students' perceptions of cybersecurity as a potential
career. The percentage of students interested in a career in cybersecurity increased significantly,
while the proportion of unsure pupils decreased. The rate of students who strongly disagree with
a career in cybersecurity has also increased, so it's important to note that there is still some
hesitation among students to pursue this field. Overall, the survey results show that improving
students' knowledge and interest in cybersecurity through the summer camp and undergraduate
education was successful. Yet, it is essential to keep working to dispel students'
misunderstandings and raise awareness of the advantages of choosing cybersecurity as a career.
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