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Abstract—In medical cyber-physical systems (CPS), where
patient safety is a top priority, the robustness of learning-
enabled components (LECs) becomes crucial. Therefore, a com-
prehensive robustness evaluation is necessary for the successful
deployment of these systems. Existing research predominantly
focuses on robustness to synthetic adversarial examples, crafted
by adding imperceptible perturbations to clean input data.
However, these synthetic adversarial examples do not accurately
reflect the most challenging real-world scenarios, especially in
the context of healthcare data. Consequently, robustness to
synthetic adversarial examples may not necessarily translate
to robustness against naturally occurring adversarial examples.
We propose a method to curate datasets comprised of natural
adversarial examples to evaluate the robustness of LECs. The
method relies on probabilistic labels obtained from automated
weakly-supervised labeling that combines noisy and cheap-to-
obtain labeling heuristics. Based on these labels, our method
adversarially orders the input data and uses this ordering to
construct a sequence of increasingly adversarial datasets. Our
evaluation on six medical CPS case studies and three non-medical
case studies demonstrates the efficacy and statistical validity of
our approach to generating naturally adversarial datasets.

I. INTRODUCTION

Deep learning models have demonstrated remarkable perfor-
mance in the analysis of medical time-series data [1], [2], incit-
ing substantial interest in the development of learning-enabled
medical cyber-physical systems (CPS) [3], [4]. For example,
physiologic monitoring systems are an essential CPS for
healthcare that continuously measure patient vitals and raise
alarms when the vitals appear abnormal. Unfortunately, such
systems are known to overwhelm caregivers with many in-
actionable or non-informative alarms [5], [6]. Recent research
have proposed novel learning-based algorithms for monitoring
and suppressing unnecessary alarms [7], [8], [9]. Thus a
plausible next step would be to integrate such learning-based
alarm suppression algorithms into a physiologic monitoring
system. However, patient safety is a primary concern for
medical CPS and thus the learning-enabled components must
function properly on expected and unexpected inputs [10]. For
instance, a learning-enabled physiologic monitoring system
should be able to handle patients with abnormal physiology
due to illness or instances where the sensor data is noisy due
to artifact or missing due to sensor disconnections. Successful
deployment of learning-enabled medical CPS, therefore, is
contingent on a thorough evaluation of the system’s robustness.
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Robustness is typically evaluated by observing a model’s
performance against adversarial examples, particularly syn-
thetic adversarial examples, that are generated by intentionally
adding small perturbations to labeled input data to cause
misclassification while being nearly imperceptible to humans.
This evaluation approach can be challenging to apply to a time-
series medical CPS for two primary reasons. Firstly, synthetic
adversarial examples generally do not resemble adversarial
examples that would be encountered in the real world [11]
— simply adding random perturbations to medical data usually
yields invalid and unrealistic examples. Secondly, it is time-
consuming and expensive to construct highly accurate labeled
datasets for generating realistic synthetic adversarial examples.
A common way to do so is to collect data via an observational
study [12] and then have domain experts manually label the
data. However, such a study is a major commitment when it
comes to an initial deployment of a medical CPS, in part due
to the significant effort of manually labeling examples.

Instead, we focus on natural adversarial examples — real
patient examples that are difficult to classify [13]. Natural
adversarial examples capture the inherent variations and uncer-
tainties present in real-world medical data that effectively de-
ceive models. Therefore, evaluating the robustness of medical
deep learning models against such examples becomes crucial
to ensuring model robustness in the real world. We aim to iden-
tify natural adversarial examples in unlabeled medical time-
series data so that we can curate naturally adversarial datasets.

In an ideal world, in medical CPS, a model’s accuracy
would be evaluated on a labeled natural adversarial dataset —
in reality, developing labeled medical datasets is an expensive
and time-consuming task. However, obtaining weak labels
for historical datasets is a cheap and quick alternative [14],
but assessing accuracy/robustness with respect to weak labels
becomes challenging due to the uncertainty surrounding the
correctness of the weak labels. In our experience, weak labels
for adversarial examples are prone to significant inaccuracies
due to the inherent difficulty in classifying these examples.

Hence, robust models tend to disagree with the weak labels
of natural adversarial examples because of weak labeling
inaccuracies — not model inaccuracies. To overcome this issue,
our intuition is to focus on the change of the model’s per-
formance rather than its absolute performance. By gradually
increasing the proportion and severity of adversarial examples
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Fig. 1. Traditional robustness evaluation versus our approach. LEC = Learning-Enabled Component.

per dataset, we aim to curate an adversarially ordered sequence
of datasets, which have a diminishing accuracy of weak labels.
On such a sequence, a robust model would be expected to
show decreasing accuracy with respect to our weak labels.

This paper introduces a weakly-supervised method for cu-
rating adversarially ordered datasets containing natural ad-
versarial examples. Our method can support early-stage low-
cost robustness evaluations of medical CPS as depicted in
Figure 1. Note that our evaluation method is complementary
to the traditional method as it can be applied to historical
data before incurring the cost of an observational study. A
key step of our method is to probabilistically label data
using weakly-supervised data labeling. This process leverages
labeling functions, which assign labels to subsets of the data.
At a high level, these labels are combined into a single
probabilistic label per example via a weighted combination,
where the weights reflect the expected accuracy of the labeling
functions. Labeling functions are noisy: their labels can be
incorrect, incomplete, or contradictory. Furthermore, labeling
functions are assumed to be conditionally independent. We
start with a dataset of unlabeled time series and a set of
labeling functions. We then select a subset of independent
labeling functions to be used in our method via a heuristic.
The outputs of the selected labeling functions are combined
to yield a probabilistic label, i.e., a label and corresponding
confidence in it, for each sample in the dataset.

Adversarial examples are by definition difficult to classify,
hence the uncertainty in the label of an example can indicate
how adversarial it is. We identify adversarial examples as
those with high label uncertainty. As an indication of label
uncertainty, we will use label confidence scores. Consequently,
they will serve as the basis for adversarial ordering.

Unfortunately, label confidences do not reflect the true
accuracies of the labels: weakly-supervised data labeling tech-
niques are generally poorly calibrated. To overcome this issue,
we construct confidence intervals for the probabilistic labels
output by these techniques to quantify the uncertainty of the
labeling process. An important consideration not previously
considered is the number of labeling functions combined to
produce the label. Informed by this circumstance, our intervals
indicate, for a given level of confidence, the range of possible
confidence values in the assigned label. Finally, using the
lower bounds of confidence intervals, we order the examples

by their naturally adversarial severity.

We validate our method on six medical case studies and
three non-medical case studies. The medical case studies
include five clinical alarm datasets derived from a 551-hour
alarm labeling effort from Children’s Hospital of Philadelphia
(CHOP), and one medical imaging dataset extracted from the
Open-i dataset (https://openi.nlm.nih.gov/faq) maintained by
the National Institutes of Health (NIH). The three non-medical
case studies include weather-related tweets, book reviews, and
synthetic YouTube comments. Our evaluation demonstrates
that our approach successfully generates natural adversarial
datasets with statistically valid adversarial ordering.

In summary, this paper makes the following contributions:

« An approach to building datasets with increasing amounts
of natural adversarial examples based on confidence
intervals,

o A method of selecting independent labeling functions to
use for weakly-supervised data labeling,

o An evaluation of the statistical validity of our curated ad-
versarially ordered natural datasets on nine case studies.

The remainder of this paper is structured as follows. Sec-
tion II discusses the literature related to this paper. Section III
introduces relevant definitions and formulates our problem.
Section IV describes our approach to curating adversarially
ordered natural datasets, which then is evaluated in the next
section, Section V. Section VI discusses the limitations and
commercial value of our approach. Finally, the paper con-
cludes with a summary in Section VII.

II. RELATED WORK

In this section we overview related work for adversarial
examples and weakly-supervised data labeling in the context
of medical CPS.

A. Adversarial Examples for Medical CPS

[15] discovered the existence of adversarial examples: in-
puts intentionally designed to cause machine learning models
to predict incorrectly. Subsequent research has predominately
focused on synthetic adversarial examples, which are artificial
inputs specifically generated to deceive models. A common
approach for generating synthetic adversarial examples is to
apply adversarial perturbations to clean inputs. For example,



¢, adversarial examples are generated by perturbing an in-
put by some worst-case distortion that is small in the 7,
sense [16].The small distortion is nearly imperceptible to
humans, making it challenging to detect by inspection — but
can have a significant negative impact on the behavior of a
model. Unfortunately, ¢, adversarial examples are not suitable
for time series medical data because adding such noise to such
data typically yields invalid and unrealistic examples. Adver-
sarial spatial transformations (e.g., rotations, translations) may
also be used to perturb inputs to generate synthetic adversarial
examples [17]. However, this approach is only applicable for
data with spatial structure (like image data) and hence is not
applicable for time-series data common in medical CPS.

An alternative approach for generating synthetic adversar-
ial examples is to use synthetic data generation techniques.
Researchers have considered using state-of-the-art patient
simulators [18], [19] and Generative Adversarial Networks
(GANs) [20], [21], [22] to efficiently produce perceptually
realistic adversarial examples. However, both techniques have
substantial limitations. Patient simulators and GANS can strug-
gle to fully replicate complex physiological variations found
in real medical data, resulting in unrealistic examples. This
difficulty arises due to the inherent complexity of human
physiology and the limitations of computational modeling,
which require these techniques to learn simplified models of
medical scenarios. Adversarial examples generated by these
techniques can also be biased. The quality of the adversarial
examples generated by these techniques is highly dependent
on the quality of the technique’s training data. Thus, biases
in the training data (such as under-representation of specific
ethnicities) can propagate into the generated data. In contrast to
these techniques, our approach consistently produces realistic
adversarial examples by sampling them from real medical data.
However, our examples may reflect the bias of the input data.

Recently, [13] found that clean, realistic inputs can reliably
degrade the performance of machine learning models. These
inputs are referred to as natural adversarial examples, as they
are examples that occur naturally but still to lead to erroneous
model predictions. In practice, natural adversarial examples are
obtained by selecting them from existing datasets. Adversarial
filtration is a popular approach to select natural adversarial ex-
amples from an existing dataset by removing examples that are
diverse in appearance but classified easily via very predictable
classification boundaries [23]. Several works have explored
filtration by removing examples solved with simple spurious
cues in the image domain [13] and natural language processing
(NLP) domain [24], [25], [26], [27], [28], [29]. Unfortunately,
the application of this specific method may not be suitable for
time-series medical data since these datasets generally lack
spurious cues. However, our approach can be considered an
adversarial filtration technique that removes examples based
on the lower bound of weak label confidences. We leverage
the intuition that low label confidence implies a sample is
more “naturally adversarial”. An alternative way to measure
label confidence is to crowdsource, i.e., have multiple human
labelers label an example and then compute the disagreement

amongst the labelers. Hence, adversarial filtration via crowd-
sourced label uncertainty is an approach alternative to ours.
Adversarial examples typically have a different underlying
data distribution than non-adversarial (clean) examples. This
suggests that it may be possible to select natural adversarial
examples from existing data by observing the input data distri-
bution. For example, natural adversarial examples can present
as outliers in the input data feature distribution [30]. The
feature distribution can be estimated via a density estimator,
and then an outlier detection method can be used to select the
natural adversarial examples. Out-of-distribution (OOD) detec-
tors [31] may also be used to identify natural adversarial exam-
ples in existing data. Adversarial examples are similar to clean
examples from the training data distribution but with small
imperceptible perturbations, and thus can be considered OOD.
This paper focuses on selecting natural adversarial examples
based on label uncertainty rather than feature values. We leave
the investigation of feature-based approaches for future work.

B. Weakly-Supervised Data Labeling for Medical CPS

Recently, a quick and inexpensive way of labeling data has
emerged, known as weakly-supervised data labeling. Often
motivated by its need in medical applications, its key element
is a set of quantitative intuitions about how the data corre-
sponds to labels. For example, a clinician might say, “when
a patient over 60 years old has had a heart rate over 120
beats for over a minute, such an alarm is a high priority.”
These intuitions, algorithmically represented as labeling func-
tions, are allowed to be incomplete, sometimes incorrect, and
contradictory. A labeling function returns a class label or an
“abstain” verdict for any input. Given a diverse combination
of many labeling functions and an unlabeled dataset, weakly-
supervised data labeling techniques produce probabilistic la-
bels for each sample in the dataset in the form of probability
distributions over the label space. Such a label is represented
as a probability distribution over the label space. Subsequently,
for each sample, the weak label consists of the label with the
highest probability and the confidence equal to that probabil-
ity. A prominent weakly-supervised data labeling technique
Snorkel [14], [32] estimates an optimal weight for each label-
ing function by using a generative graphical model and a prior
on the class balance. Our approach takes data and labeling
functions as input, feeds them into Snorkel, and builds on the
resulting probabilistic labels to order the data adversarially.

Extending the above work, adversarial data programming
generates data in addition to labeling it [33], [34]. A GAN is
used to estimate the weight of each labeling function as well
as the dependencies between them given a set of labeling func-
tions and an unlabeled dataset. The weights and dependencies
are used by the GAN’s generator to produce labeled samples
that come from the data distribution. Hence, one may be able
to train an adversarial data programming model to generate
more examples given a dataset comprised of natural adversar-
ial examples. However, as mentioned earlier, GAN generated
examples can be unrealistic and biased — especially in medical



CPS applications where small perturbations to physiological
waveforms can profoundly change their meaning.

III. ADVERSARIALLY ORDERED NATURAL DATASETS

We start with several notational conventions. Given a set
B, we write |B| to be the set’s cardinality. Given a value
v € R, we write |v| to be the absolute value. We are given an
evaluation dataset X C X with unknown true labels Y.

Before formally stating the problem considered in this work,
we define adversarially ordered datasets and statistically valid
adversarially ordered datasets.

Definition 1 (Adversarially Ordered Natural Datasets):
Consider a sequence of natural (non-synthetic) datasets
Dy,...,Dn, where D; = (X;,Y;, Yl) is composed of samples
X, corresponding unknown true labels Y;, and corresponding
known noisy labels Y;. These datasets are adversarially or-
dered if their accuracy (non-strictly) monotonically decreases.
That is,

AcC(Yy, Y1) > acc(Ya, Ya) > ... > acc(Yy, V)

where

In short, the accuracy of the weak labels for each dataset
in adversarially ordered natural datasets does not increase. It
is important to validate this trend to verify its direction and
significance. Spearman’s rank correlation coefficient p is a
widely used measure of the strength and direction of a mono-
tonic relationship [35]. The coefficient p is a value between
-1 and 1, where close to -1 indicates a strong, monotonically
decreasing trend and close to 1 indicates a strong, mono-
tonically increasing trend. The coefficient is accompanied by
a p-value p*, which quantifies the statistical significance of
the observed relationship. The following definition describes
how to compute Spearman’s Rank Correlation for adversarially
ordered natural datasets.

Definition 2 (Spearman’s Rank Correlation): Consider ad-
versarially ordered natural datasets Di,...,Dy. Let R =
(i1,...,in) where i, € {1,...,N} be the rank order
of the accuracies of the datasets (i.e., ACC(Y;,,Y;) <
acc(Y;,,Yi,) < ... < acc(Yiy,Yiy)). We compute Spear-

man’s rank correlation coefficient p as follows:

OG- g

P=7 NN

The corresponding p-value is p* = 2 x P(T > |t|), where T
follows a t-distribution with N — 2 degrees of freedom and

o [N=2

We determine the statistical validity of adversarially ordered
datasets by checking that Spearman’s rank correlation is
negative and p-value is below a predetermined significance
level. We formalize this idea in the definition below.

Definition 3 (Statistically Valid Adversarial Ordering): Con-
sider adversarially ordered natural datasets Dy,...,Dy. Let
p and p* be the Spearman’s Rank Correlation Coefficient and
corresponding p-value, computed from the weak label accura-
cies of the datasets. The datasets are statistically valid adver-
sarially ordered if the coefficient is negative (i.e., p < 0) and
the p-value is statistically significant (i.e., p* < ~ where 7 is
the predetermined adversarial ordering significance threshold).

We are now ready to state our central technical problem.

a) Problem: Given unlabeled data X and labeling func-
tions A, produce statistically valid adversarially ordered natu-
ral datasets D1,...,Dy.

Now we highlight the challenges of obtaining statistically
valid adversarially ordered medical datasets — and our steps to
overcome them. Our main challenge is the absence of true la-
bels in a given dataset X, which makes it impossible to directly
compute the accuracies in Def. 1. To address this challenge, we
will create a probabilistic labeler — an algorithm that takes a
sample and assigns it an estimated label and a confidence in
that label (a value between 0 and 1). We refer to the assigned
label as f(x) and its confidence as () for any sample
r € X. We will build that labeler from labeling functions,
which encode the rules of thumb and heuristics acquired from
medical experts. A labeling function A : X — Y U {0} takes
a sample x € X and either abstains (i.e., assigns label 0)
or assigns one of the classes to it. Labeling functions can
contradict each other or abstain in different combinations.

Our second challenge is that probabilistic labelers are gener-
ally overconfident in their estimated labels (as our experience
shows). That is, confidence scores §(x) are unreliable and
should not be used as an indication of the accuracy of
label f (). Hence, our second task is to better quantify the
uncertainty in the estimated labels. For each sample =z € X,
we generate an interval I of possible confidences in label f ().
This interval should contain the rrue confidence in label f(z),
call it g(x), with probability of at least 1 — o where « is
the significance level specified by the user. The next section
details our solution to the problem of this paper.

IV. DATASET CURATION VIA ADVERSARIAL ORDERING

This section describes our approach to curate adversarially
ordered natural datasets. Figure 2 summarizes the steps of our
approach. Our approach takes as input an unlabeled dataset
X and a set of labeling functions A. The first step of our
approach selects a subset of the labeling functions to be used
in the next step, probabilistic labeling of the unlabeled dataset.
Next, we quantify the uncertainty in the probabilistic labels
by constructing confidence intervals around them. Then the
confidence intervals are used in the final step to curate a
sequence of progressively more adversarial datasets.

A. Labeling Function Pruning

Labeling functions are a key component of weak supervision
techniques, offering a pragmatic approach for annotating data
with noisy yet informative labels. However, in practice, label-
ing functions often exhibit statistical dependencies between
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Fig. 2. Our approach for curating adversarially ordered natural datasets.

Input: Labeling functions A, unlabeled data X, and
correlation threshold &
Output: Independent subset of labeling functions A’ C A

1: Apply labeling functions A to the data X to get weak
labels L4 (X).

2: Compute the correlation c;; between all pairs of label-
ing functions A;, A; € A where ¢ # j using L, (X).

3: Construct a labeling function dependency graph G
with labeling functions A as nodes and edges between
labeling functions (nodes) with correlation ¢;; > 6.

4: Rank labeling functions in descending order by the
number of maximal cliques of G they belong to,
breaking ties by labeling function coverage (higher

coverage earns higher rank). Let R denote this ranking.

5. Let A’ = A. For each labeling function X in the
ranking R, if A € A/, remove all other labeling
functions with which it shares a maximal clique in G
from A’.

Algorithm 1: Selecting independent labeling functions.

them, (e.g., multiple functions relying on the same features or
patterns) [14]. Dependent labeling functions result in duplicate
information that can bias the outputs of weak supervision tech-
niques, unless accounted for in the underlying model. Most
techniques commonly assume the independence of labeling
functions (conditioned on the true label); however, they also
offer the option to provide labeling function dependencies as
additional input [14], [36]. When provided, the dependencies
are embedded into the underlying model. Unfortunately, in
many applications the number of dependencies can become too
large for the technique, especially when given many labeling
functions. Hence it may be preferred to provide a smaller
set of independent labeling functions instead of a larger set
of dependent ones. We opt to use weakly-supervised data
labeling techniques under the independent labeling function
assumption. Therefore, it is crucial to identify a subset of the
labeling functions A’ C A where the labeling functions are
independent of each other prior to applying these techniques.

The pseudo-code for our independent labeling function
selection procedure is presented in Algorithm 1. First, the
labeling functions A are applied to the dataset X to obtain
the weak labels. We will refer to the weak labels for X as
LA(X) = (£x,(X),..., Ly, (X)). Next, we compute the
Pearson correlation coefficients c;; for each pair of labeling
functions (A;, A;) where A\;,\; € A and ¢ # j from the

weak labels, i.e., c;; = PEARSON(Ly,(X), Ly, (X)). These
coefficients are measures of linear correlation (dependence)
between pairs of our labeling functions.

Now we aim to rank the labeling functions from most
to least independent. To do this, we first construct a graph
representation of the labeling function dependencies [36].
Concretely, the nodes of the graph G are the labeling functions
in A. We add an edge to G for each labeling function pair
whose correlation is sufficiently large, that is, add edge
(Ai, Aj) if |cij] > 6 where § is a user-specified minimum
threshold on correlation. Next, we identify maximal cliques
of labeling functions, which effectively reveal subsets of
labeling functions that tend to share similar labeling patterns
(i.e., cover the same information). Hence our intuition is
that labeling functions belonging to many cliques are more
dependent. We rank the labeling functions by the number of
maximal cliques they belong to in G. Ties in the ranking are
resolved by labeling function coverage, that is, the proportion
of samples for which a labeling function emits a (non-abstain)
label, i.e., ﬁ > zex L(A(z) # 0). We assign higher rank to
labeling functions with higher coverage to retain a substantial
proportion of weak labels for the data X.

Finally, we determine a subset of independent labeling
functions A’ C A. Our goal is to select the smallest subset
of labeling functions that cover all the cliques. Let A’ = A
to start. Then for each labeling function A in the ranking (in
descending order), if A € A’, then remove all other labeling
functions that share a maximal clique with A\. Now we have
an independent subset A’ C A for weak supervision.

B. Probabilistic Labeling

In this step, we combine the weak labels produced by the
labeling functions into a single “strong” probabilistic label.
This label is characterized by a confidence score between 0
and 1, indicating the level of certainty in the label’s accuracy.
Mathematically, for each sample x € X, we combine its
weak labels £ () into a probabilistic strong label f(z) with
confidence g(x).

Our approach computes the strong label and corresponding
confidence using a weak supervision technique that performs
a weighted combination over the weak labels. The weights w
has a fixed vector per class containing one weight per labeling
function. While our approach supports a variety of weighted
combination techniques, we consider two of them in this paper:

o Majority vote

o Generative model with an uninformed prior

These two techniques are applied in two steps:

1) Determine the weights w
2) Combine the weak labels £ (x) using weights w for
eachz € X

The first step learns a non-negative weight vector where
each weight indicates the relative priority of the corresponding
labeling function. Majority vote, a widely-used and straight-
forward method for combining multiple discrete signals into
one, assigns equal priority to each labeling function. Hence,



the weight vector for majority vote is uniform (i.e., wl(y) =1

for all ¢ € {1,...,|A|} and y € Y ). Generative models
are popular in state-of-the-art weak supervision literature [14],
[371, [33], [38] These models give higher weights to labeling
functions with higher accuracies. The accuracies are unknown
a priori, so the model estimates them by observing the agree-
ments and disagreements of the labeling functions in the data
(LA (x)) during its training phase. Furthermore, the model can
be trained with a prior that specifies the expected frequency of
each label in ). We assume the actual prior is unknown and
we do not have a labeled dataset on which we can estimate it,
so we use an uninformed prior which assigns equal probability
to every label. The technical details on this use of generative
models can be found in [39].

In the second step, the learned weights are used to combine
the weak labels into a single probabilistic label for each
sample. Suppose now we want to label a sample = given its
weak labels £ (x) and the weights w. First, we obtain label
weights by adding up the weights of all labeling functions
choosing that label, i.e., Z‘Zill wgy) - A\i(x) for y € Y. Then
we pass the label weights through the softmax function, which
is a standard way to normalize positive real numbers into a
probability distribution. Finally, the largest normalized weight
is used as the confidence §(x) and the label corresponding to
that weight becomes the estimated label f(z).

Unfortunately, as mentioned in the previous section, the
confidence scores output by these two weak supervision tech-
niques are typically over-confident; that is, the confidence
§(x) overestimates the accuracy of the estimated label f(z).
In other words, weak supervision techniques are poorly cal-
ibrated [40] — the confidence scores do not reflect the true
accuracy of the label. Majority vote can be especially prone
to over-confidence because if many of the labeling functions
are inaccurate, the label prediction can be incorrect with
high confidence. Generative models have an advantage over
majority vote because they can account for the inaccuracies of
labeling functions and, thus, yield more accurate confidences.
However, as we witness in practice, generative models are
also often poorly calibrated. Hence, the confidences output by
weak supervision techniques should be used with caution or
disregarded entirely. In response, we propose using confidence
intervals to account for the uncertainty in these confidences.

C. Confidence Intervals for Weak Label Accuracies

Our confidences in the estimated labels from the prior
subsection can be unreliable. More precisely, the confidences
in the estimated labels may not reflect the true accuracy of
those estimated labels. We quantify the potential inaccuracy
in the estimated labels by providing confidence intervals. Our
confidence intervals contain the likely true confidences in the
estimated labels. For each sample z € X, we aim to generate
an interval I containing the true confidence in the estimated
label f(x), call it g(x), with probability of at least 1 — a,
ie,Plg(z) eIl >1— .

We bound the unknown true confidences ¢g(X) in our
estimated labels f(X) using the Clopper-Pearson (CP) interval

[0r,0u] where 01,0y € [0,1] and 67, < Oy [41]. This interval
bounds the true success probability u, constructed from a
sample s ~ B(n, u) from a binomial distribution with n trials
and success probability p, which holds with probability at least
I—a,ie, Poopmpu [0o(asn,s) <p < Oy(asn,s)] > 1—a.

Intuitively, few non-abstaining labeling functions with large
weights should yield a lower confidence than many non-
abstaining labeling functions with moderate weights. Hence,
in addition to the labeling function weights, the number of
labeling functions n contributing to the estimation of the
labels should be considered in the calculation of confidence
in f(z). While the confidences provided by probabilistic
labelers g(X) do not take this into account (which can lead
to their unreliability), we incorporate the number of voting
labeling functions into the construction of our intervals. When
a labeling function emits a (non-abstain) label for some sample
x, we consider it a Bernoulli trial whose outcome is a success
if that label is correct or a failure if it is incorrect. We let
the number of successes s (of the n trials) be the normalized
probability of label f (x) weighted by the number of non-
abstaining labeling functions n. Hence by definition of the CP
interval, we derive the interval I = [0r,0y] for g(z) given
any sample x € X and significance level « as,

0r(a;m,s) =B (%

38, (n—s+ 1))
Oy (a;n,s) =B (1 - %; (s+1),(n— s))
where
|A]

n(z) = Z 1 (Ai(z) # 0)

e { £ 0l (o)}
ey exp { DI wxi(@)}

where B(q;a,b) is the ¢g-th quantile from a beta distribution
with shape parameters a and b.

s(z) =n(x) -

D. Adversarial Dataset Curation

Now we create a sequence of adversarially ordered natural
datasets. Our confidence interval lower bounds indicate the
smallest possible certainty in the estimated label. So as more
samples with small lower bounds are included in a dataset,
the more adversarial it gets. We arrange the samples in X
by their confidence interval lower bound in descending order,
i.e., LjqyLigye-- ,xilX‘ where 9[,(3%‘1) > HL(LL'Z'2) > .2
Or(zi ) and i1,...,49x) € {1,...,|X[}. Then we produce
a sequence of datasets Di,..., Dy where each dataset D,
contains the top ﬁ percent of ordered samples and their
corresponding estimated labels, that is,

Dy = {(wi,, f(w:,))} forj € {1ZJ|VX|}

., Dy that are

In conclusion, we have natural datasets Dy, ..
progressively more adversarial.



Example Train Valid Test Num. LFs
HR Low 79 - - 62
HR High 1315 - - 62
RR Low 312 - - 62
RR High 574 - - 62
SpO2 Low 3265 - - 62
Crossmodal 2630 376 378 18
Crowdsourcing 187 50 50 103
Recsys 796956 8339 42191 5
Spam 1586 - 250 9
TABLE I

SUMMARY OF OUR NINE EVALUATION DATASETS.

V. RESULTS

In this section, we evaluate our approach on nine case stud-
ies (six with clinical relevance). Specifically, we summarize
the nine case studies describe comparative approaches, and
evaluate the adversarial ordering of natural adversarial datasets
produced by our approach.

A. Case Studies

We evaluate our approach on five physiological alarm
suppression case studies, one clinical text classification case
study, and three non-clinical text classification case studies.
These datasets are summarized in Table 1.

a) Physiologic Alarm Suppression: Alarm suppression,
which involves distinguishing suppressible (uninformative to
clinical care) and non-suppressible physiologic-monitoring
alarms, is the aim of the first five datasets. Datasets of
heart rate (HR) low/high, respiratory rate (RR) low/high,
and SpO- low alarms were extracted from [42]. Each alarm
sample is represented as a multi-vital sign time series data. We
use the set of sixty-two clinician-designed labeling functions
developed for this example from [43], [39]. The labeling
functions analyze the time series data to make predictions on
suppressibility, e.g., an alarm is non-suppressible if the heart
rate is above 220 for longer than 10 seconds after the alarm
starts, otherwise it abstains.

b) Clinical Text Classification: The Crossmodal dataset
aims to label radiography images by writing labeling functions
over an auxiliary modality, namely, corresponding imaging
text reports [44]. The labeling functions in this example
are clinician-designed, expressing simple pattern-matching or
ontology-lookup heuristics.

¢) Non-Clinical Text Classification: The Crowdsourc-
ing, Recsys, and Spam datasets are publicly-available at
www.snorkel.org. The objective of Crowdsourcing is to label
tweets pertaining to weather expressing either a positive or
negative sentiment. Recsys aims to predict whether a user will
read and like any given book or not. Finally, the Spam dataset
aims to classify spam emails.

B. Implementation

In this section, we provide details on the implementation
of our approach for curating adversarially ordered natural
datasets. The implementation of probabilistic labeling via

majority vote is straightforward. For probabilistic labeling via
a generative model, we use a tool called Snorkel to train a
generative model. Snorkel is the state-of-the-art tool for weak
label combination and has been applied to several applications.
We use the latest version at the time of writing, version 0.9.7.

For our confidence intervals, we use the confidence interval
for a binomial proportion implementation, namely the “pro-
portion_confint” function, from the statsmodels Python library,
version 0.14.0. We specify the hyperparameters such that the
Clopper-Pearson interval based on the Beta distribution with
a 5% significance level is used. Specifically, hyperparameters
“alpha” and “method” are set to 0.05 and “beta”, respectively.

Generative models do not generalize to unseen samples,
so we combine the train, validation, and test splits (without
labels) as training data for the generative model. In order
to evaluate the accuracy of the noisy datasets produced by
our approach, we select the samples to be included in our
datasets from the available labeled data (i.e., train for the
alarm suppression examples and the validation and test splits
combined for all other examples).

The code, including the approach implementation and script
to generate our results, and the case study data are available
at https://github.com/sfpugh/Naturally-Adversarial-Datasets.

C. Comparative Approaches

We previously discussed two primary challenges of proba-
bilistic labeling via weak supervision techniques: (1) labeling
function dependence, and (2) unreliability of confidence scores
output by probabilistic labelers. In our evaluation, we will
demonstrate why addressing these challenges is necessary to
achieve sufficient performance. Hence we define three compar-
ative approaches as follows. PL. Conf with all LFs produces
datasets by ordering samples by the probabilistic labeler’s
confidences (§(X)) computed using all provided labeling
functions (regardless of dependencies), and then selecting the
top-p percent of samples per dataset (as done in our approach).
PL Conf with Indep. LFs repeats the same steps as PL. Conf
with all LFs but uses a set of independent labeling functions
selected by the same procedure from our approach. Lastly, CI
LB w/ all LFs is an instance of our approach that skips the
labeling function pruning step, that is, it is our approach using
all provided labeling functions.

D. Evaluation of Natural Adversarial Ordering

Finally, we present the results of our approach applied to
several case studies. Recall that the goal of the paper is to
generate a sequence of statistically valid adversarially ordered
natural datasets as per Def. 3. We validate the progressive
increase of “adversarialness” in the datasets by analyzing
the Spearman’s rank correlation (Def. 2) of the adversarially
ordered datasets.

The parameters of our approach are set as follows. Cor-
relation between two labeling functions greater than 0.5 indi-
cates that the labeling functions are dependent, i.e., correlation
threshold § = 0.5. We allow for a 5% chance of the confidence
intervals not containing the true confidence in our probabilistic



Study Type Case Study Probabilistic PL Conf PL Conf CILB Our
Labeler (PL) with all LFs  with Indep. LFs  with all LFs  Approach
Medical HR Low Majority Vote -0.719 -0.903 -0.863 -0.730
Snorkel - - -0.827 -
HR High Majority Vote 0.818 -0.976 0.857 -1.000
Snorkel 0.964 0.927 0.988 -0.806
RR Low Majority Vote -0.997 -0.879 -0.997 -0.891
Snorkel -0.997 - -0.997 -0.806
RR High Majority Vote -1.000 -0.988 -1.000 -0.952
Snorkel -1.000 -0.952 -1.000 -
SpO2 Low Majority Vote - 0.891 - -
Snorkel -0.988 - - -
Cross Modal Majority Vote -1.000 -1.000 -0.879 -0.782
Snorkel -1.000 -0.988 - -0.806
Non-medical ~ Crowdsourcing  Majority Vote -0.864 -0.988 -0.864 -0.976
Snorkel -0.976 -0.988 -0.864 -0.976
Recsys Majority Vote -1.000 -1.000 - -
Snorkel -0.988 -0.988 - -
Spam Majority Vote -0.985 -0.985 -0.767 -0.767
Snorkel -0.673 -0.673 -0.656 -0.656
TABLE II

SPEARMAN’S RANK CORRELATION COEFFICIENTS OF THE ADVERSARIALLY ORDERED NATURAL DATASETS WITH STATISTICALLY VALID ADVERSARIAL
ORDERING. WE DESIRE DATASETS WITH STATISTICALLY SIGNIFICANT MONOTONICALLY DECREASING ACCURACY. HENCE WE REPORT COEFFICIENTS
WHERE THE CORRESPONDING P-VALUE IS BELOW 5% AND COLOR MONOTONIC DECREASE IN BLACK AND MONOTONIC INCREASE IN RED.

labels, i.e., significance level a« = 0.05. Lastly, we let the,
i.e., adversarial ordering significance threshold v = 0.05. We
report the Spearman’s rank correlation coefficients for the
accuracies of the datasets with statistically valid adversarial
ordering produced by our approach and by the comparative
approaches in Table II. The complete table of coefficients and
corresponding p-values and plots of the dataset accuracies for
all datasets are in Appendix A.

Main Takeaway: The results in Table II demonstrate
that, unlike other approaches, our approach did not yield
a statistically valid non-adversarially ordered dataset using
real-world medical data. The negative correlation coefficients
in Table II correspond to adversarially ordered datasets that
have (generally) decreasing accuracy of weak labels. We
recall that the central premise of this work is that statistically
decreasing accuracy must be assured for any adversarially
ordered dataset since decreasing accuracy across the ordered
datasets is the property that will ultimately be tested as a mea-
sure of robustness. Simply put, if an approach yields a positive
correlation coefficient in any application, it is unattractive as a
method of curating adversarially ordered datasets. The results
demonstrate that our approach yields statistically significant
adversarially ordered datasets in twelve cases, and statistically
invalid datasets on all other examples. We interpret this as a
substantive outcome: our approach is applicable in a majority
of the examples, and never yields datasets with statistically
valid increasing accuracy. All the comparative approaches
produce at least as many datasets with statistically valid
decreasing accuracy, but also produce datasets with statistically
significant monotonically increasing accuracy — thus violating
our requirements. If used for robustness evaluation of learning
models in practice, such datasets can cause incorrect and
misleading results. Hence, we conclude that our approach
yields more reliable results than the comparative approaches.

VI. DISCUSSION

In this discussion we review the impact and methods for
improving the curation of adversarial ordered datasets and
provide a discussion of the limitations of this technique.

A. Adversarial datasets need not be perfectly ordered.

Our approach aims to construct adversarially ordered natural
datasets where, by construction, the label accuracy of each
dataset progressively decreases. However, perfect ordering
(i.e., a Spearman’s Rank Correlation coefficient of exactly -
1) is not required to evaluate robustness on our datasets; a
statistically valid decreasing trend is sufficient (i.e., coefficient
is negative and p-value is sufficiently low). When evaluating
a learning-enabled component, we will observe the trend in
its accuracy on these datasets and test that the trend is both
decreasing and significant. This pragmatic approach aligns
with the practical nature of real-world data, where inherent
complexities and uncertainties may lead to variations in label
accuracy. Thus, by focusing on the presence of a significant
negative trend, we account for the genuine challenges posed
by naturally occurring adversarial examples, making our eval-
uation more realistic and applicable to real-world scenarios.

B. Improving significance via data availability and weak
labeling functions.

To comprehensively explore the real-world applicability of
our method for curating adversarially ordered natural datasets,
it is important to understand the contexts under which our
method is ideally suited. Recall that our method constructs its
datasets by sampling from the unlabeled input data. Conse-
quently, the quantity and quality of the input data can have
a significant impact on the method’s efficacy. A larger input
dataset, for example, typically provides a more diverse and
representative sample of the underlying data distribution. As



a result, it can include a broader set of natural adversarial
examples that our method can use. Additionally, recall that
our method relies heavily on probabilistic labels produced
by weakly-supervised data labeling techniques to identify
the natural adversarial examples. Larger input data typically
improves the accuracy of weakly-supervised data labeling
techniques, and consequently the probabilistic labels. Since
our method relies heavily on these labels, improving their
accuracy can directly improve the quality of our datasets.
However, as mentioned previously, data quality is also an
important factor. Even when given more input data, such data
should have limited bias and errors.

Labeling function quality is also an important factor for
our method’s applicability. Weak labels output by labeling
functions are the foundation upon which weakly-supervised
data labeling techniques learn to how to label data. Hence low-
accuracy labeling functions can lead to inaccurate probabilistic
labels, which is likely to cause our approach to construct im-
proper datasets. A common assumption of weakly-supervised
data labeling techniques are that the provided labeling func-
tions are at least 50% accurate, but higher accuracy is generally
more desirable. Unfortunately, how to write quality labeling
functions is an open area research area [45], [46]. However,
accurate labeling function design is not within the scope of
this paper thus we assume the engineer has ensured the quality
of the supplied labeling functions. Our approach also requires
that there exists an independent subset of at least three labeling
functions among those supplied. In practice, however, labeling
functions often exhibit many statistical dependencies and can
limit the applicability of our approach.

In summary, the curation of adversarial ordered datasets can
be further improved by:

 Increasing the number of unlabeled examples
o Increasing the number and accuracy of labeling functions

C. Significance detection remains an open challenge.

As observed in Section V, our approach can yield adver-
sarially ordered natural datasets with statistically insignificant
ordering. Such datasets should not be used for robustness
analysis as it is unclear what the expected trend of a learning-
enabled component’s accuracy should be on datasets with
insignificant adversarial ordering. For the evaluation in this
paper, we determined statistical significance of our datasets by
leveraging the ground-truth labels of the input data. Ground-
truth labels are important for determining the expected output,
the basis of a comparison to the observed outcomes to quantify
significance. Our high-level goal is to provide a method for
evaluating robustness to natural adversarial examples when
ground-truth labels are unavailable or prohibitively expensive
to obtain. Unfortunately, the development of methods for
testing statistical significance without ground truth labels is an
open area of research. We plan to explore this in future work.

D. Potential Commercial Value.

This work presents a method for curating naturally adversar-
ial ordered datasets for learning-enabled medical CPS. But, the

fact remains that the gold standard for evaluating safety and
efficacy of learning-enabled medical CPS is a clinical trial.
Unfortunately, one of the most expense aspects of medical
CPS development is real-world experimentation (i.e., obser-
vational/clinical trials) — often requiring years of engineering
development and obtaining regulatory approvals to execute.
Different from traditional labeled adversarial dataset robust-
ness analysis, the approach presented herein is light weight
— only requiring access to unlabeled (previously collected)
examples and weak labeling functions. This is a commercial
asset of the proposed approach to early stage development
of learning-enabled medical CPS technologies (i.e., before
labeled observational data collection). Leveraging the work
herein, it is now feasible to evaluate the robustness in several
commercially important scenarios. For example, an unlabeled
dataset with different demographics than the training set could
be used to assess whether a learning-enable medical CPS
exhibits inherent demographic bias — a major issue in modern
medical technology development. Another example is the pro-
posed technique can be used in coordination with unsupervised
techniques to assess real-world robustness in the absence of la-
beled data. Lastly, in the commercial development of learning-
enabled medical CPS technologies — due to the pressures of
raising capital and healthcare economics — it is important to
“fail fast” (i.e., to quickly rule out ideas that are unlikely
to succeed) prior to incurring significant development costs.
This work provides a technique that may help early-stage re-
searchers and entrepreneurs alike identify foundational robust-
ness flaws in their approach prior to expensive data collection.

VII. CONCLUSION

In this paper, we proposed an approach for curating a
sequence of adversarially ordered natural datasets for the
purpose of evaluating model robustness to natural adversarial
examples. Our approach identifies a set of independent label-
ing functions to use for probabilistic labeling. Probabilistic
labels obtained via weak supervision techniques were used as
proxy of the unknown true labels. We quantify the uncertainty
in these labels with Clopper-Pearson confidence bounds, and
construct our datasets according to the lower bound which
is a indication of how “naturally adversarial” a sample may
be. Finally, we evaluated our approach on six clinical case
studies and three others and showed that we successfully
produce natural datasets with statistically valid adversarial
ordering, and do not produce datasets with statistically valid
non-adversarial ordering. Directions for future work include
(1) evaluating the robustness of real classifiers using our
statistically valid adversarially ordered natural datasets, (2)
devising a significance detector for adversarial ordering, (3)
developing weakly-supervised methods for evaluating addi-
tional properties of deep learning models, and (4) calibrating
weakly-supervised data labeling techniques.
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Case Study Probabilistic PL Conf PL Conf CILB Our
Labeler (PL) with all LFs with Indep. LFs with all LFs Approach
HR Low Majority Vote  -0.719 (0.019) -0.903 (0.000)  -0.863 (0.001)  -0.730 (0.017)
Snorkel -0.313 (0.379) -0.730 (0.017)  -0.827 (0.003) 0.595 (0.070)
HR High Majority Vote 0.818 (0.004) -0.976 (0.000) 0.857 (0.002)  -1.000 (0.000)
Snorkel 0.964 (0.000) 0.927 (0.000) 0.988 (0.000)  -0.806 (0.005)
RR Low Majority Vote  -0.997 (0.000) -0.879 (0.001)  -0.997 (0.000)  -0.891 (0.001)
Snorkel -0.997 (0.000) -0.394 (0.260)  -0.997 (0.000)  -0.806 (0.005)
RR High Majority Vote  -1.000 (0.000) -0.988 (0.000)  -1.000 (0.000)  -0.952 (0.000)
Snorkel -1.000 (0.000) -0.952 (0.000)  -1.000 (0.000)  -0.455 (0.187)
SpO2 Low Majority Vote  -0.309 (0.385) 0.891 (0.001)  -0.248 (0.489) 0.188 (0.603)
Snorkel -0.988 (0.000) 0.430 (0.214)  -0.455 (0.187)  -0.612 (0.060)
Cross Modal Majority Vote  -1.000 (0.000) -1.000 (0.000)  -0.879 (0.001)  -0.782 (0.008)
Snorkel -1.000 (0.000) -0.988 (0.000)  -0.624 (0.054)  -0.806 (0.005)
Crowdsourcing ~ Majority Vote  -0.864 (0.001) -0.988 (0.000)  -0.864 (0.001)  -0.976 (0.000)
Snorkel -0.976 (0.000) -0.988 (0.000)  -0.864 (0.001)  -0.976 (0.000)
Recsys Majority Vote  -1.000 (0.000) -1.000 (0.000)  -0.321 (0.365)  -0.321 (0.365)
Snorkel -0.988 (0.000) -0.988 (0.000)  -0.539 (0.108)  -0.539 (0.108)
Spam Majority Vote  -0.985 (0.000) -0.985 (0.000)  -0.767 (0.010)  -0.767 (0.010)
Snorkel -0.673 (0.033) -0.673 (0.033)  -0.656 (0.039)  -0.656 (0.039)

TABLE III
SPEARMAN’S RANK CORRELATION OF THE ADVERSARIALLY ORDERED NATURAL DATASETS. THE VALUES REPORTED ARE THE CORRELATION
COEFFICIENT AND CORRESPONDING P-VALUE IN PARENTHESES. WE DESIRE DATASETS WITH STATISTICALLY SIGNIFICANT MONOTONICALLY
DECREASE. HENCE WE APPLY A 5% SIGNIFICANCE THRESHOLD TO THE P-VALUES, AND COLOR STATISTICALLY SIGNIFICANT AND NEGATIVE
COEFFICIENTS IN GREEN AND COLOR STATISTICALLY SIGNIFICANT AND POSITIVE COEFFICIENTS IN RED.

APPENDIX
A. Additional Results

Table III shows the full results, i.e., the Spearman’s Rank
Correlation coefficients and p-values of the adversarially or-
dered natural datasets produced by our approach and compar-
ative approaches across our nine case studies. Figure 3 shows
the accuracy of the adversarially ordered natural datasets
produced by our approach and comparative approaches across
our nine case studies. For each case study, we curate ten
datasets (i.e., N = 10) and then plot their accuracy scores. We
also quantify the uncertainty in these accuracies by placing
a 90% binomial confidence interval around them. For each
dataset D; = (X;,Y;,Y;) where i € {1,..., N}, the width of
the confidence interval is computed as,

Acc(Y;,Y;) - (1 — ACC(Y;-,Y}))

1.64 -
Yl

where
. 1 .
acc(Y,Y) = — 3 1y = i)

and | - | denotes the cardinality of the given set.

B. Repeatability

The implementation of our approach to curating
adversarially ordered natural datasets is available on
Github at https://github.com/sfpugh/Naturally-Adversarial-
Datasets. The approach steps are implemented in

scripts/generate_results.sh. Note, the results in
Table II show a subset of the values in Table III, thus the
script produces this table as well.

The code can be run with Python 3.8 and packages
snorkel (v0.9.7) and statsmodels (v0.14.0).

To create the Docker image, use the following commands:

git clone https://github.com/sfpugh/Naturally-Adve

cd Naturally_ Adversarial_Datasets
docker build -t nad .

To run the Docker container and mount the data
data.tar.gz, use the following commands:

docker run -v path/to/data.tar.gz:/app/Naturally_A

Prior to running the code, extract files from data.tar.gz
in the data directory.

cd data
tar —-xzvf data.tar.gz
cd

To reproduce the values in Table III (and Table II) run
generate_results.sh in the scripts directory.

cd scripts
bash generate_results.sh

Naturally_Adversarial_Datasets/curate_datasets.py.

We provide the experimental data in data.tar.gz in the
repeatability package materials. A script to reproduce
the complete results (i.e., Table III) is provided in
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Fig. 3. Accuracy of datasets produced by our approach and comparative approaches. Recsys and Spam do not have dependent labeling functions hence the
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lines for PL with all LFs and PL with Indep. LFs, and CI LB with all LFs and our approach overlap.
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