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ABSTRACT

Data is ever-present and increasingly shaping the lived experiences
of today’s students. This study examines high school students’
perceptions of data using various analytical and methodological
lenses. During participatory design sessions, students were given
opportunities to express their understanding of the term ’data’ and
its relevance to their lives, their awareness of stakeholders col-
lecting their data, and their concerns regarding data usage. This
work sheds light on students’ perceptions of data, discerning areas
where their understanding is robust and identifying critical gaps.
In doing so, it contributes an in-depth examination of an area that
has received limited attention in previous studies but is of growing
importance. Collectively, this research helps understand students’
perceptions of data, concerns, and gaps and, in doing so, can guide
educators and help inform data science curricula designers in devel-
oping learning opportunities to prepare students to be responsible
and informed data-literate citizens.
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1 INTRODUCTION

Today’s students are increasingly immersed in a data-driven world
where information and technology are central to their lives. In
navigating this digital landscape, they constantly encounter data
and data-driven technologies in both obvious and unexpected ways.
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The data today’s students create and consume drive countless al-
gorithms, shaping the content they see in their social media feeds
and influencing the products they are shown in advertisements.
Data informs countless yet very consequential facets of their lives
relating to education, health, finance, and interactions with both
peers and formal organizations. Therefore, helping today’s students
understand the role of data and its impact on their lives is an essen-
tial literacy [23]. Equipping them with the necessary knowledge
and skills to recognize, comprehend, and interpret data is essential
for their future success [34, 54]. In response to these needs, there
is a growing demand to teach data literacy and foundational data
science concepts and practices to all students as part of K-12 educa-
tional curricula [29, 53]. This has resulted in the rapid growth of
research focused on K-12 data science education [38, 54].

Data literacy encompasses a range of skills, including the ability
to analyze, evaluate, and draw meaningful insights from the data
[16]. Itinvolves understanding how data is collected, processed, and
used to inform decisions. Importantly, students need to evaluate
and understand the larger context in which data is situated, includ-
ing questioning the data sources, data collection methods, and the
potential biases within datasets [30]. A good understanding of data
and its uses can significantly impact personal and civic engagement.
It can help them comprehend and interpret the information they
create and consume, leading to informed decision-making [3]. This
can improve personal decision-making in short- and long-term
financial planning and even lead to more thoughtful participation
in civic processes such as voting [22, 31]. This is especially relevant
for students historically excluded from computing fields, includ-
ing BIPOC, female and non-binary, and neurodiverse individuals.
These groups have been disproportionately impacted by biases and
predatory applications of data-driven algorithms [7, 40, 41].

In their study, Biehler et al. [7] proposed that data science ed-
ucation must not only cover algorithms, data analysis, and data
visualization but also equip students with the ability to think criti-
cally about collecting, producing, and utilizing data for various pur-
poses. Data science curricula should educate students on their role
as both producers and consumers of data and emphasize the risks
associated with using data without considering its social effects
[49]. Students need to comprehend how data influences their daily
activities and understand their role as “data agents”, i.e., their active
engagement with data and its interpretation [51]. Such awareness
could empower them to recognize the potential risks and benefits
associated with data, enabling them to make informed decisions
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regarding their digital footprint, privacy, and security [24, 33]. Si-
multaneously, it is crucial to assist students in recognizing the key
stakeholders that collect their data and for what purposes [42]. In
an interconnected world, data is gathered by various entities and
stakeholders. By understanding their motivations, students can
make informed decisions about the data they share, the platforms
they engage with, and the privacy settings they utilize [9, 20].

Advancing equity and social justice is a crucial driving force
behind data science education in K-12. By incorporating these
principles into the curriculum, we can ensure that all students,
regardless of socioeconomic background or demographic factors,
have equal access to the skills required to succeed in a data-driven
world [16]. This approach helps students gain essential data analysis
skills and encourages them to develop a critical lens for examining
social disparities in representation. Understanding the impact of
data on different communities allows students to relate to real-
world issues and encourage fairness in decision-making processes
[55].

This work used participatory design as a means to gain insight
into high school students’ experiences with and perceptions of
data. Participatory design (PD) is a methodological approach that
involves end-users in the design process to democratize design and
remove the power differential between designers and users [17, 18].
Through this approach, designs reflect the voices and values of all
stakeholders and recognize that the end users, in our case, high
school students, have critical and essential insights and expertise
that can productively inform the design process [8]. For this work,
PD was used to help us understand student perceptions of the
data they produce, where it goes, where the data they consume
is coming from, who the stakeholders interested in their data are,
and what concerns students have about data. We examine these
perceptions and analyze which personal data literacies (as proposed
by Pangrazio and Selwyn [42]) the students possess and what the
gaps are. More concretely, this paper pursues the following set of
research questions:

RQ1. How do students conceptualize the term data?

RQ2. How do students perceive their role as data agents?

RQ3. Who do students think the key stakeholders are who are
collecting their data, and what are the stakeholders’ motivations
for doing so?

RQ4. What concerns do students have about how their data is
collected and used?

In conducting this work, we seek to better understand how to-
day’s students make sense of the data-driven world in which they
are living. In doing so, we contribute to the growing data science
education literature on students’ perceptions of data and data sci-
ence, which is essential for understanding how best to introduce
students to these critical concepts and skills. Further, this work can
inform the design of future data science curricula and tools that
leverage learners’ lived experiences in a data-rich world as contexts
for situating data science instruction.
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2 PRIOR WORK
2.1 Data in Students’ Lives

Data is playing an increasingly significant role in students’ lives.
Students growing up today are continuously generating and shar-
ing personal data through social media, online learning platforms,
or wearable devices [39]. Participatory culture theory [27] asserts
that such digital environments enable students to engage actively
in content creation, sharing, and collaboration. Students are em-
powered to consume content and generate their own data through
text, images, videos, and other forms of self-expression. This active
participation reflects their transformation from mere consumers
to data producers, thus creating and shaping their digital iden-
tities [27]. These virtual and quantified identities consist of the
digital traces created from online interaction with others and in-
formational artifacts, consciously or unconsciously [9]. When we
connect Participatory Culture Theory with data science, we observe
a fascinating intersection. Participatory culture thrives on the cre-
ation of user-generated content, and data science techniques are
applied to analyze this content, providing valuable insights into
their behavior, preferences, and trends. Students can analyze and
interpret the data they generate and foster a deeper understanding
of the role the data plays in their lives.

As technological advancements continue to shape the digital
landscape, the amount of data created and consumed by students is
growing, with a vast and arrayed set of stakeholders participating
in the data collection enterprise. These stakeholders include tech-
nology companies, financial organizations, educational institutions,
and governmental agencies, both domestic and foreign [15]. Stu-
dents experience a world where their personal data may be used to
shape their opportunities and identity. The consequences of this are
evident in various ways, from algorithmic biases to filter bubbles
created through personalization [4, 45]. Therefore, students’ percep-
tions of data can vary widely as they navigate this digital landscape.
Some students may see data as a helpful tool for personalization
and convenience, while others might view it with skepticism and
concern over potential misuse or invasion of privacy [20]. It is
thus important to ask what the term data means to students and
how they perceive data’s impact on their lives. These questions are
especially important, given the tendency of students to mediate
much of their lives through digital platforms that regularly capture
their interactions [9].

Prior research shows that students have a general grasp of the
fact that their digital information is being gathered through their
online activities, which can have an impact on their privacy [35].
Students are often skeptical about how various entities collect, store,
and use their personal data. This ambiguity sometimes arouses their
concerns but does not necessarily change their behavior [20]. Given
the central role of data in the lives of students and the complex
relationship between personal data and privacy issues [33], it is
important to foster a deep understanding of the impact of data on
them. Furthermore, there is an increasing demand for education
on data literacy that covers a broader range of viewpoints and
emphasizes contextual understanding [24].
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2.2 Personal Data Literacies

The growing importance of data and data literacy is reflected in
both the popular press [32, 50] and the academic literature, which
includes recurring calls to improve students’ data literacy, data
modeling, and data analysis skills [6, 19, 21, 25]. Given the diverse
applications of data literacy across various fields, researchers have
put forth several definitions to describe the essential competencies
of data literacy [16]. While some definitions focus on computa-
tional and technical skills related to statistics, machine learning,
data processing, and visualization, others also stress the importance
of understanding the entire data life cycle and how our digital cul-
ture affects it [1]. Wolff et al. [56] compared different definitions
of data literacy and found that there are different levels of granu-
larity between and within them. While only a few definitions refer
explicitly to the execution of the inquiry process, most definitions
refer to data analysis skills, such as preparing data for analysis,
understanding data types, and combining quantitative and quali-
tative data. The small overlap between these skills highlights the
differences in the level of expertise required.

Data literacy goes beyond grasping numbers, graphs, and data
manipulation. It encompasses critical thinking about personal data
intricacies and their wider implications on our society [11]. Pan-
grazio and Selwyn [42] proposed the concept of “personal data
literacies,” which extends beyond traditional data literacy by focus-
ing on the nuances of personal digital data. It refers to the ability to
critically engage with, analyze, and make informed decisions about
one’s personal digital data. The personal data literacy framework
encompasses five key domains: (1) Data Identification, (2) Data
Understandings, (3) Data Reflexivity, (4) Data Uses, and (5) Data
Tactics. Data Identification, the first domain, focuses on recognizing
the types of personal data generated and collected online and offline.
This refers to data that students generate (e.g., uploading a post to
a social network), data extracted from systems used by the student
(e.g., health apps tracking the steps made by the student), and data
processed about the student (e.g., ads on search engines based on
student’s previous searches). By being able to identify what consti-
tutes personal data, students can make informed decisions about
their online activities and digital footprint. Data Understandings,
the second domain, goes beyond mere recognition and delves into
comprehension. It focuses on identifying the sources and purposes
of collecting and using personal data. Additionally, it involves
grasping the implications of sharing personal data, understanding
the concepts of data privacy and security, and comprehending the
potential risks associated with data breaches and misuse. Data
Reflexivity, the third domain, introduces a critical element to per-
sonal data literacy. It encourages students to reflect upon their
data-sharing practices and consider the societal norms that shape
these practices. This domain prompts students to question the moti-
vations behind data collection and contemplate the potential biases
embedded in algorithms. The fourth domain, Data Uses, is a call
to action. Students are encouraged to explore the manifold ways
in which their personal data is used. This involves understanding
how data is harnessed for targeted advertising, decision-making
processes, and even influencing political opinions. Such knowledge
empowers them to make conscious choices about the data they
share. The last domain, Data Tactics, equips students with practical
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strategies to manage their personal data, gain a sense of agency
over their data, and protect their privacy. By cultivating these five
domains, students can develop a holistic understanding of how data
affects their lives, become more discerning consumers of digital
content, and make informed decisions that align with their values
and interests [42]. In this study, we examine the students’ percep-
tions of data in their lives and analyze which of the domains of
personal data literacies they hold.

2.3 Students Perceptions of Data and Privacy

As the use of digital platforms and online services becomes ubiqui-
tous, understanding students’ perceptions of data and privacy has
become imperative. In recent years, various studies have examined
the way young people perceive the data in their lives, focusing on
their awareness, attitudes, and behaviors regarding the privacy of
their digital footprint. One aspect in this context examines how stu-
dents concretely perceive the term data and how they understand
the data lifecycle. [9] found that students aged 11-18 had different
interpretations of the nature of data and a broad understanding of
the data life cycle. However, most of them had difficulty connect-
ing to data on a concrete and personal level. Understanding the
knowledge base of young individuals in this regard is crucial for
developing effective educational initiatives and privacy protection
measures. [33] evidence review distinguished between students’
awareness of interpersonal, institutional, and commercial privacy
and pointed to the influence of personal expression and belonging
on these definitions. They also pointed out the gaps in the under-
standing of institutional privacy, which refers to data collected by
educational, governmental, and medical organizations. Another
crucial aspect of the study examines students’ attitudes towards
privacy, including analyzing behaviors regarding privacy settings
and taking steps to protect their personal information. This in-
cludes exploring the extent to which young people actively manage
their privacy settings on different platforms, their understanding
of consent mechanisms, and the adoption of security measures to
protect their online presence. A study that examined these aspects
among 3000 teenagers found that while they are aware of privacy
issues, they are not willing to take additional measures to protect
their personal data [20].

Alongside these studies, others have examined methods and
tools designed to foster data literacy and raise awareness towards
aspects of privacy among students through PD sessions. In a study
conducted by [28], game- and story-based resources were utilized
to teach students about privacy, while another study explored three
projects and examined the students’ level of understanding and
awareness of critical digital practices [43]. We continue this line of
research with the aim of examining how students perceive data in
their lives and what personal data literacy they possess.

3 METHODS

To answer our stated research questions, we conducted three PD
sessions, each with different participants. The first two sessions
took place after school, each lasting 90 minutes, and the third was
more extensive and carried out over three five-hour sessions during
the school day as a part of the end-of-year workshop. In these
sessions, the participants went through several design activities (as
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will be detailed below) to provide us insights into their understand-
ing of the term “data”, how they perceive themselves as consumers
of data, their awareness of the stakeholders who collect their data,
and the concerns they have about data usage. Additionally, we used
the domains proposed by Pangrazio and Selwyn [42] to serve as an
analytic lens into their personal data literacies.

3.1 Participants

A total of 28 high-school students participated in the PD sessions (21
in the after-school sessions and 7 in the during-school sessions). Par-
ticipants included 17 males and 11 females, 22 Black/African Amer-
ican students, 2 American Indian or Alaska Native students, one
Hispanic, and one White student. The average age was 16. All par-
ticipants had taken a computer science course before our sessions,
and only one had taken a data science course. Parent/guardian
consent and child assent were received from all participants.

3.2 Participatory Design Structure and Data
Collection Activities

The PD sessions took place in school classrooms and had students
work through a series of discussions and hands-on design activities
drawn from the participatory design literature (e.g., [13]). This
methodological approach was used to provide a means for the
voices and values of the high school students to be shared while
removing the power differences between them and the researchers
[17]. Moreover, this approach was found to be essential in fos-
tering fundamental understandings of learning processes while
prioritizing the development of forms of knowledge and effective
interventions among individuals and groups that have historically
been marginalized, all in the interest of achieving more equitable
and cooperative outcomes [2]. The goals of these design activities
were to provide different ways for students to share their percep-
tions and experiences with data. The PD facilitators introduced
each activity and circulated between groups while the design ac-
tivities were conducted. Here, we briefly describe a subset of PD
activities to provide a sense of the PD sessions. The order they are
described below matches the order of the sessions.

3.2.1 Data in Your Lives (20 minutes). During this activity, the
students were asked: “What do you think when you hear the word
data?”. They scanned a QR code and logged their responses using
an online data collection tool that provides real-time results that
can be shared with participants. Then, the facilitator presented
the word cloud from their responses to engage the participants
in an open discussion about the data in their lives. This activity
provided an initial venue for students to share their understanding
of the term “data” and provided a useful starting point for both our
investigation and the PD that followed.

3.2.2  Empathy Map (15 minutes). This activity was based on the
User-Centered Design concept of a persona [36]. It was intended
to help students rapidly reflect on their identities and present how
data affects their lives. Participants were divided randomly into
groups of 2-3 students. Each group received a large sticky paper
that had a circle in the center and was separated into four quadrants
labeled as follows: “Does”, “Uses”, “Concerns”, and “Interests”. In
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the center of the paper, participants were asked to sketch a typ-
ical student and create a name and brief description of who the
imaginary student is. The goal of this activity is to allow students
to use the imaginary student persona as a proxy to express their
own habits, interests, and concerns without having to personally
claim them, allowing for honest expression behind a protective
“other” Next, each participant was asked to add sticky notes to
each quadrant to describe the student they were creating (Figure 1).
The groups were provided with guided questions to help them reify
their student: What do they do that creates data? What do they do
that uses/consumes data? What concerns do they have about data?
What are they interested in? This activity resulted in nine Empathy
Map artifacts describing different personas aged 16-19.

3.2.3  What’s on Your Plate? (25 minutes). In this design activity,
which took place in the third session, students were given a paper
plate and markers and were asked to reflect and illustrate what data
they create and consume during their daily routines. This activity
was inspired by the work of Panke [44]. The students were given
the liberty to express themselves on the plate creatively, with both
explicit descriptions and more abstract drawings. Students first
worked on their plates alone before sharing them with their peers.
The goal of this activity was to illustrate to students that their daily
activities, such as using social media, generate data and help them
draw connections between their personal lives and data science.

3.2.4 Stakeholders Board (20 minutes). In this activity, students
were given a big piece of paper divided into three parts. In the center
of the page, they were asked to write all the stakeholders interested
in the data they create daily. On the top half of the page, they
were asked to add sticky notes describing why companies collect
data. On the bottom half of the page, they were asked to add sticky
notes to name the different uses of the data. The exercise aimed to
gain insights into students’ perceptions and comprehension of the
various stakeholders involved in data collection, and groups that
they associate with data science.

3.2.5 “Selfiecity” Data Exploration (40 minutes). In this activity, par-
ticipants were introduced to the “Selfiecity” project (selfiecity.net),
a research project that examines the patterns and characteristics
of selfies (self-portraits typically taken with smartphones) shared
on social media platforms [52]. The project explores the cultural
phenomenon of selfies by analyzing thousands of selfies from five
cities around the world. The website for the project presents rich
media infographics and findings about the demographics of peo-
ple taking selfies, their poses, and expressions [26]. In addition to
these summary graphics and statistics, users of the site can also
click on individual selfies within groups to see the raw data being
used to generate these infographics. During the design session,
participants developed three interesting insights and discussed the
following questions with the group: How could they use data like
this to examine their lives?; What data do they create like this in
their own life?; and What (or who) do they think is missing from
this project? This activity encouraged students to be critical and
reflect on the potential biases inherent in the data collection and
presentation methods, such as which cities were chosen and how
the data was categorized. Afterward, the participants were asked
to develop a research question, plan a study related to their lived
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Table 1: Coding Manual

Code Definition Examples from Participants’ Data
What Student-provided definitions of data “A set of gathered information”; “Various amounts of information being
stored into a specific location (a computer or other virtual forms)”

Who Student-provided entities and organizations “Government”; “Foreign Agencies”; “Schools”; “Banks”; “Hospitals”; “Social
interested in data Media Platforms”; “Hackers and Phishers”

Why Student-provided reasons for entities and “To recommend something better”; “To improve their work”; “To make
organizations to collect data decisions”; “To control you and monitor your moves”

Where Student-articulated sources of data (i.e., “Social Media (e.g., Instagram, Twitter)”; “Netflix”; “Hulu”; “Canvas”;
defining where data comes from) “Google”; “Online shopping”; “iMessage”

Con- Student-articulated issues regarding the “Being tracked by the apps used”; “Being recorded without his consent”;

cerns collection, storage, sharing, and use of data “Someone wants to use your data against you”

experiences inspired by Selfiecity, and address the issues and con-
cerns they raised regarding data collection. This activity revealed
what students understood about data collection and their concerns
about data sharing.

3.2.6 Summative Questionnaire (5 minutes). At the end of each
session, participants completed a short online questionnaire that
included demographic questions and summative questions about
their perceptions and interests related to data and data science.
The students were asked about their usage of social networks and
mobile apps and their preferences for topics to study within data
science courses.

3.3 Data Collection Procedure and Analysis

The design sessions were led by two researchers acting as facilita-
tors and were audio and video recorded. All design artifacts created
during the sessions were collected for analysis. After being tran-
scribed, the data was analyzed using an open coding approach to
identify emergent themes [48]. First, the researchers reviewed each
segment of text, identifying and labeling prominent concepts or
themes without preconceived ideas or categories. The researchers
then went through the descriptive labels and assigned abstract
categories to group them. The analysis process resulted in five
group-level codes attending to different aspects of student percep-
tions of data. Table 1 presents each code, including the definition
and an example from the data. Two researchers systematically and
independently coded the data using the coding scheme in Table 1
[46]. The researchers went through each segment of text and coded
it according to one of the five codes. In addition, the researchers
added notes or memos about their thoughts, questions, and insights.
The resulting codes were compared, and an inter-rater reliability
assessment using Cohen’s Kappa [14] yielded a coefficient of 0.67.
The differences in coding results were primarily related to the cate-
gories of “What” and “Concerns”. In light of this, the researchers
refined their definitions and performed another round of indepen-
dent coding. The inter-rater reliability assessment of the second
coding yielded a coefficient of 0.8. The researchers discussed and
resolved the remaining discrepancies between their analyses until
full agreement was achieved.
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4 FINDINGS

The various design activities helped reveal students’ attitudes to-
ward and perceptions of data and its impacts on their lives. In
the following sections, we synthesize the findings from the design
activities through five thematic lenses, according to our research
questions: data conceptualization, students as data agents, data-
interested stakeholders, reasons for data collection, and concerns
regarding the data. In addition, we illustrate how these themes
correspond with the various domains of the personal data literacies
framework proposed by Pangrazio and Selwyn [42].

4.1 RQ1: Data Conceptualization

During the PD sessions, students were given several opportunities
to express their conceptualizations of data. In analyzing the various
expressions of what data is, two distinct ways of thinking about data
emerged: pre-analysis and post-analysis. Pre-analysis conceptions
of data refer to students talking about raw, unprocessed data. For
example, one of the participants claimed that data is “Anything
that can be stored”, while others claimed data refers to “numbers”,
“binary numbers”, and “your grades”. This is largely in line with the
concept of raw data or individual observations that might be stored
in a data table or database. In contrast to this pre-analysis view,
other participants provided definitions referring to structured and
organized data and data that has undergone some kind of processing
or analysis. We classify this second type of definition as post-
analysis. Among the definitions of data classified in this category
were: “An organized set of information” and “Something that gives
out information based on a study”. This perspective seems to be
more in line with what in data science would term “information”
— data that has been analyzed with insights distilled and shared.
There were also four cases that revealed a lack of clarity about the
distinction between data and information. For example, one of the
participants stated that data is “information that is being collected”.
Although this answer does include the term “information” in it, it
blurs the distinction between raw collected data and information
or insight derived from that data after being analyzed. Responses
such as this highlight the need to introduce students to the meaning
of specific data science terminology, as understanding how data
becomes information is a foundational concept in data science. This
analysis reveals an interesting nuance in the practice of data science,
that data can be seen as both an input and output of the process,
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Figure 1: Examples of “April” (left) and “Tiffany” (right) personas from the Empathy Map activity.

helping students understand this difference should be a part of
data science instruction. More concretely, instruction in this area
could help students understand the difference between data and
information and help them understand the process of turning one
into the other [10].

4.2 RQ2: Students as Data Agents

Throughout the design sessions, we examined how students per-
ceive the data in their lives and, the data they produce and consume,
and whether they perceive themselves as “data agents” [51]. We
asked to see if and how Data Identification, the first domain in
Pangrazio and Selwyn’s [42] framework, is reflected in participants’
answers and whether they identify the types of personal data they
generate. Interestingly, and not surprisingly, students repeatedly
stated that they create and consume data mainly through social net-
works and mobile applications. The questionnaire analysis showed
that 92% of the participants (26 out of 28) use social media applica-
tions in their daily lives. Indeed, when they were asked to provide
the five most used applications, the social media category was the
most prominent (mentioned 39 times), followed by entertainment
(14 times), communication (12 times), and gaming (9 times).

The Empathy Map activity and the personas artifacts also reveal
how students think about the ways they create and consume data.
The personas often shared characteristics with members of the
study group, indicating that they did use these personas as proxies
for their own interests and feelings. Eight of the nine personas
included a reference to social media as part of the description of
how typical students create/consume data. Some groups expanded
and described the specific uses. For example, one group created
the persona of April (Figure 1, left), an African American bilingual
basketball player and TikTok lover who posts pictures on Locket
with friends, posts on her Instagram stories, and listens to music.
Through this description of April, we can see how central social
media and smartphone applications are to the identity of today’s
high school students. Another example is the persona of Tiffany
(Figure 1, right), a 17 y/o athletic student who posts videos on social
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media, submits assignments, and attends classes, again showing
how online tools that collect student data are an important part of
what it means to be a high school student today.

The analysis of the artifacts from the “What’s on your plate?”
activity revealed that all students depicted their consumption and
production of data in reference to social media. Communication
apps, such as Facetime and iMessage, were also present in all plates.
Additionally, utility apps, like Calendar and Chrome, were featured
on four plates, while navigation apps, e.g., Find My Location or
Google Maps, and entertainment apps, e.g., Hulu, appeared three
times. Video game apps were mentioned twice. Notably, in two
plates created by participants, activities such as reading books,
working, and walking were also highlighted as data creation and
consumption sources. Only one student referred to the school’s
online learning management system, i.e., Canvas, as a means of
creating and consuming data.

As part of the discussions held during the PD sessions, they were
introduced to the infographic “Data Never Sleeps”, which shows
the data being created each minute on the internet. The students
were surprised by the amount of data collected from the various
applications they use on a daily basis. A thematic analysis of the
discussions revealed that social networks are the main source from
which students see themselves as data producers. For example,
when asked how they create data, one of the participants said:
“Anything we do on social media”. Another participant referred to
watching and uploading videos to YouTube: “What you watch on
YouTube. . .if you watch this type of stuff, they will collect data from
that and say: Hey, you like this type of stuff, so we’ll show you more”.
Besides social media, other ways that they create data mentioned
were media platforms, mobile applications, online searches, emails,
eCommerce websites, medical monitoring, educational/learning
platforms, and financial transactions. Some participants noted how
pervasive data creation is, saying things like “Everything you do in
daily life that’s being recorded or someone’s learning from it”.

Upon examining the answers provided by the participants, it
was found that they have a good understanding of when and how
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they create data, especially in relation to social networks. However,
when it comes to processed data concerning their habits, their
only reference was to exposure to advertisements or personalized
content. They gave an example of data collected about their viewing
habits on a streaming service, which is then used to recommend
movies they might like. These findings indicate that the participants
partially possess the domain of Data Identification in Pangrazio
and Selwyn’s [42] framework. This is because most participants did
not identify the third type of personal data, that is, data extracted
from systems used by them. Even though one participant referred
to the learning management system his school uses, there was no
mention of the data extracted from such a system, for example,
by the teachers and administration at the school. Also, it is likely
that many participants produce data that is extracted from systems
they use, such as sports and health apps, but these systems and
platforms were not mentioned by the participants, suggesting a
potential lack of awareness of the role they play in data collection.

4.3 RQ3: Who is Interested in Student’s Data
and Why?

Along with learning about students’ awareness of how and when
they are creating data, we are also interested in understanding their
perceptions of who is collecting their data and for what purpose.
Informed by the personal data literacies framework proposed by
Pangrazio and Selwyn [42], we wanted to examine how the domain
of Data Understanding is manifested in participants’ answers and
whether they identify and comprehend the entities collecting their
personal data and those entities’” goals. During the PD activities,
students referred to various stakeholders who collect their data
for different purposes. Among these stakeholders, corporations
were mentioned the greatest number of times (17), followed by
government agencies (11), social media platforms (8), educational
institutions (6), medical entities and institutions (4), financial in-
stitutions (1), and even malicious agents (4) such as hackers. This
diversity of stakeholders was summed up by one participant who
said: “Pretty much everyone who can profit off your data wants your
data”, while other students were less sure who wanted their data, as
one participant said: “That is a good question. I don’t know!”. These
responses capture the wide range of awareness students have about
who is interested in their data.

As for the reasons entities collect data, 15 out of 37 (41%) answers
given by the students in the Stakeholders Board activity and the
discussion that followed referred to their data being collected and
used to improve the user experience. That is, to gather data to cus-
tomize the services according to the users’ needs or interests and
to provide a personalized user experience. For example, one partic-
ipant noted that “TikTok collects data based on what you like, and it
will show you videos based on that”. Another participant wrote on
the Stakeholders’ Board that companies collect data “to know what
consumers like/don’t like”. The second most common reason given
for stakeholders wanting to collect their data was that data can
be used to inform decision-making. For example, one participant
stated: “You know, [companies] analyze it and make decisions based
on it. It doesn’t have to be political or economical”. Another partici-
pant referred to decision-making and wrote on the Stakeholders’
Board that “The different uses of data are to make decisions about their

91

LDT ’24, June 21, 2024, Delft, Netherlands

company and to be able to solve their problems”. This motivation of
collecting data to inform decisions was mentioned six times during
the sessions. Two other participants referred in their answers to
colleges that utilize data to determine the acceptance of candidates
and award scholarships. Given that the participants are high school
students, college admission is a topic of interest to them, so it was
interesting to see them connect these larger discussions on data to
important decisions that will impact their futures. Six responses
referred to companies’ profit from data collection. For example, one
participant wrote explicitly that “They [companies] also use it for
money”. Another continued this argument and elaborated that “Tt’s
important because they need to keep track of what’s going on with
their company because that’s where most of their money comes from”.
It is evident from these responses that the students understand the
fact that data is driven by business and that companies utilize data
towards the goal of financial gains.

Three answers referred to hackers using data maliciously, such
as stealing personal information. One of the references in the
discussion was that “With hackers and phishers, it’s all a lot simpler.
They just want your data so they can get all of your other stuff”.
Three participant responses indicated that they themselves had
collected data to track the whereabouts of others. For example, one
participant mentioned, “I use the Find My Friend app to keep track
of people’s location; I use that every day.” Lastly, another reason
mentioned for using data was associated with regulatory matters.
Two participants referred in their answers to the collection of data
related to credit scores and social security numbers. For example,
one responded, “Your credit score keeps track of if your credit is better
or worth over the years all the time. It keeps track of what you save”. It
is evident from the answers students provided in the various design
activities that most of them demonstrated a broad understanding
of the reasons entities collect data and who those entities are.

This analysis shows that most of the participants possess what
Pangrazio and Selwyn [42] describe as Data Understandings. This
means that they can recognize the origins and objectives of personal
data collection and comprehend the consequences and potential
risks of data sharing. However, it is worth noting that many of
the responses here are general, lacking specifics of how particular
data might be used. In the discussion of companies collecting data,
for example, we note that students simply say companies use this
data for “decisions” or “money.” No comments indicated a specific
understanding of the process by which data might produce greater
revenue or profits for the company, such as connecting sales metrics
to specific decisions and using that research to guide future decision-
making. Discussion of “hackers” shared this generality: students
indicated that hackers want access to their “stuff” but did not have
specific concerns about what could be done with it or even which
private information the hackers attempt to access.

4.4 RQ4: Impacts of Data and Students’
Concerns

To better understand how students perceive the impact of data on
their personal lives and their concerns about using data, we ana-
lyzed their responses in the opening discussion along with the per-
sona created in the Empathy Map activity and the discussion around
the “Selfiecity” Data Exploration activity. These activities provided
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opportunities for them to reflect on their data-sharing practices
and test their understanding of their implications. The analysis of
these activities helped assess how Pangrazio and Elwyn’s [42] Data
Reflexivity domain was reflected in their perceptions. Also, the
analysis helped to assess whether and how the domain of Data Uses
was expressed. When participants were asked if they think data im-
pacts their lives, six out of 28 immediately responded “Yes” without
further explanation, while others provided concrete examples of sit-
uations where data impacts their lives. For instance, one participant
said: “You go to the doctor. The doctor is going to collect information
on you. .. the doctor is trying to decide what to prescribe based on
data that’s been collected”. Another participant gave an example
related to the effect of data on receiving scholarships: “Colleges
use data, financial data, to see whether you should get a scholarship”.
A third response referenced the potential occupational aspect of
data impact: “You must have a certain amount of knowledge to get
a job”. These answers indicate that they have a certain degree of
understanding that data has an impact on different areas of their
lives but might not understand the full extent and impact of data
in their lives.

During the various activities, participants also raised some con-
cerns about the role that data collection and use play in their lives.
Our analysis identified three themes of concerns that emerged from
the personas: privacy and security, data collection methods, and
unauthorized usage. Out of the 21 concerns raised, 12 were related
to privacy and security and the possibility of information being
leaked and used by other people. For example, as part of the persona
activity, participants listed the following concerns: “His data being
used by someone who is not him”, “His data being publicly released”,
and “Having little knowledge that he is being recorded without his
consent”. Five concerns raised by the participants were related to
data collection. A second persona listed the following concerns:
“How many people actually collect data?”, “What do people do with
our data?” and “How many people watch our data?” Lastly, in four
cases, the students provided more concrete concerns regarding
unauthorized access, saying things like the persona: “Feel like I'm
being tracked by the apps used”, “Information will get leaked b/c of
the apps”, and “Scared of other apps because they may take more
information from you”. These statements suggest that students are
aware and concerned about potential privacy issues with the use
and collection of data.

The analysis of the discussion with the students about the “Self-
iecity” data exploration activity also shed light on their concerns
about sharing and collecting personal data and their doubts about
potential biases. Several of them raised the question of whether
anyone can use the photos they publish freely. This question re-
flects their concerns regarding the collection methods and the use
of their personal data by other parties. In addition, the students
raised questions regarding subjectivity in interpreting the collected
data, i.e., the selfies. Interestingly, one of the participants com-
mented that “you don’t really know if it [the data] is accurate”. He
claimed that sometimes teenagers use apps but don’t report their
real names, gender, or age, and therefore, it is possible that the infor-
mation provided by “Selfiecity” is not reliable. Another participant
referred to the data analysis and claimed the interpretation could
be subjective: “If somebody just wasn’t smiling in the picture, you
can’t really determine their mood”. Additionally, when they were
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asked in the discussion whether the data in “Selfiecity” was repre-
sentative, one of the participants claimed: T feel like they did okay
with the different cultures, but I feel that inside these countries, it’s
different. They don’t represent all of America”. The concerns raised
here about the study largely focused on whether it was accurate
and representative.

5 DISCUSSION

This research aimed to understand students’ perceptions of and
experiences with data. To answer our questions, we utilized par-
ticipatory design activities to provide a platform for students to
express their thoughts on the data in their lives. We analyzed these
perceptions through various analytical lenses while evaluating their
personal data literacies using the domains suggested by Pangrazio
and Selwyn [42]. Our findings indicate that students possess most
of the domains, but there are gaps, which we will detail below. First,
we analyzed the students’ understanding of the term “data”, finding
there to be two distinct conceptualizations of the term, with the
difference being whether or not analysis had yet taken place. These
findings resemble a previous study in which students conceptual-
ized data by its structure, graphic configuration, digital traces, and
the tangible output of a scientific investigation [9]. These findings
demonstrate the importance of data science instruction in K-12
contexts to help students more fully understand what data is and
the process of moving from raw data to information and insight.
Data literacy and data science learning opportunities should help
students understand what data is and is not, as well as how to go
from data to information, knowledge, and, ultimately, wisdom [47].
Given the frequency with which students encounter data and the
importance it plays in their lives, these aspects should be a core
goal of K-12 data science education.

5.1 Students’ Perceptions of Data Science

Our findings also shed light on how students see themselves as
participating in a data-driven world. From the design activities and
discussions, high school students mainly saw their creation of data
through their engagements on social networks, mobile applications,
and online searches. Interestingly, absent from these discussions on
their role in the data ecosystem were activities related to their own
data gathering and knowledge building. For example, participants
never mentioned how or when they gather or analyze data in their
own lives. Students also did not mention data practices associated
with school, like doing research for a school project or conducting
an experiment in science class, as data science practices. In this
way, they viewed their role as passive data creators rather than
active agents who contribute data and engage in data collection
and analysis.

This disconnect between students’ perceptions of their role in a
data-driven world and the actual, meaningful data science practices
they engage in reveals a significant opportunity for data science
educators to draw on. Creating and using data is an important
part of students’ educational experiences. For example, conducting
experiments in science classes or analyzing historical data in social
studies or civics classes has students engaging in data practices. Fur-
ther, by helping students see those activities like comparing prices
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across different sites or looking up stats about their favorite ath-
letes as meaningful data science engagements, we can help develop
their identities as confident, active participants in a data-driven
world while also potentially serving as important on-ramps to the
larger field of data science. Developing and providing learning
experiences that connect these data practices from academic and
non-academic contexts is important. By gathering data that aligns
with their interests, data science curricula can provide relevant and
engaging content and increase student involvement in the field
[37].

5.2 Students Perceptions of Who Does Data
Science

At its core, data science aims to gather insights and derive new
knowledge from data and has a pivotal role in advancing scientific
understanding and discovery. However, our findings suggest that
students’ understanding of the key players and their reasons for
collecting data are insufficient, non-specific, and largely focused on
commercial purposes. First, students’ perceptions of why compa-
nies collect data were overly general. Comments were made about
companies collecting data for the purposes of greater profit, but
there was little sense of how, specifically, the data collection might
lead to gains for the company. Also absent from the discussion was
the importance of data collection and analysis for non-commercial
purposes, whether democratic, academic, artistic, political, interest-
driven, or personally meaningful. The use of data and data practices
to advance social and democratic causes and improve the lives and
well-being of people is critically important and seemingly absent
from the perceptions of data science we found. Chou et al. [12]
noted that data science does not “intrinsically improve social good. . .
it is merely a force multiplier” (p. 24), indicating that students must
be actively taught ways that data science can be used to help im-
prove society. Moreover, pedagogical support must be provided to
create sustained engagement with data practices that will link the
personal, social, and political aspects [51]. It is, therefore, important
to include the larger perspective of the use of data and data science
to help students understand the full breadth and importance of
these ideas beyond capitalistic ends.

5.3 Students Perceptions of the Dangers of Data
Science

While we were surprised by the students not identifying the data
science practices they engage in and having a relatively narrow and
commercially focused view of data science, we were not surprised
by their ability to articulate various concerns and dangers related
to data and data science. Our findings show that students have a
relatively sophisticated and savvy perspective on concerns regard-
ing data. Their perceptions revolve around privacy and security,
data collection, and unauthorized usage. These concerns primarily
pertain to the raw configuration of the data rather than the analysis
conducted with it. Few concerns were voiced about disinformation,
data accuracy, and bias; the only exception was in the Selfiecity
activity, where students indicated that accuracy might be a concern
but did not offer specifics on how the data might be inaccurate. It is,
therefore, crucial to include the social, ethical, and equity aspects
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of data usage in data science curricula to help students understand
these important dimensions of data collection and analysis [5].

6 CONCLUSIONS AND FUTURE DIRECTIONS

In a world awash with data, understanding, analyzing, and interpret-
ing data is a fundamental skill for everyone. Thus, data literacy has
gained prominence as a critical skill set for students to develop, and
there are calls to instill it from an early age. Students equipped with
a strong foundation in data literacy are better positioned to thrive
academically and professionally and as engaged and informed citi-
zens. Data literacy helps understand the methods of collecting and
using data for various needs, from research to personally adapt-
ing content, analyzing and interpreting different forms of data,
identifying misleading information, and evaluating the validity of
claims. It improves critical thinking and fosters evidence-based
decision-making. Therefore, education systems must adapt to in-
corporate instruction for data literacy into curricula, addressing
both technical proficiency and ethical considerations.

This study can help inform the design and development of a
data science learning experience that aims to introduce students
to foundational ideas of data science. Our findings shed light on
students’ existing perceptions and knowledge about the role of data
and its impact on their personal lives. They indicate which personal
data literacy skills they possess and the gaps that remain. Acknowl-
edging these gaps can greatly assist in adapting tools and curricula
and improving learning experiences. Indeed, this is our intention:
We hope that by directly addressing areas in which students are
missing data literacies in our data science curriculum and doing it
in a context that is personally relevant to their actual lives, they
may not only be able to understand key data science concepts but
also apply them to more than just capitalistic concerns. Designers,
educators, and policymakers must recognize the significance of
data literacy and work towards overcoming the challenges that
hinder its effective implementation. Central to this effort is un-
derstanding what students understand about the role of data in
their lives and designing and developing ways to help prepare them
to be data-literate citizens. Furthermore, as data sources become
more complex and the impact of data becomes even more impactful,
it becomes increasingly important that students are prepared to
navigate and excel in our data-driven world.
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