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ABSTRACT
Motivation: The increasing volume and frequency of cyberattacks
have made it necessary that all computing professionals be profi-
cient in security principles. Concurrently, modern technology poses
greater threats to privacy, making it important that technological
solutions be developed to respect end-user privacy preferences and
comply with privacy-related laws and regulations. Just as consid-
ering security and privacy must be an integral part of developing
any technological solution, teaching security and privacy ought to
be a required aspect of computer science education.
Objective:We set out to demonstrate that a project-based capstone
experience provides an effective mechanism for teaching the foun-
dations of security and privacy.
Method: We developed ten learning modules designed to intro-
duce and sensitize students to foundational sociotechnical concepts
related to the security and privacy aspects of modern technology.
We delivered the modules in the treatment sections of a two-term
capstone course involving the development of software solutions
for external clients. We asked the students in the course to ap-
ply the concepts covered in the modules to their projects. Control
sections of the course were taught without the modules as usual.
We evaluated the effectiveness of the modules by administering
pre-treatment and post-treatment assessments of cybersecurity
knowledge and collecting written student reflections after the de-
livery of each module.
Results: We found that the students in the treatment condition
exhibited statistically significant increases in their knowledge of
foundational security and privacy concepts compared to those in
the control condition without the modules. Further, student reflec-
tions indicate that they appreciated the content of the modules and
were readily able to apply the concepts to their projects.
Discussion: The modules we developed facilitate embedding the
teaching of security and privacy within any project-based learning
experience. Embedding cybersecurity instruction within capstone
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experiences can help create a software workforce that is more
knowledgeable about sociotechnical cybersecurity principles.
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curity and privacy; Software and application security;
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1 INTRODUCTION
Security and privacy threats to users of computer systems are at
or near an all-time high [9]. Yet, graduates from computing and
technology-related programs are often unprepared to identify and
address security and privacy issues when designing and imple-
menting software solutions [29]. There is a worldwide shortage of
professionals trained in cybersecurity principles [8]. Degrees or
specialized curricular tracks dedicated to cybersecurity are one way
to fill the shortfall. The US National Centers of Academic Excellence
in Cybersecurity publishes requirements and offers designations
for such programs [30]. However, not all computing students partic-
ipate in these programs. Given that nearly all modern technologies
impinge upon security and privacy, it is increasingly important
that all students of computing-related programs, such as Computer
Science, Software Engineering, and Informatics, graduate with at
least a basic understanding of foundational security and privacy
concepts. Imparting such an understanding as a component of ev-
ery computing program would require that security and privacy
training not be relegated merely to isolated elective courses as
is typically the case [4]. Just as enhancing security and privacy
support in technology requires incorporating it from the outset in
all phases of design and development, enhancing the learning of
foundational security and privacy concepts requires that teaching
these concepts be a mandatory component within all computing
curricula.
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Since project-based capstone experiences are mandatory in many
computing programs, they offer a promising avenue for delivering
knowledge about foundational sociotechnical concepts in security
and privacy to students on the cusp of joining the technology
workforce. Not only does the approach avoid the burden of an
additional course on security and privacy, it also provides students
the immediate opportunity for practical application of the learned
concepts in real-world or realistic software projects. We measured
the feasibility and effectiveness of the approach via the following
research question:

RQ: Can integrating learning modules on foundational so-
ciotechnical cybersecurity concepts within a project-based
capstone experience improve student understanding of
these concepts?
To address the research question, we developed a set of ten learn-

ing modules on core cybersecurity concepts covering the most im-
portant technical and social aspects related to security and privacy.
The modules covered topics such as threats and adversaries, risk
assessment, data protection, intrusion detection, and network secu-
rity. We integrated these modules within a section of a two-term
capstone course in Informatics taught by the third author at the
University of California, Irvine. The project-based capstone experi-
ence requires students to develop and deliver software solutions
for external clients from industry, non-profits, or academia. We
measured the effectiveness of the intervention to promote learning
by developing and administering an assessment of cybersecurity
knowledge at the beginning and end of the course and by includ-
ing questions about the cybersecurity modules in the reports the
students submitted after completing each module. In addition, we
administered the same Cybersecurity Knowledge Assessment at
the beginning and end of control sections of the same course taught
by other instructors without the cybersecurity learning modules.
At the end of the capstone experience, we found that the students
in the treatment condition showed statistically significant improve-
ment in their understanding of technical aspects of security and
social aspects of security as well as privacy. Student reflections in-
dicated that the students found the cybersecurity learning modules
to be beneficial and relevant for their projects and their upcoming
industry careers.

Our study makes the following contributions:
• We demonstrate the feasibility and effectiveness of embed-
ding the teaching of foundational sociotechnical cyberse-
curity concepts within project-based courses, such as the
capstone experience.

• We show that it is valuable to teach foundational cyberse-
curity concepts to upper-division computing students for
application in real-world software projects.

• We provide ten cybersecurity learning modules and a Cyber-
security Knowledge Assessment that instructors can adapt
and reuse to embed cybersecurity instruction within project-
based software courses.

In the following sections, we first situate our research within
the literature. We then describe the development, delivery, and
assessment of the cybersecurity learning modules along with perti-
nent background on the capstone course in which we embedded
the modules. Next, we present the results of analyses comparing

cybersecurity-related learning in the treatment section of the course
that incorporated themodules with that in the control sections with-
out the modules. We proceed to discuss the salient insight from our
findings and conclude with remarks on how our approach can help
create a cybersecurity-proficient technology workforce.

2 RELATEDWORK
We first discuss the approaches to teaching cybersecurity that are
explored in the literature. We then delve deeper into research ef-
forts that follow the embedded approach to integrate cybersecu-
rity instruction within existing courses. In addition, we cover the
assessment of cybersecurity-related learning connected to the in-
structional interventions.

2.1 Approaches to Teaching Cybersecurity
In 2017, a joint task force with representatives from the Association
for Computing Machinery (ACM), the Institute of Electrical and
Electronics Engineers Computer Society (IEEE CS), the Associa-
tion for Information Systems Special Interest Group on Security
(AIS SIGSEC), and the International Federation for Information Pro-
cessing Technical Committee on Information Security Education
produced Cybersecurity Curricular Guidelines (CSEC 2017) [18] tar-
geted at higher education institutions. The guidelines are intended
to be applied in three ways: 1) to develop dedicated cybersecu-
rity programs, 2) to augment existing programs such as dedicated
courses or program emphases, and 3) to incorporate cybersecurity
content into existing courses. Yet, few computer science programs
currently include mandatory cybersecurity courses or embed cy-
bersecurity instruction within existing courses [6, 29].

Crick et al. [7] have described two approaches to teaching cy-
bersecurity: 1) packaging cybersecurity instruction into a single
course and then referencing the content in other courses as appro-
priate, and 2) embedding cybersecurity instruction across the entire
curriculum. A dedicated course can make more effective use of
the small number of faculty with relevant cybersecurity expertise
and make it easier to focus the learning on cybersecurity-relevant
issues. However, Crick et al. [7] did not comment on which of the
two strategies is more effective.

The literature indicates that the dedicated and embedded ap-
proaches to cybersecurity instruction offer complementary strengths.
Courses dedicated to cybersecurity topics are well-suited for teach-
ing concepts like secure coding practices and data security [4]. More-
over, courses in applied cryptography, information and communica-
tion security, privacy, and cybercrime can help address the growing
need for cybersecurity-aware computing professionals [14]. Alter-
natively, embedding cybersecurity principles in existing courses
serves to teach the principles in context [19, 22]. For instance, to en-
sure that students are able to connect the learned principles to real-
world applications, embedded cybersecurity instruction can lever-
age techniques such as the case method [5], realistic games [15],
etc.

2.2 Integration of Cybersecurity Instruction in
Existing Courses

Embedded cybersecurity instruction has been characterized as a
“security integration approach” [33]. Yue et al. [33] employed the
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security integration approach in six courses by integrating a 75-
minute presentation on security principles. Student responses to the
post-presentation questionnaire on the learning experience demon-
strated the promise of the approach to help students recognize the
importance of learning about security and privacy [33]. However,
the instruction was limited to a single session and the results are
based only on post-session self-reports. In contrast, our study in-
cluded significantly broader and deeper coverage of cybersecurity
concepts, and we evaluated learning more systematically with a
knowledge assessment carried out before and after the instruction.

In a more comprehensive application of embedded cybersecurity
instruction, Taylor and Kaza [27] developed “security injection
modules” in multiple programming languages to teach security
awareness and secure coding practices within early programming
courses (i.e., CS0–CS2). Comparison between pre-instruction and
post-instruction assessments at five universities showed that the
modules resulted in statistically significant improvement in student
learning in most cases [27]. Our study uses a format similar to
that used by Taylor and Kaza [27] with a pre-treatment assessment
followed by the treatment (i.e., the learning modules), concluding
with a post-treatment assessment. Instead of targeting introductory
courses, we applied the embedded instructional approach in an
existing upper-division course to be able to build on knowledge
from lower-division courses. As a result, we could cover more
advanced cybersecurity topics, such as applied cryptography, denial
of service, data assurance, and network security.

Specifically, our study was conducted in the context of a project-
based capstone experience. An advantage of project-based courses
is that students can immediately apply the concepts they learn.
For instance, students indicated being more comfortable with their
major and having greater confidence in their ability to apply their
computing skills after completing a course involving humanitarian
free and open source projects [17]. In capstone experiences, students
typicallywork on a project, often from an external client, and deliver
a solution that requires them to engage in the full development
cycle [32]. Therefore, project-based capstone courses provide a good
opportunity for embedding the instruction of security and privacy
principles within course content. The connection to industry is
an additional valuable feature of project-based capstone courses.
Faculty who teach information assurance and security courses
have reported that industry-related content is relevant for their
courses [31].

As a specific example, Jackson State University updated the learn-
ing objectives of their existing capstone course to include systems-
security and software-security topics in coordination with two new
elective courses—Systems and Software Security and Advanced
Information Security—either of which could be taken concurrently
with the capstone course [22]. The instructors of the capstone
course strove to have at least one member of each project team
take one of the two elective security courses. The approach raised
student self-evaluations of security competency from a mean of
1.40 to 3.55 on a four-point scale [22]. The program-wide nature of
the intervention meant that the results could not be compared with
those from a control group that did not receive the treatment. In con-
trast, we incorporated a control condition without the embedded
cybersecurity instruction to provide more robust results.

Moreover, the intervention at Jackson State University was lim-
ited to only the technical aspects of security, with the evaluation
based on self-reports in faculty and student surveys [22]. We cov-
ered cybersecurity topics more broadly by including sociotechnical
aspects of security along with privacy. Based on a survey of prac-
tices and recommendations regarding cybersecurity teaching in the
United Kingdom, Crick et al. [7] have noted that there is a “need
for both the academic and human skills.” To that end, Parish et
al. [23] have called for treating cybersecurity as a ‘meta-discipline’
with principles that span across conventional technical disciplines,
such as Computer Science, Information Technology, Information
Systems, and Computer Engineering, and non-technical fields, such
as Sociology and Law.

2.3 Assessmment of Cybersecurity Learning
In seeking an objective assessment of basic cybersecurity knowl-
edge to measure cybersecurity-related learning, we consulted vari-
ous existing instruments to measure knowledge and behavior re-
garding computer security. For instance, Spitzberg’s [24] measure of
Computer-Mediated Communication (CMC) Competence focuses
on competence in using online communication applications, such
as email and social media. While the assessment touches on security
and privacy awareness, it is not technical in nature. The Security
Behavior Intentions Scale (SeBIS) measures security-related behav-
ioral intentions [10]. Like Spitzberg’s [24] measure, SeBIS focuses
on end-user competence and does not measure the technical knowl-
edge and skills needed by those who develop technology-based
solutions. Having failed to identify an appropriate and up-to-date
existing assessment of cybersecurity knowledge, we found it nec-
essary to develop our own assessment to measure foundational
security and privacy knowledge, covering relevant technical and
social aspects (see Section 3.3).

3 METHOD
We developed a set of learning modules on foundational cyberse-
curity concepts covering the most important technical and social
aspects related to security and privacy.We integrated these modules
within a two-term capstone course in Informatics at the University
of California, Irvine. In this section, we describe the development,
content, and delivery of the modules, along with relevant infor-
mation about the capstone course. To measure the pedagogical
effectiveness of our instructional approach, we constructed an in-
strument for assessing foundational sociotechnical cybersecurity
knowledge and used it in a quasi-experimental setup.

3.1 Learning Modules
We developed ten cybersecurity learning modules for embedding in
upper-division undergraduate courses based extensively on hands-
on team projects that typically span multiple academic terms and in-
volve developing practical, real-world solutions for external clients.
Capstone courses of such nature are increasingly required in core
curricula in the computing disciplines [28].

We designed the ten modules to form a cohesive set to facilitate
the learning of foundational sociotechnical cybersecurity concepts
(see Table 1). Each module contains a short instructional video
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Table 1: The delivery schedule and contents of each of the ten cybersecurity learning modules we developed to embed in
project-based upper-division undergraduate courses in the computing disciplines.

Sprint Module Topics

3

1. Threats and Adversaries
– Threats to security and privacy with real-world examples
– The Confidentiality, Integrity, Availability (CIA) triad
– Common attack types

2. Basic Risk Assessment

– Risk assessment: Threats, Vulnerabilities, and Consequences
– The NIST (National Institute for Standards and Technology)
standard for risk assessment

– Risk identification tools

4

3. Vulnerability Management
– Examples of vulnerability exploitation
– Vulnerability scans
– Update management

4. Secure Software Development
Lifecycle

– Security by design
– Security training, threat modeling, and secure development
– Static code analysis, dynamic analysis, and incident response

5

5. Cryptography and Public Key
Infrastructure (PKI)

– Symmetric and asymmetric encryption
– Application of encryption and PKI
– Securing the World Wide Web (WWW)

6. Data Security
– Three data states: Data-at-rest, Data-in-transit, and Data-in-use
– Network security implementation
– Salted hashes for password storage

6

7. Intrusion Detection

– Intrusion Detection Systems (IDS)
– Malware detection
– Log analytics
– Distributed Denial of Service (DDoS) attacks

8. User Experience and Usability
– Human factors in system security
– Secure user experience (UX) design
– Privacy settings

7

9. Ethics – Ethical responsibilities of application developers
– Ethical security testing

10. Compliance
– Regulatory compliance
– Jurisdictional considerations
– Important privacy laws and regulations

between 11 to 20 minutes in length, integrated within a correspond-
ing lesson plan. We consulted industry professionals to help us
determine the key topics to cover in the learning modules. We cre-
ated the video content by incorporating input from the industry
professionals regarding foundational sociotechnical security and
privacy knowledge valued in the field. We designed the modules
with the goal of familiarizing students with important sociotech-
nical privacy and security concepts, thereby encouraging them to
consider these aspects in the context of their capstone projects.
Since technical and social aspects of cybersecurity are too vast and
complex to be covered in depth in a few short modules, the mod-
ules refer students to online cybersecurity resources should they
desire more in-depth coverage beyond the introductory knowledge
included in the modules. We used standard terminology common
in the field and industry, further facilitating student searches for
additional reference material on their own. Since the learning mod-
ules target upper-division undergraduates in computing-related

disciplines, we assumed knowledge of computing fundamentals
taught in lower-division computing courses.

We designed each learning module to cover the foundational
knowledge pertaining to its respective topic while making explicit
connections to relevant technical and social aspects of security and
privacy. The second author (with expertise in learning sciences)
created the initial module scripts and the accompanying learning
aids, which subsequently underwent rigorous scrutiny and enhance-
ment based on feedback from the fourth author (with expertise in
security and privacy), followed by further refinement based on the
input of the third author (the instructor of the treatment section of
the capstone course with expertise in software engineering). Upon
finalizing the module content, we employed a research assistant
skilled in making e-learning resources to record the instructional
videos.

We constructed each module by including the instructional
videos within corresponding lesson plans that contained short
learning activities to be performed before and after watching the
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videos. The pre-video activities provided additional context and
background for the video content, while the post-video activities
were geared toward reflection on the video content and its appli-
cation in the capstone projects. These activities were proposed
by the second and the fourth authors, then vetted and refined in
consultation with the third author (i.e., the course instructor) and
two undergraduates who had previously taken the capstone course.
The modules are included as supplemental material with the paper.
They can be readily used by other instructors in their own courses.

3.2 Delivery of the Modules
We integrated the ten learning modules within a two-term under-
graduate capstone course that is a required part of the Informatics
curriculum at the University of California, Irvine. Students typically
take this course in their final year, just prior to joining theworkforce.
The course involves teams of four to six students developing real-
world solutions for external clients from large companies, startups,
non-profits, government organizations, research labs, educational
institutions, etc. Each project involves developing and delivering a
software solution, at least at the functional prototype or proof-of-
concept level. The teams employ typical software industry practices,
including collecting requirements, documenting the design, devel-
oping mockups, and participating in regular reviews with clients.
In the offerings of the course over a decade, only a handful of stu-
dents within a cohort have had prior industry experience in the
form of an internship or a job. The capstone course aims to provide
real-world experience within a controlled and supervised setting to
prepare students as future members of the technology workforce.

The capstone course spans two consecutive eleven-week terms,
with ten weeks of instruction followed by a finals week. The teams
follow the agile methodology [1], with projects organized in ten
two-week sprints across the two terms. The finals week of the
first term is used for intermediate presentations and demos of the
projects. Similarly, the finals week of the second term is used for
final presentations and demos.

For our research, we delivered the modules in the treatment
section of the course (𝑛 = 46) taught by the third author in the
Winter 2021 and Spring 2021 terms. Two other course sections, each
taught by a different instructor without the cybersecurity learning
modules, served as the control sections (𝑛 = 96). One control section
was taught in the Fall 2020 andWinter 2021 terms, and the other was
taught concurrently with the treatment section (i.e., Winter 2021
and Spring 2021 terms). All treatment and control sections were
taught online due to the COVID-19 pandemic ongoing at the time.
Students landed in the treatment or control sections depending
on the section they chose when registering for the course. At the
time of course registration, the students were unaware that some
sections would include the cybersecurity learning modules. In all
treatment and control sections, we administered the Cybersecurity
Knowledge Assessment (see Section 3.3) at the beginning and end
of the respective two-term course.

The students in the treatment section were organized into ten
teams, each of which worked on developing a software solution
commissioned by a different external client (see Table 2). As the
treatment section of the course progressed, we delivered two mod-
ules per sprint. For determining the optimal schedule for delivering

Table 2: The clients and types of software projects for the ten
teams in the treatment section of the capstone course.

Team Type of Client Type of Software Developed
1 Non-profit Meeting and group management
2 Company Remote and online therapy
3 University Interactive information center
4 Company Customer Relationship Manage-

ment (CRM) systems integration
5 University Medical imaging
6 Non-profit Resource scheduling
7 University Graphical social media
8 Non-profit Business and charitable network-

ing
9 Company Custom content management
10 Company (startup) Digital virtual assistance

the modules, we leveraged our experience of embedding a privacy-
focused design session within prior offerings of the course [25].
Since team formation and project detail are not completely finalized
until the end of the first couple of sprints, we began the delivery of
the modules at the beginning of the third sprint (see Table 1). The
course schedule and logistics additionally required us to deliver all
modules by the seventh sprint to leave enough time for applying
the concepts during the last three sprints which typically involve
heavy coding and implementation effort. Further, our module de-
livery schedule avoided creating an additional learning burden on
the teams during the intense final weeks of the course.

We delivered the modules during the first week of the two-week
sprints, enabling the students to use the second week to plan the
application of the covered concepts to their projects during subse-
quent sprints. At the end of each sprint that contained the modules,
we asked each team to respond to four learning reflection (LR)
questions about the respective cybersecurity learning modules:

LR1: What did you learn from the cybersecurity learning modules
included in this sprint?

LR2: What else would you like to know about the topics men-
tioned in the cybersecurity learning modules?

LR3: Which of the topics covered in the cybersecurity learning
modules apply to your project and in what ways?

LR4: How could you implement these topics covered in the cyber-
security learning modules in your project?

The teams included the responses to the above questions as ad-
ditional components in their sprint reflection reports for the re-
spective sprints. While most learning reflections were submitted as
collective team responses, there were a few cases in which students
submitted individual answers to the reflection questions. Students
in the control sections did not receive the learning reflection ques-
tions since they did not receive the cybersecurity learning modules.
As mentioned above, we repeated the Cybersecurity Knowledge
Assessment (see Section 3.3) after the projects were completed to
measure changes in student understanding of foundational cyber-
security concepts between the beginning and the end of the course.
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3.3 Cybersecurity Knowledge Assessment
We followed a pre-test—intervention—post-test pattern commonly
used to evaluate educational interventions (e.g., [16, 21, 27]). Specif-
ically, we used a quasi-experimental study design to measure learn-
ing [12]. Asmentioned in Section 2, we created a new assessment for
our research because we could not find a suitable existing one that
covered technical and social dimensions of foundational security
and privacy concepts.

We first determined that the assessment should cover technical
and social aspects of security and privacy, measuring the level of
understanding in each domain. The second author worked with two
undergraduate research assistants in Informatics to brainstorm 36
questions and corresponding answer choices covering these four ar-
eas. The second, third, and fourth authors then collectively screened
these questions and answer choices to select 15 of these questions by
evaluating each candidate question via in-depth discussions based
on their collective expertise in cybersecurity, software engineering,
and learning sciences. The evaluation drew upon two inclusion cri-
teria: 1) being closely related to either technical or social aspects of
security or privacy and 2) being highly relevant to the security and
privacy aspects likely to be encountered in typical upper-division
software projects. We additionally sought to balance the number of
questions in each area. We piloted the 15-question assessment by
seeking feedback from undergraduate and graduate students and
postdocs who were unconnected to the research. Feedback from
this diverse set of individuals led to a few minor changes to the
wording and composition of the questions and answer choices.

The 15 multiple-choice questions in the full assessment can
be mapped into four quadrants: Security-Technical (5 questions),
Privacy-Technical (3 questions), Security-Social (4 questions), and
Privacy-Social (3 questions). Table 3 depicts the questions included
in each quadrant. The full assessment with the answer choices as-
sociated with each question is provided in Appendix A. To counter
potential order effects, we administered the assessment by present-
ing the questions in random order with the order of the answer
choices corresponding to each question randomized as well.

All except one question (Q3) require the respondents to select
multiple correct answer choices from the seven answer choices pro-
vided. We scored the assessment by awarding one point for each
correct answer choice selected and one point for each incorrect an-
swer choice not selected. In other words, we considered identifying
the incorrect answers as equivalent to identifying the correct ones,
yielding a maximum score of seven points per question. Since the
sole multiple-choice question (Q3) has a single correct answer out
of four options, we assigned seven points for the correct answer and
zero for an incorrect answer in order to ensure that each question
was weighted equally when scoring. Further, we normalized the
total score for the questions in each of the four quadrants of the
assessment to 25 points to assign equal weights to each quadrant
within the maximum total score of 100.

3.4 Data Collection and Analyses
All data collection procedures were reviewed and approved by the
Institutional Research Boards (IRBs) of our universities. We care-
fully addressed important ethical considerations as follows: First,

the cybersecurity modules were a mandatory pedagogical compo-
nent of the treatment section of the course, independent of the
research. Second, student grades for the course were unconnected
to their scores on the Cybersecurity Knowledge Assessment. Third,
we guarded against perceived coercion by separating the data col-
lection for the Cybersecurity Knowledge Assessment such that the
course instructors of the treatment and control sections (including
the third author) did not have access to the individual answers and
scores. Fourth, we anonymized the assessment scores by employing
a randomly generated unique code for each student. Fifth, none
of the researchers other than the course instructor (i.e., the third
author) were involved in the instruction and grading for the treat-
ment section of the course, nor did they have access to the grades
(in compliance with legal privacy requirements stipulated in the
Family Educational Rights and Privacy Act [FERPA] that applies to
student academic records in the United States).

3.4.1 Quantitative Analysis. Two students in the treatment sec-
tion and eight in the control sections completed the Cybersecurity
Knowledge Assessment at the beginning of the course but did not
do so at the end of the course. Conversely, four students in the
treatment section and two in the control sections who completed
the Cybersecurity Knowledge Assessment at the end of the course
did not do so at the beginning. Since measuring student learning
requires comparing the assessment scores at the beginning and end
of the course, we excluded the responses of these 16 students from
analysis. After excluding the above 16 cases, we obtained complete
and valid assessment data from 46 students in the treatment section
and 96 students across the two control sections of the course.

We measured the internal consistency of the assessment using
Cronbach’s alpha [2] for the initial (pre) scores. We calculated the
Cronbach’s alpha values for the assessment as a whole as well as
for each of the four quadrants of the initial (pre) assessment. When
calculating Cronbach’s alpha values, we used the initial (pre) scores
for the treatment as well as the control sections (𝑛 = 142) since these
are unaffected by the treatment and other learning experiences in
the course.

After confirming that the Cybersecurity Knowledge Assessment
was reasonably reliable,1 we analyzed the assessment scores with
paired samples t-tests. The tests compared the initial (pre) and final
(post) assessment scores for the treatment as well as the control
sections of the capstone course. In addition to the total assessment
scores, we conducted separate comparative analyses to examine
the pedagogical effectiveness of each of the four quadrants (i.e.,
Security-Technical, Privacy-Technical, Security-Social, and Privacy-
Social).

3.4.2 Qualitative Analysis. We further engaged in qualitative anal-
ysis of the student reflections on the learning modules. Before
analysis, we separated the reflections on the modules from the rest
of the content in the post-sprint reports and anonymized them
by assigning non-identifiable unique identifiers to the individual
students and the teams. We analyzed the data by employing the-
matic analysis [3], further informed by techniques from grounded

1We verified that the results were unaffected by the exclusion of the ten students
who provided answers to the initial assessment without providing answers to the
assessment at the end of the course.
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Table 3: The Cybersecurity Knowledge Assessment we developed contains 15 questions covering four quadrants: Security-
Technical, Privacy-Technical, Security-Social, and Privacy-Social. The answer choices associated with each question are provided
in Appendix A. To counter potential order effects, the order of the questions and the order of the corresponding answer choices
should be randomized.

Quadrant 1: Security-Technical Quadrant 2: Privacy-Technical

Q1: Which of the following is true of ransomware?
Q2: Which of the following is true of buffer overflow?
Q3: If Alice has locked a message with Bob’s public key,

which key does Bob need to decrypt the message?
Q4: Which of the following is true of Authentication

and Authorization?
Q5: Which of the following is true of HTTP and HTTPS?

Q6: When collecting, storing, and sharing user data, how can
you protect user privacy?

Q7: How does the private browsing / incognito mode of a web
browser work?

Q8: Which of the following is true of a browser cookie?

Quadrant 3: Security-Social Quadrant 4: Privacy-Social

Q9: Which of the following is true of the dark web?
Q10: What are some common features of a phishing message?
Q11: Which of the following is true of multi-factor

authentication?
Q12: Which of the following is true about social engineering?

Q13: Why is it important to know privacy regulations, such as
the General Data Protection Regulation (GDPR) and Cali-
fornia Consumer Privacy Act (CCPA), across the world?

Q14: What is contained in a privacy policy?
Q15: How does social media increase the risk of privacy and

security breaches?

theory [13]. We coded and analyzed the learning reflections using
the MaxQDA2 software for qualitative analysis.

We marked the responses with the higher-level category cor-
responding to the specific reflection question that prompted the
response — LR1: “Learning,” LR2: “Enhancement,” LR3: “Applica-
tion,” and LR4: “Action” (see Section 3.2). However, we found that
the responses for a given reflection question sometimes addressed
issues connected to the other reflection questions as well. In such
cases, we additionally applied the category for the other reflection
questions as applicable. For example, for a statement in response
to LR1 (i.e., “Learning”), we additionally applied the category for
LR4 (i.e., “Action”) if the statement contained actions to be taken
on the project.

Next, we assigned lower-level codes to each statement across all
higher-level categories. For example, we assigned the lower-level
code “How to apply security patches” to a statement in response
to LR2 (i.e., “What else would you like to know about the topics
mentioned in the cybersecurity learning modules?”). The first au-
thor performed the initial coding of each statement within the
anonymized reflections. Subsequently, the first and fourth authors
iteratively reviewed the codes together to ensure meaningful and
consistent coding across all data. After coding all individual state-
ments in the reflection responses, the first author clustered the
lower-level codes to identify higher-level themes under each of the
four categories mentioned above. For instance, we assigned the
example code above (i.e., “How to apply security patches”) to the
higher-level theme of “More detail on implementation” under the
category “Enhancement.” The fourth author reviewed the cluster-
ing and the subsequent analysis to ensure their consistency and

2https://www.maxqda.com

validity. Table 6 lists the final set of 22 themes we identified across
the four categories.

3.5 Limitations
Our research was conducted within a real-world setting, so the
procedures should be considered quasi-experimental since the set-
ting cannot be tightly and fully controlled despite incorporating a
control condition. In particular, the treatment and control sections
were taught by different instructors. It is plausible that our results
could have been influenced by differences in teaching styles and
lesson plans between the treatment and control sections. That said,
the three instructors who taught the sections engaged in higher-
level coordination to ensure that the course was consistent and
uniform across sections.

The student teams differed in composition. Moreover, the nature
of the projects and the external clients varied across the teams.
These differences could have contributed to variations in learning.
It has been noted that variation in learning among students can be
attributed more to their prior experiences than to their aptitudes or
learning rates [20]. However, as mentioned above, most students
in the treatment as well as the control sections had roughly sim-
ilar levels of prior industry experience. Although we could not
control for these differences, we can reasonably expect them to
be distributed uniformly across conditions, thus not affecting the
analyses comparing the outcomes between the study conditions.

We developed the Cybersecurity Knowledge Assessment specif-
ically for this research because of the lack of a suitable existing
assessment instrument. Therefore, additional verification is neces-
sary to determine the reliability and validity of the assessment as a
general-purpose instrument for measuring developer knowledge
of foundational sociotechnical cybersecurity concepts.
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Table 4: Cronbach’s alpha values for the full Cybersecurity
KnowledgeAssessment aswell as each of the individual quad-
rants within the instrument, indicating high internal consis-
tency for the full assessment and acceptable consistency for
each quadrant.

Questions 𝜶 95% Interval

Full Assessment 15 0.816 0.75 − 0.86

Security-Technical 5 0.533 0.39 − 0.63
Privacy-Technical 3 0.536 0.42 − 0.63
Security-Social 4 0.652 0.53 − 0.75
Privacy-Social 3 0.657 0.51 − 0.76

4 FINDINGS
Prior to answering the research question we posed in Section 1,
we verified the internal consistency of the Cybersecurity Knowl-
edge Assessment. After confirming the reliability of the assessment,
we compared the assessment scores of each student at the begin-
ning and end of the course. We then examined student learning
reflections regarding the cybersecurity modules. The following
subsections describe each of these analyses.

4.1 Internal Reliability of the Assessment
Because we created the Cybersecurity Knowledge Assessment our-
selves, we checked the reliability of the instrument by computing
Cronbach’s alpha [2] values for the full assessment as well as for the
four individual quadrants within it (see Table 4). The Cronbach’s
alpha value of 0.816 with a relatively narrow 95% confidence inter-
val for the full assessment indicates good internal consistency on
the whole. A higher value would suggest unnecessary redundancy
among the questions. The Cronbach’s alpha values for the individ-
ual quadrants are lower and have broader 95% confidence intervals,
indicating less consistency than the full assessment. However, the
individual Cronbach’s alpha values for each quadrant are still above
the minimally acceptable threshold of 0.5 [11].

4.2 Learning Effects of the Cybersecurity
Modules

Table 5 shows the results of the pre and post scores for the Cy-
bersecurity Knowledge Assessment for students in the treatment
and control sections. Based on the score for the full assessment,
students in the treatment section exhibited statistically significant
improvement in their cybersecurity knowledge (Cohen’s 𝑑 = 0.61,
𝑝 < 0.001), meeting Hattie’s [16] assertion that effect size should be
greater than 0.40 when measured over approximately one school
year. In contrast, the scores on the full assessment for the students
in the control sections exhibited no statistically significant improve-
ment between the beginning and the end of the course (Cohen’s
𝑑 = 0.04, 𝑝 = 0.3244). The results provide strong confirmation
that our learning modules were effective in achieving the goal of
promoting greater student learning of foundational sociotechnical
cybersecurity concepts than possible organically (i.e., simply by
working on the projects without the modules).

We consider the quadrant scores to be exploratory because they
were not the primary goal of the assessment. Moreover, the scores
for the individual quadrants have lower reliability based on their
lower Cronbach’s alpha values compared to the much higher Cron-
bach’s alpha for the full assessment (see Table 4). We found that
the students in the treatment section exhibited substantial learning
in both quadrants related to security, with effect sizes of 𝑑 = 0.79
and 𝑑 = 0.71 for the Security-Technical and Security-Social quad-
rants, respectively. The effect size of 𝑑 = 0.34 for the Privacy-Social
quadrant for the treatment section fell just short of Hattie’s [16]
threshold of 0.40, suggesting moderate learning. We did not ob-
serve statistically significant increases in the scores for the Privacy-
Technical quadrant in the treatment section. The mean scores on
the initial (pre) assessment for the two Privacy quadrants (16.0 and
17.0, respectively, out of a possible score of 25 per quadrant) in the
treatment section are low enough to leave room for improved scores
in the privacy areas. The scores of the students the control sections
improved statistically significantly only for the Security-Technical
quadrant (𝑝 < 0.001), but the effect size (𝑑 = 0.23) was much lower
than Hattie’s [16] recommended threshold of 0.40.

4.3 Student Reflections on Learning
The thematic analysis described in Section 3.4.2 resulted in the
themes listed in Table 6. In general, the student comments were
consistently positive, expressing their appreciation for the contents
of the modules:

“I think that all of these things that we learned [in the mod-
ule] apply to our project. We are dealing with personal and
sensitive information that we really need to protect from
outside attacks, and these lead to many risks that we need
to address.” — (Team 5, Collective Response)
“In the module, we learned about the intersection among
ethics, technology, and law. We now understand the trade-
offs between individual privacy and public safety as well
as the differences between white hat (ethical) and black hat
(exploitative, malicious) hackers. With all of these ethical
concerns, it is important that the users of our system trust
us developers and that we maintain transparency with the
information we collect.” — (Team 1, Collective Response)
Most teams reported that the modules served as a springboard

for generating points to discuss with their clients:
“This module has sparked an urgency to discuss cyberse-
curity matters with our client.” — (Team 1, Collective Re-
sponse)
“We think there should be a simpler and faster way to au-
thenticate users. . . .We will discuss this with our client.”
— (Team 4, Collective Response)

In addition, the modules helped the teams identify specific security-
and privacy-related implementation tasks:

“These topics spoke about more specific steps we could take
in order to protect our software.” — (Team 4, Collective
Response)

Consequently, the modules led to material improvements in the
projects:
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Table 5: Comparison of the Cybersecurity Knowledge Assessment scores between the treatment and control sections of the
course.

Treatment Group (𝑛 = 46) Control Group (𝑛 = 96)
Normalized Mean Effect

Size
Normalized Mean Effect

SizePre SD Post SD Diff p Pre SD Post SD Diff p

Full Assessment 62.7 14.2 71.3 13.2 8.6 0.61 0.0000*** 71.3 9.0 71.6 10.5 0.3 0.04 0.3244

Security-Technical 13.7 4.2 17.0 4.4 3.3 0.79 0.0000*** 15.3 4.0 16.2 4.3 0.9 0.23 0.0098**
Privacy-Technical 16.0 3.6 16.8 2.7 0.8 0.24 0.0521 17.6 2.7 17.7 2.9 0.1 0.05 0.3509
Security-Social 16.1 4.3 19.1 3.6 3.0 0.71 0.0000*** 19.0 2.8 19.0 3.4 0.0 −0.01 0.5491
Privacy-Social 17.0 4.4 18.5 4.8 1.5 0.34 0.0193* 19.5 3.0 18.8 3.3 −0.7 −0.21 0.9760

*p<0.05 **p<0.01 ***p<0.001

Table 6: The 22 themes identified in the thematic analysis
across the four higher-level categories.

Category Theme

Learning

– Foundational security concepts
– Specific vulnerabilities
– Protection from attackers
– Foundational privacy concepts
– Specific privacy violations
– No prior knowledge of the concept

Enhancement

– More conceptual detail
– More detail on implementation
– More real-world examples
– More information regarding a topic
– Less information regarding a topic
– Additional topics
– Better delivery schedule

Application

– Gained security-related insight
– Gained privacy policy and legal
compliance insight

– Gained software design (frontend and
backend) insight

– Gained development insight
– Not applicable to the project

Action

– Implement a security feature
– Address a vulnerability
– Identify a software development task
– Unsure whether the topic applies to
the project

“Right now, we do have security flaws within our system,
and we’re looking to fix those.” — (Team 6, Student 1)
Although the students found the learning modules relevant and

useful, they did offer a few suggestions for refining them to enhance
their utility. In particular, the students suggested that the modules
include more detail on the topics and more real-world examples of
their application. It should be noted that we deliberately chose not
to be overly detailed in the videos because the goal of the modules is
to introduce students to the foundational concepts sufficiently well
to equip them to seek more in-depth knowledge on their own. To
that end, the modules do include references to resources with more

detail on the topics. Moreover, the amount of content that could be
included in each module was necessarily constrained by the timing
and logistics of the larger course within which the modules were
embedded.

Since we intended the capstone projects to serve as real-world
examples of the application of the topics covered in the modules,
we included explicit prompts to encourage the students to apply
the material to their capstone projects. Comments from the clients
and the students regarding the handling of security and privacy in
the delivered projects confirmed that we succeeded in achieving
our goal:

“To abide by HIPAA [Health Insurance Portability and Ac-
countability Act] rules, we would have to ensure that the
data is protected from anyone outside the system and that
it is sent correctly to the web server. We would have to
integrate the encryption and hashing properly.” — (Team 5,
Collective Response)

“We would vet the third-party libraries/frameworks we
use in our application to ensure that user privacy is main-
tained.” — (Team 3, Collective Response)

5 DISCUSSION
Based on prior studies of embedded cybersecurity instruction, we
set out to determine whether a capstone course can serve as a
suitable vehicle for such instruction by evaluating student learning
based on comparing pre-treatment and post-treatment knowledge
assessments coupled with student reflections. We expected that
the capstone context would have the dual advantage of building
on the foundation of prior learning [7] and immediate practical
applicability in projects [17]. The assessment results and student
reflections (see Section 4) confirmed our expectations.

Since we developed a new knowledge assessment specifically
for our research, we performed a consistency test on the assess-
ment results. The Cronbach’s alpha for the full assessment is 0.816,
with a relatively narrow confidence interval indicating robust in-
ternal consistency. To ensure full coverage of sociotechnical se-
curity and privacy concepts, it is important to include questions
that address each of the four quadrants (i.e., Security-Technical,
Privacy-Technical, Security-Social, and Privacy-Social). The Cron-
bach’s alpha values for the assessment items corresponding to each
of the four quadrants are lower with broader confidence intervals
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(see Table 4), indicating that the individual components of the as-
sessment are less reliable than the assessment as a whole. Adding
questions to each quadrant would improve consistency at the cost
of increasing the length of the assessment [26]. However, the lower
internal consistency of the individual quadrants does not affect the
results based on the full assessment.

With the caveat of lower reliability, we conducted exploratory
analyses based on the assessment subscores for each quadrant. We
found that student improvement was greater in the two security
quadrants than in the privacy quadrants. Improvement was modest
in the Privacy-Social quadrant, and there was no statistically sig-
nificant learning gain in the Privacy-Technical quadrant. Given the
lower reliability of the quadrant-level subscores, the differences in
learning between the security and privacy quadrants could be an
artifact of the assessment rather than a true difference in student un-
derstanding. Nevertheless, two plausible causes for the lower gains
in privacy knowledge could be: 1) students not being pre-sensitized
to privacy risks to the same degree as to security risks and/or 2) the
learning modules not covering privacy topics as effectively as they
cover security topics. Both of these aspects could be addressed by
refining the privacy-related content in the modules. For instance,
the modules could include more content on specific techniques for
privacy protection since the student learning reflections suggest
that the students seemed to have not learned as much about specific
privacy-protection approaches (see Table 6). Further research is
needed to uncover the underlying causes and refine the modules
accordingly to enhance privacy-related learning.

The qualitative findings from the student reflections are consis-
tent with the quantitative results obtained via the Cybersecurity
Knowledge Assessment. Student comments indicate that the mod-
ules were the first formal training in cybersecurity for most of the
students. Importantly, the material served to help the students learn
by considering the applicability of the security and privacy con-
cepts to their projects, even when the students felt that some of the
concepts in a given module did not apply to their specific projects.
In general, student reflections confirmed that they thoughtfully
considered all material presented in each module and any lack of
applicability was solely due to the specifics of their projects:

“None of these topics apply to our project right now because
we are not taking in or storing personal information from
users. However, the topics should still be kept in mind as
the features might expand in later stages of the project.”
— (Team 3, Collective Response)

Prior studies mentioned in Section 2 have shown the value of
embedding cybersecurity instruction in introductory courses [27].
While we wholeheartedly agree that it is valuable to teach cyber-
security principles early in a computing program, our findings
show that embedding cybersecurity instruction in an upper-level
capstone course is effective as well. Prior efforts to incorporate
cybersecurity considerations in capstone courses have typically
involved coordinating the instruction with separate concurrent
cybersecurity courses instead of embedding the instruction within
the capstone course itself [22]. In contrast, our findings suggest
that computing educational programs ought to consider embedding
cybersecurity instruction within project-based courses. To that end,
we offer ten learning modules we developed to cover foundational

sociotechnical cybersecurity concepts. Further, we provide the mod-
ules in a form that could be easily adapted to any upper-division
project-based course in the computing disciplines. In addition, the
Cybersecurity Knowledge Assessment we developed for this re-
search could serve as a useful resource to measure the learning
of foundational sociotechnical cybersecurity concepts and provide
feedback to students and instructors.

6 CONCLUSION
Developing a technology workforce informed about foundational
sociotechnical aspects of security and privacy necessitates that
cybersecurity be a mandatory curricular component in computing-
related undergraduate education. We demonstrate that such an
objective can be achieved effectively with relatively little addi-
tional burden if cybersecurity instruction is embedded within
upper-division project-based courses, such as the capstone experi-
ence. Apart from benefiting instructors of project-based courses in
computing-related disciplines, the sociotechnical learning modules
and the Cybersecurity Knowledge Assessment could be incorpo-
rated within onboarding and upskilling training programs in in-
dustry settings. Importantly, the approach can help ensure that all
computing professionals develop a human-centered understanding
of security and privacy by going beyond technical detail to incorpo-
rate social aspects and the societal context that affect the practical
deployment and use of technology.
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A CYBERSECURITY KNOWLEDGE
ASSESSMENT

The Cybersecurity Knowledge Assessment is designed to cover
four quadrants: Security-Technical (5 questions), Privacy-Technical
(3 questions), Security-Social (4 questions), and Privacy-Social (3
questions). To counter potential order effects, the assessment is
delivered by randomizing the order of the questions as well as the
order of the answer choices corresponding to each question. In the
list of answer choices below, the correct answers are marked with
a black square or circle (■ •), and the incorrect answers are marked
with an empty square or circle (□ ◦).

Quadrant 1: Security-Technical

Q1: Which of the following is true of ransomware?
(Select all correct answers.)
■ It is a form of malware.
■ It requires victims to send payment in return for their data.
■ It is a technique hackers use for monetary gain.
■ It prevents users from accessing their files.
□ It is a paid antivirus tool.
□ It is a technique for withholding credentials from a suspi-

cious user.
□ It posts a victim’s personal information online as revenge.
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Q2: Which of the following is true of buffer overflow?
(Select all correct answers.)
■ It happens when the memory buffer storage is exceeded.
■ It triggers a program to write data to adjacent memory loca-

tions.
■ It permits attackers to overwrite the memory of an applica-

tion.
■ It causes the program to behave unpredictably and generate

incorrect results, memory access errors, or crashes.
■ It is a software security vulnerability.
□ It is a security tactic that stores information in a buffer until

the user is properly authenticated.
□ It uses a computer’s network connection to flood a router

with packets.

Q3: If Alice has locked a message with Bob’s public key, which key
does Bob need to decrypt the message?
(Select one answer.)

• Bob’s private key.
◦ Bob’s public key.
◦ Alice’s private key.
◦ Alice’s public key.

Q4: Which of the following is true of Authentication and Autho-
rization?
(Select all correct answers.)
■ Authentication determines whether users are who they claim

to be, while authorization determines what users can and
cannot access.

■ Authentication is usually done before authorization.
■ Authentication transmits info through an ID token, while

authorization transmits info through an access token.
■ Some authorization mechanisms rely on IP addresses.
□ Authorization determines whether users are who they claim

to be, while authentication determines what users can and
cannot access.

□ Access to a resource is protected by authentication, while
authorization is used to try and override the authentication
process.

□ Authorization includes passwords, single sign-on, etc., while
authentication includes role-based access control, openID,
etc.

Q5: Which of the following is true of HTTP and HTTPS?
(Select all correct answers.)
■ HTTP is not secure, while HTTPS is secure.
■ HTTPS is the extension of HTTP that works in conjunction

with SSL.
■ HTTP involves no data encryption.
■ HTTP sends data over port 80, while HTTPS uses port 443.
□ HTTPS was created to offset the amount of traffic going to

HTTP addresses.
□ HTTP is the free version of HTTPS. HTTPS needs to be

purchased when choosing a domain name.

□ Sites using HTTPS do not use browser cookies, while sites
using HTTP do.

Quadrant 2: Privacy-Technical

Q6:When collecting, storing, and sharing user data, how can you
protect user privacy?
(Select all correct answers.)
■ Encrypt the information entered by the user.
■ Use secure databases.
■ Salt and hash user passwords.
■ Be transparent about how the data will be used.
□ Use HTTP rather than HTTPS.
□ Encourage the user to use a private browsing session.
□ Collect the data necessary to build a detailed user profile.

Q7: How does the private browsing / incognito mode of a web
browser work?
(Select all correct answers.)
■ When a user visits a website in the private browsing / incog-

nito mode, the browser does not store the session in the
user’s history.

■ Although the private browsing / incognito mode sessions
prevent browsing information from being stored in the web
browser, the cookies used during the session can provide
information about browsing behavior to third parties.

■ In the private browsing / incognito mode, browsing activity
may still be visible to the ISP as well as the organization
involved in the connection, such as the user’s school or
employer.

■ The private browsing / incognito mode prevents third parties
from collecting the user’s data.

□ When a user visits a website in the private browsing / incog-
nito mode, the web browser is unable to track any informa-
tion about the user.

□ Web browsing is completely private and anonymous when
using the private browsing/ incognito mode.

□ The private browsing / incognito mode sends all web brows-
ing data through a VPN, keeping it private from the ISP.

Q8: Which of the following is true of a browser cookie?
(Select all correct answers.)
■ It can store user preferences.
■ It may specify that a secure connection is necessary.
■ It enables core website functionality.
■ It can record personal information.
□ It contains the entire content of the webpage the user is

browsing.
□ It records the user’s browsing history.
□ It saves the username and password of the user.
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Quadrant 3: Security-Social

Q9: Which of the following is true of the dark web?
(Select all correct answers.)
■ It is a part of the Internet that is not indexed by search

engines.
■ It is an avenue often used for illegal activity.
■ It is the place where stolen user information is often sold.
■ It contains content that can be accessed only with specific

software, configurations, or authorization.
■ It is accessible only through networks such as Tor and I2P

(Invisible Internet Project).
■ It helps people maintain privacy.
□ It is a tactic for hiding browsing data from other users of the

computer.

Q10: What are some common features of a phishing message?
(Select all correct answers.)
■ It often presents unrealistic threats or demands.
■ It often asks for personal/sensitive information.
■ It often has poor grammar and misspellings.
■ It normally contains links that do not go to the site from

which the message claims to originate.
■ It often contains alarming content and suggests taking im-

mediate action by following a link.
■ It is a fraudulent message that can look reputable.
□ It installs a virus on the victim’s machine.

Q11:Which of the following is true of multi-factor authentication?
(Select all correct answers.)
■ It is a strategy for verifying user identity.
■ It adds an additional layer of security to prevent brute-force

attacks.
■ It verifies user identity by requiring multiple credentials.
□ It is a hacking strategy that tricks users into enteringmultiple

pieces of information through a fake login portal.
□ It is a paywall that ensures that the users are real people.
□ It uses IP addresses to ensure that logins are occurring in

the same location as the sign-up.
□ It asks users to enter their login information twice.

Q12: Which of the following is true about social engineering?
(Select all correct answers.)
■ It is a manipulation technique to obtain personal information

from targeted users.
■ It is a hacking tactic that exploits the trust of victims.
■ It takes advantage of a potential victim’s natural behavioral

tendencies and emotional responses.
■ It uses psychological manipulation to trick users by pretend-

ing to be someone else.
□ It is the act of learning hacking tactics through online forums

and private groups.
□ It refers to the selling of user credentials gathered from data

breaches.
□ It is a precaution users can take to avoid being hacked.

Quadrant 4: Privacy-Social

Q13: Why is it important to know privacy regulations, such as
the General Data Protection Regulation (GDPR) and California
Consumer Privacy Act (CCPA), across the world?
(Select all correct answers.)
■ Companies are expected to know and follow regulations in

the locations where their users are using their products and
services.

■ Regulations vary by location.
■ Regulations help protect user data from unauthorized use.
■ Regulations help identify and protect against reasonably

anticipated threats.
□ Following regulations allows companies to increase adver-

tising.
□ CCPA will soon be a global regulation.
□ Companies need to follow the privacy regulations of the

states and countries where they have offices.

Q14: What is contained in a privacy policy?
(Select all correct answers.)
■ The kind of information collected from users.
■ The purpose of collecting data.
■ The legal basis for data collection.
■ The rights users have regarding the data collected about

them.
■ Affiliated organizations with which user data may be shared.
□ The repercussions of attempting to breach the database.
□ Information about the developers and tools used to create

the website, application, or service.

Q15:Howdoes social media increase the risk of privacy and security
breaches?
(Select all correct answers.)
■ Social media is used for social engineering tactics by hack-

ers to gain access to a user account and target that user’s
network.

■ Malicious actors create fake social media accounts with the
purpose of exploiting vulnerable users.

■ People have become accustomed to sharing high amounts
of personal information on social media.

■ Social media can be used to impersonate a person, cause, or
business through the use of fake profiles.

□ User data and metadata of social media activity is typically
unencrypted.

□ Social media companies have too many users to store user
data on secure servers.

□ Social media is available on most devices.
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