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Abstract—A vehicular network is susceptible to various se-
curity flaws and attacks. Cryptographic techniques are used
in vehicular networks but these alone cannot provide proper
security to the network. Identifying various types of attacks
is necessary to secure vehicular communication networks. This
work is focused on both binary and multi-class attack detection
in vehicular networks. A publicly available dataset, VeReMi-
Extension is used to detect these attacks. This dataset has
been reformulated to generate novel features aimed at detecting
attacks in vehicular networks accurately. Machine learning-based
methods have been applied to the reformulated dataset for
the detection of attacks in vehicular networks. The extensive
simulation results show that the proposed scheme can detect
more than 99% attacks both for binary and multi-class scenarios
which is an impressive performance to enhance the security in
vehicular networks.

Index Terms—Data replay attack, data replay Sybil attack,
vehicular networks, machine learning, security

I. INTRODUCTION

A vehicular communication network is a dynamic and
advanced communication system where vehicles can commu-
nicate through vehicle-to-vehicle (V2V), vehicle-to-pedestrian
(V2P), vehicle-to-infrastructure (V2I), and vehicle-to-network
(V2N), collectively termed as vehicle-to-everything (V2X). In
vehicular networks, vehicles are considered as mobile entities
to exchange real-time data that are vulnerable to security flaws
and different types of attacks [1] [2]. Previously, dedicated
short-range communications (DSRC) were used for establish-
ing the communications between vehicles and also with Road
Side Units (RSUs) [3]. Enhancing and improving road safety
is one of the important concerns for passengers and drivers [4].
More recently, another popular communication technology,
namely, cellular communication technology is being leveraged
to achieve better vehicular network connectivity [5].

To ensure a safe and efficient transportation system, a
vehicular network requires every updated Basic Safety Mes-
sage (BSM) to be communicated in real-time [6]. A BSM
contains details about the vehicle such as its position, speed,
acceleration, heading, message identity, and sender type infor-
mation. Different types of cryptographic schemes are used in
vehicular networks during sharing the BSM to enhance secure

communications [7]. However, this scheme is suffering from
a few security issues because of the open environment and the
wireless connections of vehicular networks. A combination of
a misbehavior detection system (MDS) and a cryptographic
system in a vehicular network can create a robust method to
effectively enhance the security of vehicular communications
[1] [5]. An MDS can analyze the behaviors of the insider
attacker vehicles and identify the attacks. In a vehicular
network, a vehicle can broadcast false or fake alerts which will
pose a safety threat to the drivers and passengers. For instance,
a couple of vehicles can be within a group and share messages
whereas an attacker vehicle can also be within that group.
The attacker’s vehicle can broadcast a fake alert message
to indicate that another vehicle is braking. The legitimate
vehicle can consider this alert message seriously and behave
accordingly which can lead to an accident. If an MDS is
installed appropriately inside a vehicle, it could detect the
false message and broadcast this alert to enhance the safety of
drivers and passengers [8] [9].

Though several research activities aimed at identifying mis-
behavior in vehicular networks, it remains a challenging prob-
lem to detect misbehaviors quickly and accurately because of
high-speed mobility, dynamic connections, and extensive data
of these networks [5]. One of the prominent research areas in
all the fields is machine learning (ML) which is achieving great
attention because of its capability to handle large volumes of
data from heterogeneous devices. Its noteworthy capability is
decision-making and detection. ML provides powerful tools to
leverage the stored and generated data of vehicular networks
in a better form to decide on the reformed structure of data
[10] [11]. ML-based MDS can effectively identify data replay
and data replay Sybil attacks in vehicular networks which are
important to make the network trustworthy and reliable. These
types of attacks threaten the security and safety of vehicular
networks. In a data replay attack, the attacker retransmits a
previous message to disrupt the network flow whereas in a
data replay Sybil attack, the attacker follows the same process
by creating multiple fake identities in the system. ML-based
approaches can detect these types of misbehavior in vehicular
networks to increase the security [1] [12] [13] [14].
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In this paper, we propose an ML-based scheme to detect
both binary and multi-class attacks, namely, data replay and
data replay Sybil attacks, in vehicular networks. A publicly
available dataset, Vehicular Reference Misbehavior (VeReMi)-
Extension [15], has been pre-processed and multiple features
have been proposed from the given information of the dataset
to identify misbehavior. To detect these attacks, MDS has been
installed on each vehicle aimed at identifying misbehaving
vehicles. By using the proposed and reformulated features,
MDS will detect misbehaving vehicles that are replaying the
BSM multiple times to generate data replay and data replay
Sybil attacks in vehicular networks.

The rest of the paper is structured as follows. Section II
discusses the existing work to detect replay-based attacks
in vehicular networks. Section III presents a comprehensive
discussion about data replay and data replay Sybil attacks. Sec-
tion IV illustrates the model of the current vehicular network
system. Section V presents the process of dataset formulation,
proposed features, and model training of this work. Section VI
shows the performance results of the proposed scheme by
comparing it with the previous work. Section VII gives the
conclusion and future work.

II. LITERATURE REVIEW

This section discusses the existing schemes for detecting
data replay and data replay Sybil attacks in vehicular networks.
These attacks have not been a well-studied research topic yet
and a few studies have endeavored to detect those which are
presented here.

In [5], the authors used ML-based methods to effectively
identify data replay attacks in vehicular networks by focusing
on two different approaches. The first approach extracted
the top 23 features from the VeReMi-Extension dataset by
removing the overlapping vehicles from the test dataset. In the
second one, senderID, messagelD, and senderPseudo features
have been omitted and the rest of the features were used to
train the model on the dataset for behavior analysis. Their
methods got an accuracy of 99.72%, 99.73%, and 99.78% for
lower, higher, and varying traffic densities, respectively.

In [15], the authors created a novel dataset named VeReMi-
Extension to facilitate 19 different attacks in vehicular net-
works for various traffic densities. They have successfully
detected both data replay and data replay Sybil attacks sepa-
rately along with other types of attacks by using consistency
and plausibility checks. Their model can detect 93.07% and
93.93% data replay attacks in case of lower and higher traffic
densities, respectively. The detection rate of data replay Sybil
attack is 79.48% and 80.11% for lower and higher traffic
densities, in order.

The authors of [13] applied both ML and deep learning
(DL)-based models on the VeReMi-Extension dataset to detect
all 19 different attacks as shown in [15]. They proposed three
distinct methods to extract the important features from the
dataset and subsequently added ML and DL-based classifica-
tion algorithms to detect these attacks in vehicular networks.
They presented the result only for higher traffic density since

the analysis shows that varying traffic density and time have
no impact on the detection rate. Precision and recall were
used for performance evaluation and the DL-based model
achieved 65.98% precision and 6.53% recall for a data replay
attack while 63.11% precision and 6.81% recall in case of a
data replay Sybil attack. In contrast, the ML-based approach
provides better results with 52% precision and 47% recall for
the data replay attack and 73% precision and 72% recall in
the case of a data replay Sybil attack. The lower recall of the
DL-based approach shows that their DL-based method cannot
effectively identify the attack.

In [14], the authors proposed a multi-class Sybil attack
detection scheme for vehicular networks with a specific focus
on data replay Sybil attack, grid Sybil attack, DoS random
Sybil attack, and DoS disruptive Sybil attack. They generated
data from the Luxembourg traffic scenario. They used BSM,
map, and sensor data to formulate multi-dimensional features
and subsequently applied ML-based approaches for detecting
multi-class attacks. Their method can identify the location
of the road where the attack happened without focusing on
legitimate vehicles as a reference. They have rigorously tested
the model for different attackers and traffic densities. Their
model performs well and gives an overall accuracy of 97.69%.
While their model exhibits remarkable accuracy and precision,
their recall is lower at all times compared to the accuracy and
precision for data replay Sybil attack.

In [16], the authors generated a dataset to detect data
replay and Sybil attacks. To construct the dataset, the authors
utilized SUMO, Veins, Omnet++, and OpenStreetMap soft-
ware. They introduced their algorithm by leveraging the key
factors - timestamps and velocity to identify these attacks.
Their accuracy rate is 92% to find out these attacks. Though
they didn’t utilize the VeReMi-Extension dataset or ML-based
approaches, their approaches are informative to detect data
replay and data replay Sybil attacks since we are working on
detecting similar types of attacks in vehicular networks.

In [12], the authors proposed an algorithm to detect four
different types of Sybil attacks in vehicular networks. They
generated a dataset from Luxembourg City and applied ML-
based approaches to detect Sybil attacks. A three-phase ap-
proach was used where the first phase checked if there were
any misbehaving vehicles existed or not, the second phase
tried to link all the pseudonyms coming from the same type
of vehicles, and finally, the third phase used those links to
detect Sybil attacks. Their model accuracy is lower than 90%
to detect the data replay Sybil attack in the linkage phase.

IIT. ATTACK MODELS

This section gives a brief overview of the data replay and
data replay Sybil attacks in vehicular networks. The purpose
is to get familiar with these attacks so that we can make better
tactics to detect them from vehicular networks.

A. Data Replay Attack

In a data replay attack, an attacker vehicle sniffed the
message that had been played before from a nearby legitimate
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vehicle. Later, the attacker’s vehicle rebroadcasts the same
message without changing any information about the vehicle’s
status. It only changes the sender information which is done
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Fig. 1. Data Replay Attack

through signing a private key. An attacker’s vehicle replayed
the message to make the road busy and congested. In addition,
by replaying the same information as a legitimate vehicle, it
is becoming authenticated and later it will broadcast wrong
information again [5] [13] [15] [16]. Fig. 1 shows one example
where the attacking vehicle is sniffing and replaying the
message.

B. Data Replay Sybil Attack

In a data replay Sybil attack, an attacker copied the legiti-
mate BSM from a nearby legitimate vehicle and also created
numerous fake identities in the network. Then, the attacker
controls each of the fake identity vehicles and replays copied
BSM by the fake identity vehicles. The major challenge for
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Fig. 2. Data Replay Sybil Attack

this attack is to detect the difference between a legitimate
vehicle and an attacker-controlled vehicle. There is a chance
that a legitimate vehicle can be identified as a fake identity
vehicle [12] [13] [15] [16]. Fig. 2 is an example where the
attacker vehicle copied a BSM from a legitimate vehicle and
later broadcasts it through multiple fake identity vehicles.

IV. VEHICULAR NETWORK MODEL

The vehicular network model considered for this study is
shown in Fig. 3. The major components of a vehicular network
are RSU, Certificate Authority (CA), On Board Unit (OBU),
and vehicles themselves. Every CA works as a host for mul-
tiple RSUs where each RSU is responsible for the vehicular
communications within that specific area. Each vehicle has
one OBU installed inside, which can communicate seamlessly

with other vehicles and RSUs. Before joining the network,
each vehicle is required to be registered through a CA to
get its identity credentials such as senderID, public keys, and
private keys. Every vehicle uses its identity and credentials to
broadcast BSM and it keeps the identity for multiple days
to communicate with other vehicles and the RSUs. Every

Fig. 3. Vehicular Network Model

vehicle has also installed one additional MDS with the OBU
to effectively identify the misbehavior of the nearby vehicles.
Since we are focusing on replay-based attacks, a vehicle
is considered malicious if it is replaying the messages that
are already broadcasted. A vehicle uses its OBU and MDS
separately which is also supported by the trained ML-based
models to scrutinize every BSM for effectively identifying
malicious vehicles. Whenever the MDS of the vehicle finds
any misbehaving vehicle, it reports this issue to the nearest
RSU. After that, the RSU sends this message to the CA and
provides the information they received from the MDS. The
CA checks the information and categorizes it as an attacker
or legitimate vehicle based on the report they receive. If the
vehicle is an attacker, then CA takes the corresponding action
which may involve revoking their credentials [1] [5].

V. DATASET

This work is focused on the publicly available VeReMi-
Extension dataset [15]. This dataset was chosen because it
is a standard dataset in this field to detect the selected
misbehavior and seamlessly align with our objective. In this
dataset, the authors provided a simulated result for 19 different
types of attacks. We have used two specific types from the
dataset, namely, data replay and data replay Sybil attacks. Each
simulated dataset contains message logs per vehicle along
with a corresponding ground truth file. Both the attacks yield
three simulated results in data files and one of them does not
have any corresponding ground truth file. This study does not
consider that simulated file and focuses on the other two files
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which have corresponding ground truth files. Among the other
two files, one file contains 1005 message logs; one message
log is for ground truth and each of the other 1004 message logs
is for each vehicle. Similarly, the other simulated file contains
686 logs where one of the logs is for the ground truth message
and each of the other 685 is for each vehicle’s message log.

A. Dataset Preprocessing

The dataset has been pre-processed before incorporating it
into the model. The ground truth file contains information
about the vehicle such as type, send time, sender, sender
pseudo, messagelD, position and position noise, speed and
speed noise, acceleration and acceleration noise, and heading
and heading noise. Among all the information, the features,
namely, position and position noise, speed and speed noise,
acceleration and acceleration noise, and heading and heading
noise are given in x,y, and z coordinates. In this dataset,
the z coordinates values for all the different features are set
as 0 and we removed this specific coordinate value from
the reformulated dataset. In the BSM, they included receive
time as an additional feature. The GPS message contains the
receive time and all other information without the sender’s
information and message identity. The ground truth file has
been considered as a reference to label the legitimate and
attacker vehicles. To label this, the message identity from
the vehicle’s message log has been compared to the ground
truth file. If any of the message IDs from the BSM do not
match with the ground truth’s message ID, then we label it
as an attacker vehicle. In addition, if any message ID of the
BSM matches with the ground truth but the other values do
not match, then it is also labeled as an attacker vehicle. This
work has considered the GPS data as well and they are labeled
as legitimate vehicles. Since the GPS data does not have the
sender’s information and message identity, those values are
assigned as 0. The message type has also been dropped from
the dataset to keep only the useful features in the regenerated
dataset.

B. Proposed Features

To formulate this model and get better performance, we have
proposed a completely new feature and reformulated some of
the existing features. This section describes those features.

o Time Difference: In a data replay attack, an attacker
vehicle sniffs an actual message and replays it later which
takes some time to complete this process. This work
has proposed a completely new feature named “Time
Difference” which is getting the time difference between
the GPS and BSM data. Whenever it gets the first GPS
message, this model sets them as initial until getting
the next BSM data. It calculates the time difference
between the previous GPS and subsequent BSM’s receive
time which gives a huge improvement to this work. The
authors of [2] also used GPS data to create features for
their model.

o Standard Deviation: Another important feature, namely,
standard deviation has been included in this study. The

standard deviation of the speed and speed noise, heading
and heading noise, and acceleration and acceleration
noise have been calculated by using Eq. 1 and added
to the dataset. In addition, the actual values for those
features have been dropped since it has been reformulated
as new ones. The reason for considering the standard
deviation is to take the distribution of those features for

this work.
o= W (1)

where o is the standard deviation, y is the mean, and x;
is each data point from the whole data and N is the total
number of data points.

C. Training the Model

ML-based approaches have been used to train the dataset in
this work. Multiple ML models have been used in this study
to effectively identify the attacker vehicles. A dataset has been
split into the training and testing datasets where 80% is used
to train the dataset and the next 20% is used to test the dataset.
By using the proposed features and dropping the unused ones,
the model is trained to find the attacker vehicles. Then, finally,
the training dataset has been used on the testing dataset to
make the prediction. To train this model, various ML-based
models such as Decision Tree (DT), Random Forest (RF),
Extra Tree Classifier (ET), and K-Nearest Neighbors (KNN)
have been used and they are also applied to make predictions
on the testing dataset. Additionally, Ensemble Voting has
been applied, utilizing three different individual models more
specifically DT, ET, and RF, with a focus on soft voting. In soft
voting, the weighted average probability of each base model
is used to calculate the weighted probability for making the
final prediction. This approach gives more accurate results than
any single method because it can reduce overfitting, increase
accuracy, and enhance robustness.

VI. EXPERIMENTAL RESULTS AND ANALYSIS

This section presents the experimental results of this work
to detect the data replay and data replay Sybil attacks in
both binary and multi-class classification-based approaches.
The VeReMi-Extension [15] dataset has two different traffic
densities 1) lower traffic (14 h - 16 h), 2) higher traffic (07 h
- 09 h), for all 19 types of attacks. In addition, one test bench
is included by combining all the attacks throughout the day (0
h - 24 h). This work is focused on the lower traffic section of
the dataset since traffic density does not impact the detection
rate [13].

A. Evaluation Metrics

To evaluate this work, accuracy and F1 scores have been
used from the confusion matrix which is shown in Table I.
Since precision and recall are used to compute the F1 score,
they are not presented here separately.

o Accuracy represents the ratio between correctly predicted

observations over the total observations as shown in Eq. 2.
TP+ TN

A - 2
Y = TP Y TN + FP+ FN @
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TABLE I
CONFUSION MATRIX
Predicted
Positive Negative
Actual | Positive True Positive (TP) | False Negative (FN)
Negative | False Positive (FP) | True Negative (TN)

where TP correctly finds the positive values, TN correctly
identifies negative values, FP incorrectly labels negative
values as positive, and FN incorrectly represents positive
values as negative.

o Precision represents the ratio between the correct pre-
diction of the malicious vehicles and the total predicted
number of malicious vehicles as shown in Eq. 3.

TP
Precision = ————— 3
rectsion TP+ FP 3)
o Recall is the ratio between the correct prediction of
the malicious vehicles over the total actual number of
malicious vehicles as shown in Eq. 4.
TP
ll= ——— 4
Reca TP+ FN ()
o F1 Score presents the weighted mean value of precision
and recall by using Eq. 5.
2 X Recall x Precision

F1 =
Score Recall + Precision ©®)

B. Results

This section illustrates the performance of this study to
detect both binary and multi-class attacks in vehicular net-
works. The data replay attack detection results are shown in
Table II. All the performance values of the ML-based models
for the detection of the data replay attack have been listed here.
The performance of DT, ET, and RF models is approximately
equal both for accuracy and F1 score. All the ML-based
models have successfully identified the data replay attack
more than 99% except the KNN model where the neighbor is
selected as 3. The ensemble voting has detected 99.76% attack
accurately where F1 score is 99.53%. This highlights that the
performance of the proposed scheme has been improved by
combining multiple models.

TABLE II
DATA REPLAY ATTACK DETECTION RESULTS IN VEHICULAR NETWORK
Models Accuracy F1 Score
DT 0.9974 0.9949
ET 0.9971 0.9944
RF 0.9973 0.9947
KNN 0.9422 0.8860
Ensemble - Voting 0.9976 0.9953

The performance of the ML-based data replay Sybil attack
detection is shown in Table III. ML-based methods such as DT,
ET, RF, and KNN-3 give approximately the same result both
for accuracy and F1 score. All the ML-based models have
successfully identified the data replay Sybil attack of more

than 99%. We got the best result from the ensemble voting
where the accuracy rate is 99.78% and F1 score is 99.56%.
The ensemble voting provides the best result as achieved in
the data replay attack detection as well.

TABLE I

DATA REPLAY SYBIL ATTACK DETECTION RESULTS IN VEHICULAR
NETWORK

Models Accuracy F1 Score

DT 0.9977 0.9954

ET 0.9977 0.9955

RF 0.9977 0.9955

KNN 0.9973 0.9948

Ensemble - Voting 0.9978 0.9956

Finally, we have detected the data replay and data replay
Sybil attacks together in vehicular networks. We have used
a multi-class classifier to detect these attacks together. The
overall performance for the detection of multi-class attacks
is shown in Table IV. As we have discussed previously, the
best result is achieved from the ensemble voting classifier.
Similar to the data replay attack detection, DT, ET, and RF
show approximately equal results both for accuracy and F1
score except for KNN-3. The best accuracy rate is 99.77%
and the F1 score is 99.65% for the multi-class classifier.

TABLE IV
MULTI-CLASS (DATA REPLAY AND DATA REPLAY SYBIL ATTACK)
DETECTION RESULTS IN VEHICULAR NETWORK

Models Accuracy F1 Score
DT 0.9974 0.9961
ET 0.9976 0.9963
RF 0.9975 0.9962
KNN 0.9705 0.9547
Ensemble - Voting 0.9977 0.9965

C. Analysis and Discussions

In this section, we compare the proposed scheme with
the existing work for the detection of data replay and data
replay Sybil attacks. Since the VeReMi-Extension dataset is
comparatively new than the VeReMi dataset [17], we have
a limited number of previous works that are exactly focused
on this dataset. In addition, the detection of data replay and
data replay Sybil attacks have not been studied extensively. We
have separately compared each attack and represented them in
tabular form. From Table V, we can see that our result gives
a much better performance than [13] and [15]. However, the
accuracy of our scheme is higher than [5] while the F1 score
is lower. The attacker density is an important reason behind
this as mentioned in [15]. In [5], the attacker density is 30%
and the legitimate vehicles are 70% whereas we have 25.45%
attackers and 74.55% legitimate vehicles. There is a difference
in the attacker density because we have considered both GPS
and BSM data while they only considered the BSM data.
For lower attacker densities, our model has better accuracy.
Similarly, if the attacker density is increased, our model will
give better performance. To confirm that we have analyzed
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the model with only one simulation file (1005) as an example,
with a specific focus on the data replay attack. This gives
99.98% accuracy and 99.97% F1 score by applying an ML-
based DT model where the attacker density is 26.15% and
the legitimate vehicle is 73.85%. Therefore, if the attacker
density increases the performance of our model will improve.
Additionally, though the authors of [14] and [16] did not use
the same dataset, our model still gives better performance than
theirs.

attacks to make the vehicular networks more secure. We will
focus on both the single and multi-class detection of various
types of attacks in vehicular networks.
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