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Abstract—In health monitoring and activity tracking technolo-
gies, wearable or implantable sensors have become indispensable,
linking various human body regions to collect vital health data.
Despite their potential, ensuring the security and reliability
of these devices presents significant challenges, primarily due
to the complexity of real-world scenarios that these systems
encounter. Current approaches often rely on anomaly detection
models that process historical sensor data to identify issues.
However, these models tend to falter when faced with unexpected
conditions or ”corner cases,” lacking the ability to generalize
across the diverse situations encountered in everyday use. This
limitation is particularly critical in wearable devices, where
unexpected incidents are of paramount importance and cannot be
overlooked. Addressing this gap, our research investigates multi-
sensor wearable systems to understand the context of system
operations and their characteristics. We introduce a context-
aware approach that leverages the unique physics of the human
body to identify the intricate relationships between sensors. By
extracting sensor relations and patterns, our approach aims to
enhance the detection of security and reliability issues, offering
an advancement over traditional methods.

Index Terms—Wearable Devices, Sensor Correlation, Security,
Reliability, Anomaly Detection

I. INTRODUCTION

Technological developments delegated the widespread ap-

plication of Cyber-Physical Systems (CPS) in manufacturing

and fostered the Industry 4.0 paradigm. Recent advances in

low-power, affordable computation, and communication have

encouraged the healthcare sector to pursue the industrial

sector’s success and take advantage of CPS [1]. Especially

with the growth in the elderly population and various chronic

and acute diseases globally, the health industry is chang-

ing dramatically toward point-of-care diagnosis and real-time

monitoring of long-term health conditions. Therefore, wear-

able devices have grabbed a lot of attention, from healthcare

to biomedical monitoring systems, which enable continu-

ous monitoring of critical biomarkers for medical diagnos-

tics. Wearable devices significantly impact sports monitoring

and healthcare in obesity, cardiovascular diseases, diabetes,

asthma, and Alzheimer’s due to better patient monitoring, drug

management, asset monitoring, tracking, and early medical

interventions.

Wearable devices are an instance of CPS, which links the

physical domain, the human body, to the digital world of

computation. Figure 1 demonstrates the architecture of these

systems, which comprises the perception layer, communica-

tion network, and application. The perception layer directly

interacts with the human body, mainly including sensors and

occasionally actuators. A network is expected in multi-sensor

systems where wireless data sharing is required. It is facilitated

by emerging communication modules such as Bluetooth, Near

Field Communication (NFC), Wi-Fi, and Body Area Networks

(BAN). Although single-sensor devices are also available,

many wearable devices embed multiple sensors to measure

various physical parameters in different body parts, such as [2].

The sensor measurement is collected by the communication

network and transferred to the application for storage, display,

and assessment.

Body monitoring systems must comply with certain reli-

ability and security requirements since the system or data

failure could potentially be life-threatening. Adapting the new

technologies raises security and reliability concerns deriving

from the interdisciplinary nature of CPS combined with the re-

source constraints of low-power devices [1]. Building upon the

existing gap in anomaly detection methodologies, this paper

introduces an innovative approach to enhance the security and

reliability of multi-sensor wearable systems. Recognizing the

limitations of current models that process historical sensor data

without a comprehensive understanding of the system’s con-

text, our research focuses on the unique challenges presented

by wearable devices. These challenges stem from the need

to accurately predict and address issues across a wide array

of real-world conditions, including those rare or unexpected

situations that are critical to the user’s health and safety.

The core insight guiding our research is the intrinsic con-

nection between the sensors in wearable devices and the

human body they monitor. Unlike in broader applications,

where sensors might capture disparate data points from var-

ious sources, wearable sensors are uniquely unified in their

purpose: they all measure aspects of a single, coherent system

governed by well-understood physical and physiological laws.

This fundamental principle—that the behavior of sensors in

wearable systems should align with the known physics of the

human body—provides a critical foundation for our context-

aware anomaly detection model.

Our approach capitalizes on this principle, expecting sensor

behaviors to adhere to the physiological and physical dynamics

of the body. anticipate issues under less common, real-world

conditions. Our contribution lies in developing a context-aware
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